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11.[Add] ZY U Y2 LET,
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12. [WLAN] > [Advanced] > [AP Groups] DIBI= 7 U ¥ 7 LT N—T K HERE ni- T & 2R
LET,

Save Configursbon  Ping  Logout  Refresh

CisCo ITOR  WLA) WA GED E
WLAMN= aF Groups Entrier 1 - 2 of 2 Add Group
- WLAMS
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15. [WLAN] ® R T, [WLAN SSID] RO Y 747> A 5 [WLAN ID 17 store(17)] Z3ZR L %9

16. WLAN ID 17 Z38RU & T [Add] 2O U Y UL ET,
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20. [Add New] 24U v % L, WLAN ZBIRL %7,
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T SUFIEDREILLBDREBNZ TN AT 12T
- REMEOME £

FlexConnect ZI)L—7
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TFIYSI—NTBAEMEOHD 100 BDIFA T MFHBEE, 100 BIXTDISA4T
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1> FNEDOCCKM/OKCEREO—Z VT R@EHYR—bhENTVWEE A, B 12 : FlexConnect 7 )L
—7JR2EALEDAVYLAZRY ND—=OBRHVU77LRA

WCs Radius Server

WLC 7500
Cluster

AP Group a HREAP Group
g A
¢ ! Add Access WLAMNM Id=17
WLAN Id- 1 \
- 1-' i
Name:Store 1|  ssID— T':;:" I:t “; -~ WAN - /| Name Al Pn.-gltr:::m SSID- Store
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HOT-SPOTIGuest S5ID- Datacenter
S aruie

J Security- WPA2 'K

WLC A5 @ FlexConnect ZIL—7 DEEE
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i
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[ T T LTI L L L L L LI
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FUICUET, F: O—AHLREIE. O—DIAA Y F > T &R T BFlexConnect T 0
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Tc}tEIEEBm@‘ E:} '%E'} -

Show | Assodated Clents || B
' Location | VLAN | Status | Interface QUick Fiter
Unknown 109 Associated Gil/0/34 Advanced .!:.'.";.Er
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Root Arez 310 Acecociated data EHHQE - FEEE - .I.. EFE
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Unknown 109 Associated Gil/0/36 _
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] + 1_ E i}
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Unknown 109 Associzted Gi1/0/13 Al Wired Clients
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i Tepe e
ETEAE | Torvus Maderm Tpe Togged Erum m
I | Torvad T Tuggd Eeami 1] VLN
e Tt Pkt Ontae Ty By i

WLANS > Eclt "Stome 1

Genaral | Sexurity | QoS Advasced

Abow LA Gvprride

FlexConnect Groups » Edit “Hore 1

interface Gigabitkthernetl/0/4
dmripﬂu

switchpert trunk emcapsulation dotlg
switchport trunk MEEINESTEI0
switchpert trunk allowsd vian |8, 100 _
switchpert mode truak VUAN AL Fipp)

Create Sub-nterface on
Waald 3 - FlexConnect AP

fngrevs BSL rore @

Geagrsl | Locel Authenticatisn  Image Upgrade | YLAN ACL mbgping

Fgrwii ACL earm &

A |

K

- AAAVLAN F—N—F 4 RiE, FRBLCO—DIURBET—RTO—HDIL R4 Y FIHEK
EENZ WLAN ICDWVWT, UU—=R72A85HR—KRENhTVET,

cAAA F—N—F A RE, O—HAN AAMYFUOIHFREENE WLAN ETLZR—TILICTD
BENFHYYET,

- FlexConnect AP IZi&, 43X v 2 VLAN E|v) HTHIZ, WLC A5 VLAN A"EailCERE
NTVBRENFHYET,

cAAA F—N—F A RABSRBRENEVLANF AP 9S54 F > MEICEWESIE, VLAN O IP
FEAP DFT7FI)IKNVLAN A R—T T4 AN SEHEBENETT,

F IR



RDATY TERITLET,

1.802.1x FESEA M WLAN ZERLE T,

WLANs > Edit "Store 1

Layer 2 Security £ | WPA+WPA2 w |
[l smAC Filtering
WPA+WPAZ Paramelers
WPA, Policy ]
WPAZ2 Policy [¥]
WPA2 Encryption [¥] aES ] Ticie
Auth Key Mgmt | 802.1% v

WFA gtk-randomize
State

[ Disable (]

2.WLC LoO—A)l R4 Y F> T WLAN BAIZ AAA A—N—F 4 ROYR—KNE2AZ—T )
IZLE 9, [WLAN GUI] > [WLAN] > [WLAN ID] > [Advance] 2 7 ICBEIL £ ¥,

WLANs > Edit "Store 1'

1 Channel Scanning Defer

Scan Defer Praonty @ 1 2 3 4 5 & 7T

OO0 0EMEO
{imb;fv'l‘ht [m:
FlexConnect

2 [ ensbled

DHCP

BHECE Sercer O owverride

CHEP Adde, Assignmert [ | Required
Hanagement Frame Protection (MFP)

MFP Chent Protecticn 4 [D-pnm-! u
DTIM Pericd (in beacon intervals)

-

802.11a/n (1 - 258) |1

802.11b/g/n (1 - 255) [1 |

HAC
| NACState Nore
Load Balancing and Band Select
Chent Load Balancing O
Chent Band Salect I O
Passive Client
Pagsive Cliart O
Vaoice
Madia Sehfatn SAoopng O Enabled
Re-anchor Roamed Voice Clisnts []  Enabled
KTS based CAC Policy O Ensbied




3.802.1x FRELAIC AAA H—NOFMZ I FO—ZICEMLULET, AA AT —NZEMT S /-
®IZIE. [WLC GUI] > [Security] > [AAA] > [Radius] > [Authentication] > [New] ICBEIL & T

o

security

™ AAA

i -

TS

B &P
w -#_.,5

| mumemcswn |

F TRCALCS+

w1

i
LlAs

Local Net Users

F Lecal EAP

b Priority Order

b Certificate

b Access Control Lists

y Wireless Protection
Policies

RADIUS Authentication Servers > Edit

Server Index i

Server Address -
Shared Secrel Format ASCIL »
Shared Secret kb

Confurrm Shared Secret bk

Ky Wrag T (Desaned for FIPS oastomers and requins & key wrag compliant ZADIUS server)
Fert Number 1812

Server Status Eradied »
Support for RFC 3576 Erabied v
Cerver Timeout i seroeds
Network Lger [ Enabie
Maragemert L erabie
[PSae D Enable

4. AP EF7A)bTO—AI E—RICE>TWVWB 8, T— R%E FlexConnect T— RIZZ#
L&, [Wireless] > [All APs] Zi#IRL . [Individual AP] 20 )Y U35 _&T, O—Al
F— R® AP % FlexConnect E— RICEBRTEET,

All APs > Details for AP3500

General | Credentials | Interfaces | High Availability = Inventory = Advanced

General

AP Mama
Location

AP MAC Agdress
Base Radw MAC
Admin Status
AP Mode

AP Sub Made
Operational Status
Part Nurmber
Venue Group
Venue Type
Venue Name
Language

Mebtwork Spectrum
Intarface Key

| AP3S00
default location

coref:48:c2:35:57
2c: 3 38:16:598:b0

Enable

Unspecified
Unspecified »

Versions
Primary Software Version 7.2.1.88
Backup Software Version 7.2.1.72
Predownload Status None
Fredownloaded Version Hone

Fredownload Mext Retry Time WA

OD4SEARSERGFI11TDSEBASIOFBASALE

Predownload Retry Count A
Boot Version 12.4.23.0
105 Version 12.!1-[2E|E11122:1-ﬂ 1-125)5
Mini 105 Version 7.0.112.74
IP Config
1P Address 10.00.10.133
Sxatic 1P O
Time Statistics
UF Time O0d,00h01milds

Controller Associated Time 0d, 0030 m 14 5

Cartrollar Assocation Latency 04,00k 00 m 598



5. FlexConnect AP Z FlexConnect 7 JL—7ICEBML £9, [WLC GUI] > [Wireless] >
[FlexConnect Groups] > FlexConnect ¥ )L—7" %3&IR > [General] 27 >[Add AP] ICBEL
£,

FlexConnect Groups > Edit "Store 1° oy

Genefal | Local Authentication | Image Upgrade | VLAN-ACL mapping
Growp Name Store 1
FlexConnect APs AR

Primary Wadius Server Mone w
Add ap

— Secondpty Aldand Sbrokt ] b
Celect APs from oamert ooobraller [

Ensble A7 Local Autherticationd [
AP Name AP U

Erhenmet MAC

Cancel |

|
|
Pl

6. FlexConnect AP l&, RZ 29U R—KMLETERHEH, WLAN ICXYE>TE iz VLAN &
AAA F—N—Z A4 RENIZVLANA' RS2 R—NETHAENTLVRBENHYET,
interface CigabitEthernetl/0/4

description [AP2500 |
sgwitchport trunk encapsulation dotlg

switchport trunk mative vlan 109
switchport trunk allowed vlan|3,109
switchport mode trunk

¥ CORETIE, WLANVLANIY Y E> T
vian 109 EAE h, AAAF—/N—F 4 RiCvlan SN EHEhE T,

7. FlexConnect AP ® WLAN 'S VLAN ADY Y EV T ZRELE T, COREICETE,
AP IZVLAN DAV Z—T I A AN REENET, APH VLAN DREEZZETIE, &
5B dotll BREA—HBRY N B TA O EZ—T T4 ANERENh, TUYZTI—TIC
EBmMEhET, cOWLAN LICOTZA T RNETISI—>232 0 T, 94T KD
TIYSI—>23&EhdE&EIC, TOVLAN(F7 4N, WLAN-VLAN Y YEVJICED
EET)NEN)HTSNET, [WLAN GUI] > [Wireless] > [All APs] > 3 ED AP #0J Y D
> [FlexConnect] 2 7 (Z#& L. [VLAN Mapping] 22 Y VL&Y,

All APs > AP3500 > VLAN Mappings

AP Name APIZ00

Base Radio MAC 2c:3f:38:M6:98:b0

WILAN VILAM
Id S5 10 Iy
1 Store 1 109

8. AAAH—NTIA1—HZHEKL. IETF Radius BEDH T VLANID ZIRT LS ICI—H &
ELET,



Aftribute Type Value

=TFE5 | Tunnek-Medium-Type | Tagged Enum T1]802
T IETE G4 | TunnelType Tagged Enum [TA]VLAN
CETE a1 | TunnelPrivate-Group-1D Tagged String [T1]3

9. AP (CI&, BIMIIC VLAN ZZ|v) H TS =8 IZ, EEID FlexConnect AP ®EE1E® WLAN-
VLAN XY E> T %#ERT3H. FlexConnect FIL—7"M ACL-VLANY Y E> I = ERL
REICEIVTERICEREME, FAFIVYIVIAN AOA 2V R—T ITAANFHYNET,
FlexConnect AP £ T AAAVLAN ZET D -, [WLC GUI] > [Wireless] >
[FlexConnect Group] > 4 ® FlexConnect ' )L—7"% 0 ') ¥ 2 > [VLAN-ACL mapping] =
BEHL. [VlanID] 74 —J)LRICVLAN EAHLET,

FlexConnect Groups > Edit "Store 1
General | Local Authentication .~ Image Upgrade | VLAN-ACL mapping

VILAN ACL Mapping

vian Id 3

Ingress ACL | none &

Egress ACL | none %
Add |

10. AAAVLAN ZI R 1=HIC, COWLAN ICOTA T aTFTYI>I—>3>L, AAAH—
NTRERELEI—HYEEZFEALTERIELE T,

M. 94T &, AA AT —NZBUTRENEZAFTIVIVLANAS IP T RLAZE
BLET,

12. FERE D =&, [WLC GUI] > [Monitor] > [Client] > BFED IV ZAF> RO MAC 7 RLA%Z D
Dy oLT, 947 NOFHZERRLET,

I R

. Cisco Airespace Bl EDEMHEHR— & h T, IETF B VLANID DA YR—KEhFET

. {31 D FlexConnect AP ® WLAN-VLAN XY E> S #BU T, £/(& FlexConnect 7 I)L—7°
O ACL-VLANYYE>JZFERAL T, APREZCEICEAX 16 D VLAN 2R ETEF T,

FlexConnect VLAN cE < hpRAA/YF T

ARO—Z VY7827 VDU—=R 72T, O—AIICAAYTFTENnS WLAN ICRT S
VLAN ® AAA A—N—F A4 R (ZALFZVY I VLANEYHT)IZKY, DAVYLRIZAT>
RA"AAA H—NTRMEE NS VLAN ICEESThET, AA AY—/AASES i VLAN A" AP
FELBEWES., 94T RNEEOAP ETWLAN ST YE>TEhi- VLAN ICEEE .,
RSTAYIFEF0OVIAN CO—HILICAAYFoTchEST, 512, 73 &Y EFOU ) —
ATl&, FlexConnect AP B S DHEED WLAN D RS 7 4 v 2k, WLAN OREICISU THRZE
FEO—ANTARAAYFoTIENET,

1J1)—R7.3hA 5, FlexConnect AP 5D KT 7 14 v l&. FlexConnect AP £I(Z VLAN A'1E1E



FTRINESHICKUT, FRFLFO—ALTRAYFUITENET,

Flex AP AT —ROBFEIZ, O—HIN AAYFUINZREENIEWLAN EORNS T 195
70—, XOELDIZHKEVYET,

- VLAN ¥ AAABHE®D 1 DELTRE N, TDO VLAN & Flex AP F— R —AICEELBZV
BE, RSTAVIRFHRRTRAAYFTIEh, VLAN N WLC LICEETHREY ., AAA Y
—NHABSBRENECDOVLIAN EA DV R—T ITA AN IZATNIE)HETSNET,

- VLAN ¥ AAABH®D 1 DELTRE N, TDO VLAN & Flex AP F—ZXR—AICEELBZV
BE, NZTAVIRBPRTAAYFUITENET, TOVLAN A WLC ICEEELEVES
G, 9SATRNCIEWLC ETWLAN IR YEYENEVLAN EA 2R —T T4 ANE
ETSshFET,

. VLAN 2" AAABM® 1 D& L TIRE N, FD VLAN A" FlexConnect AP F—2Z X — AL
IT25HE. N7V 0O—AINIARAYFoIENET,

- AAA H—/\H 5 VLAN A IRE B WEES., 9547 > NIk, Z 0 FlexConnect AP £ T
WLAN XYy E TEhE VLAN AFEIY Y¥Tsh, RS T74Y 2 O0—ANICARAYF T
ENET,

Flex AP A*AR> R7OY E—ROFEIC, O—HI AAYFUINFREES N WLAN LD ~
27490 70—, ROKSIZBEVYET,

cAAA H—/NIC&k 2 TIRE N VLAN A Flex AP F—ZXR—RAICFELEBWVIREE. 95/14TF >
NEF7#J)LN VLAN ( DFV), Flex AP ETWLAN ICXYE>J&Ehiz VLAN) ICEEE
NET, APHNERTDIEE, COITAT U NIRRREZ@BREN, RTT A4 Y INHFRT
ALY FUoTEnET,

cAAA H—/NIC&K 2 TIRE N VLAN A Flex AP F— AR —RAICTFETREE, 94T N
FIRE N VLAN ICEEEh, RST74v2RO—HDINICRAYFoIEenExd,

- AAA H—/\H 5 VLAN A IRENBEWEES., 9547 NIk, F 0 FlexConnect AP £ T

WLAN XY EVTENE VLAN S Y TSsh, RS 74v0R@O—AILNICARSYFT
ENET,

FIE
ROATY TERFTLET,

1.WLAN TO—HII A4 YF TR EL. AAAF—N—FA4A REAZ—TIIZLET,



WLANs > Edit "Store 1°

| General [ Security [ QoS E Advanced

[allow AaA Override Enabled
Coverage Hole Detection Enabled

Enable Session Timeout 1500
Session Timeout (secs)

Alronet IE [*|Enabled

Diagnastic Channel [ lEnabled

Override Interface ACL  IPv4 | MNone | IPvéE | None w
F2P Blocking Action Disabled v |

Client Exclusion 2 [“lEnabled 50

Timeout Value (secs)
Maximurm Allowed

Clients & &
Static IP Tunneling i1 [Jenabled
;‘ufl:il-tiinirect Clients Disabled
Maximum Allowed 200
Clents Par AP Radio

FlexConnect
;'iif:l:gef rocal Enabled

2. #iIZHER L 7= WLAN 25 L T [Vlan based Central Switching] 4 X—7JLIZLE T,



WLANs > Edit "Store 1°

|'. General | Security ] QoS | Advanced

allow aaa Override Enabled
Coverage Hole Detection Enabled

Enable Session Timeout _lﬂl]l] |
Session Timeout (secs)

fironet 1E [“lenabled

Diagnostic Channel [CJenabled

Override Interface ACL  IPv4 :Hune u:

P2P Blocking Action Disabled v

o |
Timeout Yalue (secs)

Client Exclusion = Enahled

Maximur Allowed

IPvE :I”-.Iu:une b

Clients £ 0

Static IP Tunneling Lf [ lenabled

;'l.ftil-iFEinirect Clients :Disahled v:

Maximum Allowed 200

Clients Per AP Radio .
FlexConnect

FlexConnect Local Enabled

Switching 4
FlexConnect Local Auth £2 D Enabled

Learn Client IP Address 2 Enabled

Wlan based Central

o
Switching 13 ] Enabled

3. [AP Mode] % [FlexConnect] ICEREL £,




All APs > Details for AP_3500E

General | Credentials '|' Interfaces | High Availability

General

AP Mame AP_3500E
Location |
AP MAC Address
Base Radio MAC
Adrnin Status Enable |
AP Mode

AP Sub Mode local

monitor
Rogua Detector

Cparational Status

o Fdeaf: 3a:07 74

o Fdeaf: 5324 @0

FlexZonnect

Port NMurmber Sniffar
Bridge
Venue Group SE-Connect

= "

o=

= .

4. $35FE D Flex AP E® WLAN-VLAN XY E> T D, Flex FIL—TH50 VLAN OFREZEL
T. FlexConnect AP D F—ZR—AIZVWK 2D DB T AV BZ—TIA AN HB & &HER
LET., COHIT, VLANB3 & Flex AP £ WLAN-VLAN XY E I TEREETNTVET

MONITOR,

WLANS

CONTROLLER WIRELESS SECURITY

Wireless

+ Access Points
Rl APs
= Radios
glZ.11a'n
802.11b/g/n
Global Configuration

b Advanced
Mesh
RF Profiles

FlexConnect Groups

FlexConnect ACLs
» BO2.11afn
¥ 802.11bSfg/n
¢ Media Stream
Country

Timers
P QoS

o

All APs > AP _3500E > VLAN Mappings

AP Mame ap_3500E

Base Radio MAC

o 7d:4f:53:24 ;60

WLAM YILAM
Id S51D 10

1 "Store 1° 63
Centrally switched Wians

WLAMN Id 551D ¥LAM ID
AP level VLAN ACL Mapping

Ylan Id Ingress ACL Egress ACL

63 none % FedriE | %
Group level VLAN ACL Mapping

¥lan Id Ingress ACL Egress ACL

5. ZDOBIT, VLANB2 AZAF IV I AU R—TILAND1D2ELTWLC LTEREENT

HY. WLC ETWLAN XY EYTEhTLWEEA. WLC L0 WLAN &, BB
VLAN ( D%V VLANG1 ) XY EY T ENTVET,




CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Controller Interfaces
General
Inventory Interface Mame VLAN Identifier TP Address Interface Type Dynamic AP Managerment
IaTerTareE | 62 9.6.62.10 Dynamic | Disabled =}
Interface Groups management 61 9.6.61.2 Static Enahled

6. D Flex AP ETATY 1 THRELEWLANICOZATNETYSI—>3> L,
AAA H—/\H S5 VLAN G2 ZIRLFE T, VLANG2 [ D Flex AP ICETELEFE AN, WLC
FERAFIVI A B—TIARELTTFRETD D, NTTAYVIRHRTRASAYF
voENn, V54T MIEWLC £ VLAN G2 A&V HTEsh&ET, RICRTHAT,
D9Z4T > NI VLAN 62 &IV TS h, [Data Switching] & [Authentication] (&
Central] ICEREENTVET,

Monitor Clients > Detail

Summary

¥ Acoess Points

F Cisco CleanAir

Chant Pro |.'lEr'||E'5 AP Propartias
b Statistics
b COP HALC Address 00;40: 96 8@ be AP Address ehi Tl 53 2400
IIP'-d Address ‘!.6.62.ll:lIJ] #F Hame AF_3T00E
* Fagns [P Address
ﬁ l
¢ Redundancy &P Trps BOZ 118
Client WLAM Profile Store 1
pEnts
Multicast Diata Switching Capdral
Aigharhcahgn Cantral
Stabus Asgocanted
Asgaation [D 1

S02.11 Authenbcabon Dpen Syshem

Rasson Code 3

Status Codi L]
Clisnt Type Hegulsr CF Pollables Mot Impbemented
Usar Nams betauser CF Poll Raguast Hat [mgbirsdtsd
Port Mumber 1 Eheort Presmble Biot Implemented
Iribeerd dyrn PBCC Kot Implemented

m il Charnel Aglity Mot Inpdemaenbed
A CWLANRO—ALNARA Y FUOIRICKREENTVERTHN . DI FA4F > hD[Data
Switching] 7 4 —JL RIZVLANDOFEICE SV THRICEBE A TVET ( DEY., AAAY—
N SEBE NWBVLAN B2BAPF—AR—RAICHFELELA ),

7.0l 1—HA OERL = WLAN L TRIU AP IC7YSI—>3av&Eh, APICE WLC IC
EFELBEVS DA O VLAN " AAA B —NASRENIFE, RTT7A4YIRBHRRTAAS
YFoTEN, UTATMIEWLC ETWLAN IR YE Y TEnlcA 2 R—T T4 AN
HYXTSNET (ZOBTE VLANGT ), Shik, WLAN &, VLAN 61 ABREE TV
PEBAVE—TIAALIIYETENZIHTT,




Clients > Detail
Chent Properties AP Properties
MAC Addrass 00 40:96: b8 : d4:ba AP Addrass ol Tl=df 5324 180
Ii"ﬂﬂ Address #.6.51.100 I AF Name AP_I500E
IPvh Address AP Type 802.11a
WLAN Profls Store 1°
Drata Switching Central
Buthenticabon Cantral
Status Assocated
Assocabon 1D 1
B0Z.11 Authenticabon Cpan System
Feasen Coge 4
Status Code [i]
Client Type Regular CF Paollable ot Implemented
Usar Name batauser? CF Poll Reguest Mot Implermentad
Port Member 1 Short Preamble Mot Implarmented
Interface management PERCC Mot Implemented
VLAN 1D &1 Channal Agedity Mot Irmplermentad

X CWLANAO—HDILASMYFUOIRACEREEATVWSSY, COI T4 T ND[Data
Switching] 7 4 —JL RAVLANOBEEICE TV THRTH D EEBRELET, DFV. AAA
H—)\HNS8REND VLANGT A" AP F—ER—RAICFEELEVEDOD, WLC F—EZXR—A
CEBFELFERA. TOHER, 9FA4T7 NI, WLAN IR YE TJEThTWSTFT7 1)
NAVE—TIAADVLAN EA/ 2V BR—TIAANENETSNhET, <OHIT, WLAN
FEBAR—TIAA(DFEYVLANGT) ICXYETENTWVWBED, 94T
& VLANBG1 AS IPF7RLAZEEBLEL I,

8. BN I—HNZDEKE N/ WLAN ETEFAICTYII—avEh, AAAY—=/N (20D

Flex AP EICTE1E ) 5 VLANG3 A RE ni-BE., V547> Mk VLANG3 AFEIV) 4T

Sh, NZ74Y0O—HAINARLYFIENET,

lients > Detail

Client Properties AP Properties
MAC Address 004 0: 98 bB:dd:be AP Address ool Tl 53 2 el
I IPvd Address 9.6 .63 1-:|I:II AP Marme AP_FS00E
IPvE Address AP Type BD2.11s
WLAN Profile Store 1°
Data Switching Local
Ruthenbcation Central

IR

- VLAN R—ADHRAA Y F I, FRFEFEFAEO—HIL RAA4 Y FUITHFREE iz WLAN
DHTHR—RENTVET,
APHTAL R —=TIALA(DFEV VLANIY Y E> Y ) 5 FlexConnect AP ETEREE TV



PHENBNET,

FlexConnect ACL

FlexConnect ET®MO ACL DEAICHEWVN, APASOO—HINICAAYFoITEhdTF—RX NF7T
AV IDREEEBEHDLZHIC, FlexConnect AP T7ZUtEA A NO—IIOMSEMZEHET X
HZXLHNHV)ET, FlexConnect ACL & WLC L TR L. FlexConnect AP A, AAA #—/\
—Z4 RVLAN A®D VLAN-ACL XY E> T ZERL = FlexConnect J)L—7 LICFET S
VLAN ZERA LU TRETIHENf HVET, cNSOACLIEAPIZT Y 1EhET,

ACL Rule on AP
acting as P2P Block

CAPWAP Tunnel

=K

. > NO—3 T FlexConnect ACL Z#/ER L £7,
.FAlUC&%®, APLAXRJLVLANACLNYYE>T DT T, FlexConnect AP EIZ1FE T % VLAN

ICEALET,
- VLAN-ACL XY E>J DT T, FlexConnect JIL—7ICFEHETS VLAN ICEBATEERT (—

BRIC AAA F—/N\—F 4 RE iz VLAN IZRH L TITWET ) o
- VLAN [CX LT ACL Z BRI 2MIC, BATSHFEELT Tingressy . Tegressy . £hld
Fingress and egressy Zi#IRL £ 7,

FI&
ROATY TERFTLET,

1. WLC £ T FlexConnect ACL Z4ER L £, [WLC GUI] > [Security] > [Access Control List] >
[FlexConnect ACLs] ICEBBIL £9,

FlexConnect Access Control Lists Entries 0 - 0 of O M.

Acl Hame

2. [New] Z0UYOLET,
B.ACLEZRELZET,



Access Control Lists > New < Back Apply

Access Control List Name | Flex-ACL-Ingresd

4. [Applyl 20UV OLET,
5 8 ACLOIIL—ILZERLET, L—IIZEKTSICE. [WLC GUI] > [Security] > [Access
Control List] > [FlexConnect ACLs] ICBEL., ETERLEACLZIUYOLET,

Access Control Lists > Edit <Back | Add New Rule |
General
hocess List Mame Flax-ACL-Ingress
DeEstination hource  Dest
Seq Action  Source IPfMask  IP/Mask Protocal Port Port DSCP

6.[Add NewRule] 27U Y UL &Y,

Access Control Lists » Rules > New < Back | Apply |

SEQUAnCE 1
1P Address Hetrrask

SOUREE 1P Address W 0.00.0.0 (0,000,

r IP Address Hetrmask

" n

Destination 1P Address 0.0.0.0 0.0.0.0
Profoeal By W
DECP Ay w
Achon Deny W

E EBEHCH L2 TIL—ILERELET, HRET permitany any L—ILABREE N TLVEVE
B, IRNTORNS 714y 0&27TOY I IHBERNBESTHKHYET,

7. FlexConnect ACL Z#ER 9% &, fEEID FlexConnect AP ® N T WLAN-VLAN X v E> T
RICIvyE>J LY., FlexConnect 7 )L—7 1289 % VLAN-ACL XY EJICHERATE
£7,

8. {fflZ ® FlexConnect AP ICX L, VLANYYETDTOE%Z O VLAN IZDWT, ETHRE
L 7= FlexConnect ACL Z AP LRILTYYE>JLET, [WLC GUI] > [Wireless] > [All AP]
>HED AP £ 1) v ¥ > [FlexConnect] 7 > [VLAN Mapping] BB L £3,



All APs > AP3500 > VLAN Mappings

AP Name AF3500

Base Radio MAC 2c:3f:38:f6:98:b0

WLARN

VLAM

Id SS5ID ID

1 Store 1 109
Centrally switched Wlans

WLAN Id SSID VLAN ID

e} Store 3 MSA
IAP level VLAN ACL Mapping

Vian Id Ingress ACL Egress ACL

109 Flex-ACL-Ingress Flex-ACL-Egress

9. FlexConnect ACL I&. FlexConnect 7' )L—7"A® VLAN-ACLY YEJICERATA LS
TZ %9, FlexConnect 7 )L—7 WD VLAN-ACL XY E> T O T THERE Nz VLAN (&,
FIZAAFTZY I VLAN A—N—F A4 RICEAENIhET,

FlexConnect Groups > Edit "Store 1

| _Gemeral | LocalAuthentication | Image Upgrade | VLAN-ACL mapping

VLAN ACL Mapping

Vian Id 0
Ingrass ACL | Flex-ACL-Egress |+

Egress ACL |Flex-ACL-Egress |~

_Add|
Vian Id Ingress ACL Egress ACL
3 Flax-ACL-Ingrass Flex-ACL-Egress |

I AR

. &K 512 @M FlexConnect ACL & WLC XL CERETZEE T,
-E2DACLIZIE 64 EDI—IERETEEXT,
. FlexConnect )L —7"F /=& FlexConnect AP  =V) &K 32 0 ACL Z2X YE> I TEE



EE
- K 16 D VLAN & 32 0 ACL #* FlexConnect AP LIZERIZFEETEET,

FlexConnect AZ’UY N R XD T

73XRYEFTDOWLC UJ—ATRE, ARTARAAYTFUITENhBDWLANICTVYSI—>3>Eh

TW5 FlexConnect AP ICE#HEL TWB 9S4 T RN, O—ALBYA NELEERY NT—D

CHBIZTNAAIMASADRNT T4V IV EREETIHEN HD5HE. CAPWAP ZHT WLC IC b
S74v0REEL,. BUNTZ 714 Y 0% CAPWAP A A7\ RESKiZFALTO—AI
HANCRIBENFHYEL L,

JUY—ZX 73U, RAZVYRN RRUITICEKY), 9SAT U RNCE>TEBENERNS T 4
v 9%, FlexACL ZfAL. NTY RORBICETVTOEIZIANZALNEAEThEL I,
—HITBNTY NEFlex AP ASO—HIICALYFoTEh, BYDO/INT Y MNE CAPWAP %
NUTHRTRAAYF U TENET,

ATUY N RIRUTHEEICE., @40 SSID LOISATMFO—HIL XY RT—0 LD
FINAARA(TVE, VE—=NLANR—NEOBRIZ >, EEEN=VYFISSID LT 1+
LAFNAR) EEEBETE, CAPWAP ZNLTNT Y NEZEETSD & T WAN FiEIEZE
HEBEITRHZENBVEVS, OEAPAP BRICH TR ESHBBIAVY MFBYET, ATUY K
R2R1D>2JE OEAP 600 AP Tl AR—RMENTVWEH A, Flex ACL I, O—AHIIL A MFL
BFRYRND—VICFERETDINTOTFNAARZHFATHLEHIC, L—ILZFERALTHERTEET
o BN SSID LODVAVLAIVSATRASONTY MY, OEAPAP ETEREEN TV
Flex ACL DIL—I)LIC—BULEBE. TORZ 74 v ORO—HAIICARAYFoIEn, BYDK
74V (DEVEBERNICEBRENENT 71499 ) Ik, CAPWAP ZNLTHRTAS Y F
vIEhFET,

AZTVUY RN KRRV YII—=23 TR, dRYANDITATRNITYII—>a0E
NTWBHTXRY NELFEVLIAN AFO—HAIL A RMCBEVWCEZFRBELTWVWET (2FV, &
RYANCHBDHTZY DS IPTRLAEZTWZI9SAT7NONT 74y 0k, O—AI
CAAYTFUOITEEFLEA ), RATVY KN MU THEERE., WAN OFEIREROFER ZE (T3
O, O—AL YA NCEBITZHTZYNCOVWTRS 74y 02ZO0—HINICAAYFTT
BCEEBNELTVET, Flex ACLIL—)LIC—HITB RS 74y oR@O—HIWNICRAYF> Y
Th, NATBRENERTEN, 95472 RNOEEBTIPTZRLAN, O—AIL YA NELEGFERY
RO—OTI—FT 1A JABERE Flex AP D BVIA 2V Z—T7IAAIPT7RLAICEEETNET,

2



LAY N RS THBEER. Flex AP DA ICE 2 TP RNZA XEnB, RRTOAL
YFUINBRESNE WLAN ETHR—RNEIET,

- WEREDHCP %, A7UY KN RRUVIFREENE WLAN ETAZX—TILICTDHE
FHYYET,

CATUY N RRUTDOHRE. Flex AP Z & A, FlexConnect FIL—7HOTXTH
Flex AP I LT, FROAAM Y FUINREETNEWLAN CEICBRAEShET,

FIE
RORATY TERITLET,

1.WLAN THRTDAA Y F I ERELET ( DFV), [Flex Local Switching] 214 Z—7 )L
ILLEEA),

WLANSs > Edit "Store 1°

. General = Security | QoS | Advanced

Allow AAA Override [ ] Enabled
Coverage Hole Detection Enabled
Enable Session Timeout 1800
Session Timeout (secs)
Airanet 1E [vlEnabled
Diagnostic Channel [ lenabled

COverride Interface ACL
P2P Blocking Action

IFPvd MNone IPvE | HNone %

Cisablad L

&0
Timeout Yalue (secs)

3

Client Exclusion 2 [*|Enabled

Maximum allowed

Clients £ &

Static IP Tunneling i1 [CJEnabled

Wi-Fi Direct Clignts

Policy

Maxirnurm Allowed
Chents Per AP Radio

FlexConnect

Disablad

Flex Local Switching

200 should not be enabled

FlexConnect Local
Switching &

s

[] Enabled

2. [DHCP Address Assignment] % [Required] IC88EL £ 9,




WLANSs > Edit "Store 1

Advanced

General | Security | QoS
Allpw AAA Overnde — Enaied
Coverage Hole Detechon ] Enabled
? 1500
Sesnion Timeout (secs)

Enadle Sesaon Timeout

luronat [E #|Enabled

Disgnostic Channel " Enabled

Owernde Interface BCL  [Pyd  Hone w

DHCP

DHCP Server Ll ovemde

DHCP Addr. Assignment ﬂ Hequired

Management Frame Protection (MFP)

IPvé | None ¥ MFP Client Protection ¥ Optonal w

. [AP Mode] % [FlexConnect] ICEREL F£ 9,

All APs > Details for AP_3500E

General | Credentials
General
AP Mammes AP_3500E
Location

AP MAC Address
Base Radio MAC
Adrnin Status Enable

AP Mode

FlexZonnect
lacal

AP Sub Mode

Oparational Status rmonitor

Paort Nurnber Sniffer
Bridge
Venua Group SE-Connect

E Intnl_fni::as | High Awvailability ;

o Fdeaf: 3a:07: 74

o Fdeaf: 5324 @0

Rogue Detector

g

4 FRTRAAYTF>J&Ehs WLAN ETO—

WOKRZ 714y JRRBERNSERIL-ILIC—

nEXY,

HINCAAYTFUITTRIRENGHGDNTT 1Y
1%L, FA)L—)LZEAL T FlexConnect ACL 258 EL £ 9., CDOHIT, FlexConnect
ACLIIL—I)LIix, 96610 TXYRNLEICHD (DEVHROVANCHEETSD ) IXNTNHY
FATRNDS, 91.0150 ND ICMP RZ 74V 222U\ T., Flex AP £ET NAT BE%2E
AULERTO—NDINBRAYFUITICODVWTTS—RERITIDEISBRECNTVET, &
L. CAPWAP BHATHRTRAYF I




alia]i
CISCO

_— Y e e _ /0 -: W R

Wireless Apcess Control Lists = Edit

= Acoess Points

All kR General
» Radios
BIZ.11aMn fcoess Lest Mame Flex-ACL
Global Configuration Destination
Seq Actiom  Souwrce [P fMask 1P /Mask Probocod Source Port  Dest Port DSCP
b Advanced
F8.41.0 2.1.0.150
1 ICHP & An A
Mesh A Pe™t ecoegiesn  msassssies  © y d o @
’F Profiles

FlexConnect Groups

5. COERE iz FlexConnect ACL l&, A77UY N RXJLACL &L T{E% D Flex AP (27
Y1923 h, FlexConnect FIL—7"ADTNTDH FlexAP IC7'Y< 1 TEET, Flex ACL
ZO—HDIL A7VYRNACLELTHELZD FlexAP IC7'Y2 193121k, XOFIEZETL

F 9, [Local Split ACLs] ZV Y UL ET,

alan

CISCO WLANs COMTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP
Wireless All APs > Details for AF_3500E
—
+ Access Points Ge : : b
neral | Credentials | Interfaces Availab Invento FlexConnect | Advanced
coes: | | | | High Availability | | | |
w Radios
B02.11am
B02.11b/afn
lobal Configuration R [
e Native VLAN ID &7 YLAN Mappinas
sesh FlexConnedt Group Name Mot Configured
RF Prafiles
Prefuthentication Access Control Lists
FlexConnect Groups
FlexConnect ACLs Extarnal Wabdisthentiation AGLs

ATVY RN KRRV THEERE A Z—TI)LICT D WLAN Id %3EIRL . [Flex-ACL] ZiZIRL
T[Add| 2V UYILET,



All APs > AP_3500E > ACL Mappings

AP Name AP _3500E

Base Radio MAC od:7d:4f:53:24:e0

WLAN Id 1

Enter WLAN ID on which Split
WLAN ACL Mapping / Tunnel should be enabled

Local-Split ACL | Flex-ACL ¥ | _
Add Click Add after
selecting Flex ACL
wWLAN Id WLAN Profile Name Local-Split ACL

Flex-ACL (&, O—AHJ)IL A7UYNACLELTFlexAPIZT Y 1&dhnEd,

All APs > AP_3500E > ACL Mappings

AP Name AP _3500E

Base Radio MAC  od:7d:4f:53:24:e0

WLAN ACL Mapping

LA 1d D

Add

WLAN
Id WLAN Profile Name Local-Split ACL

1 "Store 17

Flex-ACL |

Flex
ACL Z0O0—AHJ)L A7UY N ACL &L T FlexConnect FIL—7IC7°v> 1932}k, XDOF

JEZRITLET, ATUYRN RRUVTMEERE A Z—TI)LICT S WLANId ZIBIRLET
o [WLAN-ACL mapping] 27 T. 4 E®D Flex AP Zi& 19 % FlexConnect FIL—7H 5
FlexConnect ACL Zi#iRL ., [Add] ZV Y I LET,




General | Local Authesticatien  Image Upgrade | ARA VLAN-RCL mappimg | WiIAY AC1 mapplsg Worbaliie

J Wieh Auth ACL Mappireg Local Spit ACL Mappindg Ertar YWLAN ID on whech Spbe
-" — o . & b 4
¢ Adwanded 3 g b ablpd
LAY 12 WILAN L3 1
LIETTN
Wabhyts A1 Pl oL W sl Tobe & - T— -
1 Praliles
[E1excoanect Groups] — ===}
WL AN I WA Porofile Fammee Weblath AL WiLAS [d Wikt Frodile foamee Lioa sl plif ALK

b B0 L la n

Flex-ACL A"O0—AJL A7VUYNACLELTED Flex JIL—7HA®D Flex AP IC7°Y S 1 &

nEXY,

* ADCeii Painls

General | Local Amthentication  Image Upgrade | ARK VLAN-ACL mapping WLAN-ACL mapping webbalicies

Web Auth ACL Mapping Local Split ACL Mapping
¥ o ed
WLAN Id | wLAN [d
ail
wWebdith &CL T - W LigsCall Spdf RCL Mo [*]
BF Prrafdes ’
Add add
Fhexlosmect Groups .
WiLAN Id LA Profie ~ame WebAuth ALL WLAN [d WLAS Frofile ~ime Ll a5 plet RLL

¥ BOZ2.11a/m

¢ BO2.116/qls

IR

- Flex ACL )L—IJLIk. ABUHTZRY NEEFERABLVEE L T permit/deny X ZFEH L TE&
ETEEE A

CATUY N NRDINFREE N, FRTAAYFUITENDIWIAN EORST T 1Y
DEO—HNICARAYFUITEDDR, T4 VYLRAIVSATMO—DIIL A MLEICD
BPIRARBORNS 74V I BEEFELEBEBEOHTT, NZ74v 0N, O—HIL A KNED
DAT 2 RNELERBERANIKY, CNSOFREE NI WLAN EQODA YL AR IOZAT >
NCEFENLBE, BEICTETEEREA,

RULFFF+ARNEFERFR7O—RFYAN RS 74921200 TR, RAZTUY RN RRUDYT
FHR—RENAhTVEEBA, YILFFYARNEERTO—RFYAN RS T7 1Y TE, Flex
ACLIC—BEBILTEFRTRAYFUITENET,

T P = 1

FlexConnect Fault Tolerance ZER T2 &, XDBEIC. T750F 9FAT NI TRIA4Y
LAT7I9AEY—EANTEETT,

- FlexConnect Branch AP A" 7" 4 X 1) Flex 7500 > RO—SADEHZE X2 HE,

. FlexConnect Branch AP A& Flex7500 O NO—Z 28IV X £ T,

- FlexConnect Branch AP (&, 7’24 XY Flex 7500 > RO—S AN EHEZBEILE T,
FlexConnect Fault Tolerance &, ETHBELAEO—AJI EAP EHIC, XY ND—VEFLEEOE
O75F XA IR ALZRBELET, COBERFTI7FILRNTAZ—TINICE2THY., T4
E—T7INICTEELBA, O NO—FFEE AP TORERFRETT, L. Fault Tolerance
AHEBICHELBEATRETHDEHICE. ROXEEREIHEN HYET,




.WLAN QJEF ERER. 7ZAXVENYITYTDFlex7500 A NO—FTRAILTH S
CENRBETT,

WVIANRYED TR, T7SARVENYOITYTDOFlex 7500 1> RO—5TCRALUTH B
ENBETT,

CEEVUTF A RXAVBE., T7SAIVENY O TYTOFlex7500 1 NO—>5TRAILUTH
BDCENVETT,

.Flex7500 #2724V ENYOTYT7OARNO—FJE L THERTZCEEHELET,

L3 3]

. FlexConnect l&, I NO—FORENFZEENEZVREY, APAREUI NO—FICELET
BDEECIVZAT N EYILER A,

. FlexConnect l&, BREICEEN &L, N\v o7y 7 1> NO—-FHF7Z4X) 2> bO—7
ERUTHDRY, NvOoFY 7 A RNO—FJILEHETDIEZICIVTAT N EZNIHMLEL
Ao

. FlexConnect l&, O RNO—ZORREICEENBZWRY ., TO7ZS4X ) I hO—-FIC#F
RITBDEEIC, TOEBRZVEYRNLERA,

Lol

cO—AN RAYFoIE, FRELFEO—HILOFREZFER L 7= FlexConnect O & THR—
REhERT,

- FlexConnect AP " AR RT7OY E—RASEFZT—RICTYYEBEDBIEIICIZSAT N
v2ay BAX—NYNEHEE, PRTBIAETNDIIVSA T MNOREBBRANVETT

- Flex 7500 7’2 AR UBRONY OF7 Y7 A hO—Z, AUEEVUT 1 RXAZVICEL
TLVRLBENHNET,

WLAN CEDOI 54T bR

RZT74Y00ITXT—=23a2ICMAT, DAVYLAY—ERITIERRIZIZA4TU N
DB ZFIRTILEMNIrELUET,

Bl: 750F RORVINDEST—REVE—ANDTAN VTAT > NORBEFIRT %,

CORBIMRTRESH, DAODQRFWLANZEDIVTZA T2 MIRBEZEALTVET., 0O
Wtz ERAT2E, FASNhD VAT bO#EE WLAN ZEICHIRTEXRT,

FEEMB

CBRKITAT MBI LUTHIPRZRET S
ERZERSZICTS
¥ ChEFEQoSHOEXTREH Y EE A

COBBERGT7AILRNTTAE2—TILICBE2THEY, HIRFEAEhELA,

i



FlexConnect ¥ AR > R7OVEMEREDHEICE. 9547 MOLEENMBRAEAEE A,

WLC DOEEE
ROATYTERTLET,

1. SSID ¥ DataCenter ®, FRTAA Y F >IN TLS WLANID1 ZBIRLET, <D
WLAN (&, AP T —7 DERKICERLEZEDTT, ESBLTLSEEL,

2. WLANID 1 ® [Advanced] 2 7 &)Y O LET,

3. [Maximum Allowed Clients] 7F¥ AN 71—/ RIZVSAT MO LREEZRELET,

4. [Maximum Allowed Clients] DT7F AN 71 — )L RICEREL =&, [Applyl ZVUYILET

o
WLANSs > Edit < Back | Apply
General | Security | QoS | Advanced
£l
Allow ARA Owarrids L] Enabled DHLP
Cavaraps Hols Detection ) Bnabled OHCP Server L] Cvermde
Enable Seszron Timeawt (1200
" Essason Timeouk [secs) DHEP Addr. Assignmest [ Reguired
- )
duronet IE L Enabled rManagement Frame Protection (MFP)
Diagriostic Channel Cenakied
[Pyvi Enable € ] MFP Client Protection ¥ | Optional w0
Crrernide Interface ACL Hone  » OTIM Period (in beacan intervals)
PP Blocking & chon Dt abled L
- 40 B02.11afn {1 - 25%5) 1
Client Exclusion & lEnabind
Turnsgout Value (f8CE) Bi2a11b/gMm (1 - 255) (1
Mamimum A&llowed D AL
P N
Clignts
RAC OOB State [
0 Channel Scanning Defer = Enabied
Posture State [
ScanDeferPrioity O 1 2 3 4 5 & 7 ) - Enabled
'—“—*D'—TE*— Load Balancing and Band Select
Clisnt Laad Balantng
Scan Dedar 100
Time{msecs) Client Band Select £ b
£ 1
Foot Mobes
2 W-AFAF Local Switching is nol supported with [Prec, CRANITE suthendicadion
3 WhAsn clanl #rolirion (0 anabied, & Timeout ke of Meeo masnd ifinty (Wil reguvs BIManvifratv e ovsirids bo réred sroiuded olients)
& Cliart BOTE Jp pod molve undses WOIAT i configured
5 Loarn Clisntt 07 05 confipurable ondy when HREAR Loon §udching iv snabded
& Wi and open or AFT secuwrity showld be enaliled o suspor? Maher 11n rates
7 Multtcast Showls Be Enabied’ For IPVS
§ Bang Saledt it confourabls only whan Sacho Policy /v set fo AN
P VEE par imphet i on clwnts allowed,
IO MAC FAlfering is nod supporied with BRELF Local suthanboaton

[Maximum Allowed Clients] D77 # LN 0 ICEREE N TVWET, Chid, FIRA &L,
BEN T E2—TINICBE>TVWBREZEZRLET,

NCS DOE&FE

NCS A5 Znige® 4 Z—7)LIZF B Ik, [Configure] > [Controllers] > [Controller IP] >
[WLANS] > [WLAN Configuration] > [WLAN Configuration Details] ICBEL 9,



WLAMN Configuration Details : 17
Configure = Controllars = 172.200228.154 = WilaMs = WLAM Configuration = WLAM Configuration Details

A

Gerneral Security ISR Acvanced

2 DHCE
FlexConnect Local Auth & Enable
Learn Client IP &ddress Enable OHCP Server
Session Tirmeout Enable | 1800 | {secs) DHCP Address Assignment

Coverage Hole Detection Enable
2 Management Frame Protecti

Lironet IE Enable
PvE £ [] Enable _ :
MFFP Client Protection #
Diagnostic Channel £ [] Enable
MFP Yersion
Cwerride Interface ACL IPvd | NOME
IPvE | MNOME W Load Balancing and Band Sel
Peer to Peer Blocking @ Disable
wi-Fi Direct Clients Policy Disabled v Cliert Load Balancing
Client Exclusion 4 Enable Client Band Select

Tirmeout Walue (secs)
A
faximum Clients S 0 |I

E7Y—E7 7OY*>2J

72&WEBOINAO—F YT RNDIFT U)—ATR, E7Y—ET (P2P) 7OYF 2Tk
FRTAASYFTEND WLAN ICRLTO &Y R—REhTWELE, E7Y—ET7 70O0v
FY T, WLANICHLTARD 3 2OVT LA OEELZRETCEET,

. [Disabled] : EPY—ETF 7OvF> 5 EF1t—7ILICL, BUHTXY NRADISATF
MBORNST74v ORIV NA-FATA—ALELTIYDULET, CchHTFT7 A NE
T9,

- [Drop] : A MA—ZREAUHTZY NADITATREBONTY N2 ROAYFULET,

. [Forward Up-Stream] : N7 Y RGP YZ7ARNU—ALVLAN CEEEEhFET, I O—F L
DOFNAARRK, NTYNMIBULTRITINETIAVERELERT,

DY—RA72&V, E7Y—EF7 7OYF2J, O—AIL RAA4YFUI WLAN ICTVYZ I —
2aAENEITATRMIHLUTHR—RENTVET, WLANZEDETY —ETRER,
2 MO—3F & 2T FlexConnect AP IC7°Y 2 a&dnET,



Client Packets are
Dropped @ AP

:

=K

CETY—ET 7OvFTE, WLAN CEICERELE T,

-WLAN ZEQET7Y—ET 7O0YF I DRE. WLC IZ& 2 T FlexConnect AP (IZ 7Y
T1ENET,

-WLAN ETROYFTEERGTYTARN) —LGERXRE LTRETCNEETY—ET7 7OV F>
9 T3k, FlexConnect AP TAZR—7IIICEhiETY—ET7 JOvF>J&LT
EHONET,

F IR
RDATYTEETLET.

1. FlexConnect A—AHJ) RAA Y FUINREE - WLAN £ T, E7ZY—ET7 7Ov*>25
Fo>ar% [Dropl ELTAZR—TIIZLET,
YWLANs = Edit "Storel’
General | Security | QoS | Advanced

e A A

Auronet 1E [£] enasted Management Frame Protection (HFP)
Caagreosies Charanel O Enadlad
Onrerride Interface ACL IPwd | None W IPvE | None MFF Cloprst Probection # Cpignal W
P2P Blockeng At CHro w I DTIM Peried (in beacan intemals])
Chent Exchesson 1 = E0
¥| Enabled S
Tormgoi® Vabae (seca) BO2.11a/m (1 ~ 255)
Masamum Alkywed Chents 0O BOZ.11b/gln (1 - 255) |1
Static 1P Tunnelng &L ] enabled MHAL
Wi-Fi Darett Clesnts Pody Cisabled W MAC Stabe | Mone e
Ot Channel Scanning Defer Load Balancing and Band Select

Scan Defer Pricoty G 1 * 3 4 5 & 7 Chent Load Balancing O

OO000OEE8D Chent Band Select £ 0
e Dialer Tama o0 Paisived C Rt
mEscs ——
{ ! Fagssve Chent C

FlaxConned t
Wokoe
FlaxConnect Local ]
I & Enabled ] Meda Session SRoopng O Enabied

2. 0—HIN AAYFUINBREENEWLAN TP2P 7OV F>24 7> 3> % [Drop]l £
l& [Forward-Upstream] & U TE&E TS &, WLC 'S FlexConnect AP IC /'Y 2 1&h&E T
o FlexConnectAP FCOEHRZETZYIRNMOREAP A7 4F¥aL—>3> 774)IC
RIFELET, <hiZ&kV), FlexConnect AP AR RF7OY E—RDBFETE, P2P RE
ERBTRIHTAEZ—T I AIEBRATEET,



HlFR

- FlexConnect Tlk, YU1—>3a> P2P 7OYF U IREZIFED FlexConnect AP £ =l
AP DHTEY NOKIZEBATEEREA, SSIDZ7O—RFYARNTEIINTOD
FlexConnect AP I BREhE T,

HRRAAYTF T VAT RO EOOHKE—V )1 -3 2@, P2P T Y TAN)—AEKIA
BHR—NLTWVWET, 2L, Chik FlexConnect YV J1—>3>THR—RNEhEBA
o ok, P2P ROV ZELTHRDON, 9FATNNTYRNE, RORY ND—D /—
RiIZEZEEhTICROYTENhET,

cHRRAAYTF T VAT RNAOKE—Y)1—>3 2k, BB APICTYII—23Y
ENEIVTATOMNIHTZ PP 7OV F I HR—NLTVET, L, COYU2
—2a2ik, AUAPIZEHRENLEIZAT MDA ZERREL TVWERT, FlexConnect
ACL I, COFIROEBEIE L TERATEET,

AP HHIA X—=2 A O0—R
COMEEEFERAITDE, APREEFRICI—REAIO—RTEEFT, APEBRIAX—DNDFD
VO—RE, YV7RNIITOXDTFOARTYTIL—ROBOZRY NDO—0DF T34 A
ZHIRMTA2OATELOTEIMTT,
=Y

VT RNIJITEEODRSIL

CJEHTYTIL—RZEDAT D1 —)LERBEICIE NCS A HE

A B A LOHBIRE
FE

RDATY TEERITLET,

1. 7ZARVERONYOTY 7T A RNA—FTAX—272TYTIL—RLULET, WLC
GUI] > [Commands] > [Download File] (BB L., FV>O—REZBABRLET,

Download file to Controller

File Type Coda b

Transter Mode TFTF %

Gerver Details

Maximum retrnas 10
Tirm&out | $8oonds ) B

Filg Path

Fite Mama AL _SH00_F_0_112 524888

2.V NO—ZIREEREFELETN, A O—FZ2ZU) 7 —RLBEVTLIEEL,

3. 754X AMAO—FHAS5APERIA X ATJO—R IOV REEITLET, [WLC
GUI] > [Wireless] > [Access Points] > [All APs] ICBEIL, BRiA X—J0F U 0O— R&EH
WMIBDTIEARAUNERBIRLET, POEA RS NEIRBIRL /=5, [Advanced] BT
Z#91)Y2OLET, [Download Primary] 22 1Y VL TERA X—20OX D O— RZREA



LET,

AP Image Dovwnload

Perform & primary image Perform a backup
pre=-download on this AP image pre-download on
thi= AP
Download Primary | Download Backup |

Perform a interchange of
both the images on this
AP

Interchange Image |

*Sep fﬂﬁ[ﬂ: HLINKE-3-UPDOWN: Interface DotllRadioD, changed state to up
Image not found in flash, predownloading.
examining image..
extracting info (326 bytes)
Image info:
Version Suffix: kO9wB-.wnbu_j_mr.201009101910
Image Name: c1250-k9wB-mx.wnbu_j_mr.201009101910
Version Directory: c¢1250-k9w8-mx.wnbu_j_mr.201009101910
Ios Image Size: 5530112
Total Image Size: 5550592
Image Feature: WIRELESS LAN|LWAPP
Image Family: C1250
Wireless Switch Management version : KGR
Extracting files...
c1250-k9w8-mx .wnbu_j_mr . 201009101910/ (directory) 0 (bytes)
extracting cl250-kOw8-mx . wnbu_j_mr.201009101910/c1250_avr_1.img (136896 bytes)!
extracting cl250-kOw8-mx. wnbu_j_mr.201009101910,/W5.bin (17372 bytes)!
extracting cl250-kOw8-mx. wnhu_j_mr.EDlﬂﬂglﬂlglﬂfcl?SD—kaB—mx.wnbu_j_mr.EUIHUQIG-J
|

1010 (5322509 bytes)!!!!!!

*Sep 13 21:25:43.747: Loading file /c1250-pre| . . F
s | =

................................................................................
................................................................................

.....................................................................

i
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/W2.bin (4848 bytes)!
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/info (326 bytes)

extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250_avr_2.img (10880 bytes)!
extracting info.ver (326 bytes)

[Mew software image installed in flash:/cl1250-k9w8-mx.wnbu_j_mr.201009101910
archive download: takes 138 seconds

[Mew backup software image installed in flash:/cl250-k9wB-mx.wnbu_j_mr.2010091019
10/c1250-k9wB-mx. wnbu_j_mw 201009101910

Reading backup version from flash:/c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250-k9 4
w8-mx . wnbu_j_mr.201009101910done.J} -

CIRTOAP A X—=D A O—RULE#%, O NO—Z52U7—KLET, A bO—
SHVT—KRTBET, APRAZRT7O T—RICTA=ILNYILET, F: AZ>
RPOVE—RTR, MEEHICK2>TISA T MBERTSAETERICAEYET, O
hO—ZHFEHITIE. APRERIICATO—RENEAX=2TEBNICUT—ML
£9, U7—KE&, APRE7TZ4X) I NO-FILEHEL, 924T7 MDY —EREZB
BALET,




IR

. CAPWAP AP DA TEIELET,

FlexConnect AN— BN AP A X—= Py 79 L—R

EHROAX—D AIOO—RBEEICKY), FOERALNFHIBREEHRENETH,. IXTO
FlexConnect AP A", TREND AP A X—2%, WAN U V&N LEWVEETERICAD>O
—RIBIBENHYET,

Efficient AP Image Upgrade I&, % FlexConnect AP DRI 2 LAZEHBLET. EXNEEX
FiE, APEFIZEICT1AEDAP DN A NO—FA S8 A X=T AT O0—RL, YAR
—FEEY—NELTRZEV., BUEFILOERY D AP FAL—TEF LR IZA4T7 LT
BEL, NAZR—DS AP A X—DZFRMICADVO—RLET, Y—NASI9F4T7>MAD
AP A X—DOBMEFEO—HIL XY RTD—0LTiTHh, WAN U VDRSS RBENARELFE
ho TOHER, REBASERICEYET,

""_\rFTP

e

Master

3600

Slave 3500 Slave 3600

Branch

B2Y
NARX—EAL—T D AP &, FlexConnect FIL—7'CEICE AP EFIICHL TBIRLE T

CNAZ—HWLC AS A X—2D&H U O0—-RLET,
c AL=THARAZ—AP A S A X—22F D2 O0—-RLET,



B4 LZHEIBL WAN OFEIEZENLET,

F 5
RDOATY TERTLET,

1. AV NA=FTAX—=—27TYTIL—RLET, ¥V O0—RZ2AKBITS =S, [WLC
GUI] > [Commands] > [Download File] ICBE&L £,

Download Tfile ta Controller

Fils Typ= Cads e

Transfer Mode TFETE %

Sarver Details

IP Addeess e
Maximum rétras 11

Timaout [seconds) B

File Path

File Hame RS SEO0 7 31 Tiaes

22 NO—ZICEREZRELEIN,. OOV T —=RLBVWTLIEET,

3. FlexConnect AP %Z FlexConnect 7 )L—7ICEBML £9, [WLC GUI] > [Wireless] >
[FlexConnect Groups] > FlexConnect ¥ )L—7" %3&IR > [General] 27 > [Add AP] [CBEL
£,

Wﬂllﬂmmmmm
Groap Name Store 1

FlexConnect APs AAR

Add AP

Select APg Foom curreet tortealler W)
AP Name AFIS00 v

Ethammat MAC

Add| Cancel

4. RN AP A X—=20OFT Y7L —REERRTBICE. [FlexConnect AP Upgrade] F T ¥
DRY DARBEFICLET, [WLC GUI] > [Wireless] > [FlexConnect Groups] > FlexConnect
J ) —7"%3&4R > [Image Upgrade] 2 7 ICBEL £ 7,



FlexConnect Groups > "Store 1°

General | Local Authentication | Image Upgrade | VLAN-ACL mapping !

FlexConnect AP Upgrade [ |

FlexConnect Master APs

AP Name | AP3500 v
Add Master
Master AP Name AP Model Manual

5 NAZ— AP RFBFE-FEHBHTRRTEET, YAX— AP ZFEHTERIZICE.
[WLC GUI] > [Wireless] > [FlexConnect Groups] > [FlexConnect Group] > [Image Upgrade]

27 > [FlexConnect Master APs] ICBEL. ROY7HAI> UARNDS AP ZiBIRL .
[Add Master] 27 )Y I LET,

FlexConnect Groups > Edit "Store 1°

General | Local Authentication  Image Upgrade  VLAN-ACL mapping

FlexConnect AF Upgrade [+
Slave Maxsmum Retry Count &l

Upgrade Image Backup v _ FlexComnect Upgrade

FlexConnect Master AP=s

AP Name ARISO0 -
Add Master
m AP Model Hanual
APISO0 £35001 ves =2

E XAZ—APELTHRETED DR, EFINZEILCIDOAPETTY, YARXR— AP ZF
BTHRELLBE. [Manual] 74 =)L RA [yes] ICHBYWET, YARX— AP ZHETIERT
2 (Z&. [WLC GUI] > [Wireless] > [FlexConnect Groups] > [FlexConnect Group] > [Image
Upgrade] X 7 &i#iR L. [FlexConnect Upgrade] 22 1JY 2 L &7,



FlexConnect Groups = Edit "Store 1

General | Local Authentication | Image Upgrade | VLAN-ACL mapping

FlexConnect AP Upgrade ['l"!

Slave Maximum Retry Count a4

Upgrade Image Backup FlexConnect Upgrade

FlexConnect Master APs

AP Name AP3IS00-1 bt
Add Master

Master AP Name AP Model Manual
AP3500-1 £35001 o E3

I [RAZAPINBBICEBRE N TVSRES, [Manual]7 4 —J)L RIK[nolICEHENET

6. 5 ED FlexConnect JIL—TICB T2 I XNTD AP ICDWTHENBZ AP A X—=OTF YT
JL—REZRATSICIE, [FlexConnect Upgrade] 22y L&, [WLC GUI] >
[Wireless] > [FlexConnect Groups] > FlexConnect ¥/ )L —7°%3&1R > [Image Upgrade] X 7 (Z
BB L. [FlexConnect Upgrade] 22 )Y L %Y,

FlexConnect Groups > Edit "Store 1

General E Local Authentication = Image Upgrade | VLAN-ACL mapping

FlexConnect AF Upgrade

Slave Maximum Retry Count 44

Upgrade Image Frimary FlexConnect Upgrade J

¥ : Slave Maximum Retry Countld, YAZX—APHASAX—T ATV O—RTBEHICA
L—7APARITTHHTER (T7AILRTRH44) TY, CORTEKZEBADE, AL
—7APREWLCA S A X—2 A VO—RLULET, HFILWAX—DFZFDO—-RTBE
HIZWLCICRLT20BETLET, 20 MZ2BAHE, EBEFY V> O—-K 7O0EA
ZHEERRIDIVEN BYET,

7.FlexConnect 7Y 7L —RZHBETHDE, NAZ—AP DANWLC ASAX—T &S
~A—RUZET, [AIAP] R—2 T, [Upgrade Role] & [Master/Centrall] £ U TE#FHENE T
o chlE, YAR—APHAHRIZHD WLC ASAX—TZF I AO—RLECEZEKRL
F9, AL—7APRO—HDIL BAMNIHBINAZ—APHSA A=A O—RLE
T, [All AP] R—= ® [Upgrade Role] A" [Slave/Local] ICEFHENDDEFDHTT, _h
ZWRT DI, [WLC GUI] > [Wireless] ICBEIL £ T,



Download Upgrade Role

AP Name AP Model AP MAC Status [Master/Slave)
AlR-CAPIEDD]-A-KS 44:d3:e0:42:31:62  None
AlR-CAPISO2T-A-KS cciefi48:c2:35:57  Complete Slave/Loca
AlR-CAPIE021-A-KS c4:71l:fe:459:0d:50  Complete Master/Central

8. IXNTHDAP A X—=2#ADO—RULE#E, O NO—Z%2U7—NLET, I MO—
SHFUT—KRITBET, APRARAEZRT7OY E—RICTA=ILNYILET, F: A&
RPOVE—RTR, MEERICE>TISA T MNBEERFShETRICEYET, O
YRO—ZHREBTRIE, APRERIICATVYO—RENEAX=THENICUT—RL
£9, V7—NE, APR7TZ4T) ONO-FICE KL, 94T MDY —ERXZE
BALET,

IR

- NAZ— AP Mi#R I, FlexConnect JIL—72 &, ETIL—T 0O AP EFINEICTHONE
EP

BAUCEFIO3IEDAL—T AP DX N TONAZ— AP A SEKBICTYTIL—RTE,
BYWDAL—T AP E, AP A X—2 %A O—RIDEDICTUVRALBNY OFT 24
N—%ZFALTYAZX— AP ICBEITLET,

cAL—=7 AP HAASHADEBHATIYAZR—AP A SA X— AU O— RTEHZVEA.
WLC AS5HLWAX—=2ZBBLET,

. COBBEX. CAPWAPAP V& TEIEL X9,

FlexConnect E— RO EEIZ# AP

Flex 7500 (Zl&, AP E— R % FlexConnect ICEBRTDEODXD 2 DA I UNHYVET,

- FHE-—R
- BBZERE—NR

FEE—R

COE—RE, IXTOTTYRNTA—ALATHEHATE, APCEILNDHEEZITSENTER
CB

1. [WLC GUI] > [Wireless] > [All APs] ICBEIL. AP ZBRL£T,
2. [AP Mode] T [FlexConnect] Zi#IRL . [Apply] 20U Y I LET,
3.AP E—REZETBEAPHAUT—KNLET,



All APs > Details for AP3500

General ; Credentials 'j' Interfaces ';' High Availability |

| General
AP Mame AP3500
Location default lacation
AP MAC Address 00:22:90:e3:537 :df
Baze Radio MAC 00:22:bd:d1:71:30
Admin Status Disable -
AP Mode local -
AP Sub Mode local
Operational Status monitor
Fogue Detector
Fort Number Sniffer
Bridge
Venue Group SE-Connect -

3. BEOQIRTOWLC 759 R T A —ATELERTEET,
BEBHERE—K

COE—RIFFlex7500 A RO—ZDOHKTHEATE, CLIOEADKNIYR—RENTVET
o COE—RTR, BHREEATVZIINTO AP TEENBEBENET, COCLIZAZ—T I
CT28C, BFEOWLC F v NA DAV MNO—JEREBZDEEUT 1 RXA 2/ IC Flex 7500
ZEATHEEZHRLET,

(Cisco Controller) >config ap autoconvert ?

di sabl e Di sabl es auto conversion of unsupported node APs to supported
nmodes when AP joins

fl exconnect Converts unsupported node APs to flexconnect nbde when AP joins

noni t or Converts unsupported node APs to nonitor nbde when AP joins

(Cisco Controller) >
1. BBZBRBEE T 7 AL TT 12— NICE>THY, KO show IN RTHERTESE
9o

(Cisco Controller) >show ap autoconvert

AP AUt OCONVErt .. ... .. Di sabl ed
HR—KhEhZW AP £E— R(&. Local Mode. Sniffer, Rogue Detector, & kT Bridge T



AP Mode FlexConnect v|

AP Sub Mode R

monitor

Operational Status
Rogue Detector

Port Number Sn_iﬂ:er
Bridge
Venue Group SE-Connect -

Cl COATT 3
Vi, BECLIOKRTHERATEET, Chs® CLIE, WLC 7500 DX TRERATEET,

2. config ap autoconvert flexconnect CLI 25179 % &, XY NTJ—JHOHR—RFE ik
AP E— RO FTANXTD AP # FlexConnect E— RIZEHEhFE T, 9 TIC FlexConnect £z
(& Monitor E— RIZBE>TW2 AP EEE%Z2ZITEH A,

(Cisco Controller) >config ap autoconvert flexconnect

(Cisco Controller) >show ap autoconvert
AP Aut ocoNnVert . ...... ... Fl exConnect

(Cisco Controller) >

3. config ap autoconvert monitor CLI 21732 &, XY RT—IJROPR—KREhE VAP E
— ROITXTD AP A" Monitor E— RIZE#ENE T, 9 TIC FlexConnect F 7z & Monitor
FT—RIZBE>TVB AP RIEEZZITEB A

(Cisco Controller >config ap autoconvert monitor

(Cisco Controller) >show ap autoconvert

AP AUt OCONVErt . ... ... e Moni t or
config ap autoconvertflexconnect & config ap autoconvert monitor Z R IZETT2F 7>
IVEHYEEA,

O—H) ALY F>4 WLAN D /= % @ FlexConnect
WGB/UWGB Y 7R— b

J)—RA734H5, WGBUWGB V' WGB DERICHDERERILEDA VLA VZ4T> N
AYR—bhEh, O—NN AAMYFUITHFREE NI WLAN LOBEDIZA T hELTEH
ELE T,

FISI—>3>20%. WGB RZOEZEBRELFEDAVLAI9TATRMIDVWTIAPP XV
- %IEEL. Flex AP XD KRS IZIRDEVE T,

- Flex AP A ##HiE— RDBFE, IXTOIAPP Xy +—2%# 1 MO—ZICEEL, O8O
—SEFEO—HIL EF—RAP EEEICIAPP XV E—2#MBLET, BEEEEFIAIVYLA
DTZATRBORNT T4V D, Flex AP ASO—HIICASAYTFITENET,

AP A AR RTOY E—ROBE. APHIAPP Xy tE—%#MEL, WGB LOBBRELE
DA VLAIVTAT U NIEREBBRMBRZTS CEN TEDMLENHY FT, Flex AP
., BERT—RICEBIDIEEIL, BRIZATMOERZIMO—-FICEELET,
Flex AP A" AR RTOY E—RASEHRLT—RICBEBTDEE, WCB FEFEXY E—2
Z3EEEFELET,

BRELEEIDAVLA ITATMEWGCB OREZSIZEHMEFTT, DFV., AAAFRIL. AAA



F—/N\—F 4 R, FlexConnect ACL % EDEBINEREIE., WGB DBRICHD VAT MNCD
WTEFAETT,

a3

DHCP
Local Servers |
gl S L

B

.FlexAP L TWGB Z2HR—KNTBEHIC, WLC L THEIIBEREFFETT,
. Fault Tolerance I&., WGB KT WGB DERICHZDIVTA T MK LTHR—KRENT

WEd,
- WGB A" 7R—KhEhTWB IOS AP &, 1240, 1130. 1140, 1260, 1250 T9,

FIE
RORATY TERITLET .

1.WGB &L TO—HAIN A4 Y FUINFEREE Nz WLAN IZDWVW T, FlexConnect AP £T
WGB £k UWGB DY R—REA/ Z—TIIICTBEHIC, BRABREFITETT, £,
WGB NDERIZHDIVTA T MNE, Flex AP &Y, O—HIL RAYFUINEREES N
WLAN EOBEDIVZAT7>2MELTRDNET, WLAN T [FlexConnect Local Switching]
EAZ—TIIZLET,



WLANS > Edit *Store 1°

|’ General ﬁ[' Security ] QoS | Advanced

Allow ABA Override

Coverage Hole Detection

Enable Session Timeout

Aironet IE

Diagnostic Channel
Overnide Interface ACL
FZP Blocking Action

Client Exclusion 2

Maximum Allowead
Clients &

Static IP Tunneling &£

Wi-Fi Direct Clients
Palicy

Maximum allowed
Clhents Par AP Radio

Clear HotSpot
Configuration

FlexConnect

D Enabled

Enabled

1800
Session Timeout (secs)

Enahled
DEnahIed
TP .Hnne v:

' Disabled

-6Ij d
Timeout Value (secs)

[VIenabled
0

[lenabled
'Disabled »

200

DE nabiled

[Pv6 | None v

ect Local
F

FlexConn

2. [AP Mode] % [FlexConnect] ICEREL £,

3"' Enabled




All APs > Details for AP_3500E

AP MAC Address
Base Radio MAC
Adrnin Status

AP Mode

AP =Zub Mode
Cparational Status
Port Number

Venue Group

o Fdeaf: 3a:07 74
o Fdeaf: 5324 @0

Enable |

General | Credentials | Interfaces | High Availability
General

AP Marne AFP_3500E

Location

FlexZonnect w
lacal

monitor

Rogua Detector
Sniffar

Bridge
SE-Connect

3. WGB %, COEEEENE WLAN DBERICHDERITAT

WLAN Profile

WLAN SS1D

\/
-
)
~
(N
\’l
T
\’l
w
\/
C
Ht
<}

Protadol Shalus
[T Aesooiabed Tes 1
L Bpspugbed  Tes ]

Rgth Port WG

Ko
Ko

Clients
Current Filter Frome
[hent MAL Addr AP Maane
gdbe  AP_JS00E
1eSed  AR_JS00E
AP ¥

[WGB] Z#IRL £,

4. WGB Oz 29 % (CI&. [Monitor] > [Clients] (CBEIL .

ALY3015he

TDZAT2RDIARNDS




Clients > Detail
Client Properties AP Proparties
MAC Addrass ol Tdaf: 3a0E: 10 AP Address G Tkl B3 2d 180
IPwd Address 9.6.63.102 AP Name AP_J500E
IPvE mddrass LP Trpe B02.11an
WLAN Probla
Dosta Svwetchang Local
huthenbcation Central
Status Assooated
Assocation [D 1
BOZ2.11 Authenbosbon Cipen Sy sberm
Eeston Code 1
Status Code 1]
Chent Type WGE CF Pollable Mot Imlemented
Murnibsr af wersd O lesnlt £ ) 2 CF ol Regua st Mot l"'[-ll"rf"rt'd

5 WGB DERICHIDERELEDVAVYLAR IZAT > MOFMEHET (. [Monitor] >
Clients] IcBEL, 75472 b EERLET,

Clients > Detail

Clignt Properties AP Properties
MaC Address 00:50:b6:09:85: 3b AF Address o Tdidfi 5324 a0
IPv4 Address 9ERI 100 AF Name AP_3500E
IPv6 Address AF Type anz.11a
LaN Profile Store 1
ata Swatching Local
uthentication Central
Status Associated
Aszsocigtion ID 0

B02.11 Authentication Open System

Resson Code 1

Status Code i
Clhent Trpe WGE Client CF Pollable Mot Implermented
WEE MAC Address od: Pd:af:3a:08: 10 CF Pall Request Hot Implemented

IR

-WGB NERICHDEZRIZAT ML, EIZWGN BAERLU VLAN ICHVY)ET, WGB D
BRICHDIVTAT NIRRT BIEHVLAN OHR—KNE, O—HIL A4V FUOITNRES
Nl WLAN ICDWT, Flex AP ETHR—REhTVEH A,

-|:| B ALY TFUOINEREE N WLAN LD Flex AP I 7Y I—23>EhTWVW35

. WGB DE&TIE. ZFRK20BDIVZATUMN (BBRELEDAVYLA) FHYR—KEh
Tb\ia“o COBE, BEOO—HI E—RAP TO WGB OHR—KNERLU T,
A=A AAYFUOINREENLEWLAN ICTYSI—>2320EhTLVD WGB DE#ICH



B2U9ZA4AT > MIDOVTE, Web Auth BHR—REhFERA,

Radius—/S ¥ EiND Y R— b

1)1)—R74KV)BITIE, FlexConnectZ IL—7TORADIUSH—/NDOEREE. I O—F L0
RADIUSH—NOJO—NILU AR SITONELE, CcOTJO—NIL)ANTRETED
RADIUSH—NDBRABKIF17TTT, T750FFA 71 AOBHNERBICO2nT, 750FHA4 RS
EIZRADIUSH—NERETEDCENBEIZKYET, UIJ—R74LETIE., FlexConnect?
N—TZElCTSAIVBICENY VT Y TRADIUSH—NEHRETEEXT, A NO—5 T
EENE17TAEORADIUSEIEE Y — /NN T O—NIL)ARNCEENZDHBEEETSTREVEEN HY)
£9,

RADIUSH—/NODAPEEDEREE Y R—KREnET, APEENRE. FlexConnectd IL—7'5%
ERVEBEEN G<KBYET,

d>hAO—Z070—/V)LRADIUSH—/N A NCRADIUSH—/INXD A 2TV D AN BEIx
FlexConnectZ )L —7" OBEEFENREIN Y REFELEE N, Y—NNDIPFRLAEHEWBZZFERL
TFlexconnectZ )L—7 MRADIUSH —/\NZRETRIREINV RICEEEZEZEMEL,

B

. FlexConnectI )L —7'Z D T7SAI VB L/NY U F Y 7RADIUSH —/NDEREDHR— K~
o RADIUSERREH — NI O—NILDJARNICEENDBEERLEEENRVEEF HYET,

- WLCICEEMTZE % —ZEDORADIUSH—NNOERAEIE, BENDTSYRNTA—LTHRETED
FlexConnectZ )L —7 O =2ZCLE T, & X, FlexConnectI IL—7"C&212DTS
4 X URADIUSH—/NE1DD AV X URADIUSH—NAHVYET,

SBEIOV)—=AN S —RTANDY T RNIDITFTY 7T L—RTIE, RADIUSEREN %&b
hdZElFHY)EEAS

- 7TA4XVURADIUSH—/NDHIRRIE, EHFVRADIUSH—NZHIBRL < TEFTEThE
¥, chlk. RADIUSH—/NDIRENDFlexConnectI ) —T/EE —HLE T,

£

1. VU —RATAKVYBRIDFREE— R. AAATSRERE T, RAR17EDRADIUSH —/NZERET
EXY,
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5l PR
CUU=RTADSBBEIOUY—ZADY T RIITFTHLIVTL—RTH, REGRBENET

A WOADHRABHY KT,
- LBIORADIUSH —NZERETDE, VIV RNUFHLLIVKNVICEERASNET,

#kO—AHI) T—R (ELM)

FlexConnect YU 1—3 > Tlk ELM AHR—RNEhTVET, FMEICOVWTIE, ELM ICET
BDRANTZSUOT1ARAHARESBLTLSESL,

Flex 7500 ®7'A N PO+ R HR—b

13 : Flex 7500 DA N POt A #R—K

oo}
T T T T T
/

Flex 7500

\.

——
s

WLC 5508
Guest Anchor

R

s A

L ot LE

L o
s o et

7

&

Branch Office

Flex 7500 Tk, DMZ ICH 2T AN 7>H— A NO—FAD EolP R RIILZEATE, TO



FEEABIEREYR—REhTVWET, JAVLATANTIEAVYII-232ORARNT
ZUOTAAIOVWTR, TFARNEBASA Ry ZZRLTSEZ L,

NCS »*'5 ® WLC 7500 D EE

NCS #*5 M WLC 7500 OEEIF, ZAODEFD WLC ERUTY,

% Monitor * Reports * Configure = Services -

Add Controllers

Lonfigure = Conbrodlers = Add Comntrollers

Genaral Parameters

Add Forrmat Type Drewvice Info W
Hetwork Mask 255 S S50

(] verify Telnet/SSH Capabilities &

SHMP Parameters ‘i

Version vae e
Retnes F

Timeout 0 [Feed)
Community pirate

Telnet/'SSH Parameters v

User Mame acdimin
Password ——
Confirmm Password R
Retrias 3
Timeout 1] (sacs)
QK. || Concal
Controllers

Select & commaral -
Corfipgre » Comrolsrs =

Entries |
1

[ PAdidess Conity ooy W s Lacation ol o 8 WEr S Brvilty or vinp M B Byl iy alin Ainlil At
O | a7ze0227.374 & [Krebassadar | 7500 70,002 41 mabitts Renchatle pdentical
O | wrze0zzrar & [5son-Frimary | 900 .0.102 52 mubikty Reachable Identica

WLC OEEBETV7TL—MNOBRBOFEMZDOWVWTIE, TCisco Wireless Control System 1> 7 4

FaL—>3a> A4 R, UJ—A7.0172.00 Z25RLTEE,

FAQ

Q. FlexConnect D& S IC U E— NDOBFFIC LAP 2RETIEE, TOLAPIC7SA4T) OV N
O—5%th>A) O NOA—SE2REHTEZETH,


//www.cisco.com/en/US/docs/wireless/wcs/7.0MR1/configuration/guide/WCS70MR1.html
//www.cisco.com/en/US/docs/wireless/wcs/7.0MR1/configuration/guide/WCS70MR1.html

Bl : 4 NAICT 4V NA=FHHY, YA RBIZEAAVINO—SHKFHYET,

Y4 NAOOD NO—JICEENfN RETD E, LAPRYAIBOO NO—ZIZ7 T—)LA—/\—
LET, MAOI NO—FHNFERATELRVES, LAPEFlexConnect AR > ROV E—RIZK
WERITH,

ARV, 9. LAPR., ZOEHZVICTI=IF—N—ULET,. O—HILTRAYFT&
NDINXTHOWLAN ICEFBEFEEL, FRTAAYFUITENDIXNTOWLANIR NS 719D
ZFHFLVIINO—FICEFBLET, £, EHAVAVICEENr BRELESHS, O—HIL A4 VY
FUOOREX—VENLEIRNTO WLAN ( BROA—T7 2V /EHHREEII/ 1IN AP F—+F
VTAT—BTHD)RTYTREDEETT,

Q. O—H) E—RTREENTVWDIFTIEARAL> MNE, FlexConnect A—HIL R4 YF>J
TRESNEWLAN ZEDKS ICHESOTTH,

AO—BDINETE—RT7I9EARANEINSOWLANZBEDOWLANE UL TIRWVWET, REEET
— R RNTTAYVIREWLC IR ZU I LTRENET,. WAN UV VDOEBEN RKELTWS
EE, COWLAN BRLICADLTHEY, WLCADEZEANBETDIETZO WLAN DI S A
ToRNITOTATIZBYYEREA,

Q O—HIN ALYF>T T Web BIAZRITTEXRTH,

ALV, WebFBREN BRI SSIDZERS. WebFBARICO—NILTRZ 74 Y U Z ROYTTER
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