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ATV 1 F+TT74TR=FI)IA_1—%F&., [Captive Portal Rules] 20 VY I LET,

ATY 7 2:+[Create NewRule]2 V7 UY U LET, IL—IBZEAHL, LLAEIICEREL =SSID%
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SOPOTOR  WLANA CONTROLLIR WRILESS SICURITY HAMAGIMINT COMPARDS HOLF  [DOCDWALK

L T e —— T Chaes AW BistE
Cawdeal | KWL SEativticn

NZ7L>1—b

D747 NOBEMNTERATOLAZHEITDEOICTANZTSEIC, I MO—F TR
NDIOXV REZFMICTEEXRT,

(5520- Andressi) >debug client

(5520- Andressi) >debug web-auth redirect enable mac

X2, RADIUSH—NZFEHAETICSSIDICEHZRL TV EEIC, BEMNHERILEZ7OEAHRICET
I—AEBRTHRANIRBLEEEOHEDERLET,

802 M7V I —> 32 /R34t :

*apf OpenDt | Socket: Apr 09 21:49:06.227: 34:el:2d:23: a6: 68 Recei ved nanagenent frame ASSOCI ATI ON
REQUEST on BSSI D 70: d3: 79: dd: d2: Of destination addr 70:d3:79:dd:d2:0f slotid 1

*apf MsConnTask_5: Apr 09 21:49:06.227: 34:el:2d:23:a6: 68 Updating the client capabiility as 4
*apf MsConnTask_5: Apr 09 21:49:06.227: 34:el:2d: 23: a6: 68 Processi ng assoc-req

station: 34: el: 2d: 23: a6: 68 AP: 70: d3: 79: dd: d2: 00-01 ssid : Aire(OS- DNASpaces thread: bd271d6280
*apf MsConnTask_5: Apr 09 21:49:06.227: 34:el:2d: 23: a6: 68 CL_EVENT_ASSOC START (1), reasonCode
(1), Result (0), Ssid (AireOs-DNASpaces), ApMac (70:d3:79:dd:d2:00), RSSI (-72), SNR (22)

*apf MsConnTask_5: Apr 09 21:49:06.228: 34:el:2d: 23: a6: 68 Sendi ng assoc-resp with status 0
station: 34: el: 2d: 23: a6: 68 AP: 70: d3: 79: dd: d2: 00-01 on apVapld 1

DHCP&E K T'L 1 ¥ 35%5

*apf MsConnTask_5: Apr 09 21:49:06.228: 34:el:2d:23:a6: 68 Mbility query, PEM State: DHCP_REQD
*webaut hRedi rect: Apr 09 21:49:51.949: captive-bypass detection enabl ed, checking for wispr in
HTTP GET, client nac=34:el: 2d: 23: a6: 68

*webaut hRedi rect: Apr 09 21:49:51.949: captiveNetwor kMode enabl ed, mac=34:el: 2d: 23: a6: 68



user _agent = AnyConnect Agent 4.7.04056

*webaut hRedi rect: Apr 09 21:49:51.949: 34:el:2d:23: a6: 68- Preparing redirect URL according to
configured Web-Auth type

*webaut hRedi rect: Apr 09 21:49:51.949: 34:el:2d: 23: a6: 68- unable to get the hostNanme for virtual
IP, using virtual 1P =192.0.2.1

*webaut hRedi rect: Apr 09 21:49:51.949: 34:el:2d: 23: a6: 68- Checking customweb config for W.AN
1D 1

*webaut hRedi rect: Apr 09 21:49:51.949: 34:el:2d:23: a6: 68- dobal status is 0 on WLAN

*webaut hRedi rect: Apr 09 21:49:51.949: 34:el:2d: 23: a6: 68- checki ng on WLAN web-auth type

*webaut hRedi rect: Apr 09 21:49:51.949: 34:el:2d: 23: a6: 68- Web-auth type External, using

URL: htt ps://spl ash. dnaspaces. i o/ p2/ nexeast 1

*webaut hRedi rect: Apr 09 21:49:51.949: 34:el:2d: 23: a6: 68- Added switch_url, redirect URL is now
https://spl ash. dnaspaces. i o/ p2/ nexeast 1?switch_url =https://192. 0. 2. 1/1 ogi n. ht m

*webaut hRedi rect: Apr 09 21:49:51.949: 34:el:2d: 23: a6: 68- Added ap_mac (Radio ), redirect URL is
now

https://spl ash. dnaspaces. i o/ p2/ mexeast 1?swi tch_url =https://192. 0. 2. 1/1 ogi n. ht M &p_mac=70: d3: 79:
dd: d2: 00

*webaut hRedi rect: Apr 09 21:49:51.949: 34:el:2d: 23: a6: 68- Added client_mac , redirect URL is now
https://spl ash. dnaspaces. i o/ p2/ mexeast 1?swi tch_url =https://192. 0. 2. 1/1 ogi n. ht M &p_mac=70: d3: 79:
dd: d2: 00&cl i ent _nmac=34: el: 2d: 23: a6

*webaut hRedi rect: Apr 09 21:49:51.950: 34:el:2d: 23: a6: 68- Added w an, redirect URL is now
https://spl ash. dnaspaces. i o/ p2/ mexeast 1?swi tch_url =https://192. 0. 2. 1/1 ogi n. ht M &p_mac=70: d3: 79:
dd: d2: 00&cl i ent _nmac=34: el: 2d: 23: a6: 68&w a

*webaut hRedi rect: Apr 09 21:49:51.950: 34:el:2d:23:a6:68- http_response_nsg_bodyl is
<HTM_L><HEAD><TI TLE> Web Aut henti cati on Redirect</ Tl TLE><META htt p- equi v="Cache-control "

cont ent =" no- cache" ><META htt p- equi v="Pragma" content ="

*webaut hRedi rect: Apr 09 21:49:51.950: 34:el:2d:23: a6: 68- added redirect=, URL is now
https://spl ash. dnaspaces. i o/ p2/ mexeast 1?swi tch_url =https://192. 0. 2. 1/1 ogi n. ht M &p_mac=70: d3: 79:
dd: d2: 00&cl i ent _nmac=34: el: 2d: 23: a6: 68&wWM an=Ai

*webaut hRedi rect: Apr 09 21:49:51.950: 34:el:2d:23:a6:68- strl is now

https://spl ash. dnaspaces. i o/ p2/ mexeast 1?swi tch_url =https://192. 0. 2. 1/1 ogi n. ht M &p_mac=70: d3: 79:
dd: d2: 00&cl i ent _mac=34: el: 2d: 23: a6: 68&w an=Ai r eOS- DNASpaces&r

*webaut hRedi rect: Apr 09 21:49:51.950: 34:el:2d: 23: a6: 68- Message to be sent is

HTTP/ 1.1 200 K

Locati on:

https://spl ash. dnaspaces. i o/ p2/ mexeast 1?swi tch_url =https://192. 0. 2. 1/1 ogi n. ht M &p_mac=70: d3: 79:
dd: d2: 00&cl i ent _mac=34:

*webaut hRedi rect: Apr 09 21:49:51.950: 34:el:2d:23: a6: 68- 200 send_data =HTTP/1.1 200 K

Locati on:

https://spl ash. dnaspaces. i o/ p2/ mexeast 1?swi tch_url =https://192. 0. 2. 1/1 ogi n. ht M &p_mac=70: d3: 79:
dd: d2: 00&cl i ent _nmac=34: el: 2d: 23

*webaut hRedi rect: Apr 09 21:49:51.950: 34:el:2d: 23: a6: 68- send data | engt h=688

*webaut hRedi rect: Apr 09 21:49:51.950: 34:el:2d: 23: a6: 68-

Url:https://splash. dnaspaces. i o/ p2/ nexeast 1

*webaut hRedi rect: Apr 09 21:49:51.950: 34:el:2d: 23: a6: 68- cleaning up after send

LA V3RBRELICHKIIL, 95472 N ZRUNREICBITLER T,

*emAeb: Apr 09 21:49:57.633: Connection created for MAC: 34: el: 2d: 23: a6: 68
*emAeb: Apr 09 21:49:57.634:
ewaURLHook: Entering:url=/login.htm, virtlp = 192.0.2.1, ssl_connection=0, secureweb=1

*ewmmebWebaut hl: Apr 09 21:49:57.634: 34:el:2d:23:a6: 68 10.10. 30. 42 WEBAUTH NOL3SEC (14) Change
state to RUN (20) |last state WEBAUTH NOL3SEC (14)

*ewmwebWebaut hl: Apr 09 21:49:57.634: 34:el:2d:23:a6: 68 CL_EVENT_WEB_AUTH DONE (8), reasonCode
(0), Result (0), Serverlp (), UserNane ()

*ewmwebWebaut hl: Apr 09 21:49:57.634: 34:el:2d:23:a6: 68 CL_EVENT_RUN (9), reasonCode (0), Result
(0), Role (1), VLANVNID (20), |pv4Addr (10.10.30.42), |Ipv6Present (No)

*ewmwebWebaut hl: Apr 09 21:49:57.634: 34:el:2d:23:a6: 68 10.10.30.42 RUN (20) Successfully

pl unbed nmobile rule (1 Pv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255, URL ACL I D 255, URL ACL
Action 0)



*emMéb: Apr 09 21:49:57.634: User |ogin successful, presenting |ogin success page to user
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