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CORFIXVRNOBERE. ROVIKRIITEN—RIITON-TIVICETVTVET,
-9800-L2 FAO—Z/N—232/16.12.2

CORFIXNOBERHRIF. BREOSARRILHZTNAARALCETVWTHEREhELEZ, COR

FIAXRNTEATEIZINTOTNA ARG, A (F7FIIN ) REDREASBELTVERT

o BEEHPORY ND—OTR., FEONVRIEL>TRIDAEMI HD2EEZ +OoEIEL T
ZE WV,
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WebFBREE, Y7V A KRR OSAT U RNI—TFT 1A VT 1 ZBBEELBVI T IIEL A T3
nIEjj__t—Cj-o L-hu:—.l- —Cj-

a) C9800 WLCOHEIR—Z ZHRDEXR, FLRBEEZRANLT
by HARI A X&EN-OJ (4> /X2 R)LZCIBOWLCIZFY 7O—RT S
AT —INTHRARNENDHARLOTAR—D

Dmumm%#h1vé$v7?47$ I EFRATRERF. BERMICCIB00WLCED Y S
AT 2 NMIAFWebFRFAIZRET D HZETT,

HNEBwebauth7 O ADFMIZODVWTIE, ROV A RN ESBLTLIEEL,
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-
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9800-L Controller

9800> MO—3 % Cisco DNA Spacel_ ##: 9 5

O hO—Z k., DNAAR—RAOARI 22N LT, £EEFCMXTHU I ZERL T, Direct
ConnectOWVTFNANDATS 3 TONAARR—AICEGETAURENFHYET,

ZDHITIE, [Direct Connect]ZA 7’2 a U AERENTVETH, F¥YTT 1 TR—RIIEITNT
DFREICHLUTRAUAETHREENTVET,

1> RO—Z %&Cisco DNA Spaces|_###:9 % (C k. HTTPS#EH TCisco DNA Spaces Cloud|(Z F|
ETEDHENHVYET, 98000 FO—FZDNAAR—AICEHRT D HEOEMICODVTIE,
RKD) >0 %ESBL TS EEL, DNA Spaces - 9800 Controller Direct Connect

DNAANR—ATNDSSIDDER

AT Y 7 1 : DNA Spaces®X ¥ > 1 7R— R T[Captive Portals] 20 1JY I L& T,


https://www.cisco.com/c/ja_jp/support/docs/wireless/dna-spaces/215286-dna-spaces-and-ewc-direct-connect-confi.html

= Cisco DNA Spaces

ACT - Leverage Digitization toolkits to Act on Insights.

Captive Portals Engagements

O ACTIVE CAPTIVE PORTALS O ACTIVE ENGAGEMENTS

ATV 2: F+YTTATR—BIOBEOAZ1—%2HE, R—TPOELRBIZHB3TOT A
>%&2')v UL, [SSIDs:

B https://dnaspaces.io/captiveportal/portal

Captive Portals

Import Portal |
L J

No portal Created

nvite new Portal Members or madify permissions for existing ones from the Portal section

AT Y 7 3 : [Import/Configure SSID] 22 1) ¥ 7 L., [Wireless Network]® 4 7°& L T[CUWN
(CMX/WLC)] 2R L. SSIDEEANLET,

. Import/Configure SSID .

[0 Cisco Meraki SSIDs

SSID Configuration

Cisco Aironet SSIDs

98001 NO—F THACLERT'URLY 1 ILZ DEEE

JANYLAISATORNDESDRNT T4 Y0k, BIANFRTIBDETERY ND)—ULTHAEh
FEA. WebRIAIDIBEE., CchERTITAEDHIC, T4V LAISA T NEZDOSSIDIZEELL



VIPPRLAZZEHEY), 94T "R —IXZ—2 ¥ OIRREIEWebauth_reqdiREEICBITL
i'd'o DFAT 2 NFERERIEENTVEWVESD, 94T NP7 RLADSRHEEQD TN
TORZ T4V Dk, DHCP, DNS, 8 KRUHTTP ( R1ITZEE ., Ug'fb7|\‘c‘.‘1’t%>)7i|}%\z‘
TEESIET,

77 2 )L N Tk, WebFBREWLANZZRET S &, 9800l /\— RO— RE N - EHIFRAACLZER
LET. ChsDO/N\—RIO—RACLICK '), DHCP, DNS, & XU HNEWebREEH —/N\ND KNZ
74V OFHFAENET, BYBEINXT, HTTPRZ 74 Y D ERRICVAAL I RENET,
T‘T"L/ BEDKFHTTIPRZ 71V I RATOBRBZFHUTILEN HBEEE. BHIALACLEZ

RETEERT, RIC, BBIFEO/N—RIO—RENLEBFFRIAACL (O EIZIVORATY T1TH
EH ) DABRZEML . BDEICKHUTHERTIHBEN BV ET,

ATYT1: BEDO/N—RI—RENiACLORER

CLI Ik BEE -

Andressi-9800L#show ip access list

Extended IP access list WA-sec-34.235.248.212
10 permit tcp any host 34.235.248.212 eq www
20 permit tcp any host 34.235.248.212 eq 443
30 permit tcp host 34.235.248.212 eq www any
40 permit tcp host 34.235.248.212 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any

Extended IP access list WA-v4-int-34.235.248.212
10 deny tcp any host 34.235.248.212 eq www

20 deny tcp any host 34.235.248.212 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

WA-sec-34.235.248.2121¢ . E E)WebZBEF(WA) ¥ 1 1) 7 1 (sec)ACLE =l R— 2 JLIP T
34.235.248.212, THB =, TOESICHENET, £F1UFT (ACLE. ZFa(permit)E /= id
ROY F(deny) 2 E&XL XY,

Wa-v4-intik XITZEACLT T, cE/N NACLELEEFEURZ ALY RACLTHY, UAXAL I B
AIC (permitT ) CPUICIEEENDARE R (denyT ) F—RTL—VICEBEND2AHNEZEE
ZLET,

WA-v4-int34.235.248.212l&, D5 A T MDY SEEFEEThB NZ 74V JILRAIEREOh, F—
27 L—> E®DNA Spaces’R— R JLIP 34.235.248. 212\ A SHTTP(S) NS 7 1 ¥ 7 & R#EL
FT(ROAVITEEREET V3V REEETONT, F—RXTL—2ICEITEGFTYT ),
WebH—/NICK > TUREBEhBFEELIPNZ 714V 0 EBRKUAAL Va2V RAIC, IXTO
HTTPRZ 74 Y O &ZCPUICEELET, T—R7L—2IClk, HORATORNZ 714y ONE
AS5NET,

WA-sec-34.235.248.212(%, WebiBEE/NT X —& N Y 7" TERE L I=DNAZ & IP 34.235.248.212\
DHTTPE RTHTTPSRZ 7 4 Y VZFFAIL. DNSBRU'DHCPRZ 71 v J&£FFAL., &Y &
ROYZ7ULET, RITZE/EENBHTTPRZ 714 v Uk, COACLICEETHHEIICT TICRITEE
ThTVRZSH, COACLTHAHN—Z DI BERFHY TR A,



FEACLTHAENBDNAAR—ADIPT RLAZMEBISICIE., "TACLEREL o3>

@ "DNAAR—ATOSSIDNER ) V3> DATY T3THERL ESSIDA S,

[Configure Manuallyl 77’2320 )Y O LET, ik, CORFIXDNORRIZHS
TDNARR—ANERATBIPT RLARKATTA, OEICHYET,

DNAAR—RE2DODIP7 RLAZFEAL, FIB1IOXDZAXATRFIDDR—ZILIPD & & FFTA
LET. KYBLOHTTPUY —AANDEFRIAET VLA EZHFTTSICIE, URLZ7 1 IIL2%ZEH

TRIMVENHVYET, COURLZ7 1 I)LRIE, URL7 1 IILRICADLEURLZEDWebt 4 NIZES
BIBIPICRLT, 1 F—E7N(UAALYIKN)ACLEEF )T 4 ( ERIFREE ) ACLICE
BICA—ILZFERALET. DNSERIFIS0ICHL TEHMICAX—E>TEh, ThSDOURLD

IP7 RLANZEBENTACLICEWICEMNENET,

ATV T 2 : DNARR—ARAA D EZHATERSIZURLZ 1 L2 %ZFREL £, [Configuration]
> [Security] > [URL Filters] [CBE L., [+Add]Z OV Y VL TUARBZREL, B17ELT
PRE-AUTHZZEIRL . PERMITE L T7 2> 32 %Z&IRL, URLE L Tsplash.dnaspaces.io
(EMEAR—Z I ZFERT3HE k. eu) ZBIRLET,

Add URL Filter x

List Name™ DNASpaces
Type PRE-AUTH v
pcton
URLs EmeraURLevewmwi-u‘
splash.dnaspaces.io I
CLIIC&k B

Andressi-9800L (config) #urlfilter list

Andressi-9800L (config-urlfilter-params) #action permit
Andressi-9800L (config-urlfilter-params) #url splash.dnaspaces.io



SSIDIE., RADIUSH—NZFEATAIRSICRETA L, HFRAETICRETAIEETEERT
o FYTT 4 TR=Z)IL—IERED[Actions] 2> 3 > T[Session Duration], [Bandwidth
Limit], & 7z l&[Seamently Provision Internet] " i EE N TV S F Sk, SSIDZRADIUSH—/\T
BRETIMENFHYNET, TS5THEVESR., RADIUSH—NZFEATIHEIFHYEE A,
DNAZAR—A LD IXNTOBEOR—ZIEE, MAODBRTHR—RENTVWET,

DNAAR—A EDORADIUSH—NZEALBEVF Y ST 14 TR—2)
98001 NO—STOWebfREE/N S X—2I Y T DOERE
ATYT1: [Configuration] > [Security] > [Web Auth] CBEL, [AddZ2VUYOLTHLULUN

FA—=BIVTHZERLET, RYTTYTIDARIT, NTAXA—RZIVTEEREL, 24
7°& L T[Consent] Z#IRL £F,

Create Web Auth Parameter %

Maximum HTTP 1-200

connections

Init-State Timeout(secs) 60-3932100

Type ‘ consent vl

% Close v Apply to Device

ATYT 2 HIDATY T THRELENTA—ZIYTZI1)Y UL, [Advanced] X 7 IZBEL
<T. O 4 > URL®M[Redirect]. [Append for AP MAC Address] . [Append for Client MAC
Address] . [Append for WLAN SSID and portal IPv4 Address] Z AL E T (RIZSHR ),
[Update & Applyl 22 UY O L&ET,




Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in hitps://splash.dnasp |

Redirect On=-Success |

Redirect On-Failure |

Redirect Append for AP MAC Address ap_mac |
Redirect Append for Client MAC Address client_mac |
Redirect Append for WLAN SSID wian |
Portal IPV4 Address 34.235.248212 |
Portal IPV6 Address XX |

Customized page

Login Failed Page r g
Login Page | . r g
Logout Page r
Login Successful Page &

w0 Gancel ol Update & Apply




X:ATTIYDIR—JOURLEIPUUA ALY NT RLAZEUET B ICE. [DNA
Spaces]M[SSID]’R—Z T[Configure Manually] #7°>a>&# 0y OL&ET, chldk, O
RFIXPNOREICHD "DNAAR—AR—ZRIIFEATDURLIFMATT A ?2 1 THHA
ENTVET

3E:Cisco DNA Spaces R—ZJILIE2DDIPF RL AICEARTEXRT A, 98001 NO—F T
F1D2DIP7RLAULARETETFEA, CNSOIPFRLAOVTFNA ZEIRL, R—24Z
ILDOIPVAT7 RLAELTNTXA—ZIY T TRELET,

F o RAOREBIBELET, REIPVAT RLAEREIPv6T RLAOEAEA, FO—/N)L
WebFBEE/NT X —R I Y T TERESNE T, Virtual IPVBHNRES N TVAEWVEE, 754
T NEEREENEDNAARR—AR—ZITREL, REBBR—ZFILICUFAALIBREND
CcENFBYVET, COYH., REBIPREICRETIHLENHYET, 1192.0.2.11 FIRE
IPv4& L T, FES80:0:0:0:903A::11E4IX1R#EIPV6E L TRETEE T, ThUNDIPEER
FTHRAEBEHIEEAEFTFEFE > EE<HYEEA,

CLI ICKBEEE :

Andressi-9800L (config) #parameter-map type webauth
Andressi-9800L
Andressi-9800L
Andressi-9800L (config-params-parameter-map) #redirect for-login

config-params-parameter-map) #type consent
config-params-parameter-map) #timeout init-state sec 600

(
(
(
(

Andressi-9800L (config-params-parameter-map) #redirect append ap-mac tag ap_mac
Andressi-9800L
Andressi-9800L
Andressi-9800L (config-params-parameter-map) #redirect portal ipv4

config-params-parameter-map) #redirect append wlan-ssid tag wlan

config-params-parameter-map) #redirect append client-mac tag client_mac

( )
( )
( )
( )

Andressi-9800L (config-params-parameter-map) #logout-window-disabled
Andressi-9800L (config-params-parameter-map) #success-window-disabled

98001~ NO—Z TSSIDZERL T

AT Y 71 : [Configuration] > [Tags & Profiles] > [WLANs] I_#E L. [+Add] 22 UYL ET,
ZT7O77A4)BESSIDZEEREL., WLANZEMICLE T, SSIDEAN. "DNAARR—ATNH
SSIDDERL V23 DATY TI3THRELEBRERALUTHZI EZHELET,



Add WLAN x

General Security Advanced

Profile Name* | 9800DNASpaces | Radio Policy | All v |
SSID* | 9800DNASpaces | Broadcast SSID
WLAN ID* | 3 |

Status ENABLED . I

=1 Apply to Device

AT Y7 2 : [Security] > [Layer2] ICB B L E T, [Layer 2 Security Mode]Z[None] ICEZEL .
[MAC Filtering] F B3I B> TWB & 2RALE T,

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

. Fast Transition | Adaptive Enabled w
Layer 2 Security Mode None v
Over the DS
MAC Filtering
Reassociation Timeout | 20
Transition Mode WLAN ID o

AT Y7 3: [Security] > [Layer3] ICBBIL £F, WebRUZ—ZHMICL, WebsBRL/NZ X —2&
NY7THRBRELET. [Apply to Devicel 20 )Y I LET,



Edit WLAN x

General Security Advanced Add To Policy Tags
Layer2 Layer3| AAA
Show Advanced Settings >>>
Web Policy v

Web Auth Parameter Map DNASpacesPM v

Authentication List Select avalue » | ()

For Local Login Method List to work, please make sure
the configuration 'aaa authorization network default local'
exists on the device

98001 FO—FTHARUS—TOT7 7 1 I ORE

AT ¥ 71 : [Configuration] > [Tags & Profiles] > [Policy] i=BEL., FHILWARU—7O7 71
BERTEDHD, F7AFILMNORIVS—=TO7 74\ 2ERALET, [access Policies] 27 T, 75
AT > MVLANZEREL, URLZ7 1 )LZZEBMLET,

Edit Policy Profile x

General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling WLAN ACL
Local Subscriber Policy Name v - IPva ACL ‘ . ‘
WLAN Local Profiling IPv6 ACL ‘ Y ‘
g:gg;:ﬁg;%tgnof Device Disabled (&) URL Filters
HTTP TLV Caching Pre Auth ‘ DNASpaces v \
DHCP TLV Caching Post Auth ‘ . ‘
VLAN
VLAN/VLAN Group ‘ VLAN2672 v \
Multicast VLAN | Enter Multicast VLAN |

98000 FO—FTHRUS —R T DOEE

AT ¥ 71 : [Configuration] > [Tags & Profiles] > [Policy] BB L E£3, HILVWRUZ—X2T%E
RI2H, T7FINRORI—2TE2FERALET, WLANZARD S —RIT ORIV —7OT7
AIWIZIYEVTLET,



Add Policy Tag x

MName* | DMASpaces-PT |

Description | Enter Description |

V¥ WLAN-POLICY Maps: 1

— Add
WLAN Profile ~ Policy Profile w
I 9800DMASpaces DNASpaces-PP I
1 | 10 « | itemns per page 1 -10of 1items

RLAN-POLICY Maps: 0

= Apply to Device

ATY 7 2:SSIDE7O—RFYARTBIEHICAPICARD D —RTZBALET,
[Configuration] > [Wireless] > [Access Points] ICBE L. IROAPEZRIRL TRU>—XT%EB
MUET, ChiZkY, APECAPWAPK > XL ZBEEHL. 98000 FOA—FICRVET,




General Interfaces

General

AP Name*
Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status
Fabric Status

LED State

LED Brightness
Lewvel

CleanAir NSI Key

Tags

High Availability

| 9117-andressi

| default location

0cd0.1894.12¢0

0cd0.f894.118¢c

| Local

Registered

Disabled

E

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Inventory

Policy | DNASpaces-PT v ‘

Site | default-site-tag v ‘

RF | default-rf-tag v ‘
CLI IC k5%

Andressi-9800L (config) #wlan

Andressi-9800L
Andressi-9800L
Andressi-9800L
Andressi-9800L
Andressi-9800L
Andressi-9800L

Andressi-9800L (config) #wireless profile policy

config-wlan) #no security wpa

config-wlan) #no security wpa akm dotlx
config-wlan) #no security wpa wpa2 ciphers aes
config-wlan) #security web-auth

config-wlan) #no shutdown

Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Mext Retry Time

Boot Version

I0S Version

Mini 10S Version

IP Conhig

CAPWAP Preferred Mode  IPvB

SLAAC IPv6 Address

Static IP (IPv4/IPvE)

Time Statistics

Up Time

Controller Association Latency

config-wlan) #security web-auth parameter-map

2001:

16.12.2.132

N/A

N/A

N/A

1.1.2.4

16.12.2.132

0.0.0.0

172:16:30:ed0:f8ff:fe94:118¢c

11 days 22 hrs
49 mins 12 secs

3 mins 44 secs



Andressi-9800L (config-wireless-policy) #vlan <id>
Andressi-9800L (config-wireless-policy) #urlfilter list pre-auth-filter

Andressi-9800L (config-wireless-policy) #no shutdown

Andressi-9800L (config) #wireless tag policy

Andressi-9800L (config-policy-tag) #wlan

DNAANR—A L DORADIUSH—NNEFEALEFYT7T1THR—2)
E.DNAAAR—ARADIUSH—/NE, O RNO—SHSOPAPRRIEEO A EHR—KNLET,

98001 RO—5 THOWebFRRE/NT XA —2I Y T DORKE
ATY 71 WebiRFENTX—ZX Y 7 &ERL FT, [Configuration] > [Security] > [Web Auth]

ICBEL, [+Add] 20V Y I LTNTA—EIYTRBEREL., XA 7 &L Tlwebauth] &iEiR
LET,

Create Web Auth Parameter x
Parameter-map name® DMASpaces-PM

Maximum HTTP 1-200

connections

Init-State Timeout(secs) 60-3932100

Type | webauth v |

+ Apply to Device

ATY T2 ATYTITRELENTGX—=EIVTHZ D) YU, [Advanced| 201 Y UL T




LAOg4>0o0R AL O, APMACT RLADIEBI., 7547 KMACT RL AMIEMN,
WLAN SSIDER—ZILIPVAT RL AMEMZEAHDLET, [Update & Apply] 20U Y I LET,



Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in hitps://splash.dnasp |

Redirect On=-Success |

Redirect On-Failure |

Redirect Append for AP MAC Address ap_mac |
Redirect Append for Client MAC Address client_mac |
Redirect Append for WLAN SSID wian |
Portal IPV4 Address 34.235.248212 |
Portal IPV6 Address XX |

Customized page

Login Failed Page r g
Login Page | . r g
Logout Page r
Login Successful Page &

w0 Gancel ol Update & Apply




¥ ATV IAR—DOURLEIPUUR ALYV RNTRLAZEBTSICIE. "WLCERE
BEHRETOSSIDOER. o> a>n "POERAONA=ILVANOER) 02320
TDNAAR—ATOHOSSIDOER) £V 3> DATY 73THERLZSSIDA S, "FBT
BRE, A7>a>vxVUYILET,

3 : Cisco DNA Spaces’ R—R L IE2DDIPF RLACMRTERTH, 98000 hO—7
TRR1DODIPFPRLAULABRETEERA. 12DT—ATR, ChSOIPPRLAOVT
HEBIRLT, R—RLDOIPUFT RLRAELTNFA—=EZIVYTERELET,

3 RBEIPVAT RLAEIPV6 T RLAOEBF AT O—/NILWebsRRE/NT X —2I Y 7 Ti&
EEhTWVWBELZ2MRBLET, REBIPVEHFRESNTVEWVES, 9547 MNERERES
NTWVWBDNAAR—AR—ZRILTRE<SATR—ZRILICVEZALIRNENDZ ENFHYE
T, cDz®d, REIPREEICERETDIHLENHVYEFT, 1192.0.2.11 F{R#EIPva& L T,

FE80:0:0:0:903A::11E4 (X {R#BIPV6E L TERETE X T, ThLUNDIPEERA TS ERIEEF
EAEFRLERE2>I<HYFELEA,

CLI ICKBEEE :

Andressi-9800L (config) #parameter-map type webauth
Andressi-9800L
Andressi-9800L (config-params-parameter-map) #timeout init-state sec 600
Andressi-9800L (config-params-parameter-map) #redirect for-login

config-params-parameter-map) #type webauth

(
(
(
(

Andressi-9800L (config-params-parameter-map) #redirect append ap-mac tag ap_mac
Andressi-9800L (config-params-parameter-map) #redirect append wlan-ssid tag wlan
Andressi-9800L (config-params-parameter-map)
Andressi-9800L (config-params-parameter-map) #redirect portal ipv4

#redirect append client-mac tag client_mac

Andressi-9800L (config-params-parameter-map) #logout-window-disabled
Andressi-9800L (config-params-parameter-map) #success-window-disabled

98001~ FO—Z TMRADIUSH —/YDORRE

ATY 7 1: RADIUSH—/\ZEREL £, Cisco DNA Spacesid, 1—HRIAD = HI(C
RADIUSH—/N& L THEBEL ., 2D DIP7 RL ATRETE E T, [Configuration] > [Security] >
[AAA] ICBBEIL. [Add] 41 Y ¥ LTEBEDRADIUSH —/NEREL £,



Create AAA Radius Server

MName* DMASpaces]

IPva | IPvE Server Address™ 34.197.146.105

PAC Key

Key Type o

Key* | e

ConfimKey* | e

Auth Port 1812
Acet Port 1813
Server Timeout {seconds) 1-1000

Retry Count 0=-100

= Cancel | Apply to Device

X754V =—NEEAAVH—=/NOEEDORADIUS IP7 RLRAEMBEF—EWMBT
BI2lF. "DNARR—ARATOSSIDOERL 723> 0OATY 73THRL 1=SSIDA S
[Configure Manually] #7°>3>%%21) v 2 L. [RADIUS Server Configuration] 20 3>
ICBBLET,

ATV 7 2 RADIUSH—NTI—T7ZFZEL. WAHDORADIUSH—/NZEBML T,
[Configuration] > [Security] > [AAA] > [Servers / Groups] > [RADIUS] > [Server Groups] - BE L

. [+add| 2o Vv o LT, Y—NJI—7F. MAC-DelimiterHyphen, MAC-FilteringZMAC &
LTEREL. 2DODORADIUSH—NZEIVNHTET,



Create AAA Radius Server Group

Name* ‘ DNASpaces |
Group Type ‘ RADIUS |
MAC-Delimiter | hyphen v
MAC-Filtering | mac v
Dead-Time (mins) ‘ 1-1440 |
Available Servers Assigned Servers
DNASpaces1
z DNASpaces2
<

AT Y 7 3 : [Authentication Method]'J A N ZF&E L £9 ., [Configuration] > [Security] > [AAA] >
[AAA Method List] > [Authentication] IC#E8 L., [+tadd] 20U Y O LET, AXVANBRZREL
. BA4T7ELTloginZBIRL, H—NTIL—TZEW)HETET,



Quick Setup: AAA Authentication

Method List Name*

Type* login

Group Type group

Fallback to local
Awazilable Server Groups
radius

Idap
tacacs+

Assigned Server Groups

DNASpaces

" Apply to Davice

AT Y 7 4 : [Authorization Method]!) A h ZEXE L £9 ., [Configuration] > [Security] > [AAA] >
[AAA Method List] > [Authorization] ICBEIL, [+add] Z0 VY O LET, ARV ARNBZREL
. BA47EL TnetworkZBIRL , H—NTIN—T%2EVWETET,



Quick Setup: AAA Authorization

Method List Name* | DNASpaces

Type* | network v

Group Type | group v

Fallback to local L]

Authenticated O

Available Server Groups Assigned Server Groups
radius . DNASpaces
ldap
tacacs+ .

98001> FO—Z TSSIDZERLET

AT Y 7 1 : [Configuration] > [Tags & Profiles] > [WLANs] [CBEIL. [+Add] ZO VY ILET,
Z7O77A4)NEBESSIDEREL. WLANZBMIZLET, SSIDEA, "DNAARR—ATO
SSIDDER) £V IVDATY TITHRELEBANERLUTHD E2BALET,



Add WLAN x

General Security Advanced

Profile Name* | 9800DNASpaces | Radio Policy | All v |
SSID* | 9800DNASpaces | Broadcast SSID
WLAN ID* | 3 |

Status ENABLED . I

=1 Apply to Device

AT Y 7 2 : [Security] > [Layer2] IC#BEL ¥, [Layer 2 Security Mode]Z[None] ([CEXEL .
MACZ7 1 LRV TZBMIZLT., FAVARNEZEBMLET,

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

; . Fast Transition | Disabled v |
Layer 2 Security Mode MNone v ) }
Qver the D3
MAC Filtering v
Reassociation Timeout

Transition Mode WLAN ID 0

Autharization List* | DNASpaces v

= Apply to Device

AT Y7 3 : [Security] > [Layer3] ICBEBILET., Web R —ZBRICL. WebFRiE/NT X —2&
Y TERIMIANERELE T, On Mac Filter FailureZB%IC L. BRIFRFAMACLZEML E T
o [Apply to Device] 202 UY VL&,



Add WLAN

‘

General Security Advanced

Layer2 Layer3 AAA

<< Hide
Web Policy v
On Mac Filter Failure o
Web Auth Parameter Map | DNASpaces-PM v |
L J Splash Web Redirect
Authentication List | DNASpaces v | o
| J Preauthentication ACL

For Local Login Method List to work, please
make sure the configuration ‘aaa authorization
network default local' exists on the device

IPva ‘ DNASpaces-ACL | v ‘

IPv6 ‘ MNone v -

= Apply to Device

98001> PO—FTORUS—7TO7 7 AL DOE

AT Y 7 1 : [Configuration] > [Tags & Profiles] > [Policy] lcBE&L. FTLWVWARUZ—7'O7 74
BERTDHD, F7AFILMNORVS—=TO7 74\ 2ERALET, [access Policies] 27 T, 75
AT NVLANZEREL, URLZ 1)L ZZEMLET,

Edit Policy Profile ®

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL

Local Subscriber Policy Name ‘ v | IPva ACL ‘ v |
WLAN Local Profiling IPVE ACL ‘ vl
g:ggglfiéantgnof Device Disabled (&) URL Filters

HTTP TLV Caching Pre Auth ‘ DNASpaces v
DHGP TLV Gaching Post Auth ‘ v
VLAN

VLAN/VLAN Group | VLANZ672 |

Multicast VLAN | Enter Multicast VLAN |

AT Y7 2:[Advanced]® 7 T, [AAA Override] 2 BMICL, A 723> TTFHAIVTAIFR
DANZRELET,



Edit Policy Profile x

98000 FO—FTORVS—RTDERE

General Access Policies QOS and AVC Advanced
WLAN Timeout Fabric Profile -
Session Timeout (sec) | 1800 Umbrella | Not Configured - |
Parameter Map : .
i 300 f )
ldle Timeout (sec) | mMDNS Service ‘ default-mdns-servici »
Policy - .
Idle Threshold (bytes) | 0 ear
Client Exclusion Timeout (sec) [« | &0 botes L nm b
VLAN Central Switching
DHCP
Split MAC ACL ‘ v ‘
IPvd DHCP Required : !
Air Time Faimess Policies
DHCP Server IP Address
Show more >>> 2.4 GHz Policy ‘ v ‘
5 GHz Policy ‘ v ‘
AAA Policy L J
I Allow AAA Override v
NAC State
Palicy Name | default-aaa-policy x »
Accounting List | DNASpaces x

AT Y 71 : [Configuration] > [Tags & Profiles] > [Policy] e B&LE3, HILVWRUZ—XT%E
BRE2HD, F7FILRNORIS—RTZFEALET, WLANZRD S —RT ORI —7077
AIWICIYEVILET,



Add Policy Tag x

MName* | DMASpaces-PT |

Description | Enter Description |

V¥ WLAN-POLICY Maps: 1

— Add
WLAN Profile ~ Policy Profile w
I 9800DMASpaces DNASpaces-PP I
1 | 10 « | itemns per page 1 -10of 1items

RLAN-POLICY Maps: 0

= Apply to Device

ATY 7 2:SSIDE7O—RFYARTBIEHICAPICARD D —RTZBALET,
[Configuration] > [Wireless] > [Access Points] ICBE L. IROAPEZRIRL TRU>—XT%EB
MUET, ChiZkY, APECAPWAPK > XL ZBEEHL. 98000 FOA—FICRVET,




General Interfaces High Availability Inventory Advanced

General Version
AP Name* | 9117 -andressi ‘ Primary Software Version 16.12.2.132
Location® | default location ‘ Predownloaded Status N/A

Base Radio MAC 0cd0.f894.f2¢0 Predownloaded Version N/A
Ethernet MAC 0cd0.f894.118c Next Retry Time N/A
Admin Status Boot Version 1.1.2.4
AP Mode | Local v | I0S Version 16.12.2.132
Operation Status Registered Mini 10S Version 0.0.0.0
Fabric Status Disabled IP Config

LED State CAPWAP Preferred Mode  IPvG

LED Brightness E | SLAAG IPv6 Address 2001:172:16:30:ed0:{8ff-fe94:118c

Level

CleanAir NSI Key

Tags

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Static IP (IPv4/IPvE)

Time Statistics

Up Time

Controller Association Latency

11 days 22 hrs
49 mins 12 secs

3 mins 44 secs

Policy | DNASpaces-PT v ‘

Site | default-site-tag v ‘

RF | default-rf-tag v ‘
CLI IC k5%

Andressi-9800L (config) #wlan

Andressi-9800L (config-wlan) #ip access-group web

Andressi-9800L (config-wlan) #no security wpa
Andressi-9800L (config-wlan) #no security wpa akm dotlx



Andressi-9800L (config-wlan) #no security wpa wpa2 ciphers aes
Andressi-9800L (config-wlan) #mac-£filtering

Andressi-9800L (config-wlan) #security web-auth
Andressi-9800L (config-wlan) #security web-auth authentication-list

Andressi-9800L (config-wlan) #security web-auth on-macfilter-failure
Andressi-9800L (config-wlan) #security web-auth parameter-map
Andressi-9800L (config-wlan) #no shutdown

Andressi-9800L (config) #wireless profile policy

Andressi-9800L (config-wireless-policy) #aaa-override
Andressi-9800L (config-wireless-policy) #accounting-list

Andressi-9800L (config-wireless-policy) #vlan <id>
Andressi-9800L (config-wireless-policy) #urlfilter list pre-auth-filter

Andressi-9800L (config-wireless-policy) #no shutdown

Andressi-9800L (config) #wireless tag policy

Andressi-9800L (config-policy-tag) #fwlan

TO-NILNFA—=2I Y TORE

EREIABZVFIE: XOONY REEITUTHTTPSUR AL 232> #FALET, EL. 2
AT I\O)ZI'/\I/ 74/'7/7\TA'C=\=177°7_'477J' ZIIO®EAITHON, CPUERRA
B, BCAHEOBEEN AO—ENBBE, V54T I\(DHTTPSI\774 YOTOUS
4|/'7:/EI/L$M\§35U¥‘G/W TDRSH. REDEAGITHERBZEEZRE. COREFET
BEEBEOLET,



Andressi-9800L (config) #parameter-map type webauth global
Andressi-9800L (config-params-parameter-map) #intercept-https-enable

3:Cisco Catalyst 98002 ) =XV A YL A NA—FIZA VA M=/ EhREIPAD
BMESSLAIAEN HNETT,

ATY T HRFNF pI2OBENELBET 7 A ETFTPH—NICOE—L, XOOI R%E
ETLT, EEERGOI NO—ZICEELTA AN —=ILLET,

Andressi-9800L (config) #crypto pki import

ATYT 2 AVAM =) ENEIHEZWebRI/NTXA—EZIY S ICXY 7 FBICE, xnd
NV RZEITLET,

Andressi-9800L (config) #parameter-map type webauth global
Andressi-9800L (config-params-parameter-map) #trustpoint

DNAAR—AILR—RILEERT S
AT Y 7 1:DNA SpacesDH ¥ > 1 7R— R T[Captive Portals] 20 1) Y I L& T,

= Cisco DNA Spaces

ACT - Leverage Digitization toolkits to Act on Insights.

Captive Portals Engagements

O ACTIVE CAPTIVE PORTALS O ACTIVE ENGAGEMENTS

ATY7 2:[CreateNew] ZO )Y IL, R—RINBEAANLT, R—RIIZFERATEDEM%Z
EBRLET,



Import Portal l Create New J

No portal Created

Invite new Portal Members or modify permissions for existing cnes from the Portal section

ATYT 3 WARATZBIRL, R—FIK—LR=JICF—RZOMY)Ad &I —FEiNE K
REBINESH, BREI—HYHAXVE—DZREIDELEHTIBINESHZERLET,
[Next] 20 Y I L&ET,

o———o0 : ‘

Fortal Information Authertication Data Gapture User Agreements

[~'] Display Data Capture and User Agreements on portal home page

[ Aliow users to Opt in 1o receive message

ATYVT 4. F—BFYTTFYEREZBELET. I-FAST—RE2FvT7F v I258E.
[Enable Data Capture] 7RY 2 A%ZZ#>IZ L, [Add Field Element] 22 UYL TEHDO 7 1 —)L
RZEMLERT, [Next)] ZVUYILFET,

0 '° o - X

Portal Information Auhentication Data Gapture User Agrosmants

[] Enabie Data Capture

Form Fields + Add Field Element

) (eom

AT Y 7 5: [Enable Terms & Conditions] lcF I Y VX —%2 % A, [Save & Configure Portal] &
JUYOLET,



o o o o

Portal Information Authentication Data Captane User Agreements.

This section allows: you to enable and confrgura Terms & Conditions and Prvacy policy Statements.

@ |
D@l @ B -~ Q b3 |
B I U S x x| L ;= := ” 3%k | N - e
Styses = | Format = | Font = | Sze = A

WIFI Terms of Use, Last updated: Saptember 27, 2013.

These Wi-Fi Terms & Conditions Of Use (the Wi-Fi Termas) togather with the TERMS OF USE govem your use of the Wi-Fi service.

Description of the Service

The Service provides you with wireless access 1o the Inlarmet within the premises. We do not, as an ordinary practice, proactively mondor the activities of those who use the Service of exercise any edilorial control oves any material transmitted, hosted
oF posted Using the Senvics 10 ensure that usars comply with these Wi-Fi Terms andior the Liw, althaugh it resarves the ight to da sa.

i Save [ & Prev Save & Conflgure Portal
L )\ J

FIE6 : XEICIKUTR—RILZHEL. [Save] 20 JY I LET,

1 Loeation No Authentication Enabiea Emall, Mobite Number

PORTAL EDITOR - 5
Brand Name PORTAL PREVIEW
Welcome Message - WELCOME MESSAGE < Home Screen >
Notice

e e e _
Data Caplure

S e Welcome to Cisco Mexico Welcome to Cisco Mexico
m Videos @
SIGN-UP FOR WIFI
B Feedback .
Add a custom message for Repeat visitors Emall Address:
Y. Heip
Hi Sifirstame} Silasthame), Welcome 1o Socation x
©  Get Apps Mickile Number
== Get Internat
- &
Promos & Offers
Node
It any variables wsed in the message abave are not avallabse We will default to the message

+ Add Module ShowT 10 ST M Visinons.

-
DNARR—ATDF ¥ 7T 14 TR—RIILIL—ILOFRE

AT Y7 1:DNA Spaces®& ¥ > 17R— R T[Captive Portals] 2071 )Y Y LET,



= Cisco DNA Spaces

ACT - Leverage Digitization toolkits to Act on Insights.

Captive Portals

Engagements

O ACTIVE CAPTIVE PORTALS

ATYVT2: F¥TTA4TR=FINAZ1—%=HZ.

DNA Spaces Captive Portals

BOODNASpaces]

PORTALS

3 | P in 0 Captive Porial Rl

AT Y7 3:+[Create NewRule]2 2 JUY UV LET,

BRLULEXT,

€ Create Captive Portal Rule

O ACTIVE ENGAGEMENTS

[Captive Portal Rules] 221y VL&,

= Actie APs
5 of 50
| Impart Portal -, Craate New
STATUS LAST MODIFIED
Draft Feb 18, 2020
(1=10f1):1 pages

IL=ILEZAHNL., BRICEREL /=SSID%

BULE NaME: 9B00DNASpaces

Choose any or all of the options that apply to your rule below

When a user is on WiFi v and connected to 9800-DNASpaces v

LOCATIONS - Where do you want the rule to fire?

At any of the following locations

+ Add Locations

Please selact at-least one location

ATV 4 R—Z)NEaEATEZHMZRIRLET, [LOCATIONS] £ 3> T[Add
"ay—a iE), rsBENOOT—>3 > & 8RLET,

Locations] 202 Y VL&Y,



Choose Locations

Location Hierarchy Selected Locations
MEX-EAST-1 D 9800L-DirectConnect X
5508=-1-CMX O

5508-2-Connector O

5520-1-DirectConnect O

@ 9800L-DirectConnect 1]

7\717 5:F v TTATR=BZINOFTO>IaVEBRLET, COFE, L—IHAEY TS
 R—=BIHFRRENET, [Save & Publish) 20U Y O LET,

ACTIONS

[ Show Captive Portal
Choose a Portal to be dispayed to Users when they connect to the: w

SBO0DNASpaces] CTIO
Show Captive Portal

Porial : SB00DNASpaces 1

(] Trigger AP

Save & Publish

DNAZ[M A S AM s EHESRS
DNAZMA #RT3IP7 RLARATT A,

DNA Space N B O R—ZILIZFERAT2IPT7 RL AR TS IZ1E. DNA Spacerk—AD
Captival PortalR—Z ICBBILE T, EAOX_1—TSSIDEYJUY UL, RIZSSIDOTRT
Configure manually’Z 27 )Y VL& F, IP7 RL AKACLOBITHBEAET A TVET, s,
ACLE KU'webauth NI X—RI Y 7 THEATER—RILOIPT RLATT, DNAZEE, J>
RO=IL7L—2ONMSP/VZ 7 REFREEICHL THOIPT RLAZEALET,



5510 Gonfiguration

LAB-DNAS

=]

RRENBDRYTTYTORERINOEIS 3> T, FIRTICACLEERTEEE NIZIPT RL AN KRR
TNhET, CNSOFIEZRITLU TACLZER TR LEBERHV TR A, PTRLAZEEEDHT
BLIEWTT, chslk, BEROMFOR—ZIILTEAETNBIPTTY

Configure

Creating the Access Control List

1 Log in to the WLC Direct Connect with your WLC Direct Connect credentials.

2 Choose Security > Access Control Lists > Access Control Lists

Far FlaxCond

lecal mode, choose Securty > Access Control Lists > FlexCoannec t ACLs

3 Toadd an ACL, click New,

4 In the Mew page that appears, enter the following:.

a. In the Access Control List Name field, enter a name for the new AGL

Note:
You cam enter up to 32 alphanumeric characters.

b. Choose the ACL type as IPvd.

MNote:
This option is not available for FlexConnect ACLs.

c.Click Apply.

5  When the Access Control Lists page reappears, click the name of the new ACL.

&  Inthe Edit page that appears, click Add New Rule. The Rules > New page appears,

7  Configure a rule for this ACL with the following wall garden ranges.

Source Port Dest Port

No Dir Source IP Address/Netmask Destination IP Addrosa/Netmask Pratocol Range Range DSCP Action
ik Any 0.0.0.0/0.0.0.0 54.77.207.183/255.255.255.255 TCP Any HITES Any Permit
2. Any 54.77.207.163/255.255.255.255 0.0.0.0/0.0.0.0 TCR HTTPS Any Any Parrmit
3. Any 0.0.0.070.0.0.0 34.252.175.120/255.255.255.255 TCR Aavy HTTPS Any Parmit
4, Any 34,252,175.120/255,255,255.255 0.0.0.0/0.0.0.0 TCP HTTPS Any Any Perrmit

DNAAR—AOT A R—Z I KFEATHURLEMATT A,

BEFVOHIFOR—RIITEAETATVSOT 1> R—2JLURL DNA SpacesZHEFR T I (&
. DNA Space’k— A M Captival PortalR—Z ICBBILET, EAIOXZ1—TSSIDZJUY UL
. RIZSSID® T TConfigure manuallyz 2 )Y J L&Y,



[ Cisco Morak) SSIDs

SSID Configuration

@ Cisco Aironet SSiDs

Guest LAB-DNAS

Enma]

RTRENBRYTTYTTTICAZO-IL, 2BBOEIZ3>VOARATY 77(2, 98000 /YT X
— BV T TRETIHLEN HBDURLIRTENET,

Creating the SSIDs in WLC Direct Connect

To create the SSIDs in the WLC Direct Connect, perform the following steps:

1

In the WLC Direct Connect main window, click the WLANSs tab.
To create a WLAN, choose Create New from the drop-down list at the right side of the page, and click Go.
In the New page that appears, enter the WLAN details like Type, Profile Name, SSID, and so on.

Click Apply.

The WLAN added appears in the WLANs page.

Click the WLAN you have newly created.
Choose Security > Layer 2 , and configure the Layer 2 Security as None .

In the Layer 3 tab , do the following configurations:

a.From the Layer 3 security drop-down list, choose Web Policy .

b.Choose the Passthrough radio button.

¢.In the Preauthentication ACL area, from the IPv4 drop-down list, choose the ACL created earlier.
d.Select the Enable check box for the Sleeping Client.

e.Select the Enable check box for the Override Global Config.

f.From the Web Auth Type drop-down list, choose External .

g.In the URL field that appears, enter the Cisco DNA Spaces splash URL.

https:{/splash.dnaspaces.eu/p2femeabru2

DNAAR—ADRADIUSH—/SOFMEMATTH,

FRATIHENHDRADIUSH—/NDIP7 RLAEHEWEZHE TSIk, DNA Space’R— LA
M Captival PortalR—J IZ BB L E T, EROX-1—TSSIDEY YUY HL, RICSSIDOTT
Configure manuallyz 27 ') Y 2 L& 9,



5510 Gonfiguration

LAB-DNAS

=]

RRENDRYTTYTT, 3BEOEY> 3 (RADIUS)Z FICARVO—-ITDE, AFYTTIC
RADIUSFRRIDIPIR— N ERBEMBAIRTRENET, FHIT AT A7>3a> T, FE
12THALET,

7 Inthe New page that appears, enter the details of the radius server for authentication, such as server IP address, port number, and secret key, select the Server Status as Enabled , and click Apply.

Host: 52.51.31.103,34.241.1.84

Port: 1812

Secret Key: emeab1299E2PgvilK
8 Choase Radius > Accounting.

The Radius Accounting Servers page appears,

9 From the Acct Called Station ID Type, choose AP MAC Address:SSID.

10 From the MAC Delimiter drop-down list, choose Hyphen.

11 Click New.

12 Inthe New page that appears, enter the details of the radius server for accounting, such as server IP address, port number, and secret key, select the Server Status as Enabled , and click Apply.
Host: 52.51.31.103,24.241.1.84

Part: 1813

Secret Key: emeab1299E2PquilK

TR

SSIDIZEHRENTVBRITA T NOAT—RAZHEFRT HIZF. [Monitoring] > [Clients] (Z &)
L. N1 AOMACT KL R%& )Y L T[Policy Manager State]Z ¥k L £ 9,



General QOS Statistics ATF Statistics Mobility History

Client Properties AP Properties Security Information Client Statistics QOS Properties
— e
Wireless LAN Id 1 "
WLAN Profile Name 9800-DNASpaces1
Wireless LAN Network Name (SSID) 9800-DMNASpaces1
BSSID 1003.d694.00ef
Uptime(sec 64 seconds
Session Timeout 1800 sec (Remaining time: 1762 sec
Session Warning Time Timer not running
Client Active State Active

wer Save mode OFF
Current TxRateSet m2 ss1
Supported Rates 9.0,18.0,36.0,48.0,54.0
Join Time Of Client 03/11/2020 17:47:25 Central
Policy Manager State Run

NZ7)L2a1—b
— BBy 75 P

1. MO—ZS0REA 2 EZ—T I/ AICIPT RLANFBRESNTVEVEE, 7547 MNE
INTGAX=BIYVTTHREENTVWBDIRAAL I RNR=ZITEEL, AHBR—Z2ILICIVTAL Y
REhET,

2.05AT > RHDNAAR—ADR—ZIICIZALIRENTVBRREICS503 TS —2ZETS
BEE. O MNO—SADNAAR—AOOT—> 3 VBB TRESNTVWBR L 2BRLET,

ERFI>OML—R

WLC 9800 Tld. ALWAYS- ON NL—AHEEZRATEEX T, chickY, 95472 M ERIC
EETRZINTOIT—, BE., BRTBALRILOXY E—IHFECOTICEREE N, RER
AT RNERLEREEREOOT ZRRTERT,

EAEBRETNBOTJOEICALUT, BEBEAISKHAICRD CENTEET,

9800 WLCA' T 7 # LN TIREL L ML —AZRTFTBICIE, SSH/TelnethE B TI800 WLCIZ ##it
L. XOFIEZRGTLET (Y32 E2TFANTTALNCRBELTVWD CEZHABLERT

) o

ATY7 1 BEFRELEKRRETCOOJZEHTEDLSIC, I MNO—-ZORERZZHE
mlLET,

# show clock
ATY T2 DATAREICHK 2T, A MAO—FNY 7 7 £k Esyslogh SsyslogZ YNE
LET. Chicdl)., YATADREETIS— (5280 ) AEBEICRATEET,



# show logging

ATY T 3 FINYITRBGEFEHEB>TVWRIHLESHEBRIELET,

# show debugging
Cisco IOS-XE Conditional Debug Configs:

Conditional Debug Global State: Stop

Cisco IOS-XE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

FE:UVARESATVREREARTIENDBER. BMBERHE (MACT RLA, IPPRLA

BE)ICEBITZINTOTOLRACDO2VWT, RL—=AAFFNYILARIILTOTEHhTVS
CEEBRLET, chiCkY, OJOEAMEBMLET, LN 2T, FNYTHABERL
EERF, INTORKHZVITIBLEZHBHLET,

ATV T4 : TAMKKROMACT RLANATY T3OZRHKHELTUARARNENATVEREVEEE.
BEDMACT RL AMalways-on notice level N L —AZIREL £,

# show logging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file
always-on-<FILENAME. txt>

Y ADTRRERTIDD., 774N EARTFTIP H—N—ICIE—TEXY,

# more bootflash:always-on-<FILENAME. txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>

KUENEFNYITESDAFTIT4TRL—A

EEAONL—ATR, FAEHOBEONH—ZHBITIOICT+TDBBERF BTSN EVEE
k. REFEFNYTEZEBMIILT, BT ITATRARNL—AREZFYTFYTEET, Ch
ICkY), BEESNERZRH (ZDBEREIFAT7MMACT RLAR ) EXMFETZINTOTOEA
CTFNYTLRILONL—ANRHBENET, KUEFEFNYITZBNCTDICEK., ROFIEE
EITLET,

ATY T FNYITRBEFBBEB>TVABVS EZRELET,

# clear platform condition all
ATV 2. EZBFTBVDAVLARAVZATROMACT RLADTFNY T&HZBMCLET

o

KOOI Rid, IEEE N MAC T RLAD 30 58 (18008 ) DEZX—%BBLET, &
BICHUT, COBBERA 2085078494 WETHEP T ENTEET,



# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

FEBOUVSAT RN EZRARICEZRXTSI2E. MACT RL AZ &IZdebug wireless mac
<aaaa.bbbb.cccc> AN REERTLE T,

X Z2—IFINEY>a>TR, VAT RNTIOTAETADHIFRRENTLEA, C
hid, BTRRTEDRSIICABTNY I 7EhTVWRLEHTT,

ATV 3 BRI IBEXRLEBEEBRLET,

ATV T4 : FIAINRNEEREREENEEZEARBEN 7Y 7350 ICEAENr BRENCESE
TNV T RELELET,

# no debug wireless mac <aaaa.bbbb.cccc>
EZX—EENFEBT S D, debug wireless AELET D &, 9800 WLC TRIXOEBRIOO—AHIL
T7AINNERENET,

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

ATYT5: MACTRLAFIVTAETADOT7AINERELET, ratrace.log ZANEBH —
N—ICIE—92H, HHZEEICEERRTEET,

RARL—RAT7 74\ OEREHELET

# dir bootflash: | inc ra_trace

774N ENBY—N—ICOIE—-LFT,

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek Month_Day year.log
tftp://a.b.c.d/ra-FILENAME. txt

RNBEZRTLET,

# more bootflash:ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek_Month Day_year.log
FIE6 : BRREANFERASATREWEEGE., TNAYILRILOOTOKLFHEBZELI—TH
NHOTZRELET. VAT REBETNYITRHEFHELEA. TTICREEZ N,
B TRIFENATVRTFNY IO ZESICFLANDLETTT,

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> }
to-file ra-internal-<FILENAME>.txt

X200 REAR, IXTO7OEAOIXRTOOTLARILORNL—AZRL., kE
CBARTT, CNSORNL—RAZHENTBHEEIE. CiscoTAC ICBREVEDESEETL,

ra-internal-FILENAME.txt Z A —/N—ICOAE—F2H. HHOZBEHEICEERRTEET,



774N AR —N—ICOE—LET,

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

NBEZRRLET,

# more bootflash:ra-internal-<FILENAME>.txt

FIET7 : FNY TREZHIBRLET,

# clear platform condition all

F:RZTIND21—TFT12T0€y>a>nEE. BIFFNYTREEZHBRL T EE L,

R U AT OB

chik, RADIUSH—NZFEREFICSSIDICERL TWAEEIC, PYII—23aVER701
AFICZBRTI—ADOZBAICHKINL =3B E DRA _tracesh SDHI T,

802117V I —>3 /R84 :

Association received. BSSID 10b3.d694.00ee, WLAN 9800DNASpaces, Slot 1 AP 10b3.d694.00e0,
2802AP-9800L

Received Dotll association request. Processing started,SSID: 9800DNASpacesl, Policy profile:
DNASpaces-PP, AP Name: 2802AP-9800L, Ap Mac Address: 10b3.d694.00e0 BSSID MAC0000.0000.0000 wlan
ID: 1RSSI: 0, SNR: 32

Client state transition: S_CO_INIT -> S_CO_ASSOCIATING

dotll send association response. Sending association response with resp_status_code: 0

dotll send association response. Sending assoc response of length: 144 with resp_status_code: 0,
DOT11_STATUS: DOT11_STATUS_SUCCESS

Association success. AID 1, Roaming = False, WGB = False, 1llr = False, llw = False

DOT11 state transition: S_DOT11_INIT -> S_DOT11_ASSOCIATED

Station Dotll association is successful

IP Learn7’' Ot A :

IP-learn state transition: S_IPLEARN_INIT -> S_IPLEARN_IN_PROGRESS
Client IP learn successful. Method: ARP IP: 10.10.30.42

IP-learn state transition: S_IPLEARN_IN_PROGRESS -> S_IPLEARN_COMPLETE
Received ip learn response. method: IPLEARN_METHOD_AR

L 1 V3588

Triggered L3 authentication. status = 0x0, Success

Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS

L3 Authentication initiated. LWA

Client auth-interface state transition: S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF WEBAUTH_PENDING

Client auth-interface state transition: S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_ WEBAUTH_PENDING

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]GET rcvd when in
INIT state

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]HTTP GET redquest
[webauth-httpd] [17798]: (info): capwap_90000005[34el.2d23.a668][10.10.30.42]Parse GET, src

[10.10.30.42] dst [13.107.4.52] url [http://www.msftconnecttest.com/connecttest.txt]



[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]Retrieved user-
agent = Microsoft NCSI

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]GET rcvd when in
LOGIN state

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]HTTP GET request
[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668]1[10.10.30.42]Parse GET, src
[10.10.30.42] dst [151.101.24.81] url [http://www.bbc.com/]

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]Retrieved user-
agent = Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]P0OST rcvd when in

LOGIN state

LA V3RRLICHKIIL, 95472 R ZRUNREICBITLER T,

[34el.2d23.a668:capwap_90000005] Received User-Name 34E1.2D23.A668 for client 34el.2d23.a668
L3 Authentication Successful. ACL:[]

Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUTH_DONE
$CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: Username entry (34E1.2D23.A668) joined with ssid
(9800DNASpaces) for device with MAC: 34el.2d23.a668

Managed client RUN state notification: 34el.2d23.a668

Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_RU
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