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¥ Wireless Settings
ﬁ- Management
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mm  Advanced

[Management] > [Time] ICBE L., WLCANTPERHEhTWA L Z®BRBLET, 77K
Tld. EWCl&ciscome.pool.ntp.org NTPH—NZFEATEI LS ICERREECNTVET,
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L wireless Settings

TIME SETTINGS
ﬁ- Management

@ Access i
=l (GMT +1:00) Amsterdam, Berlin, Rome, Vienna . 0 Set Time Automatically

* From Current Location
¥ Admin Accounts

(0]

¥ Software Update Set Time Manually * = 02/24/2020 11:21 PM ao

Services MNTP Polling Interval = g8400 {seconds)

Advanced

time_settings_ntp_servers

add New NTP Server

HTP Index HTP Server HTP Statu For All APs
F x
F x

F x

[Advanced] > [Controller Tools] > [Troubleshooting Tools] ICBE L. DNSH—/\FEME hiz
EEBFELET, T7FINTRE, MERFA—7DNSH—NZFERATADLSICERREENT
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Connect your wireless network

Connect WLC/Catalyst 9800 Directly

Connect WLC/Catalyst 9800 Directly is an easy way to get your wireless network connected to Cisco DNA Spaces. No need to upgrade
Wireless LAN Controllers or recenfigure your wireless network.

(1 Install Root Certificate Need Help?
‘You can install the certificate from WLC CLI Access the below links 1o view
Wiew root cenificate & -
detailed help.
(2) Configure Token in WLC View Configuration Steps

Caonfigure the token in WLC to establish the connection.

Systemn Requirements

]4 Total controller(s) Frequently Asked

Questions

(3 Import Controllers into Location Hierarchy

Once the controllers are connected, you can impaort them into kecation hierarchy

controller(s)
imported to location Import Controllers
hierarchy

R—O2EURLZOE—-L&E T,



= 2 @O D & hrps/idnaspaceseuietup, wirciessnetwork st 3

Token for WLC to connect to DNA Spaces

WG Cisco Catahyst 5800

Follow the steps below to configure token in WLG CLI

1 Execute the following steps in the WLC CLI mode

auconhy choud-sorvices cma disabis

b.config clowd-senvices sarver u ) sl 6333, 127,190

cuoonfy dioud-Serioes senver id-

TOKEN

[m!: nmwmn]

d.config network dns serverip [drs_server_ip)
econfg cloud-services omx analie

2 = Check the summary using the following command:
a.show nMsp clowd -sorvices Summany

Ther rsult should be as fallows:

S hps: fivasilijepad ovic. dnaspaces . ou
1P Addross 63.32.127.190

Cornoctivity harps: UP

Sendce Status Actva

et Roquast Stans HITPM .1 200 0K
Hoartboat Status 0K

ME Web4{ > &% —7 T A4 AT, [Advanced] > [CMX] ® T ®[URL] & [Authentication Token] % Bh ¥) 13
TET,

«|=> ﬁj @ & nttps192.068.1,13 50eens/dashboard htrmi# ey = =2 T o

; ) e -ll:|l|5-::|';- Cisco Aironet 1542 Series Mobility Express Q A @ E ﬁ
& Monitoring

'ﬁ‘ Wireless Settings

'1’_ ) CONMECTED MOBILE EXPERIENCE: CMX
WELED =l

E rdvanced cMx Settings =]l
+ SNMP
& Logging
-l RF Optimization ELbiiE Siabled ’
# Controller Tools CMX Server URL * https:/fvasilijeperovic.dnaspaces.e
#% Security Settings CMX Server Token * eyJ0eXAIOIKV1QILCIhbGeiOiJIL

BRI SN ZB/EITDICE, [VVIDTARNREZIVVYILET, BENEUS
hd&e, RERVHFVOTYTIEEEIhET,

? Test Link
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(ME) >show time

BT 1T Mon Feb 24 23:38:13 2020
Timezone delta. ... vttt ittt i ittt e 0:0
Timezone 1oCation. v vt it ittt ettt e e e e e (GMT +1:00) Amsterdam, Berlin, Rome, Vienna

NTP Servers

NTP VerSiomn. « v vttt ittt ittt ettt ettt eeeanns 3

NTP Polling Interval..........uiiiiieeneennn. 86400

Index NTP Key Index NTP Server Status NTP Msg Auth Status
10 0.ciscome.pool.ntp.org In Sync AUTH DISABLED

20 1.ciscome.pool.ntp.org Not Tried AUTH DISABLED
30 2.ciscome.pool.ntp.org Not Tried AUTH DISABLED

#FLUVLNTPH—/NEEBIT S IZ(&. config time ntp server <index> <ip_address>_1Y > R & £ F
LERT,

DNSH—NHFBEENTVWDREZ2HFELET,

(ME) >show network summary

RF-Network Name.........oiiiiiiinniennnenn. ME

DNS Server IPl.........iiiiiiiiminneeeeennnn 192.168.1.1
DNS Server IP2. ... ... tiiiimnneenneennns 208.67.222.222
DNS Server IP3 . ... ...ttt 208.67.220.220

#FTL LWDNSH —/NI&. config network dns serverip <ip_addr>N > RZFERL TEMNTE X,

APAMMALICEZHRRBITDICE. ROFIEZERITLET,

(ME) >show ap summary

NUMbEY Of AP S . i ittt it e e e e e e e e e e et e e et 1

Global AP USer Name. . o v vttt ittt ettt et tteeeeeeennn admin

Global AP Dotlx User Name. .. ... uvvvweeeennnnnn. Not Configured
Global AP Dotlx EAP Method...............0..oo... EAP-FAST

* prefix indicates Cisco Internal AP

AP Name Slots AP Model Ethernet MAC Location Country
IP Address Clients DSE Location
*APD478.9BF8.7070 2 AIR-AP1542T-E-K9 d4:78:9b:£8:70:70 default location BE

192.168.1.185 0 [0 ,0 ,0 1]
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Connect your wireless network

Connect WLC/Catalyst 9800 Directly

Connect WLC/Catalyst 3800 Directly is an easy way 1o get your wireless network connected to Cisco DNA Spaces. No need to upgrade
Wireless LAN Controllers or reconfigure your wirgless network.

1) Install Root Certificate Need Help?

You can install the certificate from WLC CLI
View root cerificate

Access the below links 1o view

detailed help.

2 Gunfigu re Token in WLC View Configuration Steps

Confsgure the token in WLE 1o establish the connection.

System Reguirements

14 Total controller(s) Frequently Asked

Questions

3| Import Controllers into Location Hierarchy

Once the controllers are connected, you can import them into location hierarchy

controllen(s)
imported to location Import Controllers
hierarchy

R—OU2EURLZOE—-LET,



> & & D & hipeidnaspaceseusietup, wirslessnetwork

RODIX RZERITLET,

(ME) >config cloud-services
(ME) >config cloud-services
(ME) >config cloud-services
(ME) >config cloud-services

R

Token for WLC to connect to DNA Spaces

WG Cisco Catahyst 5800

cmx disable
server url
server id-t
cmx enable

Follow the steps below to configure token in WLG CL

Execute the following steps in the WLC CLI mode

auconhy choud-sorvices cmx
b.config clowd-senvices sarver u ) sl 6333, 127,190
cconhy choud- sarvices seevor id-

d.config network dns serverip [drs_server_ip)
econfg cloud-services omx analie

Check the summary using the following command:
a.show S chiiod - Sofvices Summany

Ther rsult should be as fallows:

S hps: fivasilijepad ovic. dnaspaces . ou
1P Addross 63.32.127.190

Cornoctivity harps: UP

Sendce Status Actva

et Roquast Stans HITPM .1 200 0K
Hoartboat Status 0K

|&

[URL]
oken [TOKEN]

DNA SpacesV7 5 REDEBAN EREICHEIU TN L EZRREITAICE. ROV REEITL

£ I

CMX Service

F T s ol https://vasilijeperovic.dnaspaces.eu
N [ By Y= 63.33.127.190

Connectivity . vttt e e e e https: UP

Service Status ....... i e Active

Last Request Status........... ... . .. HTTP/1.1 200 OK

Heartbeat Status ........ ... OK

Payload Compression type

.......... gzip

O7—>3EEAOIY MO—F 04 2R—b

V) DEREIEDNAZRB TITWE T, [Setup] > [Wireless Networks] > [Connect WLC/Catalyst 9800
Directly] T, [Import Controllers] 201 Y L&,
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Connect WLC/Catalyst 9800 Directly

Connect WLC /Catalyst 9800 Directly is an easy way 1o get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controllers or reconfigure

your wiraboss netwark,

1 Install Root Certificate Meed Help?

| Wi can insanll the cermacate from WLC CLI Arcess the belovw links 10 view detsded
Wiew root certibcats helg.

2 Gonﬂgure Token in WLC View Configuration Steps

Conhgune the wien in WLE 10 emablish the connection.
[ System Requiremaents

WView Toke:
'] 4 Total controfer(s) W Tomn Frequently Asked Questions

3 Import Controllers into Location Hierarchy

Once the controliers are connected, you Gan Empon them into location hiesarchy

o

TAODRNBOBIIHZ AT AVREVEAVICL, [Next]ZT )Y I LET, BIOLEZOT
—2aAVHBHIHEERF. ROVANIRRENET,

&« = & o U & nhitpsy/dnaspaces.e/setupwirelessnetwork e 2 1o

Import Controllers %

Where do you want to import this Controller
Choose a location that you wani to import this controller.

=2, Search Locations ’x

TestLocation ®
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Sodart the Conwcka 5] tial ywid wWank 10 imion

¥ Or & ¥
L] L] L] L]

O —arpFrEmEnTWEWES, [Finish22UY L& T,

[ME has been successfully imported into Location Hierarchyl& WS 7O 7 KRy 77 v 7%
RENFXT,



Controller successfully
imported to location
hierarchy!

Total controllers added : 1
Total number of APs : 1
Total number of Locations : 0

Would you like to organize your location
hierarchy

Yes, take me to location hierarchy

| No, Continue with Setup |
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(ME) >show cloud-services cmx summary

CMX Service

LTS Yl https://vasilijeperovic.dnaspaces.eu
N L o Y = = 0.0.0.0

Service Status ...ttt Down

[@F0)a s T=Y ok wll V01 otV https: Failed to establish connection
Time remaining for next Retry................. 5 Seconds

DT RANDEFZEN KL 25HE. Mobility Expressid30¥ & ICHBALZBRTLET. 7NV T
ZEMCTBICE, ROON REEFTLETD,

(ME) >debug nmsp all enable
*emWeb: Jul 01 00:20:52.836: Started http trace logging to file /var/log/debug/wlc-debug-
captures. txt

FNYTHAFE, NTPH—NAEFELAEWVWEBEEEELU TY., DNSIEDNA Spaces® RXAL &%
BRES. J7AT 94— )LIEHTTPSRS 714 v 952709 LTVET, cOEH, APAS
YFR=RNTNTYRFVYTFvZ2E2TITBDENBICHEEAET,

NTPA" RERED 1= OBBEICKBL 2P ZRICRLET,

(ME) >debug nmsp all enable

Debugging session started on Jul 01 00:20:52.839 for WLC AIR-AP1542T-E-K9 Version :8.10.112.0
SN :FGL2324B02P Hostname ME

*nmspTxServerTask: Jul 01 00:21:05.408: Received Message LOCP_HTTPS_SERVICE_UPDATE
*nmspTxServerTask: Jul 01 00:21:05.408: Received CMX service command CMX_SERVICE_LINK_CHECK,
Buffer Length 1292

*nmspTxServerTask: Jul 01 00:21:05.408: connection failed. Attempt 1

*nmspTxServerTask: Jul 01 00:21:05.409: Configured Domain:vasilijeperovic.dnaspaces.eu
*nmspTxServerTask: Jul 01 00:21:05.409: Connect to data.dnaspaces.eu/networkdata, Tenent Id
vasilijeperovic

*nmspTxServerTask: Jul 01 00:21:05.409: Keep Alive
Url:https://data.dnaspaces.eu/api/config/vl/nmspconfig/192.168.1.13

*nmspTxServerTask: Jul 01 00:21:05.409: Initating cmx-cloud connetion. port 443, token
eyJ0eXAiOiJKV1Q[information-omitted] I8krcrpmRgOg

*nmspTxServerTask: Jul 01 00:21:05.409: [CTX:0] Tx handles in use 0, free 1
*nmspTxServerTask: Jul 01 00:21:05.411: [CTX:1] Tx handles in use 0, free 32
*nmspTxServerTask: Jul 01 00:21:05.411: Http connection URL
https://data.dnaspaces.eu/networkdata?jwttoken=eyJ0eXAiOiJKV1Q[information-omitted] I8krcrpmRglg
*nmspTxServerTask: Jul 01 00:21:05.411: Sending Echo Reqg in start. Refresh Handle =Yes
*nmspTxServerTask: Jul 01 00:21:05.411: Https Control path handle may be refreshed.
*nmspMxServerTask: Jul 01 00:21:05.413: Async Perform done on 1 messages

IEEEROH

(ME) >debug nmsp all enable
Debugging session started on Feb 25 01:13:04.913 for WLC AIR-AP1542T-E-K9 Version :8.10.112.0
SN :FGL2324B02P Hostname ME

*emWeb: Feb 25 01:13:10.138: Init cmx-cloud config: Already initialized
*emWeb: Feb 25 01:13:10.138: Starting connection retry timer

*emWeb: Feb 25 01:13:10.138: Posting Service Request 50 to Tx service

*nmspTxServerTask: Feb 25 01:13:10.212: Received Message LOCP_HTTPS_SERVICE_UPDATE



*nmspTxServerTask: Feb 25 01:13:10.213: Received CMX service command CMX_SERVICE_START, Buffer
Length 1292

*nmspTxServerTask: Feb 25 01:13:10.213: Configured Domain:vasilijeperovic.dnaspaces.eu
*nmspTxServerTask: Feb 25 01:13:10.213: Connect to data.dnaspaces.eu/networkdata, Tenent Id
vasilijeperovic

*nmspTxServerTask: Feb 25 01:13:10.213: Keep Alive
Url:https://data.dnaspaces.eu/api/config/vl/nmspconfig/192.168.1.13

*nmspTxServerTask: Feb 25 01:13:10.213: Initating cmx-cloud connetion. port 443, token
eyJ0eXAi0iJKV1Q[information-omitted] I8krcrpmRglg

*nmspTxServerTask: Feb 25 01:13:10.216: [CTX:1] Tx handles in use 0, free 32
*nmspTxServerTask: Feb 25 01:13:10.216: Http connection URL
https://data.dnaspaces.eu/networkdata?jwttoken=eeyJ0eXAiOiJKVI1Q[information-omitted] I8krcrpmRglg
*nmspTxServerTask: Feb 25 01:13:10.216: Sending Echo Req in start. Refresh Handle =No
*nmspMxServerTask: Feb 25 01:13:10.217: Async Perform done on 1 messages

*nmspMxServerTask: Feb 25 01:13:10.446: Received: 17 bytes header

*nmspMxServerTask: Feb 25 01:13:10.446: Rx Header HTTP/1.1 200 OK

*nmspMxServerTask: Feb 25 01:13:10.446: 00000000: 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b
0d HTTP/1.1.200.0K.

*nmspMxServerTask: Feb 25 01:13:10.446: 00000010: Oa

*nmspMxServerTask: Feb 25 01:13:10.446: Received Heartbeat response on connection [0]

*nmspMxServerTask: Feb 25 01:13:10.446: Stopping connection retry timer
*nmspMxServerTask: Feb 25 01:13:10.446: connection succeeded. server IP 63.33.127.190
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