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. Catalyst 3850 1) —X AA Y F

. Cisco I0S /Y\—= 3> 03.03.00SE AR

. Cisco IES /N—2 3> 1.2 LABE
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o MRODRY NIT—INEBBFTHHIHEEICEK., ENOKSBIAXVRICOVTE, TOEEW
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BRBLHA

B—DA—HYRYNRAMYTF(FLREBNSBIARARY Y ) TIRBUE—NTS2F F7
A ARPEEEZBHTDCET, BRBIVERI—YICRY NV —IJEGEZRMHTERT, C
DESBNRERY ND—UTIE, BLU Catalyst A4 Y FELRMRD A VL Aee 41— X%
YNRAYTFUITEZHRETEERT,
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CPI 3™ Party Collector

ey Lancope

[0.100.1.49 10.100.1.82 10.100.1 83
UDF Port 9991 UDP Port 2055

5760-GA-| 5760-GA-2

1099.2.242 -

MCMA : : : MC/MA
10.101.1.109 | © 10.101.4.109 ; 101017109

BRE
R—A LAY 23 DFRE

- VLAN Trunk Protocol (VTP ) E— K : RZ2ARFTL> N
RIC, VIP E—ROFREFZRLET,

vtp domain ‘name’
vtp mode transparent

. ANZ>% Y1) —: Rapid-Per VLAN Spanning tree ( PVST )
ROBIE, Rapid-PVST ZBEEZRLTVET,

spanning-tree mode rapid-pvst
spanning-tree portfast default
spanning-tree portfast bpduguard default
spanning-tree portfast bpdufilter default
spanning-tree extend system-id



. BH{+#E VLAN Q¥R
ZOFITIE, VLAN 2 ERK T2 HEERLET,

vlian 151
name Voice_VLAN
!
vlan 152
name Video_VLAN
!
vlan 155
name WM_VLAN
!
vlan 158
name 8021X_WiFi_VLAN

- T7FINT—hOT A DEE
COPITRE. TFTAILNTF—RIIADREZRLET,

ip default-gateway <ip address>
ip route vrf Mgmt-vrf 0.0.0.0 0.0.0.0 172.26.150.1

. ¥ Virtual Routing and Forwarding ( VRF ) D&%
COBITIE, BE VRF DREEZRLET,

interface GigabitEthernet0/0

description Connected to FlashNet - DO NOT ROUTE
vrf forwarding Mgmt-vrf

ip address 172.26.150.202 255.255.255.0

no ip redirects

no ip proxy-arp

load-interval 30

carrier-delay msec 0

negotiation auto

no cdp enable

vrf definition Mgmt-vrf

- IPDHCP AX—E> T ORE
COBITIRE, IXTOIDAVYLARAIZA4T>2 M VLAN BIZ DHCP AXR—EVIANREENET

o

ip dhcp snooping vlan 151-154,156-165

no ip dhcp snooping information option

ip dhcp snooping wireless bootp-broadcast enable
ip dhcp snooping

X TV R=NR—=BN FY¥RILOBIZRTERSIC, FYTU0 R—KNHNERE
BREI—DVENDHVENHYYET,

. Address Resolution Protocol ( ARP ) BENDRE



COPITE, IXTODAVYLAIZA4T> N VLAN BIC ARP RENMREENET,

ip arp inspection vlan 151-154,156-165
ip arp inspection validate src-mac dst-mac ip allow zeros

FE:TYTVDO R=NR=KNFY¥RILOBICRT IS, TYTIV U R—NIEHE
BHREI—DENDRLENHY)ET,

TFYTV2U R—BNR—N F¥ X)L (LEB VLAN ZFF )
COBITRE, TYTUDD R=KNR—KN FrRIFREENET,

interface Port-channell
description Connected Dist-1

switchport trunk native vlan 4002
switchport trunk allowed vlan 151-166,4093
switchport mode trunk

ip arp inspection trust

load-interval 30
carrier-delay msec 0

ip dhcp snooping trust

interface GigabitEthernetl/1/1
description Connected Dist-1

switchport trunk native vlan 4002
switchport trunk allowed vlan 151-166,4093
switchport mode trunk

ip arp inspection trust

load-interval 30

channel-protocol pagp

channel-group 1 mode desirable

ip dhcp snooping trust

interface GigabitEthernetl/1/2
description Connected Dist-1
switchport trunk native vlan 4002
switchport trunk allowed vlan 151-166,4093
switchport mode trunk
ip arp inspection trust
load-interval 30
channel-protocol pagp
channel-group 1 mode desirable
ip dhcp snooping trust

EEUT A

DLV LAEBABR—TIA(A
COBITIR, DA VLAMEFBBICEh, 5760 AN PHA—WLC AEEUT 1 ETEL
TREETNET,

interface vlan 105
description Wireless Management Interface



ip address 10.101.1.109 255.255.255.240
load-interval 30

logging event link-status
no shutdown

wireless management interface vlan 105

wireless mobility group name 3850_Branch_1
wireless mobility group member ip 10.99.2.242 public-ip 10.99.2.242 group GA-Domain-1
wireless mobility group member ip 10.99.2.243 public-ip 10.99.2.243 group GA-Domain-2

3*:Cisco 5508 WLCE 7= 18510 AireOSZE S AN T H—1 NO—ZE UL THERATEERT

o

tF¥1VT4

- 70-1N)L NTZX—&
CofTRE, JO-NIL NFX—2OREHZERLET,

aaa new-model
aaa authentication login PRIME_RADIUS_AUTH_GRP group PRIME_RADIUS_SERVER_GRP
aaa authentication dotlx PRIME_RADIUS_AUTH_GRP group PRIME_RADIUS_SERVER_GRP
aaa authorization network PRIME_RADIUS_AUTHO_GRP group PRIME_RADIUS_SERVER_GRP
aaa authorization network PRIME_CWA_MAC_FILTER group PRIME_RADIUS_SERVER_GRP
aaa accounting Identity PRIME_RADIUS_ACCT_GRP start-stop group PRIME_RADIUS_SERVER_GRP

aaa server radius dynamic-author

client 10.100.1.49 server-key 7 02050D480809

auth-type any

|

!

radius server PRIME_RADIUS_SERVER_1

address ipv4 10.100.1.49 auth-port 1812 acct-port 1813
timeout 1

key 7 121A0C041104

|
radius-server attribute 6 on-for-login-auth

radius-server attribute 31 send nas-port-detail
|

aaa group server radius PRIME_RADIUS_SERVER_GRP
server name PRIME_RADIUS_ SERVER_1

WLAN

- 802.1X WLAN
COFITIE, 802.1X WLAN DEREZRLE T,

wlan ABCCorp-8021X 1 ABCCorp-8021X



band-select

aaa-override

nac

wifidirect policy deny

client vlan 8021X WiFi_VLAN

ip flow monitor wireless-avc-basic input
ip flow monitor wireless-avc-basic output
accounting-list PRIME_RADIUS_ACCT_GRP
security dotlx authentication-list PRIME_RADIUS_AUTH_GRP
session-timeout 21600

wmm regquire

no shutdown

- BEIEF— WLAN
COBITR, BAHEF— WLAN OREZTRLET,

wlan ABCCorp_PSK 2 ABCCorp_PSK

band-select

client vlan PSK_WiFi_VLAN

ip flow monitor wireless-avc-basic input

ip flow monitor wireless-avc-basic output

no security wpa akm dotlx

security wpa akm psk set-key ascii 8 AAPAAQeRgFGCE_dJLbEOcCNPP [AAAAAAMcLKMPc TcSbIhbU\HeaSXF_AAB
service-policy output ABCCorp_PSK-PARENT-POLICY
session-timeout 7200

wifidirect policy deny

wmm require

no shutdown

- Open WLAN
Z DTk, Open WLAN DFREZRLET,

wlan ABCCorp_OPEN 3 ABCCorp_OPEN
band-select

client vlan Open_WiFi_VLAN

ip flow monitor wireless-avc-basic input
ip flow monitor wireless-avc-basic output
no security wpano security wpa akm dotlx
no security wpa wpa?2

no security wpa wpa2 ciphers aes
service-policy output ABCCorp_OPEN-PARENT-POLICY
session-timeout 1800

wifidirect policy deny

wmm require

no shutdown

JFANYD1=23Y

. CWA 5 AN WLAN
CDHITIE, CWADT AN WLAN B8EZRLET,

wlan ABCCorp-Guest 15 ABCCorp-Guest
aaa-override

accounting-list PRIME_RADIUS_ACCT_GRP
client vlan GUEST_VLAN

ip flow monitor wireless-avc-basic input
ip flow monitor wireless-avc-basic output



load-balance

security dotlx authentication-list PRIME_RADIUS_AUTH_GR
Pmac-filtering PRIME_CWA_MAC_FILTER
mobility anchor 10.99.2.242
mobility anchor 10.99.2.243

nac

no security wpa

no security wpa am dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes
session-timeout 3600

wmm regquire

no shutdown

- 5760 AN P A—1TOEEUT A H LTS A WLAN OREE
COBITIE, 5760 YAN T AH—1 TEEVTAHBKITT AN WLAN ARREENE T,

wireless mobility group name GA-Domain-1
wireless mobility group member ip 10.101.1.109 public-ip 10.101.1.109 group 3850_Branch_1

wlan ABCCorp-Guest 15 ABCCorp-Guest
aaa-override

accounting-list PRIME_RADIUS_ACCT_GRP
client vlan GUEST WiFi_VLAN

ip flow monitor wireless-avc-basic input
ip flow monitor wireless-avc-basic output
load-balance

security dotlx authentication-list PRIME_RADIUS_AUTH_GRP
mac-filtering PRIME_CWA_MAC_FILTER
mobility anchor 10.99.2.242

nac

no security wpa

no security wpa am dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes
session-timeout 3600

wmm require

no shutdown

- CWA ( H5 Web B2RE ) O ACLOUA AL U b
CC_Tlk, CWAROACLUAAL O NDOREREFZRLET,

Extended IP access list PRIME-CWA-REDIRECT-ACL
10 deny icmp any any

20 deny udp any eq bootps any

30 deny udp any any eq bootpc

40 deny udp any eq bootpc any

50 deny udp any any eq domain

60 deny tcp any any eq domain

70 deny ip any host 10.100.1.49

80 permit tcp any any eq www

BEZI0S D/4VYLA Y—ERA

- Application Visibility and Control ( AVC ) B
COPITE. AVC DREDHIZRLET,

flow exporter PRIME_FNF_COLLECTOR_1
description FLEXIBLE NETFLOW COLLECTOR



destination 10.100.1.82

dscp 46

transport udp 9991

1

!

flow monitor wireless-avc-basic
exporter PRIME_FNF_COLLECTOR_1
record wireless avc basic

- WLAN B2
COBITIE. WLAN OREDHIZRLET,

wlan ABCCorp-8021X 1 ABCCorp-8021X
ip flow monitor wireless-avc-basic input
ip flow monitor wireless-avc-basic output

- WLAN TOHLFEE> 1 —E>T
COBITE, WLAN TOHIFEES I-E2TOREZRLET,

policy-map ABCCrop-8021X-PARENT-POLICY

description PRIME-ABCCorp-8021X EGRESS PARENT POLICY
class class-default

shape average percent 40

queue-buffers ratio 0

policy-map ABCCorp-PSK-PARENT-Policy

description PRIME-ABCCorp-PSK EGRESS PARENT POLICY
class class-default

shape average percent 30

queue-buffers ratio 0

. WLAN & &
CDHITIE., WLAN OEREDOHIZRLET,

wlan ABCCorp-8021X 1 ABCCorp-8021X
service-policy output ABCCorp-8021X-PARENT-POLICY

RANTZOFT14A
DAVYLAREDRAN T7Z 0T 1 ARRRDEBVYTT,
. wireless client fast-ssid-change AN > RZFEAL THESSID ZEEZFRELET,

- passwd encryption on # & T passwd key obfuscate 11X > RZ AL T/NAT— REBEIL
LET,
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