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1. ACL

WLCTEREENIZHTTPRZ 7 1Y UV ZFFAITDACLABETT, ACLZRET D ICEF.
[Security] > [Access Control Lists] > [Add New Rule]® JEIZEIRL £ 9,
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Edit
v AAA
General General
« RADIUS
Authentication Access List Name CMX_redirect
Accounting
Fallback Deny Counters 0
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port  Dest Port DSCP Direction Number of Hits
LDAP 1 P it 0.0.0.0 /  10.48.39.100 ! Tep A HTTP A A o o
ermi n n n
Local Net Users - 0.0.0.0 255.255.255.255 v oy %
MAC Filtering
; = 10.48.39.100 0.0.0.0
+ Disabled Clients 2 permit 4 " rep HTTP Any Any  Any 0 -]

User Login Policies 255.255.255.255 0.0.0.0

AP Policies
Password Policies

2. WLAN
R—RILEDHRENZTTLIES, WAANDEFIUFA RIS —ZEEITIHRENHY KT,

9. [WLANS] -> [Edit] -> [Layer 2] -> [Layer 2 Security]lcB& L. ROY 7&A > T[None]&iE
RUET, LEN2T, LAV2EF21 )T 1 FEMCKYET, RIC. AU[Security] 7 T
[Layer 3JICZE L £ 9, [Layer 3 Security] RO Y A XZ1—T, [Web Policy].
[Passthrough|DJBEIZEIRL £ T, BFIFRAACLT, BIICEREL 2IPv4 ACLZEIRL , SMSFRIL%Z
RETIHENHDEWLANIZ/NA > RUET, [Over-ride Global Configl A7 7' 3> ZEMICL

. [Web Auth type]Z[External (Re-direct to external serven]lcZEL T, 954 F > N ZCMXH—
|:7\L._ JEALIRTEDLSICTRAYXENHET, URLIF. CMXSMSFREER—Z I EFU
ERICTRIHREN BV ET, X Ehttp://<CMX-IP>/visitor/loginT ¥,

ill'ﬂlll Save Configuration Ping Logout Refresh

CIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK f Home

WLANS WLANSs > Edit ‘cmx_sms' < Back Apply
* WLANs - -
etz | General | Security | QoS | Policy-Mapping | Advanced |
» Advanced Layer 2 I 3 I — |
Layer 2 Security & | None 2]

MAC Filtering2

Fast Transition

Fast Transition Disable %
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FEEDBACK

WLANs
Layer 2 Layer 3 | AAA Servers |

~ WLANs

WLANSs

» Advanced =5
Captive Network Assistant Bypass None <)

Authentication

© Passthrough
Conditional Web Redirect
Splash Page Web Redirect
On MAC Filter failure@

Web policy done locally on Apwarning

Qr Code Scanning

Sleeping Client Enable

Override Global Config22 Enable

Redirect URL | http://10.48.39.100/visitor/login
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Layer 3 Security Web Policy |

Preauthentication ACL IPv4 CMX_redirect H

IPvé None [ WebAuth FlexAcl None [

Web Auth type External(Re-direct to external server) E

Email Input
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CMXTHERTHICBRHTEET,
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o L
Lo Dashboard
Billing Two-Factor Authentication
Usage Add an extra layer of protection to your account, with a verification code sent via SMS or voice call.
—~
= Settings (&) DISABLED
General
Subaccounts

Manage Users
User Settings

Doer Profile

API Credentials

Upgrade LIVE Credentials

AC3132a0b65£9ac560318a0a576e3£3dbd

Used to exercise the REST AP|
----------------------------
Request a Secondary Token

Keep this somewhere safe and secure
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. SMSEHR—

TEST Credentials
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New Rule] DJEIZZEIRL £T,
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Edit
* AAA
General General
= RADIUS
Authentication Access List Name CMX_Auth
Accounting
Fallback Deny Counters 0
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port  Dest Port DSCP Direction Number of Hits
LDAP 10.48.39.100 /0.0.0.0 /
1 Permit TCP HTTPS An Ani An 0
LDE:' NIEf Users 255.255.255.255  0.0.0.0 i v A a
MAC Filtering
. B 0.0.0.0 10.48.39.100
= Disabled Clients 2 Permit Y / TCP Any HTTPS Any  Any 0 [~}

User Login Policies 0.0.0.0 255.255.255.255

AP Policies
Password Policies

} Local EAP

F /=, Facebook URLZETDNS ACLEMXETT, cNZITSICIE. [Security] -> [Access
Control Lists] T, HABIZEREL ZACL ( CDFZEWEFCMX_ Auth) DT> MU Z&REREL, IT>NUD
BREICHDIBFVRHMICYNIAZBHL T, [Add-Remove URL]ZBIRLET, TND#%E, [URL
String Name] & [Add](CFacebook®URLZ AL L E 9,

CisCco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security ACL > CMX_Auth > URL List
v AAA
General URL String Name Add
* RADIUS .
Authentication URL Name
Accounting
Fallback facebook.com [ -]
DNS m.facebook.com u
Downloaded AVP
» TACACS+ fbedn.net ﬂ
LDAP
Vnral Rak 1L
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SMSOEFIZBAL TUAENZIT 2 12k SIC. HAIC[WLANS] -> [Edit] -> [Layer 2] -> [Layer 2
Security][lcBEIL, ROY 7HA I T[None]ZiBIRL =/, LA V2EFa1 )T 1 FEMIEY
F£9, BU[Security] 27 T, [Layer 3JICZEEL £9, [Layer 3 Security| ROY 7HA I X _Z1—
T. [Web Policy]. [Passthrough]®JBEIZZEIRL £F., BRIFRAIACLT, BIICEREL IPv4 ACL%E
BIRL ., FacebookiZH DRI ZRMET D HLEN HDZEWLANIZ/NA > RLUE T, [Over-ride
Global Config]# 7'~ a > &#B%IC L. [Web Auth type]Z [External (Re-direct to external
servenlcEREL T, 94TV KN ECMXH—ERICUR AL I RTEDLRSICTIHENHY)
F£9. COH/EE. URLIEhttps://<CMX-IP>/visitor/loginD XX TH D BENF HV E T,

Save Configuration Ping Logout Refresh

tll.tilln

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'cmxFW' <Back | Apply
v WLANs y - s v "

WLANS General | Security | QoS | Policy-Mapping | Advanced |
» Advanced Layer 2 [ Layer 3 ] AAA Servers |

Layer 2 Security & | None
MAC Filtering? |

Fast Transition

Fast Transition | Disable #|
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cIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK # Home
WLANSs WLANSs > Edit "Facebook’ < Back Apply
- LD ' General I Security | Qos | Policy-Mapping | Advanced |
WLANS

} Advanced Layer 2 I Layer 3 | AAA Servers |

Layer 3 Security 2 | Web Policy +
) Authentication
° Passthrough
| Conditional Web Redirect
i Splash Page Web Redirect
) On MAC Filter failurel2
Preauthentication ACL TPvd | CMX_Auth | IPv6 | Nones| WebAuth FlexAcl = None 3
| Email Input

Sleeping Client || Enable

Over-ride Global Cuﬂﬁgﬂ Enable
Web Auth type External(Re-direct to external server) 3

URL  https://10. Jvisitor/login

B. Facebook for Developers

Facebook&E CMXDIEE TIE, 2D0ON—YRETEY B N—U 2 BT D - (IZFacebook7 7' 1)
NRETT,

77 BER T BICIE, Facebook for DevelopersicBEILE T, H—EREZHKEETREHOT T
DF—2 3> OREEHNI VK 2AHYET,
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T, £, BRROAuth) & 1 L U MURIA https:/<CMX-IP>/visitor/loginfE =X ® CMX URLT & %
CEEBRBLET,

Ei = Ao Dashooard ocs fools ) Search dovelopers. lacebook.com I
] catarina's firstapp = APPID: @D status: Live - Wiew Analytics

Dashboard .
L i In March, we're making a security update 1o your app settings that will invalidate calls from URIs not listed in the Yalid OAuth
>

£} Settings redirect URIs figld below.This update comes in response 10 malicious activity we saw on our platform, and we want 1o protect you
3 fokes app or website by requiring a new strict mode for redirect URIs. Learn More
A Alerts

Client OAuth Settings
@ App Review

PRODUCTS & . Client OAuth Login
& Facebook Login -

Settings Web OAuth Login wo | Force Web Outh Reauthentication

Quickstart

= Activity Log o | Embedded Browser OAuth Login wo | Use Strict Made for Redirect URIs

Valid QAuth redirect URIs

hitps://10.48.62 177 visitor/login

Login from Devices
N

T7URLNEAL, CMXERETEDLRDICTRLEHICIE, NHETIBEN HYET, TOLEDHIC
l&. App Review->Make <App-Name> public?iREE & [Yes|lcZEEL £,
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43 Settings 8 Make Catarina's first app public?
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[Common Elements] -> [Social Auth]lC BB L . [Facebook]Zi®#IRL £9, RIC, FacebookH SHL
BLET7VRET7IID (F¥— ) ZHBALET,

RegistrationPage #

Login Page ~ ®©

Login to connect to wifi.
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BEANBHVNET,

1. ACL

CCTHTTPSZRREESARE L THEALTWS 8, HTTPSRZ 7 1Y O % HFAT5ACLE
WLCTRETIHEN HVFT, ACLZFRET BICIE. [Security] > [Access Control Lists] > [Add
New Rule]iC#& L £,
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DFITIE, CMXIPIX10.48.71.122T9),

3¥:CMX CLITT "cmxctl node ssimode enabley AN RZH1TL T, CMXTsslZHB#IZL
TLIEEL,

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Edit
- AAA
General General
= RADIUS
Authentication Access List Name CMX_HTTPS
Accounting
Fallback Deny Counters o
DNS
Downloaded AVP Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
TACACS.
LDAP A1 Permit 10.48.71.122 / 255.255.255.255  0.0.0.0 /0.0.0.0 TCP HTTRS Any Any  Any ] -]
Local Net Users 2 Permit 0.0.0.0 J/0.0.00 10.48.71.122 J 255.255.255.255  TCP Any HTTPS Any  Any 0 u
MAC Filtering
Disabled Client:

BROEFI1VFTARIS—HNEEEhDE, WANLETHEOREZTOIXEN B ET,

SMSEY—S v LRY NT—DBRICEL TUBICT 2> =& S0, &4IC[WLANS] -> [Edit] ->
[Layer 2] -> [Layer 2 Security]lc BB L. ROY 7A T T[NonelZzBERTBD &, LA V2t+21
)7 1 IEEMICAY ET, BU[Security] 27 T, [Layer ICEEL F£9, [Layer 3 Security] RO
Y 7RI XZ1—T, [Web Policy]. [Passthrough]®BEIZi#IRL £F., EHIEZEEACLT, HilC
SHE L 1=IPv4 ACL ( CDHITIECMX HTTPSE WS T ) BIRL. ST DWLANIC/NA > K
L &9, [Over-ride Global ConfiglA# 7> 3> &Z8MIZL., [Web Auth type]Z [External (Re-direct
to external servenICEREL T, 9547 RNECMXY—ERIZUAAL IV RNTEDRSICT B
ENHYET, CDHFE. URLIEEhttps://<CMX-IP>/visitor/loginDFER TH D BEN H V) ET,

NI
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMEN
WLANSs WLANSs > Edit 'cmx_login’
+ WLANSs . . - p .
G 1 s Policy-M Advanced
WA enera | ecurity | QoS | cy-Mapping | an |
} Advanced Layer 2 | Layer 3 | AAA Servers |

L1

Layer 2 Security & | None
MAC Filtering2 |

Fast Transition

Ak

Fast Transition Disable

Lobby Admin Configuration

Lobby Admin Access




CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs > Edit “cmx_login’
* WLANs N i N "
e General Security | QoS | Policy-Mapping | Advanced |
F Advanced | Layer 2 | Layer 3 l AAA Servers
Layer 3 Seeurity Web Palicy &

Captive Mebwork Assistant Bypass Mone &
Authentication
D Passthrough
Conditional Web Redirect
Splash Page Web Redirect
On MAC Filter fallurcl?
Web policy dene locally on ApBEming
Preauthentication ACL IPwd | CMY_HTTPS H IPwE | Mone & |  Webauth Flesxacl | None 3
Qr Code Scanning Ernail Input

Sheeping Client Enabla

Owerride Global Config2@ Enabie
Web Auth type External({Re-direct to external server) &
Redirect URL  hittps:// 10,48.71.122 /visiter/login
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O RMO—5%CMXICIELLEML. XYY 7 %&ZPrime Infrastructure* S T AR— N T B HREH
HYET,

CBER—=D
CMXTEER—SEERTDICIE, HORAEFEZOR—DEZERLEFIEERLUTY,
[CONNECT&ENGAGE->S A4 7S U %BIRTD L, mETEDT7L—hR=—2IAROYTS
AIDAZ1—=hS8[T7TL—REBRTEEXT,

BEOERZEFOEODR—ZIIE, BILSITEID ([DARARL)EEIR), ELEECMXZA4TZV
THRATRARBERIA—ALIT V7 L— N SBATEET,

Login_Page #

Login Page = @

Complete registration to onboard to wifl.
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I—YHFVARATFALATERCRITE A ESH ER-ITS(2E. WLC GUIT[MONITOR] ->
[Clients]lcBEL, VARTITAT>ROMACT RLAZKRELET,

alvali Save Configuration  Ping  Logout  Refresh

cisco MONITOR  WLANS CONTROLLER WIRELESS  SECURITY MANAGEMENT COMMANDS  HELP FEEDBACK A Home
Monitor Clients Eriries1-1.of 1
Summary Current Filtar  Nore [Ehangs Fiter] [Cisar Fiter]

Access Paints

b Cisca CleanAir
¥ Statistics Client MAC Addr TP Address{Tpvd /TpvE) AP Name WLAN Profile WLAN SSID User Name Protocsl Status Auth Port  Slot 1d Tunnel Fastlam
— o 64, aFa-3702t Facebosic WiFi_Facebook. unknown 802,110 Mssocated  Yes 1 1 e tia

Rogues.

Cilents

Sleeping Clients
Multicast
Applications

Local Profiling

Foot Notes

RLAN Clients connected to AP702w, will ot shaw Clicnt 1P details.

7

TDZ5AT>ROMACT RLAZIVUY L, T, 94T RDRIZ—XR—2 ¥ DRE
FRUNRETHD L Z2HEFELET,

Save Configuration  Ping  Logout  Belfresh
MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Clients > Detail < Back LinkTest  Remeve

Summary
b Access Points

Max Numbor of Resards | 10 8| | Elear AVE Stats.

Guneral | AVC Statistics |
b Cisco CleanAlr -

b Statistics
i Client Properties AP Properties
i Ress AT Adcress e #P Adross 78
e 1Pva Address 6. 47 Name AP3-37021
Sleaping Clients mAdees o0 AF Type 002110
Multicast 8P radio stk 19 '
+ Applications WLAN Prafie Facebagk
Lacal Profiling WLAN SSID WIR_Facebaok
Dits Swatching Central
Authentication Central
Status Assacisted
Associatian 1D :

802.11 Authentication  Open System
Client Type Reguise

Reason Code. 1
Client Tunnel Type  Unawailable

Stotus Code o
user Name

CF Pollale: Mot Implemented
Port Number 1

CF Poll Request. Not Implemented
Interface internet_access

Shart Preamble et Implemented
VLAN 18 129

PaCC Mot Tenplemn
Quarcantine VLAN ID  ©

Channel Agility. Mot Implemented
CCX Vergeon ==

Timeout 1800
E2E Version EZEv1

WEP Statg WEP Disabla
Mebily Role Locsl
Mobilty Peer [P WA Allowed (URL)IP address
Agdress.

Mobilty Move Count

[posey Manages stse_nun

Mansgement Frame
Protection

uaTime (S6c) 71

Current TaflzteSet  mf ss2

CMX

[CONNECT&ENGAGE]|2 7 Z2B< &, CMXTRIEET N TV B 1 —HHERRTEX T,

& - Y

DETECT CONNECT
s locare Amauvmics  EOMNECT MANAGE SYSTEM

Dashboard

¥ Location © Interval
Global valla Last 7 Days

Global Dashboard

Today at a Glance - Feb 22, 2018

1 Visitor Trend compared to: Data Usage:

. Total Visitors Yesterday Avtrage Uplaad

Q=% 017% 0 0

New and Repeat Visitors Network Usage




I—H0FMEREITDICIE,. BURT THLO|Visitor Search|2 27Uy L E T,
Visitor Search

Use Search Filter Options

Search on

Export Preview (Up to 100 results shown, please expart GSV 1o view a

First Last Last Last Operating Bytes Bytes Soclal Soclal
Mac Address State  Login Login Accept Logout Location/Site Portal Type Auth Type Device i e Facebook Faceboy

Time Time Time Time s LT Name Gender|

Feb 22, Feb 22, Feb 22, Feb 22,
. 2018 2018 2018 2018 N 5 Windows Catarina
active 2.37:50 338:22 3:38:22 3:38:22 Global RegistrationPage  CustomPortal REGISTRATION PC 10 ] (1] Siva female
PM PM PM PM

Previous Next

owieg 104 1

NZ7L>a31—b
ERMOA> 85923070 ERBTBCH. WCTERITEBF/NY IHBUET,

>debug client<MAC addr1> <MAC addr2> (12 LD I T AT ROMACT RLAZAHDLET
)

>debug web-auth redirect enable mac <MAC addr> ( Web-auth7 54 7> NOMACT RL A%Z A
ALET)

>debug web-auth webportal-server enable
>debug aaa all enable

COFNYFILENRSTNY1—FA VI FTRCEY, BBELHLUT, —HONTY hF v
TFvERETHLOCEATEET,
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