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9800WLC#configure terminal

9800WLC(config)#wireless profile policy AVC_testing
9800WLC(config-wireless-policy)#ip nbar protocol-discovery
9800WLC(config-wireless-policy)#end
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9800WLC#show wireless profile policy detailed AVC_testing | in NBAR
NBAR Protocol Discovery : Enabled
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Configuration~ > Services~ » Application Visibility

Enable AVC Define Policy Upgrade Protocol Pack Flow Monitors
& Relevant
2 Irrelevant ‘ _"
@ Default [
Enabled

Protocol Pack
bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack

1 10

Protocol Pack @ #&3E

CLI ME4

9800WLC#copy tftp://10.10.10.1/pp-adv-c9800-1712.1-49-70.0.0.pack bootflash:
9800WLC#configure terminal
9800WLC(config)#ip nbar protocol-pack bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack

To verify NBAR protocol pack version

9800WLC#show ip nbar protocol-pack active

Active Protocol Pack:

Name: Advanced Protocol Pack

Version: 70.0

PubTisher: Cisco Systems Inc.

NBAR Engine Version: 49

Creation time: Tue Jun 4 10:18:09 UTC 2024

File: bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack
State: Active
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Configuration = > Senvices~ » Application Visibility

Enable AVC Dafine Palicy Upgrade Pratocol Pack Flow Monitors
@ Rcsarvant
-
Enatsed
Available (2) Enabled (0)
Profiles Profiles Visibility Collector Address
yp—
dafault-palicy- profile +

RUS—7'O7 7 A4 I THOAVCHOERL

ATY 7T 2NetflowdL V2L TO—NIILZEIRL, BRAZIVVYILET,

B it Cisco Catalyst 9800-CL Wireless Controller wecoreaamn | # @ £ B o m O Q| | [=mFeeback

Configuration = » Services- > Application Visibility

Enable AVC Dafine Policy Ipgrade Protocol Pack Flow Monitors
» Rt
1 Q= 3 —
Erstied
Available (1) Enabled (1)
Profiles Profiles Wesibility Collector Address

(B cetaun-posicy-protie 3 & ve_testing Extaeraal +

O—7AJ)LNetFlowdL 2 & MiEiR

AVCEREZBEAL 1=%. NetFlowLY AR—RX ENetFlowDEREN . BEL EREICHE > THEW
CHREEThTVBREEBELET,

BLU C & ZHMEET B ICIE. Configuration > Services > Application Visibility > Flow Monitor >
Exporter/MonitorD JEIZBE L £9,
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Configuration = * Services= » Application Visibility

Enabie AVC Dafine Policy Upgrade Protocal Pack Flow Monitors
® Fiircant

e AL s

1 J # et - —
Insbiod
Exporter
Monitor

Name T Description T Type T Source P T Destination IP T
| winshess-local-axponer User defined Lecal 0.0.00 0.0.0.0
1 10 v

9800 WLC EMO—AI)IL70O0—L VX DEE

a
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Confguration= » Services- » Application Visibility

Enable AVC Defing Palicy Upgrade Protocol Pack Flow Monitors
® Rislinvait
"] Frelesant * —
® Dotait P L
Ensbled
Exporter
Maniter
Nama T Description T Flow Exponters
wingloss-avG-basic User defined wireless - local -exporter
winaless-ave-basic-ipve User defined wireless -local-exporter

O—AJ)LNetFlowdL V2 ZEAL 70— FEZXOKRE

IPV4B KT IPV6E AVC7O—FZ &R, RU—7O7 74 LICEBEBNICEENITSNET,
Configuration > Tags & Profile > PolicyD JEICEE L £, Policy Profile > AVC# & T'*QOSD JEIC
Uy OLET,

Configuration = > Tags & Profiles~ > Policy Edit Policy Profile
A Disabling a Policy or configuring it in *Enabled’ state, will resuit in loss of connectivity for clents associated with this Policy profile.
Admin T Associated @ T
Shans Policy Tags Policy Frofile Name General Access Policies  QOSand AVC  Mobility Advanced
(] AVC_testing
Auto QoS Heng ¥ Flow Monitor IPv4
@ default-policy-profile
1 10 « QoS SSID Policy Egress wirglgss-ave-basicx » | B
EgrERS e [ 4] |I"-0f03—3 wirelesg-aue-basicx < [ ~]
Ingress vy | B Flow Monitor IPv6
QoS Client Policy Egress wirgless-avc-basi.x v | E
Egress - ] Ingress wirglesg-awe-basl % ~ E
Ingress v

RUS—7O77AINTOTO—FZ2DEE
CLI ®354&

FIE1: O—AILIVAR—RELTIB00WLCEREL T,

9800-C1-VM#config t



9800-C1-VM(config)#flow exporter wireless-local-exporter
9800-C1-VM(config-flow-exporter)#destination local wlc
9800-C1-VM(config-flow-exporter)#exit

FIE2 : O—AHIL(WLC)ZNetFlowL T AR—REL THERATB RS ICIPVAB K TIPVEERY KD —
UV70—FZXZH/ELET,

9800-C1-VM(config)#flow monitor wireless-avc-basic
9800-C1-VM(config-flow-monitor)#exporter wireless-Tocal-exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 basic
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor wireless-avc-basic-ipv6
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exit

FIE3 : AARZ 74V OEHARNT T4V OOMBICOWVWT, RUS—TO7 7 AL TIPVAE &
CIPV67O0—FZRZIXYEVILET,

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin

9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic input
9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic output
9800-C1-VM(config-wireless-policy)#ipve flow monitor wireless-avc-basic-ipv6 input
9800-C1-VM(config-wireless-policy)#ipve flow monitor wireless-avc-basic-ipv6 output
9800-C1-VM(config-wireless-policy)#no shutdown
9800-C1-VM(config-wireless-policy)#exit

S\ EENetFlowdL U &

S ENetFlow 1L U X &, Cisco Catalyst 98007 1 ¥ L ALAN > k[O—3 (WLC)_E TApplication
Visibility and ControlAVC)D A TF AN THEAET NBIFE, WLCHASITIVAR—hEhi
NetFlowT— X Z %25, &, B LI NITB2FEAOATAFTFEFY—EATY, 77UT—
2AVOABREMEERT D KRS ICHEBNeFlow Collector® 258 ET S A, O—AHIIL I RE
—RBIERAIB_ENTEERT,

GUI #&£H

ATY 71 BEDSSIDTAVCEEMIZ T S IZIE. Configuration > Services > Application
Visibility DIEICBIRL £F. AVCETFITF AT ICTRRENRIS—TOTFAILERBRLET



o Collector as ExternalZ 2R L. Cisco Prime. SolarWind. StealthWatch’x & @ NetFlow
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B lude Gisco Catalyst 9800-CL Wireless Controller wecomeasmn  # ® £ B o e o Q mFeedtock| @

ration= » Services~ » Application Visibility

Can

Enable AVC Define Policy Upgrada Protocol Pack Flow Monitors
¥ rommd
1 [ .|
Enstied
B Aoy |
Available (1) Enabled (1)
Profiles Profiles Visiblity Collector Address
(& cetaun-nolicy-protie + & ~vo_tesing I | — 10.106.36.22 €

SAEZBNetFlow L 2 Z A DAVCERE

AVCEREZEBHA T3 &. NetFlowL T AR—AX ENetFlowDEREIE. NetFlow L 72 DIPF7 RL
AETVAR—RELT, TVAR—ZDT RLA%ZIBOOWLCELT, F7FILNDODRALT
JREREEUDPR— 99952 AL TEBMICEREETNET, AU EZRIETHICE.
Configuration > Services > Application Visibility > Flow Monitor > Exporter/Monitor® JE(Z B8 L &
CP

B ule cisco Catalyst 9800-CL Wireless Controller Wecomeaomin | # % £ B &% W 0 O Q = Foudback
Conhguration = » Services - > Application Visibility

Enabie AV Define Policy Upgrade Protocol Pack Flow Monitors

1 = rand
Exg
. B2
HNarne YT Description T Type Y Source IP T Destination IP
| axport_- 1638030067 Ui dafined External 10.197.234.75 10.106.36.22
9800 WLC T M/ EBNetFlowIL 7 Z MERE
"c||';c'L;' Ci§;_:o Catalyst 9800-CL Wireless Controller Wilcome admin # T E 5 & M e o Q

Configuration = > Services ~ > Application Visibility

Enable AVC Defing Policy Upgrade Pratocol Pack Flow Monitors
® Relevant
1 Inelovant ‘ —
® Defou ] o
Erabled
Exparers
Narmi T Description T Fow Exporters
dwave_-1638039067 Usar difunaed oxpon_-1638039067
dwave_ipvb_- 1628039067 User defined expont_-1638039067

NEBNetFlowIL V2 Z2FEAL 7 O0—FE X DRE

Configuration > Services > NetFlow® JEIZiBIRT 2 &, BHFPICERE N izNetFlowEZ X D R—
NEREZHRTEXT,



B .l Cisco Catalyst 9800-CL Wireless Controller wicomescmn | % ® £ B 8 W O Q =

- » NetFlow
T interfaces/Profles T| Collector T Export imerface IP T Sampling Method T Sampling Range/ACL Name T Exponer Port
ANG_testingT= 10.106.36.22 10.197.234.75 MA A 9005
g

S GUIZERAL TAVCERETHHE. BEIAERE N izNetFlowI o A7R— & IZUDP 99957~ —
REFERATEIRDICEREETNET, NetFlowdL 92N ERAL TWBR—NESZEIELTLE
= U\,

Cisco PrimeZNetFlow L 22 &L THEAL TWSIHE., Cisco PrimeN'NetFlowhZ> 7 14 v O %
YAV TBIR—NTHDILEH, TVAR—RR—NEIIZERETIHEN HVET,
NetFIows8  E TCLT IV AR—RR—NEFEBTEETEEXT,



B . Cisco Catalyst 9800-CL Wireless Controller wecomesarn | % ® £ B & ™0 o Q ™ Feedback | (b

cISCO

Configuration= > Senvices= > NetFlow Edit MetFlow =
Natfiow Template Wirgless Bve DasiC  w
Meaflow Tempiate T interfacesiProfiles T Collector T Exortingg LOcH Exparter
Wirglgss ave basic Hot Assigned 10,106,36.22 10.197.25 External Exporter
Wirlaas st Bsic IPVE Nt Assigned 10.106.36.22 10L197.234

Collactor Address* 10.106.36.22
Wireleds vt bsic BAC_testingi— 10.197.234
Expartar Port®

Wirless ave basic IPvE ANC_testing— 10.187.234
i 0 . Available (1)
Profiles Profiles Ingress Egreess
B cotoun-poscy-protie 3 B ~ve_testing +

NetFlowsRETH LTI AKR—ZR— R NBEEOEE
CLI B&

ATYT1  EB/RAVE—T T A AZEAL THENetFlow L 7 ZDIPT RLAZREL KT

o

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter External_Exporter
9800-C1-VM(config-flow-exporter)#destination 10.106.36.22
9800-C1-VM(config-flow-exporter)#source $Source_Interface
9800-C1-VM(config-flow-exporter)#transport udp $Port_Numbet
9800-C1-VM(config-flow-exporter)#exit

FIE2 : O—HIL(WLC)ZNetFlowL Y AR—RELTHEAT B RS IZIPVAB KTIPV6R Y KD —
V70-—FZXRZHBELET,

9800-C1-VM(config)#flow monitor wireless-avc-basic
9800-C1-VM(config-flow-monitor)#exporter External_Exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 basic
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exporter External_Exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exit

FIEI: A BDRNTZ T4V OEHRADNZT T4V IO0OEBICOVT, RUS—7O77A4IILTIPVAB &
FIPv6e 70— YEILET,

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin



9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic input
9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic output
9800-C1-VM(config-wireless-policy)#ipv6e flow monitor wireless avc ipv6 basic input
9800-C1-VM(config-wireless-policy)#ipv6e flow monitor wireless avc ipv6 basic output
9800-C1-VM(config-wireless-policy)#no shutdown
9800-C1-VM(config-wireless-policy)#exit

Cisco Catalyst Center%z £/ L 729800 WLCTDOAVC D & E

Cisco Catalyst Center% £ L TCisco Catalyst 98007 1 ¥ L ALAN> RO—F(WLC)T®D
Application Visibility and Control(AVC) D& E Z ¥ ® B HIIC. WLC & Cisco Catalyst Center 0 7
LAXNVBEAEBICHEIEATVWACLEZREITDENEETT, WLCAH Cisco Catalyst
Center{f 2 —7 I A ANTEBREICE>TEY ., TOANART—RANTIOT 4T ICEH
TNTVRCEZRAELET, T ALART—RRAZMRNICERTDICE, WLCET V&

ARA > NAP)DT )5 % Cisco Catalyst CenterI D ZNZEF DY A4 NMZEEIICE ) HTHZ &
BEETY,

9800WLC#show telemetry connection all
Telemetry connections

Index Peer Address Port VRF Source Address State State Description

179 10.78.8.84 25103 @ 10.105.193.156 Active Connection up

9800 WLCT DT L X N #EHE DR

DEUiCEE‘; |:5} Focus: Inventory
Q
0 Selected Tag (¥) Add Device Actions ~
Tags Dipvice Mamg = IP Addrass Yendor Reachability [ EoX Status (1) Maenageability
SB00OWLC.cisco.com 10.105.193.156 Cisco @ Reachable i Not Scanned & Managed
CW91 641-ROW1 10.105.193,152 T @ Reachable & Not Scanned @ Managed
CW31641-ROW2 10.105.60.35 IA @ Reachable & Mot Scanned & Manages

WLCEAPH ERIREETH B
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() Global/BGL TAC/Shalini_AVC
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ToEOp

Client MNetwork Services

24 Hours -~
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Core Distribution

Cisco Catalyst CenterTOWLCH KRTAPDAIILAAT—ZR A

Applications SD-Access Al Analytics
Mo Devices 1M 12
- i ——
- —
- g% o
Access Wireless Access Point

Contraller

T 30p

View Metwork Health

AT Y 7 1:Cisco Catalyst CenterZNetFlowAL 72 & L TEEL., JO—-NIBRETIA VLA
FLXRNDZBRICUET, Design > Network Setting > TelemetryDJEICEE L, RIZRT LS
ICEMNOREZEMCLET,



= -l Catalyst Center

CISCO

5 f )| il I P wolS Wireless Telermetry Secunty and Trust
F H re 1 { Y
% X | il [:
3| (=] }: 1] miwork devices to gather telametry data, View datails on iha
ithered [
Gl

Application Visibility

it stion Tabemetry and Contraller Basad Application Recognition {CBAR
@ Enable by default on supported wired access devices
...... Jestination collector for Natllow recards sent fram natwork d

g Use Catalyst Center as the Nelllow Collector

« Wired Endpoint Data Collection

he primary function of this fasture is to track the pe i
af d:] used i P
1t Lt 1 1X, w ; ¥
A and A ity fat
] [ r 3 1
| 1 P rec 1 [ v

O Disable Catalyst Center Wired Endpoint Data Collection At This Site |

Wireless Controller, Access Point and Wireless Clients Health

B Enable Wireless Telametry

DAVLATLXKNY EAVCOHRE

ATY72: BHMO9BOWLCTTF7 7 r—>a>F L AN ZBMICL T, 9800 WLCTAVCER
Ex27Yv221LET, cO=®HIZlE. Provision > Network Device > Inventory®D JEICEE L £ 9,
TF7Vr5r—>2a>F7FLXNUETOT 47129359800 WLC%IEIRL ., Action > Telemetry >
Enable Application Telemetry®D JEICEEL £ 9,

Catalyst Center [ | Inventory

—_ bl
— CISCD

v Global 0 Routirs Switches Wiraless Contrallars Accoss Points Soniars

BEVICE WORK ITEMS Devices (5)  Focus: Invemtary ~

Q

Tag (%) Add Device 7 Edit Device |7 Delete Device Actions ~ (0

a Tags Device Mame = I Address gniory EaX Status ) Manageability [
it
= &, 9B00WLC cisco.com 10.105.193.156 A Not Scanned ® Managoed
CWH1E41-ROW 10,105,192, 152 Tarbemetry >

Device Replacemant
) AVHT1641-F 0.105.60.35
[ SDA_WLC.cisco.com 10.106.38.185 More

9800 WLCOT 7 UT—>3a>FTLXANYOEML



ATV 73 BHICISUTBAE—REZERLET,
O—A) :O—ALRV—7TO77AILNTAVCERERICLET (RFRARAAYFT ),

Flex/Fabric:Flex R —7 A7 7AIIN (A—ANRAYF T EEEBFT 7T VY IOR—AD
SSIDTAVCZEMICLE T,

Enable Application Telemetry

You have chosen to enable Netflow with application telemetry on 1 wirgless controllers.

By default, all non-guest WLANs on Wireless Controllers will be provisioned to send Netilow with Application telemetry
To override this defauli behavior, tag specific WLAN profile names with keyword " lan®,
Once specific WLANs are tagged, only those WLANs will be menitored

For each wireless contraller, select the AP modes where you would like to enable application telematry.
+ For Catalyst 9800 Series Wireless Controllers, the application telemetry source is always Netflow.

« For Aire0S wirelass contrallers, the application telematry source may be eithar
Metflow or WSA (Wireless Service Assurance)

A Enabling or disabling application telemetry on the selected SSID types will cause a disruption in network services,

Note: In order to update application telematry conr:gurmion on the WLC, disable application telemetry first and then re-enable it. To do so, please use the Disable/
Enable Application Telemetry buttons in the Actions menuw.

L

9B00WLC cisco.com
@ Local ) Flex/Fabric
O Include Guest S5IDs

0

Telemetry Source: NetFlow

Note: Devices require Catalyst Center Advantage license for this feature to be enabled

Cisco Catalyst Center TN EAE— RDiEIR

ATY T4AVCRERT VT ATILTREZAVNRABE N, ST HEREHN 9800 WLCICHERAE
NET, AT—RFAZRRTBIIE. Activities > Audit LogD JEIZEIRL £,

Jul 18, 2024 0%:22 PM 3

% Filter

Time Description

+ Today

Jul 18, 2024 20:52 PM {IST) Compliance run completed for device 10,105,193, 158[9800WLC cisco.com] and compliance status is MON_COMPLIANT

nutdown exit wireless profile pol cy lestpsk no shutd

Executing command config { wireless profile policy default-policy-profile no

Jul 18, 2024 20:36 PM (I5T)

wirebess profile policy BGL14-4_WLANID_12 no shutdown exil wireless profile po

Executing command config t flow exporter avc_exporter destination 10.78.8.84 source Vian1 transport udp 6007 export-protocol ipfix

Jul 18, 2024 20:36 PM (IST)
aption vil-table timeout 300 aption ssid-1able timeout 300 option application -table tim

Jul 18, 2024 20:36 PM (I5T) Request received 1o enable telemetry on device(s) : [10,105.193.156]

9800 WLCTTL XNV ZBMCL ROEEOY



Cisco Catalyst Centerld, EEESNER—NETOMOEREEZESH T, 7JO—TIVARAR—RET
O—FEZ20REZERRAL. RICRTLSIC, BREALE-—RRUS—-TO774ILATEN
5%TFOT14TIHLET,

Configure Cisco Catalyst Center as Flow Exporter:

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter avc_exporter
9800-C1-VM(config-flow-exporter)#destination 10.104.222.201
9800-C1-VM(config-flow-exporter)#source Vlanl0
9800-C1-VM(config-flow-exporter)#transport udp 6007
9800-C1-VM(config-flow-exporter)#export-protocol ipfix
9800-C1-VM(config-flow-exporter)#option vrf-table timeout 300
9800-C1-VM(config-flow-exporter)#option ssid-table timeout 300
9800-C1-VM(config-flow-exporter)#option application-table timeout 300
9800-C1-VM(config-flow-exporter)#option application-attributes timeout 300
9800-C1-VM(config-flow-exporter)#exit

Configure 9800 WLC as Local Exporter

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter avc_local_exporter
9800-C1-VM(config-flow-exporter)#destination local wlc
9800-C1-VM(config-flow-exporter)#exit

Configure Network Flow Monitor to use both Local(WLC) and Cisco Catalyst Center as Netflow Exporter:

9800-C1-VM(config)#flow monitor avc_ipv4_assurance
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 assurance
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv6_assurance
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 assurance
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv4_assurance_rtp
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 assurance-rtp
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv6_assurance_rtp



9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 assurance-rtp
9800-C1-VM(config-flow-monitor)#exit

Mapping the IPv4 and IPv6 Flow Minitor in Policy Profile

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin

9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance input
9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance output
9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance_rtp input
9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance_rtp output
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance input
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance output
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance_rtp input
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance_rtp output
9800-C1-VM(config-wireless-policy)#no shutdown
9800-C1-VM(config-wireless-policy)#exit

AVC D t&3E

9800 Z A

9800 WLCZ 7O—ITVAR—RELTHERATSE, ROAVCHREITFERZRIETEET,
INTOSSIDTE/RENTVRISATUONOT7IT—23a 2 OrEH
BIOSATUROBERT 7 Ur—2 3> OfER.

EZSSIDTREBICT 7V r—>a > = /EH
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GUI #&£H

Monitoring > Services > Application Visibility® JEICEE L £ 9,



Monitaring = » Services= »  Application Visibility

NEAR Prowcool Pack Version: 81.0
KEAR Viersion: &6

Sourc [5s0 Wtensl
S50 - MG _lesting - Last 2 hoia's -
Lt upasted: il 18, 2024 21:45:53
Usege Pount upciana: 18:00 MMSS)

3.3gs —

15 fhgs —

7 oo =

m——A - < . !
P 218 20030 £y HE ] FIEH] 2130 e

Applicatnn T Usagel®) T Usage T FRecoed T Sem T
Unknawn 3383 T96.0KB 300.0KB 456.0KB
Drain Noma Sysiim 17.08 407.0KE 168.0cB 234 QKB
Fing 1232 paiiles ] 145,065 145.0k8
HyporTest Transfer Protocol 1203 283068 17068 166.0kB
ICMP for B 032 217 0B 1E0.0K8 4B.0KE
Internet Cortnol Messagh Probocal 5.0 120.CEB B4 OKB 36.0RE
Simpie Service Discovery Protocol 255 0,068 47.0K8 13058
Microsoft Senvices 23 52068 44 088 2068
mORE 1.36 32.0K8 ITOKE 5.0K8
Binary owar MTTP 0.83 2,008 G.0KB 13.068

AVC_testing SSIDICERE NI —HOADRS T4 Y VEHART T4 Y VOMAICHTBIT TV T—> 3> AlEH

‘U4 T > hOApplication Visibility#5HEHRZ R TT D ICIE, ClientsZ 720U Y L THE
NDIZATF > N%E&IRL., View Application DetailsZ 7 ') Y I LE T,

Monitoring = > Sernvices - > Application Visibility

ISR Protocol Pack Version: 61.0
HELAR Version: 46

Source type 5510 Dinection Intarval

Tatal Clients: 1 — View Application Details

Client MAC Address T AP Name T WLAN T State T Protecol T
I CAWE1641-ROW1 18 Run 1n(2.4)

BEODIVSATNOTTVTr—23a > 0aiRE -1



+ Back to Client's

Application Name T Avg Packet Size T Packet Count T Usage(%) T Usage T Sent T FRecoived T
ping 60 6562 2] 390.4KB 195.2K8
unknown 693 572 el 387 268 264.8KB
dns 108 1511 2 160,4KB 137.1KB
ivE-icmp " 1313 0 142.6K8 27.2K8
http 300 427 9 125 .4KB 5268 73.3KB
icmp 147 333 4 478K 44,168 37KB
sadp 168 123 1 20.3K8 16.0KB8 43KB
mdns 80 204 1 16.0K8 14 868 1.26B
ms-services 64 231 1 14.6K8 10.8K8 37KB
e & 159 1 12,68 6,958 578

1 - 0 v

BEODIVSATRNOTT)r—3 > 0OnRKE -2
CLI mi5&

AVCAT—BZ AN

9800WLC#show avc status wlan AVC_testing
WLAN profile name: AVC_testing

AVC configuration complete: YES

NetFlow?' 5 O#FEEHE#R (FNFE¥ v+ v > 1)

9800WLC#show flow monitor $Flow_Monitor_Name cache format table

flow monitor wireless-ave

FLOW DIRN WIREL IP PROT APP MAME bytes long
2185 .19 Output AVC_testing 7 layer7 llmnr
9.185.193.195 Qutput Al Lng 17 port dns

Input AVC_t 1 prot icmp

Input AVC_testing 1 prot icmp

Output A\ g 17 layer? Llmar

Output port dns
Input L testing 1 prot icmp

Qutput 17 port dns

9800 CLITMAVC D #3EE

ZEWLANEZFDEZISATONOLENT TV T—2 3 FRAEZERNICARNDICE,. ROFE
®EITLET,

9800WLC#show avc wlan <SSID> top <n> applications <aggregate|downstream|upstream>
9800WLC#show avc client <mac> top <n> applications <aggregate|downstream|upstream>
where n = <1-30> Enter the number of applications



9800WLC#show avc wlan <SSID> application <app> top <n> <aggregate|downstream|upstream>
where n = <1-10> Enter the number of clients

FNFVONT Y ROV R &#EL, O MO-LTL—2CP)CNY hNENFA—RAT—&
A

9800WLC#show platform software wlavc status decoder

9800WLC#show platform software wlavc status decoder
AVC FNFv9 Decoder status:

Pkt Count Pkt Decoded Pkt Errors Data Records Last decoded time Last error time

25703 PEYLES ] 132480 07/20/2024 14:10:46 01/01/1970 05:30:00

FNFVONT Y NLO—R

nbarfiit Bz BEEER T D LETEET,

9800WLC#show ip nbar protocol-discovery

T77TVYIOF—RBRETL Y VARAE—RTR., ROFETAPH SNBARDKFTEHREZ BT
-3

AP#show avc nbar statistics
Works on both IOS and Cl1ickOS APs



E AT UOH—RETE. PTUoH—WLCRIZATURDOLAVITLERAE L THEE
AZWLCIEL 1 V2 TEEL £, Application Visibility and Control(AVC)l& L 1 V3 TEIET 5 7=
H, BEETF—RET > H—WLCTOXKERTEXT,

DNAC Lt

9800 WLCTHBENENT Y RFYTFrHhS, P7VT—23 0 EXYRNIT—=UKNT T4V
JIZB9 % F— XA Cisco Catalyst CenterlC G ICIEFEE N TVD L ZHFETEET,



] ] ip.addr == 10.78.8.84 and udp.port ==

No. Time Source Destination Pratocol Lengtr Info
FEIL™ LUV AU IUIIIT AU s LU L JSe LU AR FLFe U U v LI JIAWY T GO LCI=aay
74228 15:86:30.002998 18.185.193.156 18.78.8.84 upp 178 55148 - 6887 Len=136
76582 15:06:41.012984 10.1085.193.156 1@.78.8.84 upp 178 55148 - 68T Len=136
76879 15:86:45.816997 18.185.193.156 1@.78.8.84 unP 178 55148 - 6287 Len=136
79686 15:87:81.832987 18.185.193.156 18.78.8.84 upp 178 55148 - 6B87 Len=136
85872 15:87:17.847986 10.1085.193.156 10.78.8.84 upp 178 55148 - G287 Len=136
93995 15:87:37.866982 18.1085.193.156 1@.78.8.84 upp 178 55148 - 6@8Y Len=136
94989 15:87:43.073986 10.185.193.156 18.78.8.84 upp 178 55148 - GBBT Len=136
98292 15:88:82,784847 10.185.193.156 1@.78.8.84 upp 1434 55148 - GRBT7 Len=1392
98293 15:98:82.784947 10.1085.193.156 1@.78.8.84 upp 1434 55148 - 6@B7 Len=1392
98294 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=131@
98295 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=131R
98296 15:08:02.784947 10.1085.193.156 1@.78.8.84 upp 1352 55148 - 6887 Len=1318
98297 15:88:82.784947 18.185.193.156 1@.78.8.84 Upp 1352 55148 -+ 6BB7 Len=13180
98298 15:88:02.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6BBT7 Len=13180
98299 15:08:82,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - 6@87 Len=1318
98309 15:88:92.784947 18.185.193.156 18.78.8.84 uoP 1352 55148 - 6@B7 Len=1318
98301 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=1318
98302 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=1318
98303 15:98:82,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - B@@7 Len=1318
98384 15:88:92.784947 18.185.193.156 18.78.8.84 uppP 1352 55148 - HBBT7 Len=1318
98395 15:88:02.784947 10.185.193.156 18.78.8.84 upp 1352 55148 - 6BBT7 Len=1318
98306 15:98:902,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - 6287 Len=1310

Frame 1332: 178 bytes on wire (1424 bits), 178 bytes captured (1424 bits)

[ T A S i L i———————_

Internet Protocol Version 4, Src: 19.105.193.156, Dst: 10.78.8.84

User Datagram Protocol, Src Port: 55148, Dst Port: 60@7

Data (136 bytes)
Data [truncated]: A@0a09886698:17a00001Ta700000100011500780a60c1500800080804110035012421d8daaTdad@ReeReza0d00a120de00300005¢
[Length: 136]

9800 WLCTONT Y RF+¥ T F ¥

Cisco Catalyst Center®BFEDWLCIZEHRL TVWBRIZA T RNOT T Tr—>3a>F—2%%
T~ Bk, Assurance > Dashboards > Health > Application® JEIZBEL £ 3,

Owaral Metwork Client Metwork Services Applications. sD Al Analytics
SUMMARY NETFLOW ThousandEyes Tests
13 7.4 M8 715.7 bes 1 19.3 ue ThousandEyes Integeation Net Avallale 7
Businoss Relovant Daa Usage Avg Throughpat Exporiens Data Usage
Applicatons
Business Relevant Application Health ) Application Usage
LATEST TREND LATEST TREND
|
L]
6 3 MB

TOTAL APPLICATIONS

TOTAL USAGE

Cisco Catalyst CenterCOAVCEZ_X )Y

CCTRIKRDIC, VAT M REEREICERATR TSI r—2a > 2EHL, HFEEVT
—RAV1—REHBETEET,



Catalyst Center Assurance [ Dashboards / Health

stlvanlis
CISCO

Overall MNetwork Client Metwork Services w Applications SD-Access Al Analytics
Top Applications by Throughput Top Endpoints by Throughput
LATEST TREND LATEST

|
unknown 26.2Kbps DESKTOP-QSCE4PE 19Kbps

dns 19Kbps

ipvG-icmp 16.3Kbps

http 7.3Kbps

icmp 4.3Kbps

T TVr—2 3> & EUOFEED I —FRFER

BEDSSIDIC7 1 )LEZREL T, TOSSIDICEERNTSNIZITAT NOEENEAIN—
TYRNETTITr—2 a2 FERARRETEZRTERY,

COBEEICRY, XY RD—IRATLENOT U Tr—> 3> ewBiREREEET D I—HEH
ETEET,

TSI, KA )L AEZEAL T, COTF—2ZBEOHBETRHREL. XY NI—VOER
RRCEIZBEBEOEERERUTERT,



Crwerall Metwork Client Metwork Services Applications S

) Global/BGL TAC/Shalini_AVC -~ 24 Hours - " Filtar {1}

Time Range
A By default, hourly data is showr

2 3 Hours @ 24 Hours O 7 Days

4: 30
b Start Date
7 [ 17 [ 2024
Hi
po3 Tosl 4 4:23 PM W
End Date
? [ 18 [ 2024
SSID: AVC_testing >
4:23 P W
SUMMARY
13 7.4

Business Relevant Crata Us:
Applications Cancal

AVCHEFtIEHZR "I DBEE7 1)L &R



Oeeral Memvork Cliemt Metwork Services - Applications Sh=,

,M_" Global/BEGL TAC!Shalini AVC 24 Hours - 4 Flltar (1) -
S5ID (1/14) Clear Filter
ﬁ By default, hourly data is show
: G a-tasi-321
Sodlp
T . 1 LIfTiE
{ ) LM-INTERNAL

0 AVC_tasting

SSID: ANG _testing

AVCHEHERZRRTBHSSIDT7 1L &R

S\EBNetFlow L 7 X
f511:NetflowL 2 & & L T MO Cisco Prime

Cisco PrimeZNetflow L 22 & L THERATD E, REE /= "You can see 9800 WLC as Data
source sending Netflow datay &&R/RE N, 9800 WLCH SIEEE Nd T —RIZHE 2 TNetFlowT
C7L—RFEENICERENET,

9800 WLCTEUEENIENT Y RFYTFyAS, PTUT—232ERYRNT—ORNZTa4Y
JICE 92T —X N Cisco PrimelC MEHIICEFENTVAR L 2B TEER T,



d B @ RE Qe E‘ESF $§ . = @ Q  FF

M |ip.addr == 10.106.36.22 && udp.port == 9991

Mo, Time Source Destination Fratocal Lengtt Info

- 87 28:50:23.855943 18.185.193.156 18.186.36.22 upp 1786 51154 -+ 9991 Len=128
1453 298:58:24,775945 10.185.193.156 18, 186.36.22 [ 458 51154 - 9991 Len=416
1465 20:50:24,856950 10.185,.193.156 18.186.36.22 UDp 178 51154 - 9991 Len=128
1583 20:50:25,.776952 10.185,.193.156 10.186.36.22 UppP 1394 51154 - 9991 Len=1352
1584 20:50:25,.776952 10.185,193.156 10.186.36.22 UppP 1082 51154 - 9991 Len=104@
1596 20:50:25.857942 18.185.193,156 18.1086.36.22 upp 1394 51154 - 99291 Len=1352
1597 28:508:25.857942 18.185.193.156 18.186.36.22 uppP 1394 51154 - 9991 Len=1352
1598 20:508:25.857942 18.185.193.156 18.186.36.22 uppP 474 51154 - 9991 Len=432
1779 20:50:26.777959 18.1085.193.156 18.186.36.22 upp 1394 51154 - 9991 Len=1352
1788 20:50:26.777959 18.185.193.156 18.186.36.22 UDp 1158 51154 - 9991 Len=1116
1857 20:50:26.858949 18.185.193.156 10.186.36.22 [ 1394 51154 - 9991 Len=1352
1858 20:50:26.858949 16.105.193.156 19.186.36.22 upp 1394 51154 - 9991 Len=1352
1859 208:50:26.858949 10.105.192,156 10.186.36.22 upp 1394 51154 - 9991 Len=1352
1860 208:50:26.858949 10.185,193,156 10.186.36.22 upp 278 51154 - 9991 Len=228
1861 28:58:26.858049 18.185,193,156 18,186.36.22 upp 1394 51154 - 9991 Len=1352
1862 28:508:26.858049 18.185,.193,156 18,186.36.22 upp 678 51154 - 9991 Len=636
2886 20:508:27.778951 18.185.193,156 18.186.36.22 uppP 1394 51154 - 9991 Len=1352
2087 20:50:27.778951 18.185.193.156 18.186.36.22 Upp 1394 51154 - 9991 Len=1352
2088 20:50:27.778951 18.185.193.156 18.186.36.22 [l 534 51154 = 99391 Len=492
2113 20:50:27.85994@ 18.1085.193.156 10.186.36.22 UDP 578 51154 = 9391 Len=536
2287 20:50:28.779958 18.1085.193.156 10.186.36.22 UDP 378 51154 - 9991 Len=336
2295 20:50:28.859940 18.185.193.156 10.186.36.22 [ 1394 51154 - 9991 Len=1352

WAL

s B WS BEANAR

il AAE AN3 ACE

ia RS BIE T

Frame 87: 170 bytes on wire (1360 bits), 170 bytes captured (1368 bits)
Ethernet 11, Src: [N

Internet Protocol Version 4, Src: 1@.185.193.156, Dst: 19.106.36.22

User Datagram Protocol, Src Port: 51154, Dst Port: 9991
Data (128 bytes)

Data [truncated]: @@89000128cbd1e0669932b7000R0004000004000147R06C00RRR0R00A0R0ER000A000C00RR000RETTAZORREER002000RRR8A00L1

[Length: 128]

9800 WLCTERBENINT Y RF YT F+

e st fne
cIco

A Senvices / Application Visibility & Control / Data Sources

~ Device Data Sources

=T

(XETF]

Aannd

T

Seleciod U Total 1

Sk | Quick Filer

Device Name

SROIWLE dsco com

Data Source

100105, 193,156

RETFLOW

Exporting Device

10.105.163.156

Netflow7*— X Y — A & L T®MCisco Prime Detecting 9800 WLC

IP7 RLAZFERALT, P77UT—>3>2, H—ER, E5ICRITATUNIEITVTT 1)
REREL., FNREB DT —EOMETSIENTEXRT,

Last § min Flow Record Rate

Last Active Time

Friday, July 19 3024 at 04:50:18 Al india Standa..,
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IRTCDIZATNOTT

A Dashboard / Performance
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12 . H— R/N—F 1 ®ONetFlowIL U &

COBITRE, H—R/N—FT 1 ®ONetFlowdL U Z[SolarWinds]2 AL T, 77U —> 3> 0k
FHEHRZEUNEL £ T, 9800 WLCIE, Flexible NetFlow(FNF)ZERAL T, Z77Ur—3a>ex

YRD—=OKRS T4V OICHITREENET—REEELET, ZOF—ZRIE, SolarWindslZ &
DTREENET,

WY DASHBOARDS - ALERTS & ACTIVITY = REPORTS = ZETTINGS =

&7 NetFlow Applications Summary

Tirme Pernod Elowsr Direction P Version
Last 1 Hours Ingress and Egress 1Pvd and IPvh
Top 10 Applications MatFlow ~ S HELE
E INGRESS AMID EGRESS, LAST 1 HOURS, RATE
o
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R
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i Eil P
INGRESS EGRESS INGRESS EGRESS
AFFLICATION PERCENT
BYTES BYTES PACKETS PACKETS
[ | it protocoll over TLSASSL [443) G477 kirgtes 11.4 Mbytes 2BS kK 6.54 K T 4T%:
Woarld Wide Web HTTP (B0} 19.5 kbytes 106 khwytes 74 105 0.25%,
[ | Comain Mame Serser (53] 10.7 kbytes 4.5 kbyies S8 =11 0.12%
LLMMR [(S355) 0 bytes o0 kbytes o a4 0.07%
[ | METBIOS Mame Service (137) 0 bytes E1 kbytes 0 as 00T
METBIOS Datagram Service (138) 0 bytes 972 bytes 0 4 0.01%
[ | Palace-4 (995) 618 byt 0 Eryties 5 0 0.0 %

SolarWind®NetFlow 7 7' r —< 3 > #EHE R

NZT7 14y OFEIH



NS74vOFIHEE, RYRND—OKRS T4V OO0 %2BBHELVRAEITDILHICEAET L
Z—HEOBEEEE XN AL ZBLET, NRZT714v ORI VITEERFL—MNERE., 9547
VRNDSEFBENBIRNTTAVIDOERFHITBZDLEHICVDAVYLAOD NO—FTHEHAE NS X
NZALATT, XYRND=ORKRSTAVvIODOTF—RL—NEZERL, BAIEEEhEZL—NEIR
EBALEEILISICT OV ERTIBDRNT 714V IONEEEhEL—NZBADE, L—
NEIRICK > TEBNTY NZEEEL Y., —E XD T A(CoS)% Iz (& Differentiated Services
Code Point(DSCP)DEZZEL TEB/NT Y NEX—0F I LEVYTEET, hik, 9800
WLCTQOSZRET D ETRIRTEFXT,
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/215441-configure-qos-rate-limiting-on-catalyst.html & SR L T, chsOR—F>
RAEDESICEMEL, SETEBRBRERBEITZLOICEDRSICERETEZNICOVTOH
EZWBRTEET,

NZTNZ1—FT42T

AVCOBMBORNZ TN 1—FT42TJ12&, DAVYLARY ND—=VLOT7TIr—23>2 5
74V DV ZERICKBE, 28, SLrUEETIAVCOREICHKEZEADTREMEOHIEEDCS
EERRNBENET, —BROSBEILCE. NZT71v 7058, RUS—0ER., £-ELAR
—NIZBIT2EEN EENET, Catalyst 9800 WLCTAVCOBEZ NZ TN 1—FT142 07
PEOFIBEEEREHZRICRLET,

« AVCRREDTEFR : AVCAWLCTIELLKREREZ N, EULVWLANEZ'O7 7 A JLICBIES
5nNTVWB L zBRABLET,

« GUIZEAL TAVCZRET2HBE. R—HF9995A T 7L NEL THBICEINHTSH
XY, LEL, ABRIL V2 ZHERALTVWRHEERE. NetFlowhZ 7 1Y DV ZUY AV TS
FOCREETENTVARR—KMZHELET. ILIVZOREICEDE T, COR—rESZ
FERICREIDCENEETT,

« APEFINEEAE—ROYR—FEHELET,
c DAVYLAZRY ND—DICAVCZRETHMIE, T9800 WLCOHIRL ZZRL TS W

o

OJUR&
wLcoy

1. IXTOIANY RICHTIRESBEF OKS (CtimestampZBMICLE T,

9800WLC#term exec prompt timestamp

2. RE=ZMWEITS


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html

9800WLC#show tech-support wireless

3. avcAT—ZR A ENetFlowiF s B2 ERTEE T,

AVCERENDAT—RAZHRLET,

9800WLC#show avc status wlan <wlan_name>

FNFVONT Y R AT RZRRL, A MO—-IL7L—2CP)CNY hENEAT—R2AZ T
_I\l/ia-o

9800WLC#show platform software wlavc status decoder

NetFlow ( FNFF ¥+ v 1 ) OFKHERERIELE T,

9800WLC#show flow monitor <Flow_Monitor_Name>

ZWLAN®D Top n application usage 2R L E T, n=<1 ~ 30>F 7V T5—>3a>0H8EANLE
CB

9800WLC#show avc wlan <SSID> top <n> applications <aggregate|downstream|upstream>

BOZATNOEUnBOT 7V Tr—>3 > OEARRERIELET. n=<1 ~30>F7UT
—23a>OHEAALET,

9800WLC#show avc client <mac> top <n> applications <aggregate|downstream|upstream>

BEOT7V5—>3a> AL TEEOWanICELGEL TVB EUnBD IS AT N %2R
£F9, CC T, n=<1 ~10>9F5AT > NOHZEAILET,

9800WLC#show avc wlan <SSID> application <app> top <n> <aggregate|downstream|upstream>



nbarDEEHEHREZF IV ILET,

9800WLC#show ip nbar protocol-discovery

4. Q% L X)L %&debug/verbosel_FREL £9

9800WLC#set platform software trace all debug/verbose

'l To View the collected logs
9800WLC#show logging profile wireless internal start last clear to-file bootflash:<File_Name

11Set logging Tlevel back to notice post troubleshooting
9800WLC#set platform software trace wireless all debug/verbose

5. 954F > NOMACT RLADHHFAMRA)NL—AZEBMICL T, AVCHRITERERIALET

CLI mE4

9800WLLC#debug wireless {mac | ip} {aaaa.bbbb.cccc | x.x.x.x } {monitor-time} {N seconds} !! Setting ti
9800WLC#no debug wireless mac <Client_MAC>

'IWLC generates a debug trace file with Client_info, command to check for debug trace file generated.
9800WLC#dir bootflash: | i debug



EE RS EFNVITEERIZE., FNYVITLRIILOOF O INFEMICEY), EREN30O
TJOENfMEBMLET, ChEETLEFFRICTRE, ORI TCEIRBEEH/TEET, T
DD, NZTN22a—F14200v2a>0BEBICLEELCLTFNY I ZEMCTHEEHEL
9,

# clear platform condition all
# undebug all

GUI 2H

AT ¥ 7" 1 : Troubleshooting > Radioactive Tracel_C &L £,
ATYZ72:AddZEOIVYOLT, RITN221—FT142T%T509T4T7 2 MOMACT RL A
ZEANDLET, B TSMac? RLAZEBEMTEEXT,

ATYT 3 HHAMNL —RAZFRBIZER/I TELS, [BRIZIVYILET, WO IARK
THE, BBFENAMACT RLAICEETZ I MO—L7L—200BICETZ7T/Ny JOF



DI TARVICEERENET,

ATYT 4 "NSTN2A—TFT 12 I F2EEEBERLES, Stope )Y ILET,

ATY 75 : FNYIUEMACT RLAZ &IZ, Generate 201 Y UL T, TOMACT RL A
CBIETA 2 INTOOT2&EHITHO00 774N EERTEEXT,

FIEG6: BEFHOT 77 A OEERFE%ZEIRL ., Apply to Devicex VUYL ET,

FIE7: 77ANEBORIIHDNEVTAIA &IV ITRE, 774X TVO—RTE
9, CO77A4MREA M NA—FDOT - 7ZY221RTIATICHY, CLZEFERALTIE—T

BCEETERT,

RARL—ATOAVCTFNY TOBEZRICRLET

2024/07/20 20:15:24.514842337 {wstatsd_R0O-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo
2024/07/20 20:15:24.514865665 {wstatsd_R0O-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo
2024/07/20 20:15:24.514875837 {wstatsd_R0O-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo
2024/07/20 20:15:40.530177442 {wstatsd_R0O-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo

6. 74T RNOMACT RLAICK>TRABICTAINR) U TENTBHARFYTF v, U
SAT > NORIEIMACT 1 )L R IE17.1 LA TERTRE

HMBAL V2 ZERATRHERE. WLCHERL IzR— N CNetFlowT— R Z EEICEFELTWS
DESHZHFETEDNDT, BIZEFNTI,

CLI ®35&

monitor capture MYCAP clear

monitor capture MYCAP qinterface <Interface> both

monitor capture MYCAP buffer size 100

monitor capture MYCAP match any

monitor capture MYCAP qinner mac CLIENT_MAC@

monitor capture MYCAP start

!l Inititiate different application traffic from user

monitor capture MYCAP stop

monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

GUI ##1H
AT Y 7 1: Troubleshooting > Packet Capture > +AddD JEICEEH L £ 7,

ATYVT2: NTYRFNYTFYOENEERLET. RABNFETANTEERT,
ATYVT3: 71N EBZEERLET (BEITDESE) .

ATFYVT4: RTSTAYVIONIATFALCPUICN REH, F—ETL—ICBUEAEThZO%



W9 B35 E k. Monitor Control Traffic®RY Y AICF T YOI —U%FTET,
ATV 5NV I 7HA A EEHELET. ZFX100 MBETHEHATEET,

FIE6 : BEIZIHU T, 1 ~ 10000000 D&M ZFAITHME &, KklE1 ~ 100000/N7T ¥ b
NEHEZFEITAINTY MR EIZHRZERLE T,

FIET7 : ERADOHDAZ—TILAADIVARDSA VBT I A AZERL., REZBERL T
ARIOHICBELERT,

AT Y7 8: Apply to Devicez )Y I LET,
ATYVT 9 FYTFYZRMRTBICE, StartZBRLE T,

ATYT10 : FY T F Y EERETCEFHRETCETTEETT, FY T FYE2FHTHELETDICE
. StopZEIRL F¥T,

ATY 7T 1MEILLT B E, ExportrRAHF V)Y JAEEIZIRY), HTTPREETFTPHY—/N, FTPH
-\, BB2VEO0—-DINZATLON—RFARVFEREEFE7Zv2a1z2zHLTcO—HILTARAI B
YT FYTFYT7A)(pcap) X I O—RTDATAaVHFRRENET,

AP OY

TJ77VYOF—RETLYIRAE—R

1. show tech:APIZBI T2 I XN TORENFHFME I TA T NOFHETIEHRE Ko

2. APH 5 Mshow avc nbar statistics nbar stats

3.AVCTNY YT

AP#term mon
AP#debug capwap client avc <all/detail/error/event>
AP#debug capwap client avc netflow <all/detail/error/event/packet>

BYIE R

AVCEREHA R

9800 WLCT®D L — bR



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/application-visibility-and-control.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/application-visibility-and-control.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/application-visibility-and-control.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html
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TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD
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