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WLC GUI

Confiquration™ > Services~ > mDNS
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WLC#

WLC#conf t
WLC(config)#mdns-sd gateway
WLC(config-mdns-sd)#end
WLC#

H—EAJANKADOMDNSH —EADER

BEAMDNSHY —ERAZFATILSICH—EAVARNEZRELE T, UAKE, INEOUTD2%
ATHRETIVLEN HYVET, CHIZKY, MDNST—RIIAELTHETEIT I EARSY
RTHAETNDANY—EREHIY—ERANF T 1RV TENET,

WLC GUI

[ > Semices® > mMDNS

Service Policy mDMNS Flex Profile

Service Definition

; ) O senvice List Y| Directi.. | T | Assigned Services T
Service Policy
D FlexiM IN arplay, spotify, aimuenes, apple-tv, airserver, web-senver, homesharing
Wired Filter [:I FlexOUT ouT airplay, spotify, aimunes, apple-tv, airsenver, web-sener, homesharing

B—EAVANTHEZRY—ERAZEBRLET

WLC CLI

WLC#

WLC#conf t

WLC(config)#mdns-sd service-1list FlexIN IN
WLC(config-mdns-s1-in)#match airplay
WLC(config-mdns-s1-in)#match spotify
WLC(config-mdns-s1-in)#exit

WLC(config)#mdns-sd service-1list FlexOUT OUT
WLC(config-mdns-s1-out)#match airplay
WLC(config-mdns-s1-out)#match spotify
WLC(config-mdns-s1-out)#end

WLC#
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WLC GUI

Globa Service Policy mDMNS Flex Profi

Service Policy Mame*

Configuration= » Services~ » mDNS Edit Service Policy

mDONSFlexSSIDPolicy
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WLC#

WLC#conf t

WLC(config)#mdns-sd service-policy mDNSF1exSSIDPoTicy
WLC(config-mdns-ser-pol)#service-1list FlexIN IN
WLC(config-mdns-ser-pol)#service-1list FlexOUT OUT
WLC(config-mdns-ser-pol)#end

WLC#
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Confiquration™ » Services* > mDNS Edit mDNS Flex Profile

Global Service Policy mDNS Flex Profile ReokisiNama® mDNSFlexPolicy
Sernce Cache Update Timer 1
Statistics Update Timer 1
Service Cache Update
Profile Name T Timer
WLAN(S) (T) 11,21
D mDNSFlexPolicy 1
1 10 Wired Service Policy mOMSFlexSSIDPo... v | B

mDNS FlexConnectZ’ 07 7 4 )L DYER
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WLC#

WLC#conf t

WLC(config)#mdns-sd flex-profile mDNSFlexPolicy
WLC(config-mdns-flex-prof)#wired-vlan-range 11,21
WLC(config-mdns-flex-prof)#wired-service-policy mDNSF1exSSIDPolicy
WLC(config-mdns-flex-prof)#end
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WLC CLI

WLC#
WLC#conf t
WLC(config)#wlan ServiceUser

WLC(config-wlan)#mdns-sd-interface gateway
WLC(config-wlan)#end
WLC#
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WLC#

WLC#conf t

WLC(config)#wireless profile policy ServiceUser-Policy
WLC(config-wireless-policy)#mdns-sd service-policy mDNSF1exSSIDPolicy
WLC(config-wireless-policy)#end

WLC#
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WLC#

WLC#conf t

WLC(config)#wireless profile flex mDNSFlexPoTlicy
WLC(config-wireless-flex-profile)#mdns-sd profile mDNSFlexPolicy
WLC(config-wireless-flex-profile)#end

WLC#

=
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WLCEAPA S, MOIAR > REFEHAL TRELEBRTEET,
WLC®HOshow N> R
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<#froot>
WLC#

show run | sec ndns-sd

mdns-sd gateway
mdns-sd service-Tist FlexIN IN
match airplay
match spotify
match airtunes
match apple-tv
match airserver
match web-server
match homesharing
mdns-sd service-Tist FlexOUT OUT
match airplay
match spotify



match airtunes
match apple-tv
match airserver
match web-server
match homesharing

mdns-sd service-policy mDNSFT1exSSIDPolicy
service-Tist FlexIN IN
service-Tist FlexOUT OUT

mdns-sd flex-profile mDNSFlexPolicy
wired-vlan-range 11,21
wired-service-policy mDNSF1exSSIDPolicy
mdns-sd profile mDNSFlexPolicy

WLAN mDNSE— R, XAOONY RTHEIBTEET,

<{froot>
WLC#

show Wl an nanme ServiceUser | in nDNS
mDNS Gateway Status : Gateway
WLC#

show wl an nane ServiceProvider | in nDNS

mDNS Gateway Status : Gateway

WLAN-Policy mDNSE&EE, RDIN> RTHETE XTI,

<ttroot>
WLC#

show wi rel ess profile policy detailed ServiceUser-Policy | in nDNS
mDNS Service Policy name : mDNSF1exSSIDPolicy
WLC#

show wi rel ess profile policy detailed ServiceProvider-Policy | in nDNS

mDNS Service Policy name : mDNSF1exSSIDPolicy

AP showd~Y > R

MDNSICEE I BEREE. KOOV RZEAL TAPRIAN SHEBTEXT,

<tfroot>



9130mDNSAP#

show ndns profile detai

F1exIN_IN _home-sharing._tcp.local ANY
FlexIN_IN _airplay._tcp.local ANY
FlexIN_IN _airserver._tcp.local ANY
FlexIN_IN _raop._tcp.local ANY

FTexIN_IN _spotify-connect._tcp.local ANY
FlexIN_IN _http._tcp.local ANY
F1exOUT_OUT _home-sharing._tcp.local ANY
F1exOUT_OUT _airplay._tcp.Tlocal ANY
F1exOUT_OUT _airserver._tcp.local ANY
F1exOUT_OUT _raop._tcp.local ANY
F1exOUT_OUT _spotify-connect._tcp.local ANY
F1exOUT_OUT _http._tcp.local ANY

<{froot>
9130mDNSAP#

show mdns status

Global mDNS gateway:Enabled

vap_id ssid mdns_mode

0 ServiceUser Gateway

1 ServiceProvider Gateway

Active query interval:30

vap service_list_in service_list_out location
0 FT1exIN_IN F1exOUT_OUT 0O

1 FlexIN_IN F1exOUT_OUT O

Wired vlan configuration: 11 21
mdns stats timer: 1

mdns cache timer: 1

AP Sync VLAN: 10

Wired service Tist IN: FlexIN_IN
Wired service Tist OUT: FlexOUT_OUT

<#root>
9130mDNSAP#

show ndns ap-tabl e

AP_ETH_MAC Last_message_time Msg_seq Is_primary_ap
3C:57:31:55:E4:28 1721178339 133 YES
0C:D0O:F8:98:1B:F0 1721178339 133 NO

NZ7)L>a1—h
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No. Time

| 322 00:06:04.535225
|

> Frame 322: 848 bytes on wire (6784 bits

Source
192.168.11.54

848

Destination
224.0.0.251

Protocol
MDNS

Length Info

848 Standard query response @xeee@ TXT, cach

es captured (6784 bits) on interface \Device\NPF {CC2895A1-894C-440E-ABEL-
» Ethernet II, Src: SamsungElect_45:8e:26 (e@:03:6b:45:8e:26), Dst: IPvamcast_fb (@l1:00:5e:080:00:fb)
» Internet Protocol Version 4, Src: 192.168.11.54, Dst: 224.0.8.251
> User Datagram Protocol, Src Port: 5353, Dst Port: 5353

~ Multicast Domain Mame System (response)
v Transaction ID: exeese

» [Expert Info (Warning/Protocol): DNS response retransmission. Original response in frame 32@]

» Flags: exsae8 standard query response, No error

Questions: @
Answer RRs: 1@
Authority RRs:

Additional RRs

2]

HE ]

» ed9s83d2b239afaied7beevieecivieddcfes7e9._spotify-connect. _tep.local: type TXT, class IN, cache flush

> services. dns-sd. udp.local: type PTR, class IN,

spotify-connect. tcp.local

| 5

_spotify-connect._tcp.local: type PTR, class 1IN, ed9583d2b2393fa3@6?b@e?l@ﬁc3?1ﬁddcfe§?5§._spotify—connect._tcp.local|

airplay. tcp.local

we el v v v

» localhost.local: type AAAA, class IN, cache flush, addr fege::e283:6bff:fed4s5:8e26

mDNSH—ERX7ONAZ—H—E A

ed9583d2b239ataled7bee7106c3710ddcte5769. _spotity-connect._tcp.local: type sRv, class IN, cache flush, prilority @, we
Samsung CU7@@@ 55 TV. airplay. tcp.local: type TXT, class IM, cache flush

services. dns-sd. udp.local: type PTR, class IN,
_airplay._tcp.local: type PTR, class IN, Samsung CU7@8@ 55 TV._airplay._tep.lecal I
Samsung CU7888 55 TV._airplay. tcp.local: type SRV, class IN, cache flush, priority e, weight @, port 7eee, target lo
localhost.local: type A, class IN, cache flush, addr 192.168.11.54

APBE{EA SmMDNSIEREZER T D ICIE, XOFNY T 2B THIHEN HVET. APOCLIA
5, BBY—ERATONARZT DT FT I A%HERIDEETEET,

» AP#debug mdns events
» AP#debug mdns packets

<#root>

Jul 17 23:51:32

kernel:

[*07/17/2024 23:51:

32.0403] chatter:

flex mins gw. Recieved w red ndns packet on vlian 11

Jul 17 23:51:32
Jul 17 23:51:32
Jul 17 23:51:32
Jul 17 23:51:32

push: added ptr

Jul 17 23:51:32
Jul 17 23:51:32
Jul 17 23:51:32
Jul 17 23:51:32

push: added ptr record to cache:

kernel:
kernel:
kernel:
kernel:

record to cache:

kernel:
kernel:
kernel:
kernel:

[*07/17/2024 23:51:
[*07/17/2024 23:51:
[*07/17/2024 23:51:
[*07/17/2024 23:51:

Srv_namne:

[*07/17/2024 23:51:
[*07/17/2024 23:51:
[*07/17/2024 23:51:
[*07/17/2024 23:51:

Srv_namne:

32.0403] chatter:
32.0404] chatter:
32.0404] chatter:
32.0404] chatter:

_spotify-connect

32.0404] chatter:
32.0404] chatter:
32.0405] chatter:
32.0405] chatter:

MDNSGW-EVENT:

MDNSGW-EVENT:
MDNSGW-EVENT:
MDNSGW-EVENT:
MDNSGW-EVENT:

._tcp.loca

MDNSGW-EVENT:
MDNSGW-EVENT:
MDNSGW-EVENT:
MDNSGW-EVENT:

_airplay._tcp.loca

APEH—ERZZEITDE, ThETF—IEIR—AICRELET,

push: adding ptr record to c
mdns_ptr_db:updated TXT reco
mdns_ptr_db:added/updated PT

push: adding ptr record to c
mdns_ptr_db:updated TXT reco
mdns_ptr_db:added/updated PT



APTF—EAR—AICRBEENTVWBRH—E AR, ROV RTHERTEEXT,
* AP#show mdns cache

CORFIXNODBEWLE, XOEHEFE. MDNSH— KR IIAAPHH—EREF v+ Y 1ICRE
LTWVWAB L% THHEERHRZRLTVETHYS. HIKERSBZ>TLVWET,

Rio, Y—EAR, Y—EAZ7ONAEZ—OMACT RL A, BRTFEL EVLANZBARRL
9,

<tfroot>

AP#show mdns cache

service_name service_provid
_airplay._tcp.loca
Samsung CU7000 55 TV._airplay._tcp.T
_spotify-connect._tcp.| ocal

ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._t

Total Services: 2
Total Service Providers: 2

service_name
client_mac

ap_mac ap_ether_mac wired is_rlan is_aaa_override

vl an

wlan_id ttl flags client_type record_type target site_name ap_location ssid type
Samsung CU7000 55 TV._airplay._tcp.Tlocal

EO: 03: 6B: 45: 8E: 26

00:00:00:00:00:00 00:00:00:00:00:00 true false false

11

16 3840 132 0 12 _airplay._tcp.local PTR
ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.local

EO: 03: 6B: 45: 8E: 26

00:00:00:00:00:00 00:00:00:00:00:00 true false false

11

16 3840 132 0 12 _spotify-connect._tcp.local PTR

BREY—EATONA X —(NAPI Y —ERETFTIVAL, APFEOH—ERZF+yv> a1l
T, BIOFIPETRLELSICTF—ER—-AILRETDE, Y—ERI—Y (BBRIZATH
Yy FNAR(ZYTRNY T YOAV TV EIS—RRAICAIY—RIVICEZS—LET, =
S—RREERTIZDEHIC, Y—ERI—HEFEZ0HTRairplayb—ERZFERALE T,



H—ERI—HREDA VL ABRBHTEREhD LS, Y —ERAI—FAIN S OEHREMDNS 7 O—
ZWFR T B2 IEOver the Ai(OTANT Y RFYTF Y HFRETL I,

Overthe Air¥ ¥ 7F ¥ Tlk, VLAN2ID DA VYL AVSA T N THBIH—EAIL—HH
mDNS?M802.11585%EMACT7 RL A% EHAL TmDNSO T —%#ZEEL., PPRLAEY>3>T
MDNSDIP7 RL AN BE L RKICERAE h, R—MHUDP5353TH'), mDNSYIT—RHT
airplayN ERENBEFETEE T, EEne LT, Y—ERI—HOMACT RLANIPF7 RL
AL EEIFERAEhEL L

No. Time Source Destination Protocol Length Info
r 1954 @1:59:02.016646 192.168.21.54 224.9.8.251 MONS 264 standard query

» 802.11 radio information
v IEEE 802.11 QoS Data, Flags: o...... TC
Type/Subtype: QoS Data (©x@028)
> Frame Control Field: ex88s1
.B00 0000 #e11 @9ee = Duration: 48 microseconds
Receiver address: Cisco_b3:26:af (6c:75:bd:b3:20:af)
Iransmitter address: ae:cs:15:dc:dd:s7 (a6:c5:15:dcidd:57)
Destination address: IPv4mcast fb (01:90:5e:00:00:fb)
Source address: a6:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
B55 Id: C1sco_b3:z2eiat (BC:/5:bd:D3:20:at)
STA address: a6:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
e . . 8880 = Fragment number: @
0000 0000 1101 .... = Sequence number: 13
Frame check sequence: @x00000000 [unverified]
[FCS Status: Unverified]
[WLAN Flags: 0......TC]
> Qos Control: ex1316
> HT Control (+HTC): exeepeb2ef
Logical-Link Control
Internet Protocol Version 4, Src: 192.168.21.54, Dst: 224.8.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353

Tquery)

Transaction ID: 9xee0e
» Flags: exeeee Standard query
Questions: 4
Answer RRs: @
Authority RRs: @
Additional RRs: @

~ Queries
» _companion-link._tcp.local: type PTR, class IN, "QU" question
» rdlink. tcp.local: type PTR, class IN, "QU" question
» _airplay. tcp.local: type PTR, class IN, "QU" question
> _sleep-proxy._udp.local: type PTR, class IN, "QU" question

mDNSH —E A1 —HH%—E AER

APFENY TH S, APHFIALAYLAMDNSIN T Y NEZETRIHEEBRATEET, F/N\NVIT
., EBRENEY—EANDSSE, 5iIOATY T TNTY RF Y TFYILRRENEY—ERALE
LCEDHARRENET, FAETNTVIMDNSTFNY TRERXDEBY) TT,

» AP#debug mdns events



<#froot>

Jul

18 02:

fl ex mdns

Jul
Jul
Jul
Jul

_airplay. _

18 02:
18 02:
18 02:
18 02:

04: 45 ker nel

» AP#debug mdns packets

[*07/18/ 2024

gw. Recieved wirel ess nidns

04: 45 ker nel
04: 45 ker nel
04: 45 ker nel
04: 45 ker nel

tcp.loca

[*07/18/ 2024
[*07/18/ 2024
[*07/18/ 2024
[*07/18/ 2024

02: 04: 45

packet

02: 04: 45
02: 04: 45
02: 04: 45
02: 04: 45

. 1824]

. 1824]
. 1824]
. 1824]
. 7442]

chatter:

chatter:
chatter:
chatter:
chatter:

VDNSGW EVENT:

VDNSGW PAK
VDNSGW PAK
VDNSGW PAK
VDNSGW PAK

query:
query:
query:
query:

0/3
1/3
2/3

' _conpanion-1link. _tc
'_rdlink._tcp.local’
' _sl eep-proxy. _udp. |
o/1"

E:AZT77E—ROAPTERENTY NF Y7 F vy 25|Z2#<ICE. CORFIXDB
FCatalyst 98000 A Y LA RO—FTCOARAZTI7E—RTCOTIELARA> NDEE



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html

Ea #SRBLTLEE LV, MacBookZFEHL TEENTY RF v S F v 28| E#H<HES
E. CORFIADN "TMacBookTHEZE/NT Y RFYTFYOURE, #5BLTLE
=L\,

AP, H—ERAI1—HYHASmMDNSUV T —%2FETSE, MDNSIRBEZERL., D4 VL ATiE
BELET, BB, TIOEARSAY MNAP)OMACT RLAEIP7 RLATEEREEESh, LY
—ERAI—YHY(DAVYLARIZAT>R) ODMACT7 RLATTAH, mDNSOIPF RL Ak, &
EVLTHEBY—EANEFTFNTVEIRETHEATIAET, 2FY, CONTYNEH—ERL
—HIZEEE N, MDNS/NT Y RNTT,

NTY RS, APAMDNSY —KR I A ELTEET S8, mDNSR— KNUDP 5353¢& &%
2. APHIPEOS 3> 0BDIPT RLAZFEAL TMDNS IP7 RLARIWICNT Y NZXETDH
EEWETEET,

No. Time Source Destination Protocol  Length Info
r 6077 ©1:59:15.050787 192.168.10.63 224.0.0.251 MDNS 720 Standard query response

> AiroPeek/OmniPeek encapsulated IEEE 802.11
> 882.11 radio information
~ IEEE 802,11 QoS Data, Flags: ......F.C
Type/Subtype: QoS Data (&x@028)
» Frame Control Field: exasez
.000 0000 9010 1100 = Duration: 44 microseconds
Receiver address: ab:c5:15:dc:dd:57 (a6:¢5:15:dc:dd:57)
Transmitter address: Cisco b3:2@:af (6c:75:bd:b3:28:af)
Destination address: a6:c5:15:dc:dd:57 (a6:¢5:15:dc:dd:57)
Source address: Cisco bS5:e9:d@ (@c:75:bd:bS:e9:de)
BSS Id: Cisco_b3:28:af (@c:75:bd:b3:28:af)
STA address: a6:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
Fragment number: @
2000 2000 9110 .... Sequence number: 6
Frame check sequence: exeeoeaeed [unverified]
[FCs status: unverified]
[WLAN Flags: ......F.C]
> Qos Control: Bx@ees

L]
n

» Logical-Link Control
‘Ffer-net Protocol Version 4, Src: 192.168.10.63, Dst: 224.8.8.251
»| User Datagram Protocol, Src Port: 5353, Dst Port: 5353
w Multicast Domain Name System (response)
Transaction ID: @xeeee
» Flags: ex8e0@ Standard query response, No error
Questions: @
Answer RRs: 3
Authority RRs: @
Additional RRs: @
v Answers
» _meta_response._mdns._gateway._ap._local: type TXT, class IN
> _airplay._tcp.local: type PTR, class IN, Samsung CU7@88 55 TV. airplay._tcp.local
» Samsung CU7000@ 55 TV._ airplay._tcp.local: type TXT, class IN

TSI I T eI e

APA 5 MmDNSH —E A B2

TFINYTH S, MDNSHREAY—EARDI—HICEFEhizCeMbLUET, BREOY—ERD


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html

—HICHTEIMONSHETH B EZREITSICE. T—ERAI—FOMACT RLRE., BEH
DT IEARLAZ NOMACT RLAZHERELET, ChoDXYE—2DF, RIERITFNYIT
BARTEATVWRIEITRENTVRRSIC, NTYRFFYTFYOROATY T TRLUIEK
SIC, Y—ERAI—YDOMACT RL AlE6c515dcdd57 T, 7V EARA 2 NOMACT RL Ak

0c75bdb5e9d0T 7,

<#root>
Jul 18 02:04:45 kernel: [*07/18/2024 02:04:45.7450] chatter: mdns response packet 599 |
a6c515dc dd570c75 bdb5e9d0

08004500 02490000 0000fall lddecOa8 0a3fcOa8 153614e9 14e90235 6b330000 80000000 00030000 00000e5f 6d6

BOFIERF, Y —ERAZ7ONA X —HVian 1M TEETELE S N, APHFVIan 10T, H—ERI1—
HAVIan 21 TiELEE N TWSFlexConnectd—AILAA Y F>F OmDNS/N Y N 7 0O—0OKIh
BTETLET,

ERY—EXAT7ONAE —

DAVLAH—ERATONAZ =G, BRI—ERTONA T —DOXNZALEF 2 <ELU &K
SICEEL. Y—ERAOTO-T T FIVAZEBLET. APRY—ERZF¥Y> 1L T,
T—ER—ALLREFLET, cOEIZIZTRE, mDNST—KhUI A 2RTITBAPH, ¥—E
AZ7ONAE =D IDA VL ARHTERITDAIBICENDLS ICH—EREZFEITBHNEHHALET

o

BBEY—ERA7ONARZT—EDA VYL AY—ERAZ7ONAFZ—DEVE, 80211 ThhTHS
NTY KD EDESICERERZINTT, XRONTY NTlE, VLANT1ODA VLAY —ERTS
ONA X —(WSP)A, EETMACT RLAEIPZ RLAZEOMDNS/NT Y NZEEEL., LD
mDNS MAC7 RL R&IPADDT, H—EANBEELTUVARNENER—KNUDP 53532 LT
EETDIHEEHRETEE,



No. Time Source Destination Protocol Length Info

| 6567 ©2:48:39.311587 192.168.11.55 224.8.8.251 MDNS 969 Standard query response 8xe@e® TXT, cache
e ———————————————————————————————————————————————————————————————————————————————————————

v IEEE 802.11 QoS Data, Flags: ....... TC
Type/Subtype: QoS Data (©6x0028)
» Frame Control Field: exasel
.P08 0000 PR11 000 = Duration: 48 microseconds
Receiver address: Cisco_b3:28:ae (Bc:75:bd:b3:20:ae)
Transmitter address: SamsungElect 6e:eb:@c (68:fc:ca:Ge:eb:fc)
Destination address: IPvamcast_fb (91:00:5e:00:00:fb)
Source address: SamsungElect Ge:eb:oc (68:fc:ca:6Ge:eb:oc)
H H T20:a8)
STA address SamsungElect Ge: eb ec (68: fc ca:be:eb:oc)
............ 9088 = Fragment number:
2919 1001 eeel .... = Sequence number: 657
Frame check sequence: @x00000000 [unverified]
[FCs status: Unverified)
[WLAN Flags: ....... TC]
» Qos Control: exooee
Logical-Link Control
Internet Protocol Version 4, Src: 192.168.11.55, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
v Multicast Domaln Name SySLem (response)
» Transaction ID: exeeod
> Flags: ex840@ Standard query response, No error
Questions: @
Answer RRs: 1@
nuthorlty RRs: @

gl RRs: 3
~  ANSWErs
» ed9583d2b239afaled7bee71e6c3710ddcfes769. _spotify-connect._tep.local: type TXT, class IN, cache flush

services. dns-sd. udp.local: type PTR, class IN, spotify-connect. tep.local
» _spotify-connect._tcp.local: type PTR, class IN, ed9583d2b23%afa3led7bee71leec3710ddcfes769. spotify-connect. tcp.local I
L atd - SpOT1Ty-Connec Cp.local: Type » Class IN, cache Tlush, prlority &, wel
I » Samsung CU708@ 55 TV. airplay._ tcp.local: type TXT, class IN, cache flushl

W

o

"

DAY LAY —ERAZ7ONA S —mDNSH—E R

APFINY A S, APFIA YL AMDNS/ST ¥ REBBL, 2BLEH—EREF—ZR—2
Lhﬁbﬂ?éﬁ/ﬁ&iﬁwuvéi?o

<#root>
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7785] chatter: MDNSGW-EVENT:

flex mins gw. Recieved wirel ess mins packet

Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT:

push: added ptr record to cache: srv_nane: _spotify-connect._tcp.loca

Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT: push: adding ptr record to c
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT: push: adding ptr record to c
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT: mdns_ptr_db:updated TXT reco
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT: mdns_ptr_db:added/updated PT
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT:

push: added ptr record to cache: srv_name: _airplay._tcp.loca

AP H—ERZFvv2193L, F—ER—ANBEE L, EET—ERA7ONAM T —H—FE



AEHEBLTHERN RENET, Chid. APOEBRY—ERATONA T —FT—ER—RAIZE,
SSID&E., Y4 hB (YA HRTAG) . RIERTZTOHOEARTAEDFHMIERNKRREND IO
T9,

<ffroot>

AP#show mdns cache

service_name service_provide
_airplay. _tcp.loca
Samsung CU7000 55 TV._airplay._tcp.local
_spotify-connect. _tcp.|l ocal

ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.loc

Total Services: 2

Total Service Providers: 2

———————————————————————————————————————————————————————————— PTR Records -------—-——-—------—-———— - ———-
service_name client_mac ap_mac ap_ether_mac wired is_rlan is_aaa_override

vl an

wan_id

tt]l flags client_type record_type target
site_nane

ap_Tlocation
ssid

type
Samsung CU7000 55 TV._airplay._tcp.local 68:FC:CA:6E:EB:0C 0C:75:BD:B3:20:A0 0C:75:BD:B5:E9:D0 false f

11

4320 132 0 12 _airplay._tcp.local m
DNSFI ex- Si t e- TAG

RemotelLocation
Servi ceProvi der

PTR
ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.local 68:FC:CA:6E:EB:0C 0C:75:BD:B3:20:A

11

4320 132 0 12 _spotify-connect._tcp.Tlocal

nDNSFI ex- Si t e- TAG



RemotelLocation

Ser vi ceProvi der

PTR

mMDNSI1—HH—EROTVEAPMDNST—RII A DOBER., TBHEY—ERX7ONAMFT—]
O a3 THBLEABREEF 2 EKELUTY, H—EARAI—YHAFmMDNSOI) ZEEL. AP
MDNSA T — R IT A& L THEEL, RERY—ERAOFHZELRREN Y—EAI—HIZEE
ehET,

754X 'JmDNS AP
HARRIZEICIDDTSAIUMDNS APA' HY), RD2o20D>aT#EITLET,

1. TXTOAPOMDNSTF—EXR—AE, BUHYARRTICBLTVWARYEFESAIEZRRI
LEF. LENF 2T, BAPOMDNSTF—EXR—ARELUTH' . mDNSH—ERAHN Kkbh
PlERFRDYFEREA

2. VE—HFOBFBATEBELEMDNSY —ERIZDVWTWLCICBAILET ( ChiFELDIER
THt), EEANTOAWLCE NS DY —ERAZFEATERTRLEA ),

T5A4RVAPL 2 72— LADEFEFTSAIVAPOERAN STVET, TXTOAPKZOY
4 hOVian 10RICHB L ZSBICBEVTLSEEL,

<#root>
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4852] chatter:

MDNSGW EVENT: flex mdns gw. Recieved wired ndns packet on vlan 10

Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4853] chatter: MDNSGW-EVENT:

Recei ved _heart beat

record. data: digest=f7adbb063c274f6e4219f3a36abf7f787075b7el
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4853] chatter: seq=355
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4853] chatter:

is_prinmary_ap=true

Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: Calculated digest=f7adbb063c

Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: Verified meta message
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: [0C:75:BD:B5:E9:D0]

Verified nessage from 3C: 57: 31: 55: E4: 28

Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: New pkt from 3C:57:31:55:E4:
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: mdns_gw_ap_mgr :: MdnsGwApMg

3C. 57:31: 55: E4: 28
] Received _meta_heartbeat with message: seq=355,

is_prinmary=true



9130mDNSAP#

show ndns ap-tabl e

AP_ETH MAC
Last_message_time Msg_seq

Is_primry_ap

3C. 57:31: 55: E4: 28
1721273666 363

YES

9130mDNSAP#

774X YMDNS AP, A4 RRITTHEBLIEY—ERE, T75A4/XUAPHFETRRY NT—
TJIZDOVWTHDAPICEBAHIL ET, mDNSIE®R/NTY RFELUT A NEZTHNOMOAPIZEET S
E,HLVWH—ERXZZFBLIESEEE. APTMDNSF ¥ V2 1 F—ER—ANEFHEIhET,

<#root>
Jul 18 03:41:26 kernel: [*07/18/2024 03:41:26.1021] chatter:

VDNSGW EVENT: f orwar d_packet: sendi ng packet on vlan 10

Jul 18 03:41:26 kernel: [*07/18/2024 03:41:26.1023] chatter:

send neta packet

177 | 01005e00 00fb3c57 3155e428 08004500 00a30000 0000fall 1469c0a8 0a3de000 00fbl4e9 14e9008f 450e00

WLCIZX T D7 Z 4 N JmDNS APF— XX — AN EH:

<#root>
Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3127] chatter: MDNSGW-EVENT:
ndns_gw visibility

:: MdnsGwVisibiTity: MDNS Stats Timer triggered
Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3128] chatter: MDNSGW-PAK: mdns_gw_visibility :: MdnsGwVi
Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3130] chatter: MDNSGW-EVENT: mdns_gw_visibility :: MdnsGw
Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3131] chatter: MDNSGW-EVENT: mdns_gw_visibility ::

MinsGWi si bility: sending ndns cache | APP payl oad. Total payl oads sent - 2



TZAXUAPASWLCICEBHENEY—EARRG, FHEhEY—ERZECHEREZRMLET,
H—EANERELFIEREZNLUTAP ( COBITRERY—ERAZTONAE— ) IC&K>TEEE
NIEBEE, FBEENLEHARDRYTEVLAN, LY —ERTONA X —BHFEENET, 7V
AV LAY —ERZ7ONAEZ—DBE. WLAN DRIY—ERXA7ONA X —AE#EHELTVS
WLANZ BRL £ 9

|;t--- 1* > Services® > mDNSI
& Clearall
Client T Connection T Site T WLAN/GLAN/RLAN T VLAN T
Record Name Y| TTlL{sec) YV ClentMAC T | Type Type APMACE® T |Tag ID ID Record Data
mDNSFle.
airplay._tcp.ocal | 4500 e003.6b45.8e26 | WIRED Wired 0000.0000.0000 |Site-TAG 1 11 Samsung CU7000 55
: mDMSFle... SRR ARR SR
spotify- - . . = 2d9583d2b23%afa30d
=Spotify= 4500 e0032.6b45.8¢26 | WIRED Wired 0000.0000.0000 |Site-TAG 11 1 il el TR
:onnect._tcp.local connect._icp.local
1 10 v O

WLC GUIA 5 DMDNSH —E RAEZ& U4
MDNSH—EAVARNZEICFAENEZVWT—ERAR

MDNSH—ERAVARERUS—ZFEATRIE, XY NT—ITHAENTVWAIMDNSH—ER
ZHETEXRT, CCTR. Y—EAVAMDINEOUTTHAZ N TVWELMDNSHY —ER%Z 7
IINEV T2l RLET,

T RNZAZXEEZRBLEATVRAHFATENRTVWEVT—EREZXRTTSICE. APTROTFN
VI ERBHMIILET,

+ AP#debug mdns errors
NS OmDNSH—E X

« I77LA -bds_tcp.d—AI
« _wake._tcp.A—AJL

Select mDNS Services TREE N /=Service LISt TEHRELBIREE N ABEVWEY, FAEhEFRA,

<#root>

Jul 18 03:46:41 kernel: [*07/18/2024 03:46:41.6986] chatter:
VDNSGW ERROR:  Handl e query:
service_string:_airplay-bds._tcp.local

not allowed by policy

. Skipping it.
Jul 18 03:46:53 kernel: [*07/18/2024 03:46:53.7270] chatter:

VDNSGW ERROR:  Handl e query:

service_string:6A:FC:CA:6E:EB:0C@0.0.0.0._wake._tcp.Tocal



not allowed by policy

. Skipping it.

B—EAERTOHNAR LMDNSY —EADKRE

BB —EAVARNFBEZFEE. WLCOMDNSRENH—EREZELI>IVICAUY R
NRZ2EMTDHBENBYET,

H—EANFWLCTH—ERELTEMEN, Y—ERAJANTINBRUPOUTTEIRE D &,
mDNSH—E AR < —%&S L TFlexConnect APIC 7Y 1&EnE T,

ChETSICR, YEGY—ERZERICELEL. "H—ERAOER, £9>3> 7T, ¥—ER
DAAZLBEY—EAXFFNZEBMTILEN BV ET,

COBITIE, "MDNSH—ERADARNI &EDOH—EATRFFA(Services not allowed per mDNS
Service List)y 20> 32 TmDNST— RV IAAPICK 2T 7 1) RUVTEnz2o0H—EA
ZEBMLEL

Quick Setup: Service Definition

Service Definition
Name*

Description

Service Type

_wake._tecp.local

MDNSH AR LY —EAER



FlexConnect MDNS7 U Yy o F— R

Z OmMDNSE— RiE, FlexConnectd—AHIAA Y FU T DAPOBERANSEBEENT—XNT T

19 OELTERDNZED, CORFIXINTEMDNST U YD U TE—RIZCDVWTIEFEBBAL

FHB Ao, FlexConnectd—HILAAYF T TmMDNSICH LTI VYU TE—REBRMICTR L
. APREBEEEIEBHSZELEMDNSNT Y NZ2B(CEIELET, ChsO/NT Y MNEEL
VIANH TOREDEENET, DFEV, mDNSHHEET B -HIClF, Y—ERZ7ONAMA—&H—
EXAI—H4NEUVLANRICFEETDSEN HVET, mDNST U YTk, VLANETIE#EE
LEtA

Flexconnect mDNS RO Y 77E— R

MDNSZMABE LBEVWLANEH V) £, ERICEMOWLANTESLERZFESE. WLANZ &
ICMDNSE— RdropZ R ETEE T, mMDNSROY 72 EMIZCT S &, mDNSIEFWLANIZ#ESE
heFNM AZBBLEEA,

(Contovnton > Togré Profien > WANs]
— Addvanced

O  sutus Neme overage Hole Detection O P 5
g : Sericel lser Airgnet IE @ 0 -
1 = fenese A o Load Balance (]
B ; . 5
h ] | k a

M . m r

I o .

mDNS RO Y 7*E— R



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



