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GUI TRDFIEZRITLET,

1. Troubleshooting > Radioactive Trace D JE(C#E & KT,

2. StartZ® 1) ¥ 2 L T, Conditional Debug Global StateZ B L £,

J.+EBMEIVYILET, RYTTFYTIA RIUNFEEERT, V547> NOMACT RL
AZANLET, FEOMACT RL A= (aabb.ccdd.eeff, AABB.CCDD.EEEE,
aa:bb:cc:dd:ee:ff, F7z(FAA:BB:CC:DD:EE:FF)Z#ERTZE X9, JRIC. Apply to DeviceZ
VY OLET,

4. 94T NCBBEZIEELIF4EBREEE T,

.EENFBERENES, GenerateZ VY ILET,

6.FHLVWRYTTYTI4 RIUNBAEET, BEI0P2BEOOTEERLET, (ZDHEE
IO Z2BMICITRIHERFIHYELA ). Applyto DeviceZZ Yy oL, 77 A4ILH0
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* * Radicactive Trace

Conditional Debug Global State: Started

ERENBDOEEF IOV T7AINERDIO—-RTS

CLI A5,

<#root>
WLC# debug wireless mac

<mac- addr ess>

monitor-time 600

7 —KN73 v 1lCra_trace_MAC_<mac-
address>_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log& WS BRTOFHLWVWT 7 1)L
FERENET,

<#root>
WLC# more bootflash:

ra_trace_MAC <mac-address> HHMVES. XXX ti nezone_DayWeek_Mont h_Day_year. | og

DHDEDICT7AI)N 2N —NICIE—TF S

<#root>
WLC# copy bootflash:
ra_trace_MAC <mac- address>_HHMMSS. XXX_t i mezone_DayWek_Mont h_Day_year. | og

ftp://username:password@<ftp-server-ip>/path/RATRACE_FILENAME. txt

BEMERNL—AOFMICOVWTIR, COVIESBLTLSEET VL,

TR 70—

LWADBIMES FUAICOVWTE, COBEHESRLTSEEL,


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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<#root>
MAC: aaaa.bbbb.cccc

Associ ation received

. BSSID d4e8.801a.3063, WLAN LWA-SSID, Slot 0O AP d4e8.801a.3060, APD4E8.8019.608C, old BSSID d4e8.801a.
MAC: aaaa.bbbb.cccc Received Dotll association request. Processing started,SSID: LWA-SSID, Policy profi
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS

MAC: aaaa.bbbb.cccc Dotll ie validate ext/supp rates. Validation Passed for Supported rates radio_type
MAC: aaaa.bbbb.cccc WiFi direct: Dotll validate P2P IE. P2P IE not present.

MAC: aaaa.bbbb.cccc dotll send association response. Framing association response with resp_status_code
MAC: aaaa.bbbb.cccc Dotll Capability info bytel 1, byte2: 14

MAC: aaaa.bbbb.cccc WiFi direct: skip build Assoc Resp with P2P IE: Wifi direct policy disabled

MAC: aaaa.bbbb.cccc Clearing old call info.

MAC: aaaa.bbbb.cccc dotll send association response. Sending assoc response of Tength: 161 with resp_st
MAC: aaaa.bbbb.cccc

Associ ati on success.

AID 1, Roaming = True, WGB = False, 11lr = False, 1llw = False Fast roam = False
MAC: aaaa.bbbb.cccc DOT11l state transition: S_DOT11_ASSOCIATED -> S_DOT11_ASSOCIATED

—
N
oyl
g&

il
=

<tfroot>

MAC: aaaa.bbbb.cccc Starting L2 authentication. Bssid in state machine:d4e8.801a.3063 Bssid in request
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_L2_AUTH_IN_PROGRESS

MAC: aaaa.bbbb.cccc L2 Authentication initiated. method WEBAUTH, Policy VLAN 0, AAA override =1
[aaaa.bbbb.cccc:capwap_90400002] -

authc_list: forwebauth

[aaaa.bbbb.cccc:capwap_90400002] - authz_list: Not present under wlan configuration

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT
MAC: aaaa.bbbb.cccc IP-Tearn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_COMPLETE

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT
MAC: aaaa.bbbb.cccc

L2 Authentication of station is successful.

, L3 Authentication : 1

DZAT > RHFIPTRLAZEN)H TSNS

<tfroot>

MAC: aaaa.bbbb.cccc Client state transition: S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS
MAC: aaaa.bbbb.cccc IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_COMPLETE
MAC: aaaa.bbbb.cccc

Received ip |l earn response. nethod: | PLEARN METHOD DHCP



L358R

<{froot>

MAC: aaaa.bbbb.cccc Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS
MAC: aaaa.bbbb.cccc

L3 Authentication initiated. LWA

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT

VAT RN IPTRLAZIWEBTS

<{froot>

RX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
TX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
RX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
TX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
RX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
TX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
RX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
TX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
MAC: aaaa.bbbb.cccc IP-Tearn state transition: S_IPLEARN_COMPLETE ->

< <0 n <<u0nun

S_| PLEARN_COWPLETE

R—Z )l

<#root>
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

HTTP GET request

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

Parse GET, src [X. X X.X] dst [Z.Z.Z.Z] url [http://connectivitycheck.gstatic.conigenerate_204]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 Read complete: parse_request return 8
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 Param-map used: Twa-parameter_map
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

State GET_REDI RECT -> GET_REDI RECT

[...]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

GET rcvd when in GET_REDI RECT state



[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
HTTP CET request

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
Parse GET, src [X. X X. X] dst [192.0.2.1]

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
Par am map used: | wa- paraneter_nap
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

State GET_REDI RECT -> LOG N

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
Sendi ng Webauth login form

, len 8076
[...]
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

POST rcvd when in LOA@ N state

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

St at e AUTHENTI CATI NG - > AUTHC_SUCCESS

url [https://<virtual-ip-address>: 443/ ogin. htm ?redirect=http:

Read complete: parse_request return 10

get url: /Togin.html

Read complete: parse_request return 4
Param-map used: Twa-parameter_map

State LOGIN -> AUTHENTICATING

45876/176 I0 state READING -> AUTHENTICATING
Param-map used: Twa-parameter_map

WLCHEHBIIY RVZAT NIEREhDBHREVNET S

<#froot>

[aaaa.bbbb.cccc:capwap_90400002]

Aut hc success from WebAut h, Auth event success

[aaaa.bbbb.cccc:capwap_90400002] Raised event

APPLY_USER _PROFI LE

(14)

[aaaa.bbbb.cccc:capwap_90400002] Raised event RX_METHOD_AUTHC_SUCCESS (3)

[aaaa.bbbb.cccc:capwap_90400002] SM will
[aaaa.bbbb.cccc:capwap_90400002] SM will

Aut henti cati on Success

not send event Template Deactivated to PRE for OxAE000012
not send event Template Deactivated to PRE for OxAE000012

Resolved Policy bitmap:4 for client aaaa.bbbb.cccc



Applying Attribute :

usernane 0 "cisco"

Applying Attribute : aaa-author-type 0 1 (Ox1)

Applying Attribute : aaa-author-service 0 16 (0x10)

Applying Attribute : clid-mac-addr 0 3a e6 3b 9a fc 4a
Applying Attribute : addr 0 0xacl04206

Applying Attribute : addrve 0 "p€"

Applying Attribute : addrvé 0 " ?I??"

Applying Attribute : addrvé 0 " ?I??"

Applying Attribute : addrvé 0 " ?I??"

Applying Attribute : target-scope 0 0 [client]

Applying Attribute : audit-session-id 0 "1A4210ACO000001C5B12A51C"
Applying Attribute : aaa-unique-id 0 28 (0Ox1lc)

Applying Attribute : client-iif-id 0 4261415483 (0xfe000a3b)
Applying Attribute :

vlan-id 0 100 (0xa63)

Applying Attribute : session-linksec-secured 0 False
Applying Attribute : nas-ip-address 0 0x0

Applying Attribute : nas-ipv6-Address 0 ""

Applying Attribute : interface 0 ""

Applying Attribute : port-type 0 19 [802.11 wireless]
Applying Attribute : nas-port 0 10014 (0x40eba)
Applying Attribute :

cisco-w an-ssid 0 "LWA-SSI D

Applying

w an-profile-name 0

Attribute :

"LWA- SSI D'

Applying Attribute : dnis 0 "d4-e8-80-1a-30-60:LWA-SSID"
Applying Attribute : formatted-clid 0 "3a-e6-3b-9a-fc-4a"
Applying Attribute : bsn-wlan-id 0 16 (0x10)

Applying Attribute : nas-identifier-wireless 0 "LWA-SSID"
Applying Attribute : timeout 0 86400 (0x15180)

Applying Attribute : priv-1vl 0 1 (Ox1)

Applying Attribute : timeout 0 86400 (0x15180)

Applying Attribute :

met hod 0 1 [webaut h]

Applying
Applying

Attribute :
Attribute :
[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr username(45

clid-mac-addr 0 3a e6 3b 9a fc 4a
intf-id 0 2420113410 (0x90400002)

[aaaa.bbbb.cccc:capwap_90400002] SM Notified attribute

Add/ Updat e usernane ci sco

[aaaa.bbbb.cccc:capwap_90400002]

Recei ved User-Nane cisco for client aaaa. bbbb. cccc

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr auth-domain
[aaaa.bbbb.cccc:capwap_90400002] Method webauth changing state from 'Running' to 'Authc Success'
[aaaa.bbbb.cccc:capwap_90400002] Context changing state from 'Running' to 'Authc Success'



[aaaa.bbbb.cccc:capwap_90400002]

User name ci sco received

[aaaa.bbbb.cccc:capwap_90400002]

W.AN I D 16 recei ved

WLCHEHZENLETI Y ROSATNII—Y7O7 74N 2 BRI

<#froot>

Applied User Profile: aaa-author-type 0 1 (0x1)

Applied User Profile: aaa-author-service 0 16 (0x10)
Applied User Profile: clid-mac-addr 0 3a e6 3b 9a fc 4a
Applied User Profile: target-scope 0 0 [client]

Applied User Profile: aaa-unique-id 0 28 (0Oxlc)

Applied User Profile: client-iif-id 0 4261415483 (0xfe000a3b)
Applied User Profile: vlan-id 0 100 (0xa63)

Applied User Profile:session-linksec-secured 0 False
Applied User Profile: nas-ip-address 0 0x0

Applied User Profile: nas-ipv6-Address 0 ""

Applied User Profile: interface 0 ""

Applied User Profile: port-type 0 19 [802.11 wireless]
Applied User Profile: nas-port 0 10014 (0x40eba)
Applied User Profile:

cisco-w an-ssid 0 "LWA-SSI D'

Applied User Profile:

w an-profile-name 0 "LWA-SSI D'

Applied User Profile:nas-identifier-wireless 0 "LWA-SSID"
Applied User Profile: priv-1vl 0 1 (0x1)

Applied User Profile: method 0 1 [webauth]

Applied User Profile:

clid-mac-addr 0 3a e6 3b 9a fc 4a

Applied User Profile: intf-id 0 2420113410 (0x90400002)
Applied User Profile:

usernane 0 "cisco"

Applied User Profile: bsn-wlan-id 0 16 (0x10)

Applied User Profile: timeout 0 86400 (0x15180)

Applied User Profile: timeout 0 86400 (0x15180)

MAC: aaaa.bbbb.cccc Link-Tocal bridging not enabled for this client, not checking VLAN validity
[aaaa.bbbb.cccc:capwap_90400002]

User Profile applied successfully - REPLACE

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr method(757)



[aaaa.bbbb.cccc:capwap_90400002]
Rai sed event AUTHZ_ SUCCESS (11)
[aaaa.bbbb.cccc:capwap_90400002]

Cont ext changing state from'Authc Success' to 'Authz Success'

WebsBFEA' T T LKL &

<#root>
MAC: aaaa.bbbb.cccc
L3 Aut hentication Successful.

ACL:[]
MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING ->

S _AUTHI F_WEBAUTH_DONE

IVRIOZATNIERENDAAAREM

<tfroot>

[ Applied attribute : username 0 "

ci sco

"]

[ Applied attribute : bsn-wlan-id 0 16 (0x10) ]

[ AppTlied attribute : timeout 0 86400 (0x15180) ]
[ AppTlied attribute : timeout 0 86400 (0x15180) ]
[ AppTlied attribute :bsn-vlan-interface-name 0 "

myvl an
n ]

TIROZAT > MO RunIREEICHE D

<tfroot>

Managed client RUN state notification: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS ->

S_CO_RUN

— BB RS TS 1I—FATDIFUHA



Authentication failures

ZREH

c RRENTVWBR—ZIT, ELWILFI¥I)LZ ANTSE TAuthentication Failed
ERREND,

« WLCIZ "Web Auth Pendings IREED VA T RAFRRENTVET,

s RIIOART SV AR=IDHFBEI-—HICRRENET,

WLC RANL—A

<tfroot>

[aaaa.bbbb.cccc][
[aaaa.bbbb.cccc][
[aaaa.bbbb.cccc][
[aaaa.bbbb.cccc][

X]capwap_90400002 Param-map used: lwa-parameter_map
X]capwap_90400002 State LOGIN -> AUTHENTICATING
X]capwap_90400002 40828/176 IO state READING -> AUTHENTICATING

X.X.X.
X.X.X.
X.X.X.
X.X.X.X]capwap_90400002

Par am map used: | wa- paraneter_nap

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 State AUTHENTICATING ->

AUTHC FAI L [1 NVALI D CREDENTI ALS]

[aaaa.bbbb.cccc:capwap_90400002] Authc failure from WebAuth, Auth event fail
[aaaa.bbbb.cccc:capwap_90400002] (Re)try failed method WebAuth - aaaa.bbbb.cccc
[aaaa.bbbb.cccc:capwap_90400002] Method webauth changing state from 'Running' to 'Authc Failed'

HRY)1—->3>
FYRND—OFBEAADT 7 ZINDAAAT R ARNAWLCEREICFET D 2B LR,
GUI TRDFIEZRITLET,

1. Configuration > Security > AAA > AAA Method List > Authorization®D JBIZEIRL £F, +
Addz oY O LET,
2. KDKRSICHELET,
1. FRUVARNE : F7#)ILb
2. 4 7" : network
3.IN—=T%247 :0—-H)l
3. Apply to Devicez VU Y JLET,



Quick Setup: AAA Authorization x

Method List Name* I default I

Type* I network v I )

Group Type I local - I @

Authenticated D

Available Server Groups Assigned Server Groups

radius

Idap

tacacs+
802.1x-group
ldapgr

AMEL
(<] [J (] o

I Configuration = > Security™ > AAF{ Show Me How °
+ AAA Wizard
Servers | Groups AAA Method List AAA Advanced

Authentication

I Authorization

i Narme T Type Y Group Type T Groupl T Group2 T Group3 T Groups T
Mnuuwng

[D aefault NEtwork ocal NiA T NI MR I

CLI A5,

<tfroot>

WLC# configure terminal
WLC(config)# aaa authorization default network Tocal

R=ZILBFI—HFICRERRENBWVWA, ITATNEIEREENRTVELSICRR
%

IVRIZATRDSRETHARMDHZENME
s IVRIZATURNETNA A% "HEEUEH ELTERBLET,



« IVRIZATYNIR=ZIHFRRENEZ,
IRIZATRNEILTFOIYILEAADLERA,
IVRIZATRIIPT RLAAEYHETShTWVWS,
WLCIC "Runy REDIVZA T2 M RRENETT,

WLC RARNL—A

DZATNEEINETSNEIPPRLAZESFEL, WLCETIKIC "TRuny REICBITLET
o I—HEBMEE, IVRIZFATUNIEN)ETSNEVLANOHERRLET,

<#root>
MAC: aaaa.bbbb.cccc

Client IP learn successful. Method: DHCP IP: X X X X

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr addr(8)
[aaaa.bbbb.cccc:capwap_90400002] SM Notified attribute Add/Update addr X.X.X.X
MAC: aaaa.bbbb.cccc IP-learn state transition:

S | PLEARN | N_PROGRESS -> S_| PLEARN_COVPLETE

MAC: aaaa.bbbb.cccc Received ip learn response. method: IPLEARN_METHOD_DHCP
[ Applied attribute :bsn-vlan-interface-name 0 "

nyvl an

"]

[ Applied attribute : timeout O 1800 (0x708) ]

MAC: aaaa.bbbb.cccc Client QoS run state handler

Managed client RUN state notification: aaaa.bbbb.cccc

MAC: aaaa.bbbb.cccc Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN

HRYY)1—-3>
Web R S —HAWLANTERICHE > TVWAZEZBELET,
GUI TXOFIEZEITLET,

1. Configuration > Tags & Profiles > WLANs®D JEIZ&IRL £9,

2. LWA WLANZEIRL £,

3. Security > Layer 3D JEIZEIRL £,

4. Web PolicyF T Y JRY DANFBRMICBE>TWA L ZBABLET,



] ey

Selacted WLANS : 0 Ad
m]} =T T DO b i o Layer3
O '+ LwA-SSID * 16
1 . | wess sy [=]|
B
B
=
Web RS —ZBMICTBURENHB
CLI A5,
<#root>

WLC# configure terminal

WLC(config)# wlan

<w an>

WLC(config-wlan)# shutdown
WLC(config-wlan)# security webauth
WLC(config-wlan)# no shutdown

R=ZNUAI-HFICRRENT, IF4T2 bAERLEL
IVRISATURDSRETDALEMNH 2B
» IVRISATU N, FNAAT A TEREAXTVDZEEZRBLET,

TITORIOZAT U NMIR=ZILNFRRENEV,
TITORIZGATNIIPZRLAFEIHETShTLWEW
WLCIZ "Webauth Pendings SRED IV ZA T RHFRRENET,

HRY)1—->3>

HREBHTTPHTTPSH—NZEBMILET, KY RT—VD0Z—XICRLICRBITBHIC, &



OHTTPHTTPSH—NZEMI_TDUEN HDDI E LI &EEHTEDLSICHYELE,
HTTPOEZEDE A VK DAY R—RENTVS 28, WebRIEDHTTPHE KU HTTPSER DX
EOFHMBICOVTER., SOV OESBLTLSEEZY, EEXIE., HTTPIEwebadminlZ @ & fEA
TZ. HTTPIZwebauthiCEHATE £ 9,

HTTP7 O A EHTTPS7 7t ADEAS TERT/NA ABE EWebBELZFFAI T2 (CIE, CLINS
RDFIEZRITLET,

WLC# configure terminal
WLC(config)# ip http server
WLC(config)# ip http secure-server

AE  ChsOY—/NOmMFEEMIILTE, WLCHOIZ 74 D)1 —HF(12—-TT
A AGUNZTIEATETRE A,


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635

I2RIZAT2RHFIP7 RLAZEEFL TLEL

IVRIZATRDSRETHARMDHZEE

« I2RIZATRE. TFNAANIPT RLADEE ZHENICHATWVWD L ZBEBL X

9,
« WLCIC TIPZ—Z27 1 REDIVSAT > MNRRENET,

WLC RARNL—A

F77—BLDOTAAANIVER,

RX: DHCPv4 from interface capwap_90400002 on vlian 100 Src MAC: aaaa.bbbb.cccc Dst MAC:
TX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC:

HREY1-—->3>
B :ARUS—7O77A4IICELVWLANAZE) ¥ TSN TWA I EEZBELET,
GUI TXOFIEZEITLET,

1. Configuration > Tags & Profiles > Policy® JEIZ#IRL £ 9,
2.FEHATARRV—7TO7 74N %EERLET,

3. Access PoliciesiCBEIL £ 9,

4. BH)EVLANZBIRL £ T,

FEFF. FEFF.FFFF s
FEFF. FEFF.FFFF s



Ii.‘:\-r':l ration ™ »  Tags & Profiles~ > Policy I Edit Policy Profile i

A Disabling a Policy or configuring it in "Enabile

Admin T Associated © T

Status Policy Tags Policy Profila Name Genera Accless Policies QOS and AVC Mobility Advanced

o o » Iwa-policy_profie El
n) @ T ——— RADIUS Profiling (m] NLAN
1 0w HTTP TLV Caching D Bk i
DHEP TLV Caching a e e
WLAN Local Profiling
URL Filters @
et @
Fre Auth | @
cal Subscriber Policy Mame ~ B8
ot Al » | B
VLAN
WVLANMNVLAN Group 100 D
Multicast VLAN Entar Multicast VLAN

O Cancel | B Update & Apply to Device

CLI A5,

<#root>
WLC# show wireless profile policy detailed

<policy-profile>

PoTlicy Profile Name

<policy-profil e>

Description

<policy-profil e>

Status : ENABLED
VLAN

VLAN- sel ect ed

WLC# configure terminal
WLC(config)# wireless profile policy

<policy-profil e>

WLC(config-wireless-policy)#

vl an <correct-vl an>



2B - YN EATEBDHCPT — /LA FEID L ZHABLET. TORELIETRMZ
BFELET. RANL—AR, EDOVLANDHCP DORAZ Ot AN RITENTWEI L ERLET,
COVLANAEULWVLANTH B EZHIBLET,

DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff src_i
DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.Y.Y,
DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff src_i
DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.Y.Y,

NABIARXRENLER—ZINFLT RIOZAT U MIRRENEZY
IVRIOZATVRDSRETHHABEMEDHDENE

s WLCOT 7 A RR—ZILHFRRENET,
HRYY1—->3>

5 : HAZI A RENT-WebFRAE/NTA—ZI Y TZWLANFEAL TWA ZE ZHBLET

o

GUI TRDFIEZRITLET,

1. Configuration > Tags & Profiles > WLANsSDJEIZ#IRL £9,
2. UARNASWLANZEIRLE T,

3. Security > Layer 3O JEICEIRL £,

4 NAZI A RENTWebFRAENT A —EI Y T ZBRLET,



Edit WLAN =

&

[omrguaton > Toge & proes > i)
a ——— ; T P e
Salectsd WLANS : 0 e —
o S== T s L v ar Layer3
(] +] LWA-SSID w16 —
=]

NABLNTX—=EI Y THERENELL

CLI A5,

<tfroot>

WLC# show wlan name LWA-SSID
WLAN Profile Name : LWA-SSID

[...]
Security:
Webauth Parameter Map :

<par anet er - map>

WLC# configure terminal
WLC(config)# wlan

<w an>

WLC(config-wlan)# security web-auth parameter-map

<par anet er - map>

2D H:Cisco.com Web R—Z A SHAIO—RTDHDAZINAAREN AT O—RIE, ¥EE
CBRETEMBETOISIVIA =T IAATREREELBZVCEICERLTLSEETY, —#&
2, ZBEECSSILARILETZITV, A X—20BMPEBRETS>SCEE2H#BOLET, 7L Y
N, PHP, ZEHOZE, ReactjsBZERFRPR—RENhTVELBA, DAXIAAEhTR—ZFI)
NOSATURNIRRENBEVWEESE., F74ILNOWLCR—2ZFEAL T, BENABEEI 1D
DEILZBRELTLKEETV, R—=FIINEEICRTRENEEE, FRATD EICE>TVSDA


http://cisco.com

A A RENER—=DTHR—REATLWEBEVEDNHYET,

BEWCHiAIAKRITA YL A NOA—F)2EATEHERF. DARIAXENLER—IHFIEL
SKRTPENDESIC, CLIEEALTHARINA RENIER—DEZEBMTD L EZHBHOLET,

<tfroot>

EWC# configure terminal
EWC(config)# parameter-map type

<par anet er - map>

EWC(config-params-parameter-map)# custom-page login device flash:loginsantosh.htm]l
EWC(config-params-parameter-map)# custom-page login expired device flash:loginexpire.html
EWC(config-params-parameter-map)# custom-page failure device flash:loginfail.html
EWC(config-params-parameter-map)# custom-page success device flash:loginsucess.html
EWC(config-params-parameter-map)# end

NAABIARENZR—ZIHF T RIZAT Y MIELKRRENEL
IVRITATU RN SRET DRSO S S EE

¢ NARIARENTZR—ZIHFELILIFVTENRZN (DFY, A X=DHFKRTEN
W),

= SUECED
TJO—NINFA—=2IY FITRBIPT RLAFEWHETSNTVWREZ2BAELET,
GUI TROFIEZRITLET,

1. Configuration > Security > Web Auth® JEIZiZIRL £9,

22 VAR STO-NINFX—2I YV T2BRLET,
BN—TFT 42T TERVMREIPT RLAZEML XY,


https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products

Edit Web Auth Parameter

| Configuration = > Security * > Wab Auth]

Paramater Mag Mame
(m T

Banner Tilhe

Banner Type W Moo Banner Text

e Upclat & Apply

TO-—NINZA=2IY TORBIPT RLAZIL—T 1 T TEEIPT RL AICKE

CLI A5,

<ffroot>

WLC# show parameter-map type webauth global
Parameter Map Name : global

[...]
Virtual-ipv4 :

<unrout abl e-i p>

[...]

WLC# configure terminal
WLC(config)# parameter-map type webauth global
WLC(config-params-parameter-map)# virtual-ip ipvé

<unrout abl e-i p>



BN AREBIPT RL Ak, WebfREEOT A R—DODUBALIRNTRLAEL TH
BELET. XY RND—TLOMOFT/NA ARKBLUIPEE DL ETET, WEBAR—HNCY
YEVITREE, W—TFTAIT—TINIBEETREETEETEA, LENDT
ARBIPEIL—TFT 1 I FBEIPTRLAELTRET DL E2HMBLET, REC5737IC
EREhTVREOETEFERTEE T,

R—ZJLIZ "Your connection is not secure/verify signature faileds &RRE N3
TIVRIOZATRDSRETHDAREMEDH D EE

s R=Z)ZR< &, BRI RETRVIEZRTIIS—HNIZATVNIRRENET,
s R—ZRIIBAEABZHEATDICENBECIATVET,

HoTHINEEWR


https://datatracker.ietf.org/doc/html/rfc5737

R—RI)IHFHTTPSO FICKRTREND N FRENBIFEEIE., SSL(Secure Socket Layer)iEBHE
ZEATIVEN HBDEZBRLET, COIRERE. RXAMHAEBICEET S EZRET
TBLEHIC. H—RN—F 1 OB CAICE > TRITENBDHBENHYWET, IV RISAT
DRHFOLFUOORIINEADLEY), R—ZI)Z2RRLEYTREEIC, EHZRHLET,
WLCICEEREZ T Y7 O—RTBICE,. cORFIXRNZSRBLTKEEV,

HRY)1—-3>

R, BDEBZHTTPHTTPSY—ERAZBREBLET, KYRT—IJD0Z—XIIRLICHRTS
EHIZ, EOHTTPHTTPSY —NZBMICITIXBENHDIDLZL VAL <FIHTEDLSICHE
WEL . WebiBREADHTTPE KVHTTPSERDREDFHFMICOW TR, 20UV I %SRL
TLEE L,

CLI A5,

WLC# configure terminal

WLC(config)# no ip http server
WLC(config)# no ip http secure-server
WLC(config)# ip http server
WLC(config)# ip http secure-server

2%B (FAEAWLCILELLKTYZ7O—REhTVBRZ L, BLTTOFVHBEOBFMAEL
WZEeZzHBRBLET,

GUI TRDOFIEZEITLET,

1. Configuration > Security > PKI Management® JE(ZEIRL £ 9,
22.VDARTRTARNRA N ZRELET
3. FMEeHR TS

[ - > PKI Management I



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635:~:text=Exits%20configuration%20mode.-,Configuring%20HTTP%20and%20HTTPS%20Requests%20for%20Web%20Authentication,-Information%20About%20Configuring
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635:~:text=Exits%20configuration%20mode.-,Configuring%20HTTP%20and%20HTTPS%20Requests%20for%20Web%20Authentication,-Information%20About%20Configuring

I F tion * ity ™ » PKIManagurmsﬂlI

Trusspaoinit Nafe T  Comdcato Roguests Kiry Gonarated T lssuing CA Authenticated T Used By

O0o0Oo

G

Certificates x Certificates x

CA Certificate Device Certificate

CA Certificate| Device C

CA Certificate Certificate
Available

Cert te Serial Number (hex): 81 ate Serial Number (hex): @2
Certificate Usage: Signature ate Usage: General Purpose
Issuer: Issuer:

5% <prganizational-unit> o= <organizational-unit>

cn: <common-name> cn= <common-name>
Subject: Subject:

o= <organizational-unit> MName :

Serial Mumber: 9217PVKUQ2B
seriallumber=9217PVKL2E+hostname=standalone
o+ <organizational-unit>

Storage: nvram:CiscoVirtual#2.cer
FHHOBENTANRA MO
B O

CLI A5,

<#root>
WLC# show crypto pki certificate

[<certificate>]

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=<Common Name>
o=<0rganizational Unit>
Subject:
cn=<Common Name>
o=<0rganizational Unit>
Validity Date:

start date: <start-date>

end date: <end-date>

Associ ated Trustpoints: <trustpoint>

3:WebAuth/N\ZX—R2X Y 7 THEATAHLHICEL VIEAENMBREATVSE 2 &, BRTRA



IPVATRA N BN EAERNORBECN)E —BITDCEZHALET,

GUI TRDFIEZRTLET,

1. Configuration > Security > Web Auth® JEIZiZIRL £,
2.FEATBINTA—EIVTZIARNDSERLET,
3. RNTFARNRKRAU MERBIPVARAREBNFELVWZ EZREEBLET,

[Contg E Ty Web Adth | Edit Web Auth Parameter x

global unrasstable.ip:
Pacamitir Msp Namo
(] ghobal 100 rwitpaisge
' t 120 <emrtificate CH:
0O u}
o u]
O
8]
8]
o Banner Configuration
ks

RSARRKRAS D NEREIPVATRA N B DRSS
CLI A5,
<ffroot>

WLC# show run | section paramter-map type
<type> <nane>
parameter-map type

<type> <nane>

[...]

virtual-ip ipv4

<unrout abl e-i p> <certi fi cat e- conmon- nane>

trustpoint

<t rust poi nt >



BYIE R

« O—H)IWebFIFDERE

« WebX—RAFFEF(EWC)

Catalyst 9800 WLCTDWebFREAR—ZIDHAZIAL X
Catalyst 9800 WLCTOCSREFFAENDERKERX T O—R
RBAR2—T I A ADFEE



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/m_configuring_virtual_interfaces.pdf
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/m_configuring_virtual_interfaces.pdf
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/m_configuring_virtual_interfaces.pdf
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/m_configuring_virtual_interfaces.pdf
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