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g AD/DHCP/CA/DNS/NTP

| CSR 1k ‘

Vlan210 (guest) OOB RDP

| |
=y &y j=

AP1 AP2
C9130AX C9130AX

Vlan 20 (data) |

Management client

RUE

COREFTIE, CI800NHFH L VRETTFIINZRMAL T, BELTOAT7AINERTEERL,
PETSUFICdtIXDET IV EAECWATART IV EAZRHLET, HROREZXONIC
RLET,



WLAN Profile: WP_Guest
5510x: Guest
Policy Tag: FT_CANOL | Layer 2: Security None
Layer 2: MAC Filtering Enabled
Authz List: AAA Authz-CPPM

Policy Profile: PP_Guest

Central Switching: Disabled

Central Auth: Enabled

Central DHCP: Disabled

Vian: guest (21)

AAA Policy: Allow AAA Override Enabled
AAA Policy: NAC State Enabled

AAA Policy: NAC Type RADILIS
AAA Policy Accounting List: Guest_Accounting

AP lain Profile: MyApProfile

AP NTF Server: 10.0.10.4

Site Tag: ST_CANO1
Enable Local Site: Off Flex Profile: FP_CANO1

Mative Vian 2

Palicy ACL: CAPTIVE_PORTAL_REDIRECT,
ACL CWA: Enabled

VLAN: 21 (Guest)

5GHz Band RF: Typical_Client_Density_r{_Sgh

RF Tag: Branch_RF

2GHz Band RF: Typical_Client_Density_rf_2gh

TANDAYLATFT U EACI800/NT X—Z DERFE

C9800 : 4" A M FHAAARRE

3 : Cisco Bug ID CSCvh03827I2 2\ T, ERENEFREL, &, 7HhooT142
AAA)H—NHFO—RNTZAENTVEBEVCEZRBRBELET, COXDZXAR,
ClearPass RADIUSK#IZT L TWLCO Y 2 IV IDOEHZEEICKEL TVWREHTT,

AT Y 7’ 1:Aruba ClearPass DMZH#—/\%#9800 WLCEREICEML . REARVARNEERLET
» [Configuration] > [Security] > [AAA] > [Servers/Groups] > [RADIUS] > [Servers] > [+Add] (B &)
L. RADIUSH—/\EEHZABDLET,


https://tools.cisco.com/bugsearch/bug/CSCvh03827

Create AAA Radius Server *®

Name* CPPM
Server Address™ 10.85.54.98

PAC Key

Key Type Clear Text v
Key* (@

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 5

Retry Count 3

Support for CoA [ENABLED .

ATYT2: TFANAODAAAY —NTN—TZERL., ATYT1L.TRELEY—NZEZOH—N
JI—7IZEIV) HTET, [Configuration] > [Security] > [AAA] > [Servers/Groups] > [RADIUS] >
[Groups] > [+Add] ICBEIL £ T,

Create AAA Radius Server Group x

Name* ‘ AAA_Radius_CPPM|

Group Type ‘ RADIUS

MAC-Delimiter ' none v

MAC-Filtering ‘ none v

Dead-Time (mins) ‘ 5

Source Interface VLAN ID ‘ 1 B

Available Servers Assigned Servers
' CPPM =

(5]
() (»)
5 )
(<) )

O Cancel = Apply to Device




ATYT3 AN TOVEAORAFARIVARNEEEL, ATY 2THERLEY—NTIL—T%
NYE>JLET, [Configuration] > [Security] > [AAA] > [AAA Method List] > [Authorization] >
[+Add] ICBEIL £9, Type NetworkZiEIRL . RIZAT Y 72TERE L 1=AAA Server Group %z &
RLUET,

Quick Setup: AAA Authorization

Method List Name* ‘ AAA_Authz_CPPM ‘
Type* ‘ network v ‘ )
Group Type ‘ group v ‘ @

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups

| radius | AAA_Radius_CPPM
Idap
tacacs+

ojolcls
EEE

=] Apply to Device

ATV T4 FANTORCARAOT I T4 ITBFERVANEERL, ATY T2THERL =Y
—NTIN—72IYE>TLET, [Configuration] > [Security] > [AAA] > [AAA Method List] >
[Accounting] > [+Add] ICBEBILE T, ROY FRX U XZ1—7h 5[Type ldentity] Zi#IRL ., RIC
AT Y T2TREL Z[AAA Server Group] ZiEIRL £,

Quick Setup: AAA Accounting X

Method List Name* AAA_Accounting_CPPM
Type* [ identity v @
Available Server Groups Assigned Server Groups
| radius AAA_Radius_CPPM —
> - - A~
Idap g
tacacs+ L [7]
>) B
(«) E

= Apply to Device

C9800 : UA AL U a>ACLORRE



DAAL Y KNACLIE, EORTZTAVIETARKR=ZRIICIVAANLINTEIRENHIHLEE
#ZL, UFALIKNELTEBBRTESDELDICLET, COFE, ACLdenylE VR AL UKL
NAAL—ONANAZZEKRL, permitE R—ZILAODURA LI RNEERLET, NTFT1Y
DOZAZEW, TOEAONO=ILIYNJACE)ZER L, ABDRNT T4V OEHIRND
74V ODHEAIC—BTBACEZERTAIBIC, NZT71 VIO FaAZZERBITBIHXENBYET

o

[Configuration] > [Security] > [ACL] (C#& L. CAPTIVE_PORTAL_REDIRECTE WS ZRIDHF L
WACLZEZLFT, ROACETACLZRELE T,

. ACE1: X 7 | @ Internet Control Message Protocol(ICMP)NZ 7 4 v O VR AL O N&INA
NATEBDELSICLET, EICFETREEZRIEITDLOICERAEINET,

. ACE10, ACE30:DNSH%—/Y10.0.104NOMNAFEDNSKZ 74 v o7 0O0—%Z5FAL, R—24&
WCUAALIRENBVWKRSICLET, YART7O—Z2NUH—FBICE. BEDOLEHD
DNSILY VT Y T ERITRENI VETT,

. ACE70, ACES80, ACE110, ACE120:1—HICAR—ZRIINZRRTDEDIC, TYARNF YT T
1 TR=BZIIADOHTTPE KRPHTTPS7 VA %ZHFALET,

- ACE150: ¥ XTOHTTPRZ 714 Y Y (UDPR—K80 ) FURALIKRNENET,

Sequence v Source v Source v Destination + Destination Source ~ Destination
A Action IP Wildcard IP Wildcard Protocol Port Port

1 deny any ey icmp

10 deny any 10.0.10.4 udp eq domain

30 deny 10.0.10.4 any udp eq domain

70 deny any 10.85.54.98 tcp eq 443

80 deny 10.85.54.98 any tcp eq 443

110 deny any 10.85.54.98 tcp eq www

120 deny 10.85.54.98 any tcp eq www

150 permit any any tcp eq www

C9800 : #AMWLANZ'O7 74 ILDOERE

AT ¥ 71:[Configuration] > [Tags & Profiles] > [Wireless] > [+Add] ICBEBLET. TYARNI T A
T NABEENTASSID "Guesty O7O—RF v AREFEAL T, HLWSSIDZ7OT7 71
WP_GuestZ{ER L £,



General Security Advanced
Profile Name* _ WP_Guest _ Radio Policy All v |
SSID* | Guest ' Broadcast SSID

WLAN ID* 3

Status enaslep [

= Apply to Device

[E U[Add WLAN] & 4 7O4 T, [Security] > [Layer2] X 7 ICBBHL E T,
-LAY2eF1)F14E—R &L
-MAC 714 )LRVV T . B

—EFAURAN : ROY 7 AU XZ1—H SAAA Authz_CPPM ( AAARREN—ZELTATY S
3TEE)

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Lobby Admin Access

Layer 2 Security Mode None - _

Fast Transition _ Adaptive Enab...
MAC Filtering v

— Over the DS

OWE Transition Mode o )

Reassociation Timeout 20
Transition Mode WLAN ID* 1-4096
Authorization List* AAA_Authz C v | ()

=] Apply to Device

C9800 : FARRVS—7TO7 71N DER



C9800 WLC GUIT, [Configuration] > [Tags & Profiles] > [Policy] > [+Add] BB L £7,
[Name] : PP_Guest

AT—8X B

RRAAYF>Y : Disabled

RRERELE : AR

# RDHCP:Disabled

R B8E 1T : Disabled

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* ‘ PP_Guest | WLAN Switching Policy

Description ‘ Policy Profile for Guest| Gentral Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Central Association
CTS Policy Flex NAT/PAT
Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Apply to Device



Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

Name* PP_Guest WLAN Switching Policy
Description Profile for Branch Guest Central Switching @ ossasLeo
Status @ oisasLep Central Authentication enasle [

Passive Client @ oisasLep Central DHCP @8 oiseeleo

Encrypted Traffic Analytics @ oisasLep Central Association @8 oisasLep

8

CTS Policy Flex NAT/PAT @ oisasLeo
Inline Tagging

SGACL Enforcement

Default SGT 2-65519

Apply to Device

[& U[Add Policy Profile] & 4 7 0% ®[Access Policies] 2 7 ICBEB L £9,

-RADIUSZ'O77A4VT . B

-VLANNVLANS JL—7" : 210 ( D£ V. VLAN210@ &7 5> FO5—>a> s ANO—A)
VLANT Y )

3 : FlexA D47 A MVLANK:, VLAN®D T ®9800 WLC TVLAN/NLANY )L—7" R 4 7VLANE
STERTILERHY)EHEA,

BEH DO B &:Cisco Bug ID CSCvn48234 T &, [ UFlex”' A RVLANA'WLC D T & & UFlex7 O
T77A4ILTERENTVWSIHES, SSDF7O—RFYAREhFERA,


https://tools.cisco.com/bugsearch/bug/CSCvn48234

Add Policy Profile »®

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling v WLAN ACL
HTTP TLV Caching IPvd ACL N |
DHCP TLV Caching )
IPv6 ACL v |
WLAN Local Profiling
URL Filters
Global State of Device ® - !
Classification Pre Auth - |
Local Subscriber Policy Name ¥ Post Auth | ¥ |
VLAN
VLAN/VLAN Group 210 -
Multicast VLAN [ Enter Multicast VLAN |

[E U[Add Policy Profile] &4 74 T, [Advanced] R 7 IZBEBL £7,
-Allow AAA Override : B %

-NAC State : B3

-NACZ 1 7" : RADIUS

~FHhOFT 14> —% : AAA_Accounting_ CPPM ( AAASREND —ZE L TATY T4TER )



Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile -
Session Timeout (sec) 1800 mDNS Service -
Paolicy \
Idle Timeout (sec) 300
Hotspot Server v
Idle Threshold (bytes) 0

User Defined (Private) Network

Client Exclusion Timeout (sec) |v| | go
Status

Guest LAN Session Timeout
Drop Unicast

DHCP
Umbrella

IPv4 DHCP Required T
Umbrella Not Configured v
Parameter Map \

DHCP Server IP Address Clear

Flex DHCP Option
Show morg >>> for DNS
Redirect

Allow AAA Override v WLAN Flex Policy
bl ) Z VLAN Central Switching
RADIUS
il ol Split MAC ACL v
Policy Name default-aaa-policy x w '
! Air Time Fairness Policies
Accounting List AAA_Accounting_( v | () x

2.4 GHz Policy -

3 : C9800 WLCA'RADIUS COAX Y £—C ZZ T AND CENTEBDLSICTBICIE,
[Network Admission Control (NAC) State - Enable] A" % E T T,

C9800-RUS—&Y

C9800 GUIT, [Configuration] > [Tags & Profiles] > [Tags] > [Policy] > [+Add] ICBEL £,
-Name : PT_CANO1

-HB:CANO1T S FHA hORI S —2Y

FLUA A 7OYKY 2 AD[Add Policy Tag] T. [WLAN-POLICY MAPS] ® FD[Add] 41U v &
L. UBIICHERLUEWLANZOZ7 7 AL ERUS—TO77AILICIYESTLET,



-WLANZ7'O7 74 )l : WP_Guest

—-RY>—7’O7 74 ) : PP_Guest

Add Policy Tag x

Name* PT_CANO1

Description Policy Tag for CANO1

V¥ WLAN-POLICY Maps: 0

WLAN Profile ~  Policy Profile v

0 10 « |items per page No items to display

Map WLAN and Policy

WLAN Profile* WP_Guest v I Policy Profile* PP_Guest =

RLAN-POLICY Maps: 0

=| Apply to Device

C9800:APMMAZO7 7 1)L

C9800 WLC GUIT, [Configuration] > [Tags & Profiles] > [AP Join] > [+Add] BB L %7,

-Name : Branch_AP_Profile

-NTP #—/Y:10.0.104 ( ZARRNROPRZSR )., chlFd,. 75 0FOAPHFEHICHERATS
NTPH—/\T,



Add AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS

Name* Branch_AP_Profile OfficeExtend AP Configuration
Description Branch AP Join Profile Local Access "

LED State ad Link Encryption ¥

LAG Mode

Rogue Detection

NTP Server 10.0.10.4

GAS AP Rate Limit

Apphost

= Apply to Device

C9800:FlexZ7’O7 7 1)L

JO77AMNERTRED 1)L hTHY, BHROY A NTEBFATEERT,

FlexConnectBE ANHE, IXTHTZ>FH A NTREUVLAN IDZFERT2 &, EUFlex707
TANEBREATEET,

AT Y 71:C9800 WLCHGUIT, [Configuration] > [Tags & Profiles] > [Flex] > [+Add] (&L £
ED

-Name : FP_Branch

~ZXATA7VLANID:O ( 7 I NAADZRA T 1 TVLANA' B Y) . APEBAVE—TIAA
FREBBEOHAMNE)



‘

Add Flex Profile

General Local Authentication Policy ACL VLAN Umbrella
Name* FP_Branch Fallback Radio Shut
Description Branch Flex Profile Flex Resilient
Native VLAN 1D 10 ARP Caching v
HTTP Proxy Port 1] Efficient Image Upgrade o
HTTP-Proxy IP Address 0.0.0.0 OfficeExtend AP
CTS Policy Join Minimum Latency
Inline Tagging IP Overlap
SGACL Enforcement mDNS Flex Profile -
CTS Profile Name default-sxp-profile x

| Apply to Device

[E U[Add Flex Profile] 4 714 T, [Policy ACL] R 7I_BE L., [Add|Z0UY I LET,
-ACL & :CAPTIVE_PORTAL_REDIRECT
— R RWebFREE : B3

Flexconnect& A Tlk., C9800TIEBEKAPTUR AL Va3 FRETHI D, BEERROZ
APEO—ANICIUR ALY MACLEZ D O—RIBDENBEENET,

Add Flex Profile ®

General Local Authentication Palicy ACL VLAN Umbrella

Pre Auth URL  ~ ‘
ACL Name ~ Central Web Auth ~ Filter T CAPTIVE PORTAL T o
0 10 « |items per page No items to display
Central Web Auth 1~]
Pre Auth URL Filter v

[ '_ Apply to Device

@ U[Add Flex Profile] X4 7AYJ T, [VLAN] R 7ICBEL., [Add 22V Y ILET ( THRMRK
ARZSR ),

-VLANE : A b

-VLAN ID:210



Add Flex Profile x

General Local Authentication Policy ACL VLAN Umbrella
Add
VLAN Name ~ ID +~ ACL Name v ‘
data 2 VLAN Name* guest
1 10 v |items per page VLAN Id* 210

ACL Name k:

=3

C9800-H4 h&YJ

9800 WLC GUIT, [Configuration] > [Tags & Profiles] > [Tags] > [Site] > [Add] ICBEIL £ T,

X HRALKLST, 220V VL ASSIDEZHR—NIZBENHIEVE—RTF A K-
BOYARNZTZERLKRT,

WEBHEIZR, YA MRT. & LUFlex ProfileiREDEICIE1 ~ 1ONYETHFH KT,

Flex Connectty 4 M2k, Flex ConnectZ7 A7 7 A I HABEEM TSN TVRIHRENHV)ET,
Flex Connect 4 R EIZHERI1I00D TV EARA > N ERETEEXT,

-Name : ST_CANO1
-APIIAZ'O7 7 4 )L : Branch_AP_Profile
- 7LYy2A70O774)l : FP_Branch

-O—A)ILY 4 SNOEZL : Disabled

Add Site Tag x

Name* | ST_CANO1|

Description Site Tag for Branch CA
AP Join Profile Branch_AP_Profile «
Flex Profile FP_Branch .
Fabric Control Plane Name v

Enable Local Site

~| Apply to Device

C9800:RF7’'O7 7 1)L




9800 WLC GUIT, [Configuration] > [Tags & Profiles] > [Tags] > [RF] > [Add] BB L £7,
-Name : Branch_RF

-5 GHzF I EZ B RB(RF)Z'O 7 7 4 )L : Typical_Client_Density_5gh ( ¥ AT AEEA T 3
~)

-2.4 GHz#HHRFZ'"O7 7 A4 )L : Typical_Client_Density 2gh ( > AT AEEF S>3 )

Add RF Tag x

Name* ' Branch_RF| ‘
Description Typical Branch RF ‘
5 GHz Band RF Profile Client_Density_rf_5gh v |
2.4 GHz Band RF Profile | Typical_Client_Densi v |
= Apply to Device
C9800:APAD R DEIY) HT

ERAOEL DAPICERFH: R TZE|V)HTBICE, XD220F72a>rhrsyEd,

-APEXR—AMEIVY HT, ik, [AP Name]7 1 —JL R([Configure] > [Tags & Profiles] > [Tags]
> [AP] > [Filter) /SR —V - — BT 2 ERXBIL—LEFALE T,

-APA —H XY NMACT RL AX—ANE|V) & T ([Configure] > [Tags & Profiles] > [Tags] > [AP]
> [Static] )

DNA Centerz R L =EBHEREBEAOEATIE, FERHICLDAPEMNOE ) HTEZRBITD-HIC

. DNACEAPMOPNPD =0 70—%ERAT 5N, 9800 THERAARERBNBE—FENO NN XYV E
CSVW7Yy7O—RAXNZFEATRD L Z2@<#HERL ET, [Configure] > [Tags & Profiles] >
[Tags] > [AP] > [Static] > [Add] |- & L % ¥ ([Upload File] 773> 3 V0B L T & L),

-AP MAC7 RL A:<AP_ETHERNET_MAC>

—-7RUS—RJE : PT_CANO1

-4 ~N2JE : ST_CANO1

-RFZ%'% : Branch_RF

3 : Cisco IOS®-XE 17.34cDBRER/TIE, OV MNO—FOHIRI & (C&AK1,0008 0 ER KR
RANFHNET, BAREBEOH A NN COBEBRAZEERE. MACELOBNZE) S
TENATIHLENHYNET,



Associate Tags to AP

‘

AP MAC Address* aaaa.bbbb.cccc

Policy Tag Name PT_CANO1 v
Site Tag Name ‘ ST_CANO1 v
RF Tag Name [ Branch_RF 5

=] Apply to Device

X FELER APRBOERRAXR—AORTEN) B THZEZFIAT S, [Configure] >
[Tags & Profiles] > [Tags] > [AP] > [Filter] > [Add] (CBEBIL £7,

-Name : BR_CANO1

- APHregex:BR-CANO1-.(7)(ZDIIL—)LE. HBATHEAET N TVWBAPEDORIEIC—HLET
o COBITIE, ZTIE. "TBR_CANOT -1 DBICTXENH<APE 7 1 —)L REFDAPIZEIVY) 4
TEhET),

-Priority:1

RS —RTE :PT_CANO1 (EEESBY) )

-H 4 NZT & : ST_CANO1

-RF&Z%'% : Branch_RF

Associate Tags to AP x

A Rule "BR-CANO1" has this priority.Assigning it to the current rule will swap the priorites.

Rule Name* ‘ BR_CANO1 ‘ Policy Tag Name ‘ PT_CANO1 X v
AP name regex* | BR-CANO1-{7} | Site Taa Name | ST_CANO1 x| v
Active YES . RF Tag Name ‘ Branch_RF X v
Priority* [ 1 ‘

— Apply to Device

Aruba CPPMA 2 AR > AMRKFE

Aruba CPPMBRICE S EBRB/RARNTZ V9T 14 AIZD2VWTIE, &EFY) OHPE Aruba SEV Y



—RACBBEVEDELSEEL,
Aruba ClearPasst—/S D ¥ HARRE

Aruba ClearPassld, XD Y —A%&ZE|v) HTBESXi <>H—/\_ETOpen Virtualization
Format(OVF) 7> 7L —KhZ2EALTEAETIhET,

- 227D FHEHMRECPU

. XE') 6GB

-80GBTF1 AU (X VDERZANDEIC, RIOVMEARIZFHTEMNTIHEN HD
)

A S NOLL |

TIYRTA—LTA 2 A%EHERTSICIE. [Administration] > [Server Manager] > [Licensing]
%8IRL £, Platform. Access, & XU'OnboardZ 1 > A%ZEBML £,

B—NEKANR

[Administration] > [Server Manager] > [Server Configuration] (CBEL ., FiL<7OEE>a3a_->J
ENECPPMY—NZERLET,

-Hostname : cppm
- FQDN:cppm.example.com

- EER—BNOIPT RL A EDNSO#RR

Administration = Server Manager » Server Configuration - cppm

Server Configuration - cppm (10.85.54.98)

m Services Control Service Parameters System Monitoring Network FIPS

Hostriame: |cppm
FQDN: cppm.example.com
Policy Manager Zone: default v Manage F

Enable Performance Monitoring Display: Enable this server for performance monitoring display

Insight Setting: Enable Insight Enable as Insight Master Current Master:cppm(10.85.54.98)
Enable Ingress Events Processing: [l Enable Ingress Events processing on this server
Master Server in Zone: Primary master w
Span Port: -- None -- -
IPv4 IPv6 Action
IP Address 10.85.54.98
Management Port Subnet Mask 255,255.255.224
Default Gateway 10.85.54.97
IP Address
Data/External Port Subnet Mask
Default Gateway
Primary 10.85.54.122
DNS Settings il
Tertiary
DNS Caching Disabled

CPPM WebY —/NRERA B(HTTPS) D £



CDIEBAE(F, ClearPassT AR KR—RIIAR—=IAHTTPSEHTT S F O A NWIFIlCE#HK T
BDTARNITZAT NIRRT hDEEICHERATNET,

ATYT1ILCANT VY o+ FI—itAEZ7 Y 7O0—RLET,
[Administration] > [Certificates] > [Trust List] > [Add] IC#EL £,

ERBE  ERAMCTS

View Certificate Details o

Subject DN:

Issuer DN:

Issue Date/Time: Dec 23, 2020 16:55:10 EST

Expiry Date/Time: Dec 24, 2025 17:05:10 EST

Validity Status: Valid

Signature Algorithm: SHA256WithRSAEncryption

Public Key Format: X.509

Serial Number: 86452691282006080280068723651711271611
Enabled: true

Usage: EAP RadSec Database Others

“Upaste I Disabie [N Export I Ciose

ATY T2 AIHEBRERZERLE T,

[Administration] > [Certificates] > [Certificate Store] > [Server Certificates] > [Usage:HTTPSH—/\
REEA .

- [Create] [Certificate Signing Request]2 V7)YV LET
- #EH : CPPM
-#H#&%:cppm.example.com

SANZ A —LRICADLTLKEE W (BEILHEL T, IPBLTFTOMOFADNE FEIC, SANIC



EHRHEBBENBEEITIDHENf HVET )., ERIEDNSTT, <fqgdn1>,DNS:<fqdn2>,IP<ip1>,

Create Certificate Signing Request o

' Common Name (CN): \cpp |
Organization (O): [Cisco ‘
Organizational Unit (OU): [Engineering \
Location (L): Toronto |
State (ST): ON |

Country (C):

Subject Alternate Name (SAN): [DNS:cppm.example.com ‘

Private Key Password: eernnnsesenaans |

Verify Private Key Password: — [eeeceececeecnes |

Private Key Type: [2048-bit RSA V]

Digest Algorithm: SHA-512 v

ATV 73 BRUICAT, #LU<SEHE NIZCPPMHTTPSH#—EACSRICEZEL KT,
AT Y 7 4:[Certificate Template] > [Web Server] > [Import Certificate] ICEE L £7 .
~HERERA T —NAIHE

ERAE  HTTPY —/\GIAE

~FEAET 7 () . CABBRECPPM HTTPSH —E AGIFAE RSB L TRIRLET

Import Certificate Q

Certificate Type: | Server Certificate v

Server: | cppm v|

Usage: | HTTPS Server Certificate v|

Upload Method: [Upload Certificate and Use Saved Private Key v}
Certificate File: @I No file selected.

XY NID—OF XL A& L THC9800 WLCH EH



[Configuration] > [Network] > [Devices] > [Add] BB L £9,

-Name : WLC_9800_Branch
-IPPRLAFLEGEYTZYRNFTRLRA :10.8554.99 ( SRRNROSREZSHE )
- RADIUS Shared Cisco:<WLC RADIUS/Y A — K>

-RUE—F . TR

- [Enable RADIUS Dynamic Authorization]: 1700

Add Device o

SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: WLC_9800_Branch
[P or Subnet Address: 10.85.54.99 (e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)
Description: [cisco 9800 WLC for Branch Guest Wifi '
)
RADIUS Shared Secret: Verify:  leessrescarssres
TACACS+ Shared Secret: [ ' Verify: '
Vendor Name: Cisco ]

Enable RADIUS Dynamic Authorization: Port: 1700 |

Enable RadSec: O

TARRKR—=B)IR—DECOAZALI—

HESHREZBLTELVWARAAN—EEZRETDCENEREICEETT, ZAN—DABETHTV
BVWEBEE., 94T MY TEITRE) THRVRET, BIRITDWebR—RIILVFAL UKD
RETHOREMENI B ET,

EEINERSAT—:

AR—ZINWebOAT A BZAI—: CORAI—, URALIRNR=DHFTFARKR—RILAR
—IANDT IV ERAZHATHENCIA AL I MR- ZEEEE, CPPMY—EXICIREEE
BEBHL, TVRKRANADAZLBEHED "TAlow-Guest-Internet; EZZ#&L, CPPMA
SWLCADCoAZ’'OtA%Z M) H—ULE T, [Guest] > [Configuration] > [Pages] > [Web
Logins] ICBEILE T,
~TARR=RIINBZEBRLET, SRERBTARBR(ZOTARNKR—ZIIR—DOEE
ERDESICFEFMICHATNATVET)

-[Editl YUY I LET,
- 074 2B : 6 seconds

* Login Delay: 6
" __The time in seconds to delay while displaving the login message.

-

. ClearPass COABIER A/ XY — : ChlZ&kV), ClearPassh SWLCAMDCoAX Y E— OHRED
BIELFET, Chik, CoOARRBISEACKIAWLCA SR HIWC, CPPMA YA T NI



RRANODREBZADBTEEICBITIDLHICSETT, FSRTANTR., WLCHSD

1ZUMKEORBEFEANF RENET, £, CPPMA I RRANEHOEFHFZZTTLT
W WEE, WLCASOF L VWRADIUSE Y 2 3 2 FIERFMABY —ERBERAR) > —(C—
BLU, 95472 MIEBOYVRAL I MRR=IUNFEZS5NET, [CPPM] > [Administration]

> [Server Manager] > [Server Configuration] IC# &L, [CPPM Server] > [Service

Parameters] Zi&IRL £ 9,
~ - RADIUS Dynamic Authorization(DM/CoA)Delay:6# (2 3% E

Dashboard [:] Administration » Server Manager » Server Configuration - cppm

(=1 Monitoring b Server Configuration - cppm (10.85.54.98)

- Configuration

"\," Administration

#* ClearPass Portal

ClearPass Policy Manager

=™ Privvil
.y Users and Privileges System Services Control System Monitoring Network FIPS
& Server Manager
P Server Configuration Select Service: Async netwark services v
* Log Configuration
=y = Parameter Name Parameter Value
& Local Shared Folders
S* Licensing Ingress Event
 Device Insight Batch Processing Interval 30 seconds
A External Servers Command Control
4° External Accounts RADIUS Dynamic Authorization (DM/CoA) Delay 5] seconds
Certificates Enable SNMP Bounce Action FALSE
4 Certificate Store Post Auth
o Trust List Number of request processing threads 20 threads
# Revocation Lists :
# Lazy handler polling frequency 5 minutes
Dictionaries
% Agents and Software Updates Eager handler palling frequency 30 seconds
% Support Connection Timeout 0 seconds
Pale Alto User Identification Timeout 45 minutes

ClearPass : A NCWA®DRE

ClearPassfll OCWAREEE. ) —EARA VY NAT—TEHENET,

ClearPassd>R—% > b H—ERARAT
1R —XZR—D+ Service (Y —E R ) : MAC &
29 AN WebOJ 4 >

Service (H—E X ) : Web X—A&

3RV —XR—T¥
a)nlbl'-l

ClearPassI R7RA4 > M XX F—Z2 B : Allow-Guest-Internet

&

1 AZ LR tEAllow-Guest-Intel
TRUEDZB &K, XY ~KD—7
BHEZFAULET, The
l&. Redirectz K1) Ai—L. C
BZ20O74 2 AUPR—D Z R/
£

Post-auth set custom attribute
Allow-Guest-Internet = TRUE,
T RARA NZBRAICER
1 AZ LS tEAllow-Guest-Intel
TRUEICEREL E T,

COA:B 25T

BRATHT=ILOAZRT—RBHEEERL T, 94T > M "Webauth Pendings & "Run
RENDEZBBIDEEICTANIY RRA NOREZEHFLET,

-wifit;.?%%m?%ﬁbb"fll\kw: F7 ) MO XRTFT—RBE M Allow-Guest-Internet=false (=
REESNTVET, COBMICETVWT, 9547 R NBEEFMABY—ERAZBEBLET



-[AUP Acceptl RZ> &2 DUV UFDE, TARNITAT Y MOXEZF—Z2EMHD Allow-Guest-
Internet=truelCBEFENET, COEMZETruellREL EEHEOMABRE, 12 —XY hAD)
FALORENBEVWTOLELAZHFAILET

[ClearPass] > [Configuration] > [Endpoints]iCBEIL, VARASEEDIY RRA 2 M EZERL
T. [Attributes] 2 7 &2 21U v UL, fE%falsel” L TAllow-Guest-InternetzB&iL ., S5 ICE%E
SavelcL&E T,

E:BAUIVRRAVNEwREL, COBMZRTHIRIZELETERT, COFIETR
RUS—TEATERIRRAUMXEF—EDBIC7 1 — )L REERTDIETTT,

Edit Endpoint &
Endpoint l“ilna
Attribute Value
1.| [Allow-Guest-Internet [*] = |falte Il & @
2.| Click to add...

ClearPassBfELEMAR ) > —&E

TARNR=BIR=DTISAT 2 NFAUPEZ T ANTZERIZTANIZAT NI ET
ShPEH7O07 74 EERLET,

[ClearPass] > [Configuration] > [Profiles] > [Add] ICEEIL £9,
-T>7'L—NbN : RADIUSEIRYEER

-Name : Cisco WLC_Guest_ COA



Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Attributes Summary

Template: ' RADIUS Dynamic Authorization v
Name: Cisco_WLC_Guest_COA | ]
Description:
Type: RADIUS_CoA
Action: Accept Reject Drop
Device Group List:
--Select-- v]
& IETF Calling-Station-Id %{Radius:IETF:Calling-Station
4% - Cisco Cisco-AVPair zubscrlber:command=reauther
T2 . . %{Radius:Cisco:Cisco-
F4& : Cisco Cisco-AVPair AVPair:subscriber:audit-sessic
4% - Cisco Cisco-AVPair subscriber:reauthenticate-type

type=last

ClearPass7" AR R—ZIIL VAL LV NER7O07 74 IILDORE

T Allow-Guest-Internety A" Ttrue, IZEREE NECPPMIY RRA 2 R F—EZX—ATMACT R
LANFRDOASHBVEE, FIHIMAB7 T —XTHANCEAS KD EFH 70774 E2ERLE
9,

ChIZkY), 9800 WLCRATBRIEDEOICTANIZA T2 NECPPMT AR R—=2ILICUS
1LT7KLET,

[ClearPass] > [Enforcement] > [Profiles] > [Add] ICBEL £ T,
-Name : Cisco_Portal_Redirect
-X 4 7:RADIUS

-Action:Accept



Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

m Attributes Summary

Template: | Aruba RADIUS Enforcement v
Name: ICisco_PortaI_Redirect |
Description:

4
[ype: RADIUS
A\ction: ® Accept O Reject O Drop

Device Group List:

| --Select-- v ]

ClearPass X4 L o N##Z7°’O07 7 1)

EUAX 47O O[Attributes] 7 T, RDAX—DICR2>T2ONEHERELE T,

Enforcement Profiles - Cisco_Portal_Redirect

Summary Profile m

Type Name Value
1 Radius: Cisco Cisco-AVPair = url-redirect-acl=CAPTIVE_PORTAL_REDIRECT &

url-redirect=https: /fcppm.example.com/guest/iaccept.php?cmd-
2. | Radius:Cisco Cisco-AVPair = legin&mac="%{Connection:Client-Mac-Address-Hyphen }aswitchip=% Ba
{Radius:IETF:NAS-IP-Address}

ClearPass X1 L O NZO7 71 ILBEH

url-redirect-acl/E 1£(&. C9800 THER & 11 /1=ACL® % Bl T & % CAPTIVE-PORTAL-REDIRECTIC 5%
EEThFXRT,

X :RADIUSX Y £—2I Tk, ACLADZRIETAEEh, ACLORBRREETNEREA,
9800 WLCE TR E NIZACLOBEHIA, RICTTKRSIZ, CORADIUSEMDEE EREIC
—HBIBRENEETT,

url-redirectE . ERONTA—ZTERENET,

AR R=BILHFRARENRATVWREZ—5Y K
URL(https://cppm.example.com/guest/iaccept.php)

FANITAL T MMAC, Y 2 0%{Connection:Client-Mac-Address-Hyphen}

- BREEIP (9800 WLCHA' VAR AL UV hZRNUA— ). YU O%{Radius:IETF:NAS-IP-Address}
- cmd-login action

ClearPass Guest Web LoginR—= MURLIE. [CPPM] > [Guest] > [Configuration] > [Pages] >
[Web Logins] > [Edit] ICBEB TR ERTENET,

ZOPITIE, CPPMOT A RR—RIR—T Flkiaccepte LTEBENTUVET,


https://cppm.example.com/guest/iaccept.php

FE:TARR=ZIR—DOREFIERFRXOEHTT,

aruvba

. Guest Home » Configuration » Pages » Web Logins

I" Devices Web Login (Lab Anonynous Guest Regist

¥ Onboard

Use this form to make changes to the Web Login Lab Anon)

Lab Anonynous Guest Registration

“4, Configuration Q)

& Authentication
+ ¥ Content Manager

* Name:

ﬂ Guest Manager Enter a name for this web login page.
o 83 Hotspot Manager iaccept
§: Pages Page Name: =eEmterapage mare tor thie Wen TogmT
The web login will be accessible from “/guest/
i Fields
di Forms
. " Description:
7] List Views P
@+ Self-Registrations Comments or descriptive text about the web |
i Aruba Networks
l‘{# WebiLogins * Vendor Settings: : .
. Web Pages Select a predefined group of settings suitable

¥ AOFNA ADKE., BE(Faudit_session_idNEFHENhETH., ORI A —TIE
HR—KhEThTLVEEA,

ClearPass X X F—X@H 707 7 1 L ORRE

CPPMIC X B REBEDEBHICEAE NBEndpointX ZTF—XBHEZEH ITZDLSIC, BHI7O
J77A4ILEBHLET,

CO7O774NE. IVRRAIRNF—ER—ADTANITAT>NMACT RLAINY
ICEAE N, TAllow-Guest-Internet, 51%% Ttrues ICEREL E T,

[ClearPass] > [Enforcement] > [Profiles] > [Add] (CBEIL £,
-T2 7L—N : ClearPassI> 7 1 T 1 B D&l

- A 7°:Post_Authentication



Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

lmiﬂ Attributes Summary

Template: [CIearPass Entity Update Enforcement v]
Name: W-
Description:

Y
Type: Post_Authentication
Action: Accept Reject Drop

Device Group List:

BUAA4T7OY T, [Attributes] 27 #ZIRL £ T,

BAT I RIRAU B

-Name : Allow-Guest-Internet
F:COBEZEROVIAIOAZAI—ICRRITDICE, FIETHHASNATVDIELSIC, D
BLEEBIDOIVRRAKNIRLTZID T A —I)LREFEHTERITIHEN HVYET,

-{&:true

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Profile Attributes Summary

1. | Endpoint - Allow-Guest-Internet ': = :true v

2. ‘ Click to add...

ClearPass7*A MM 2 —%Y NP O LAERAR) > —DORE

[ClearPass] > [Enforcement] > [Policies] > [Add] [CBEL £ T,
-Name : WLC® Cisco7* A NEF A
—ERAAX4 7 : RADIUS

-7 7#)N7TO7 7 1)L : Cisco_Portal_Redirect



Configuration » Enforcement » Policies » Add

Enforcement Policies

Name: |WLC Cisco Guest Allow |
Description:
A
Enforcement Type: ® RADIUS ') TACACS+ (O WEBAUTH (SNMP/Agent/CLI/CoA) O Application O Event

Default Profile: | Cisco_Portal_Redirect v

BUAX 4707 T, [Rules] X7 ICBEL. [AddRule] 22U Y U LET,
SBAT I RRAT B

-Name : Allow-Guest-Internet

-Operator : [Equals]

— {ETrue

- 70774 ) BEMT BiRIR : [RADIUS] [Allow Access Profile]

Rules Editor o

Conditions
Match ALL of the following conditions:
Type Name Operator Value
1. | Endpoint - Allow-Guest-Internet *| EQUALS - true - B w
2. | Click to add...
Enforcement Profiles
Erofiiellia=s; [RADIUS] [Allow Access Profile]
--Select to Add-- ~
[ Cancel |

ClearPass” A N MDAUPE#DBERAR) S —DRE

[ClearPass] > [Enforcement] > [Policies] > [Add] IcBEBIL £7,
-Name : Cisco WLC Webauthi AR > —
_ A& 47 : WEBAUTH ( SNMP/IT—3 T > N/CLI/CoA )

-F7#)8N7A7 74l : [RADIUS_CoA] Cisco_Reauthenticate_Session



Configuration » Enforcement » Policies » Add

Enforcement Policies

Name: Cisco WLC Webauth Enforcement Policy [

Description:

Y
=nforcement Type: (O RADIUS () TACACS+ (& WEBAUTH (SNMP/Agent/CLI/CoA) (O Application O Event

pemukiiotile: | [RADIUS_CoA] Cisco_Reautt v | [ TE

BUAA47OY T, [Rules]>[Add] ICEEILET,
-4 : [Authentication]

-Name : AT —&% A

-Operator : [Equals]

-fE:User

-7 O774LE  <ThETFnIZEM>:

- [Post Authentication] [Update Endpoint Known]

- [FRRE#&] [Make-Cisco-Guest-Valid]
- [RADIUS_CoA] [Cisco_WLC_Guest_COA]

Rules Editor o

Conditions
Match ALL of the following conditions:
Type Name Operator Value
1. | Authentication Status EQUALS User By ¥
2. Click to add.
Enforcement Profiles
Profile Names: [Post Authentication] [Update Endpeint Known]

[Post Authentication] Make-Cisco-Guest-Valid
[RADIUS_CoA] Cisco_WLC_Guest_COA

--Select to Add--

ERENSTANKR—ZILNVEAL I NEUT ZVHORY TT Y THRREND DT )
AHNRELI2HER, CPPMR A Y —DOREHN KEL, CPPME9800 WLCO I TRADIUS
COAXY E—DHELKRBENTVWEVWCEZRLTVERT, chsOHY A NEREREL R
9o

- [CPPM] > [Monitoring] > [Live Monitoring] > [Access Tracker] IC#& L., RADIUSOJ I KUJIC
RADIUS COAM RN EENTVD L ZRFELEF T,

- 9800 WLCT. [Troubleshooting] > [Packet Capture] (B & L. RADIUS CoA/NT Y KD EIEAD
FHRENDAR—T I A ATpcapZBERIICL., RADIUS CoAX Y E—I A CPPMA S ZEEh



DL EBRELET,
ClearPass MABRRSEH —E ADRE

H—ERAF., BEBEAV)RT7ORADIUSTREENE T, [ A | CiscoAVPair | cisco-wlan-
ssid

[ClearPass] > [Configuration] > [Services] > [Add] ICBEL £T,
[Service] X7 :

-Name : 7* A RNR—% )L — MacsRik

-2 4 7-MAC %

- TOMD AT S 3> : [Authorization], [Profile Endpoints]®iZiR
—HIL—I)LDEM :

-#4 7" Radius: T A3

-Name : Cisco-AVPair

-Operator : [Equals]

-fl:cisco-wlan-ssid=Guest ( ZXE L =7 ARSSIDE & —H )

¥ : "Guesty &, 9800 WLCIC K> T7O—RFYARENBD ST ANSSIDOEZHI T,

Configuration » Services » Add
Services

Authentication Authorization Roles Enforcement Profiler Summary

Type: MAC Authentication v
Name: |GuestPortal - Mac Auth|
Deseription: MAC-based Authentication Service
4
Monitor Made: [ Enable to maonitor network access without enforcement
More Options: Authorization [] Audit End-hosts Profile Endpeints [ Accounting Proxy

Sarvice Rulea
Matches O ANY or & ALL of the following conditions:
Type Name Operator Value
1. | Radius:1ETF NAS-Port-Type BELONGS_TO Ethernet (15), Wireless-802.11 {19) Y
2. | Radius:IETF Service-Type BELONGS_TO Login=User {1), Call-Check (10) e}
3. | Connection Client-Mac-Address EQUALS % {Radius: IETF: User-Name} B
4. | Radius:Cisco Cisco-AVPair EQUALS cisco-wlan=-ssid =Guest e}

BLUA 4 70OY T, [Authentication] 2 7 #&ZIRL £7,
_SBEF AR [MAC AUTH]Z BB L. [Allow All MAC AUTH]Z &L £,

—FEETT [T RARA RUARD NUO—AISQLDB], [FARNI—HURD NUIO—AIL
SQL DB]



aruvba ClearPass Policy Manager
Dashboard
[=] Monitoring

Configuration » Services » Edit - GuestPortal - Mac Auth
Services - GuestPortal - Mac Auth

)
EhqScafigucation Summary  Service Authorization  Roles  Enforcement  Profiler
12 Service Templates & Wizards

! m Authentication Methods: TWMW1 HI
5 Authentication
1) Methods
1 Sources
- & Identity
14 Single Sign-On (S50)
1) Local Users
{3 Endpoints |—-Select to Add— v
{x Static Host Lists Authentication Sources: |TEndpmnts Repository] [Local SQL OB] |
{1 Roles [Guest User Repository] [Local SQL DB]
1 Role Mappings
5 Posture
§ Enforcement
1} Policies
1} Profiles

[- -]

G)

-+« Network |--Select to Add- v]
12 Devices
1 Device Groups

o -

Strip Username Rules: ) Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

BEUA 4 F70O%Y T, [Enforcement] X 7 #&IRL £ T,

—#EARY) S — : WLCDCisco”s* A NEFH]

Configuration » Services » Add

Services
Service  Authentication Roles m Summary
Use Cached Results: [[] Use cached Roles and Posture attributes from previous sessions
=nforcement Policy: | WLC Cisco Guest Allow v|
Enforcement Policy Details
Description: MAB Enforcement Redirect
Default Profile: Cisco_Portal_Redirect

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

1; (Endpoint:Allow-Guest-Internet FQUALS true) [Allow Access Profile]

BUA 47O T, [Enforcement] 27 ZiBIRL £,
Configuration » Services » Add
Services

Service Authentication Authorization Roles Enforcement m Summary

Endpoint Classification: Select the classification(s) after which an action must be triggered -

[-- Select -- v]

RADIUS CoA Action: | Cisco_Reauthenticate_Session Ml View Details




ClearPass Webauth—E A D E&E

[ClearPass] > [Enforcement] > [Policies] > [Add] (CBEIL £ 7,
-Name : Guest_Portal_Webauth
B A7 :Web X—ANFEE

Configuration » Services » Add

Services

m Authentication Roles Enforcement Summary
Type: ' Web-based Authentication v
Name: ‘Guest |

Description:

Y.

Monitor Mode: [C] Enable to monitor network access without enforcement

More Options: [] Authorization [] Posture Compliance

Matches O ANY or ® ALL of the following conditions:

Type Name

1 ‘ Host CheckType
2. | Click to add...

B LU A4 F70O%Y O[Enforcement] 27 T, [Enforcement Policy:Cisco WLC Webauth Enforcement
Policy,

Configuration = Services = Add

Services
Service  Authentication  Roles Summary
Use Cached Results: Jse cached Roles and Posture attributes from previous sessions
Enforcement Policy: Cisco WLC Webauth Er Policy v m Add New Enforcement Poli
Enforcement Policy Details
Description:
Default Profile: Cisco_Reauthenticate_Session

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles
|3 {Authentication:Status 4 User) [Update Endpoint Known], Make-Cisco-Guest-Valid, Cisco_Reauthenticate_Session
~
ClearPass:WebO 7 1 >

Anonymous AUP Guest PortalR— Tlk, NAT—R7 14— )LROBVE—QI1—HEZFEAL
X7,

ERATRZI—HEICE, ROV A - RFERBILFRETNTVWIHLENH KT,

username_auth | 1—4H'—R&F2&E : | 1



I1—4%® Tusername_authy 7 1 — )L RZFZETDICIE. TDT7 1 —)L RZHFHIC "edit user,
T7A—LTLBATEIHENH') ET, [ClearPass] > [Guest] > [Configuration] > [Pages] > [Forms]
ICBEL., [create_user] 7 #—A%ZBIRLET,

arvba ClearPass Guest
=g Guest (] Home » Configuration » Pages » Forms
21 Devices Customize Forms
¥ Onboard
Use this list view to customize the forms within the application.

“4, Configuration O

¢ Authentication
- Content Manager [5 change_expiration Change Expiration

L 2 - Change the expiration time of a single guest account.
Qa Private Files
create_multi

ic Fi Create Multiple Guest Accounts
@ Public Files Create multiple guest accounts. P
"G
uest Manager
g} = @ create_m!.lltl_result Create Multiple Accounts Results
- 8% Hotspot Managgr Create multiple accounts results page.
2= *
- '@ Pages create_user Create New Guest Account
% Fields Create a single guest account.

W— 3’ Edit [=|Edit Fields f:_} Reset to Defaults ,_.’_j Duplicate ], Show Usage f.{}_‘ Translations
Launch
T st Views -

@ Self-Registrations @ create_.user_recelpt .
= | Create single guest account receipt.

rﬁWeb Logins F= anect adit

Create New Guest Account Receipt

visitor_name ( 1720 ) Zi&IRL . [Insert After] VU Y UV LF T,
Home » Configuration » Pages » Forms

Customize Form Fields (create_user)

Use this list view to modify the fields of the form create_user.

o Quick Help @ Preview Form
Description
1 enabled dropdown Account Status: Select an option for changing the status of this account.
10 Sponsor_name text Sponsor’'s Name: Mame of the person sponsoring this account.
13 sponsor_profile_name text Sponsor’s Profile: Profile of the person sponsoring this account.
15 sponsor_email text Sponsor’s Email: Ermnail of the person sponsoring this account.
[20 visitor_name text Guest's Name: Mame of the guest. ]

E- Edit lﬁ Edit Base Field €3 Remove 5 Insert Before | ot INsert ATter | 2 Disable Field ‘



Home » Configuration » Pages » Forms

Customize Form Field (new)

Use this form to add a new field to the form create_user.

Form Field Editor

username_autn e
"EEICCE ThE 11210 deTInIton t0 ateach 1o the form.

* Field Name:

Form Displa\r Properties
These properties control the user interface displayed for this field.

Field: Enable this field
* When checked, the field will be included as part of the form.

* Rank:

Mumber indicating the relative ordering of user interface fields, which are displayed in order of increasing rank.

| No user interface v] (3 Revert

* User Interface:

g or editing this field.

Form Validation Properties

These properties control how the value of this field is checked.

[ [Field value must be supplied|
Select this aption if the field cannot be omitted or left blank.

- 1 {“\ Revert
Initial Value: \— L
==rame to initialize this field with when the form is first displayed.

Field Required:

[ IsvalidBool v
The function used to validate the contents of a field.

* validator:

|(N0ne) hd
Optional name of field whose value will be supplied as the argument to a validator.

Validator Param:

Validator Argument:

Optional value to supply as the argument to a validator.

The error message to display if the field's value fails validation and the validator does not return an error message directly.

Validation Error:

CCT, AUPTARR=ZIIR—ZOERTHEATD I —FEEZERLET.
[CPPM] > [Guest] > [Guest] > [Manage Accounts] > [Create] ICBEIL £3,

— 7 ANA : GuestWiFi
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Home » Guest » Create Account

Create Guest Account

New guest account being created by admin.

Create New Guest Account

‘GuestWiFi ]
Name of the guest.

* Guest’s Name:

[Cisco ]
Company name of the guest.

* Company Name:

[guest@example.com \
The guest’s email address. This will become their username to log into the network.

* Email Address:

Allow guest access using their username only

Username Authentication: . . . .
Guests will require the login screen setup for username-based authentication as well.

[Now v]
Select an option for changing the activation time of this account.

Account Activation:

[Account will not expire v]

Account Expiration: - - — )
Select an option for changing the expiration time of this account.

[ [Guest] VJ
Role to assign to this account.

Password: 281355

* Account Role:

Notes:

Y

* Terms of Use: I am the sponsor of this account and accept the terms of use

WebOJ 4> 7 #—L%ERL FT, [CPPM] > [Guest] > [Configuration] > [Web Logins] = %&b
LET,

ERFLEEIIVOIVRRA NES

username | 1—%—%&

visitor_name |ZhRE &

cn |FHRAE R

visitor_phone |[EZ 2 —NDERF/ES
EFX—II|EFX—I

X=IL |EFX=)

sponsor_name | AR H—F
sponsor_email | AR H—BFFX—)L
Allow-Guest-Internet | true



: ol o i Do ) A 3 14 b i, e (0 e s O s
e [T -
Tl Lt W i P Sy b i 0 S el
B Boit-Regiireban ol pipri b, il ey o pred -
By B i S —

P Lones] | -t

R B B I BT 18 B0 1 R 1 I At S s Vo B

| ek a st iy, il
ARE-GEIN. 1 ] b ] o] e B i e s e, 0 e ' Dl 1 10
Pt v Mo sy v B L b N bk b ESd T e o B
| 1
- b, | T8 et e b e it
marre s ot e o e s ——

| Rt Dl s A Gl M, AAALE
Pk T i s e TS AR | EFBL1 T - D’ i s s Sl 0 [ £
o pgeray ] O TR e S0 o B8 b, Sl B 4 CoI T R

[ ———

L P | et rim o v BT kil P s i P HTPR v
Cortorm Lagamy: [ TN i dubnak Lol g v ennrmm
e, i o Gt Lo, v A b i s b P
L £l

I P T i, B0 Bl i B Dot B, i) T8 T B Bt At

e e Tl e T
Lrares B, b rem B e | vl ey e |

B Segien s Tormy wr Corcitiors

v Tewd
L 8 O o S ] Co
L B 1 I R | ORI 48 e | B T Sl BT T 04 T LR DR
p— .| Com iy i b s =

B b Ly b e b el i b

Toorrom e | Ty ey oo e o' o damrss: arw e s -
o i e e |t g, g ey i e pn |

R R A T G S

Covtricn Bumtinstion: ') PIE St i fur o8 ierny

B w1 S e e
Lagin Fugy

e prms g v ank aed v o e

Cantun Gean i

o T B VT B P, ] A4 O R

A el e | Gk
TR T b iy o el s
bt bl i et P

[wea wmmserherk] I

* i

e
Wimmi mmlme = ey

e p—— Bamrmi WPl
-

e -
ATo b tase s mr e an

Hwa_tawt L= F1Rimp
ot & Faff memc 14 yes are srpariesioy

MLifLoalty Lowwisg i

= o (et |

e W —

Advmrising Serviees
e v oy wasares s o g

dvmrtningy [ Brabls Adssmising Servioe o

e lhray
AT [ ] S ey M Ry 1 B M S0

L L T L e —
.
Mot il o i bl S

Frisider, M- i o -
Smrmnrk Ll drvens

e, me o o g vy

et R

o S —

Do decomsee
ey ——————————
(Bl HTTF 44 bk P by

Arirss s renemees o ity 10 4 e a3 e g

 Day M,

B krbamararas
et 0 b, e 8 wnsrel s

osan ) R0 8 it i
L T T p—

1Tt Wik s R w8 i il 0 0 BB i W bt

by i

Sadvaiuisd B Commrion a sy phored sk o erdgmnd

WEE : A NCWARREE



CPPMT, [Live Monitoring] > [Access Tracker] ICBEL £9,
MABHY —ERAICEHL TNV A—F2HLWVWIS AN I -,
[Summary] 27 :

Request Details 2
m Input Output RADIUS CoA

Login Status: ACCEPT

Session Identifier: R0O000471a-01-6282a110

Date and Time: May 16, 2022 15:08:00 EDT

End-Host Identifier: d4-3b-04-7a-64-7b  (Computer / Windows / Windows)
Username: d43b047a647b

Access Device IP/Port: 10.85.54.99:73120 (WLC_9800_Branch / Cisco)
Access Device Name: wic01

System Posture Status: UNKNOWN (100)

Policies Used -
Service: Guest SSID - GuestPortal - Mac Auth
Authentication Method: MAC-AUTH
Authentication Source: None
Authorization Source: [Guest User Repository], [Endpoints Repository]
Roles: [Employee], [User Authenticated]

Enforcement Profiles: Cisco_Portal_Redirect

l4 €« Showing 8 of 1-8 records » »i Change Status Show Configuration m Show Logs m

EUAAF7OJ T, [Input] 27 ICBEILET,



Request Details o
Summary lm. Output RADIUS CoA

Username: d43b047a647b
End-Host Identifier: d4-3b-04-7a-64-7b (Computer / Windows / Windows)
Access Device IP/Port: 10.85.54.99:73120 (WLC_9800_Branch / Cisco)

RADIUS Request Q

Radius:Airespace:Airespace-Wlan-Id 4

Radius:Cisco: Cisco-AVPair audit-session-id=6336550A00006227CE452457
Radius:Cisco: Cisco-AVPair cisco-wlan-ssid=Guest
Radius:Cisco:Cisco-AVPair client-iif-id=1728058392

Radius:Cisco: Cisco-AVPair method=mab

Radius:Cisco:Cisco-AVPair service-type=Call Check

Radius:Cisco: Cisco-AVPair vlan-id=21

Radius:Cisco:Cisco-AVPair wlan-profile-name=WP_Guest
Radius:IETF:Called-Station-Id 14-16-9d-df-16-20:Guest
Radius:IETF:Calling-Station-1d d4-3b-04-7a-64-7b

|« <« Showing 8 of 1-8 records » » [ UL LR C T Show Configuration fll Export lll Show Logs [l Close |

BUAA47OJ T, [Output] R 7 ICBELET,

Request Details o
Summary Input m RADIUS CoA

Enforcement Profiles: Cisco_Portal_Redirect
System Posture Status: UNKNOWN (100)

Audit Posture Status: UNKNOWN (100)

RADIUS Response @

Radius:Cisco:Cisco-AVPair url-redirect-acl=CAPTIVE_PORTAL_REDIRECT

Radius:Cisco:Cisco-AVPair url-redirect=https://cppm.example.com/guest/iaccept.php?cmd-login&mac=d4-3b-
04-7a-64-7b&switchip=10.85.54.99

4 <« Showing 8 of 1-8 records » »l Change Status Show Configuration m m
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/content/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-understand-flexconnect-on-9800-wireless.html
http://www.cisco.com/c/ja_jp/support/index.html
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