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=
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ROBEEICETABI B2 ENFERENET,

« RUS—ZFERALEAN—RNZ 142 A(SLUP)
« Catalyst 980077 1 ¥ L ALANO> NO—Z(WLC)

Ed e R D e S

CORFIXRNOABRK, BEDVYIZRIITRN=—RIITON-J32VICREENDED
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CORFIXVNOERE, FEOFARELCLHZTNARACETVWTEREhELEZ, DR
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AEECOXNEDEESRHEICE., COXNETHPETNATLWEVEAZREEXERANDS
BASEHBEATVET, ThThOFEeRZE 28O LET,

1. Cisco Smart Software Manager Cloud(CSSM Cloud)\ 0 B $####t
2.CSLU ( CiscoAR—hSA £V RI—F A UF 4 XZ—T v ) BHTCSSMIC 4
3. > 7L = A®Smart Software Manager(SSM)#&H TCSSMIZ##: ( > 7L T ASSM)

C NDFEEETIE, Catalyst 800 TCNDAN—KRTFA > ADFIVFAZINTHN—-LTWVWBDITT
FHYEBA, HHICOVTE, TRV —FBFEFERALEAN—DBIFA A0 Z5RLTL
EEW, L, ZORRETIE, Catalyst 9800 THRU S —DREEEFEH L - E#EEL.
CSLU, BT FAVTLIZADSSMARY—KRSA Y ADORNTZ TN 21—FT4 2T IC®ID—E
DA RZRLET,



https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/web/software/286327971/154599/CSLU_User_Guide.pdf
https://software.cisco.com/download/home/286285506/type/286326948/
https://software.cisco.com/download/home/286285506/type/286326948/
https://software.cisco.com/download/home/286285506/type/286326948/
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
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Connected to CSSM Through CSLU
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) Usage data file

357508

723V 3FVTLIAAR—RNYTRIITPIZ— v BHOESR (F> 7L IASSM)

N CORECERENATUVAINTOITY R, N—T 317320 EERFT5
WLCK O&BRATEET .

kD> A > AESLUP

RID—ZFEALEAN -T2 AR, O— R/N—23217.3.2TCatalyst 980012 E A
ENFELE, ZUIND17.3.2) ) —ATlk, 1733V 1) —ATEAE 1 /ZWLC webUIDSLUPERTE X



Z1—ARTRENEFRA, SLUPE., VKDDL DRTRKRDAN—KRZFAMEAELERBYET,

« WLCIX, smartreceiver.cisco.com R X4 > Tld %<, tools.cisco.comR XA &HL T
CSSMEBELET,

« BBEIBIRDYIC, WLCIFCSSMELEFF V7L T ASSMEDEEEZBILET,

« CLION RRETFEEENTVET,

e AN— KR4 AFHESLR)EELEENELE, RDYIC, FARRZEHWNICFETL
R—KNTEET,

s THMEE—RIFALSBVYWELLE, WLCR, ZA AN B TE 7 HEETHELREITET
o COVATAREBCHER—ATHY, EHNIC (IT7FYYTOHDEY NT—U D5
BREEBFERLEFEFEHT) T/ AOEARRELAR—KNLET,

¥ Cisco Catalyst 9800-CL7 A/ VYL A hO—ZZFEAL TLWBF S, Cisco
IOS® XE Cuppertino 17.7. 1A 0O A BACKEH Z+ 2 ICEBEL T K&, MCisco
Catalyst 9800-CLO A4 ¥ L A1~ hO—F ®RUM Reporting and AcknowledgmentZ # |
ZSRBRLTLSEETL,



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6

A 74F1L—>3>
EREEHCSSM

CSSMTh—U A ERE NS, FHEERIYIZLEHICROIANY REZRITIBDHLENHYE

ED

N 3 - Token Max HA SSODWLCHIES . BRAME2ULTHDBENHY £,

configure terminal

ip http client source-interface <interface>
ip http client secure-trustpoint <TP>
Ticense smart transport smart

Ticense smart url default

exit

write memory
terminal monitor
Ticense smart trust idtoken <token> all force

S

ip http client source-interface AN > RTR, ZA4 2 ABEONT Y NOEFELEBEDLIA
B—TIAAZEELET

ip http client secure-trustpoint AN > R Tk, CSSMEBFEICEATS T ANKRA 2 NEER
EEZEELET., NTARNKA T MBIE, show crypto pki trustpoints 1Y > RZ A L THE
RTEFET, B BBIAAETP-self-signed-xxxxxxxxxxilBAE, FLEFERETTAIVAN—
ILENDEHAE (MICEEFEE N, 9800-40, 9800-80, & KT*9800-LTHIKEATEE ) Z
ERTREEZHEOLET, BHEIFCISCO_IDEVID_SUDIEFFNET,

terminal monitor Y > Ri&k, WLCIZAJ ZAV—JIICRREE, EENEEICREIET
T EZHRRTEDELSICLE T, terminal no monitorzZEHA L TEMICTE X T,
REOIN ROF—"J—RalllE, HASSOUVZAZADITNTOWLCICXL T, CSSM&
DEHEEHBITDIELDICERLET,

F—"— Rforceld. WLCIZHL T, MUEIICEIEhEEEOVThAZLEEEL T, L
WEEZRITIDESICERLET,

S EEAEIALETATUVEVIES, 9800V RAERTENTHS1D9ERICEREITL. L
Fs<BHEALEFLA. FILVEERELZEHTDICE. BEtoken N RZAHDLET

o

CSLUIC 4t

Cisco Smart License Utility Manager(CSLU)l&, WindowsX—AD T 74— 3> (LinuxT%
AT ) T, COTTVIT—2322FRATRE. BERE, D12V ABLVEETIH
BAVARAZBHTEETEEXR T, AN— KT AMBORR A > AR A%ZCisco
Smart Software Manager(CSSM)IZ BRI 2 X4 ERFH Y EH A,



OtV a>TEk, 9800714 VL ARENDHEHN/N—LTWET, CSLUZERALTZM/ >
ACRETDICEMEDOFIE (CSLUDAAR—JL, CSLUY 7 RITITDORERE ) ERITLE
T chIZDOVWTE TEREHA Ry ZZRLTLKEEV, RHEAVAZV AN SHBRTDHEE
CSLUASHIBTRDHFENDVWTNOFEZRETRL, FLEENBITED—ENDRAVERITITS

A, EBRLKRT,

oA AR AREE

1. A2 MNO—F A SCSLUAND R Y KD — U EEATREM O #ERE
2. 8TV AR=RNEATHcSUCREENTVWD L ZHBLET,

(config)#license smart transport cslu
(config)#exit
#copy running-config startup-config

3.0 RNO—ZTCSLUZRKR BT RHRIE. ROBEEZRITITIHEN HYET., DNSEFEH
LTCSLUZRKRHETRHEEE. METHIHERFHYERA., URLZFEAL TRETZIHEE
VROORREAALET,

(config)#license smart url cslu http://<cslu_ip>:8182/cslu/vl/pi
(config)#exit
#copy running-config startup-config

CSLUB%A

CSLURWMBIEZRETHHE. VLERAE—OT VA EF, O MNO—FHAS5CSLUADERY K
D—OZERREMERERL, BRITRETT,

ZF2 7L 2 ADSSMIZ #E#:

FU7LZASSMTORER., EFEEHKICEEICISEUTVET, AL IZATRE., N—>3

>8-202102L A ZRTT B MHENf HV)FTF, SLUPUU—R (17.3.2L4k ) Tlk, CSLUURLE ~
FUAR—RNBATEERATRIEEZHRLET, COURLE, F2 7L I AWebUIAM >R —7

I 4 A®DSmart Licensing > Inventory > <Virtual Account> > General 2 72 I A SEETE X T,

configure terminal
ip http client source-interface <interface>
ip http client secure-trustpoint <TP>
Ticense smart transport cslu
Ticense smart url https://<on-prem-ssm-domain>/SmartTransport
crypto pki trustpoint SLA-TrustPoint
revocation-check none
exit
write memory
terminal monitor


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_ee6ccac1-38e3-438b-bc00-4cacbbf57f64
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_ee6ccac1-38e3-438b-bc00-4cacbbf57f64

AT LZASSMTR, BEN -V 2FERAIZILERIHIEEA,

7E: T%PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint SLA-TrustPoint faileds & W5
XY E—IHNRRENDIHE. SLA-TrustPoint Trevocation-check noneZ 58 EL TL A& L

axX e
CENFRRTY, chik, AN—RFAEVALCERAENDINTARNRANTY, 7
Y7LIADER

S, A AY—/NLDIIHEF, FEAENES,. CRLBIEAN T
HEACERINETT, LEN 2T, ABFIVIERETILELEH Y ER A,

HTTPS7OF Y IC& DAY — N NSV AR— NORE



EREEREAOFT I, O—RUY—R1792TRELEHR—RNENRTVEEA. 1
T7S2ARNSOF v TRIARA7OF%2FEHAL TWSHEIE. Cisco Smart License Utility
Manager(CSLUYDERAZ#&ETL T E&E VW, CSLU., CcOZRA7DH—/NEHR—KL
x99,

AR—KMRNZVAR—RNE—ROFEARICTOF>Y—NZEEAL TCSSMEBRFE TR ICE. X
DFIEZETLET,

configure terminal
ip http client source-interface <interface>
ip http client secure-trustpoint <TP>
license smart transport smart
Ticense smart url default
Ticense smart proxy address <proxy ip/fqdn>
Ticense smart proxy port <proxy port>

exit

write memory

terminal monitor



Ticense smart trust idtoken <token> all force

BIE R
CLUELBGUITHRETEDLA— NERIFELEE A,

9800 WLCIE, Web1 >R —T7 T4 AERBCLIZEALTEDLR—TFT 12 T4 22— NILH&
EENTVWTE, CSSMELRFE A>T L T ADSmart Software Manager(SSM) & 8l & IZE{E
LET, 2FN, ILKMALETOEARSA D NE, BRAICIMAL TH SHRARBKEEET
CSSMICRRENKT,

TAEANREGFEE N, LAR—NEhBEZIE. show license air entities summaryIY > R
TRRTEFET, COOANY RIF, —fEY%show techT1 N > R¥show license all N> RO H 5
ICEEENRTVELRA,

<ttroot>

WLCH

show license air entities summary

Last license report time..............cvoevv....t 07:38:15.237 UTC Fri Aug 27 2021
Upcoming Ticense report time....................: 15:38:15.972 UTC Fri Aug 27 2021
No. of APs active at last report................: 3

No. of APs newly added with last report.........: O

No. of APs deleted with last report..............: 0

T4 ADHNBHREANDIEY b

Catalyst 9800 WLC Tk, INTDT A 2 AFKE trust factorylC £ DY NEFERATE, £
DDBERFRFENET, ChICEWLCOUO—RAFUETT,

WLC-1#11icense smart factory reset
%Warning: reload required after "license smart factory reset" command

RMAELZRE/N—RIODIT7RENOEES

9800 WLCE R T B MLEN HBDFE. L VWFT/N1 AKCSSM/Z> 7L = ASmart Software
ManagerlC B & T B HENHY), FILLFNAAELTRBEIET, UGOTFNIADT M
DABEDV)—ATBICE., "BRAVARVA) TFETHIRTDIHLEN HVY) KT,



Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Raports Praferances On-Prem Accounts Activity
Virtual Account: Wireless TAC @ Vajor  Hide Alerts
Product Instances
Authorize License-Enforced Features... (3 GV4ZPZPNEDW o,
Mame Product Type Last Contact Alarts Actions
UDI_PID:C2800-CL-K8: UDI_SM:9V4ZPZPNEDW CH9800CL 2021-May-21 21:37:46 Actions =

BEDZAEAZRESLRASOTYTIL—R

17.32K ) EBOHVWWLCD 1) —ATIE, Specific License Registration(SLR) & /X 1 % 45 Bl 75 7
72A0TAEVAFRNERAENATVELEZ, COTIEAFRIEF, SLUP (17.32508 ) %
FERATRIV)—ATEEHEREZO>TVET,

SLREFEAL TWE800I NO—F& U —A1732F EE174 1 BRICTY 7L —RTB
BEEF., SLIRONREFERITZOTEREL, 7542 NDSLUPLAR—RKNICBITITD L2 HE
HBLET, FAEVAFERARRIRUMT7 7 M IILEREL, AN—KRSA 2 AR—FIIZBERLE
To HILWUU—ATRSLRAFBELAEL B2 LS, ELVSAE AR BES N, KEH
DAV ANBRENETT, S4AEARTOY I NBLRYETH, EREERABEN LR
—hEh&ET,

NN a—F1420
£V B—%Y RTHEA, K—RFIVY. Ping

WKRDAN—BR T4 ATERAE N TV tools.cisco.comDKH V) IZ, FHL VWSLUPTIE

smartreceiver.cisco.comR XA/ 2V ZFERA L TEEZRILET, COREEZEVTVIRAT,
CHORAXAVIGEBDELZDIPT RLAICEBRAENET, IXNTOT RLAICpinghHBSHITT
FHYWEEA, WLCHSDA 2 Z—FY NEBETREEMT ANE L TpingZERATBDERFTER
HA, chsOH—/NICHL TpingZRITTERV LR, Y—NHNFEBLCEBELTLVEVNC L
ERITDEDTREHYELRA,

pingDRH V)2, BIEAMREMETANE L TR—MN43ZHADtelnetZ2ERTEILEN B ET,
Telnetlk, smartreceiver.cisco.com R XA WL T, FhEFEH—/NDIPT7 RL ALK L TEER
RTEET, M7 08 7OY0cnTVWAEWVEES, R—NEHEITH—T 2 ELTRRE
NABEANHVET,

WLC-1#telnet smartreceiver.cisco.com 443
Trying smartreceiver.cisco.com (192.330.220.90, 443)... Open <-------
[Connection to 192.330.220.90 closed by foreign host]



Syslog

N—2 > O&ER Cterminal monitor AN > RABE#ICE > TVWSEHEE, WLCIKCLITEEOV %
HALET, chsOXYytE—2 1k, showlogging N> REEFTUTEEB IS ELEETEET
o BENEEICEIUTAELBEOOTEROIDICEYET,

WLC-1#11icense smart trust idtoken <token> all force

Aug 22 12:13:08.425: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair has been removed from key st
Aug 22 12:13:08.952: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair has been generated or impor
Aug 22 12:13:08.975: %PKI-6-CONFIGAUTOSAVE: Running configuration saved to NVRAM

Aug 22 12:13:11.879: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new Ticensing trust code was successfully 1in

DNSH—NHFERENTLWAEL, E-EHEL TLWEVLDNSY—NAH2WLCHOY :

Aug 23 09:19:43.486: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Man

DNSH—/NEHEL TWB Y, 12 X—XY NCTIVEATEZLWLCOOY :

Aug 23 09:23:30.701: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Man

NTY R FvTF

WLCECSSM/ZA> 7L SASSMENBFERES{LE ., HTTPSZEHLEIHN. NTYRF¥
T7Fv2RTI2E, FBEIMMBUTABVRERRAASHAICBEYERT, NTYRFYTF v ZIRE
TRAREBMELFERE, WLCWebM 2V X—T I/ AZHERATSZHETT,

Troubleshooting > Packet Capture D JEICBELE T, HILVF ¥ T7F Y R4 N ZERLET,

Troubleshooting* > Packet Capture
-+ Add

Capture Name -~ Interface + Monitor Control Plane v  Buffer Size v Fiterby ~ Limit Status ~ Action

0 10 «

Monitor Control PlaneF T ¥ 9 RY VAN A IZB>TWVWB e #BBLET., NV T77HA4 X

AHRARKI00MBICEBRLET, FYTFVYITEIMEN HEDM F—T I/ AZEMLET, AN—
RSAEDADKRS 74 0l@, FT7FIRNTREIDAVLABBA O EZ—T I/ ALS, T
ip http client source-interface AN > RTERENLA 2V EX—T IA AN S, EEEThET,



Create Packet Capture %

Capture Name* | license
Fiter | any v
Manitor Control Plane Q
Buffer Size (MB)* || 100 |
Limit by* | Duration v ] | 3600 secs ~= 1.00 hour
Available (3) Search Q| Selected (1)
@ GigabitEthernet1 > @ Vian39 =

@ GigabitEthernet2

-)
@ Vian1 4

Fv¥7F v &EBIBL. license smart trust idtoken <token> all force AY¥ > RZETLE T,

Troubleshooting ~ » Packet Capture

Filter w
Capture Name ~ Interface ~ Monitor Control Plane ~  Buffer Size ~ by Limit Status  ~  Action

| coce . acwe | CEED|
O license Vian39 Yes 0% any sais Inactive m

1 10 « | items per page

FEEEIONTY NF¥T7FvICE, ROFIEFEENATVILENHYET,

1. SYN, SYN-ACK, B KTFACK— >V AZFEALETCPEY > 3> ORI

2. H—NEDSAT U ROMADOIERERBICLBTLSEY VI3 OBIEMLEF, FTLLEY
2aVFTYRNNTYRTHRTLET

BWLCHAZA 2 AERARRELR—NITDIBEANTY NBTFVT5—>3>0F—27
L—L)

4. FIN-PSH-ACK, FIN-ACK, 8 KT’ACKY —HT 2 AICKBTCPEY S a > nDKRT

N AT Y REYTFYICR, TOPYAYRITY IF—REF T U —2aYF—2TL
—LOERERL, ESLE<KDTL—LFEEATVET



CSSMUZTIRE3IDDELBDNTVYIIPPRLAZFERA TS, WLCECSSMEDTXTH
INTYRFEYTFYEZTAINEZITTBICIE., ROWireshark7 1 L2 ZFALE T,

ip.addr==172.163.15.144 or ip.addr==192.168.220.90 or ip.addr==172.163.15.144

AV 7LIASSMZEFEAL TVBHER., SSMOIPP RLARAZZAIINEVTLET,

ip.addr==<on-prem-ssm-ip>

Bl : 74NBVTENEINTOEERNTY MY T FvZ2EAL T, BEEERE L
CSSMZERL =, EERBZERBAIDONT Y RF¥TF ¥,

No. Arrival Tirme Source Destination Protocol | Info

559 Aug 23, 2021 11:31:13.35. 192.168.10.158 192.133.220.98 TCP 22425 - 443 [SYN] Seq=8 Win=4128 Len=8 M55=536

576 Aug 23, 2021 11:31:13.46. 192.133.220.90 192.168.10.158 TCP 443 - 22425 [SYN, ACK] Seq=8 Ack=1 Win=32120 Len=@ M55=1390@

578 Aug 23, 2021 11:31:13.46.. 192.168.10.150 192.133.220.98 TCP 22425 - 443 [ACK] Seg=1 Ack=1 Win=4128 Len=0

580 Aug 23, 2021 11:31:13.46.. 192.168.1@.150 192.133.220.90 TLSv1.2 Client Hello

688 Aug 23, 2021 11:31:13.58.. 192.133.228.98 192.168.18.158 TLSv1.2 Server Hello

612 Aug 23, 2021 11:31:13.58.. 192.168.18.158 192.133.220.98 TCP [TCP Window Update] 22425 - 443 [ACK] Seq=168 Ack=537 Win=4128 Len=2
614 Aug 23, 2021 11:31:13.58. 192.133.220.90 192.168.18. 150 TCP 443 - 22425 [ACK] Seq=537 Ack=168 Win=31953 Len=536 [TCP segment of a reassembled PDUI
673 Aug 23, 2021 11:31:13.78. 192.133.220.99 192.168.18.158 TLSv1.2 Certificate [TCP segment of a reassembled PDU]

675 Aug 23, 2021 11:31:13.7@. 192.133.228.90 192.168.18.158 TLSv1.2 Server Key Exchange [TCP segment of a reassembled FDU]

695 Aug 23, 2021 11:31:13.71. 192.133.220.90 192,168.108.158 TLSv1.2 Certificate Request, Server Hello Done

711 Aug 23, 2021 11:31:13.85. 192.168.10.158 192.133.220.90 TLSv1.2 Certificate, Client Key Exchange

718 Aug 23, 2821 11:31:14.91.. 192.168.18.158 192.133.220. 98 TLSv1.2 Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
737 Aug 23, 2021 11:31:14.13. 192.133.228.90 192.168.18.158 TLSv1.2 MNew Session Ticket, Change Cipher Spec, Encrypted Handshake Message
745 Aug 23, 2021 11:31:14.13. 192.168.10.150 192.133.220.90 TLSvl.2 Application Data

747 Aug 23, 2021 11:31:14.13. 192.168.10.150 192.133.220.90 TLSv1.2 Application Data

749 Aug 23, 2021 11:31:14.13. 192.168.18.158 192.133.220.98 TLSv1.2 Application Data, Application Data

22. Aug 23, 2021 11:31:45.08. 192.168.108.158 192.133.220.98 TCP 22425 - 443 [FIN, PSH, ACK] Seq=4386 Ack=9738 Win=3625 Len=8

22. Aug 23, 2021 11:31:45.11. 192.133.220.99 192.168.18.158 TCP 443 ~ 22425 [FIN, ACK] Seq=0738 Ack=4307 Win=31250 Len=0

22. Aug 23, 2021 11:31:45.11. 192.168.10.150 192.133.220.90 TCP 22425 - 443 [ACK] Seq=4387 Ack=9739 Win=3625 Len=8

show N> R

XDshowdX Y RIZIEE, FHEOBILICEITZIEABBRIEENATVET,

show 1icense status

show 1icense summary

show tech-support Ticense

show Ticense tech-support

show license air entities summary

show Ticense history message (useful to see the history and content of messages sent to SL)

show tech wireless (actually gets show Tog and show run on top of the rest which can be useful)
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EEAERICHEIEhDE, TREQUEST: Aug 23 10:18:08 2021 Central; & TRESPONSE:
Aug 23 10:18:10 2021 Centraly DEADX Y E—T FERRENhET, RESPONSEITDHICAE
BWEEE., WLCHACSSMA SIEEZEL BN 2L EZEKRLET,



RIZ, EENEEICRILE hi-B 4 Dshow license historyX Y t—2 O H HFlERLUET,

REQUEST: Aug 23 10:18:08 2021 Central

{"request":"{\"header\":{\"request_type\":\"POLL_REQ\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\"udi_seri
NB\"},\"version\":\"1.3\",\"Tocale\":\"en_US.UTF-8\",\"signing_cert_serial_number\":\"3\",\"id_cert_ser
\",\"product_instance_identifier\":\"\",\"connect_info\": {\"name\":\"C_agent\",\"version\":\"5.0.9_rel/
e,\"additional_info\":\"\",\"capabiTities\":[\"UTILITY\",\"DLC\",\"AppHA\" ,\"MULTITIER\",\"EXPORT_2\",\
Y_USAGE\"]13}3},\"request_data\" :\"{\\\"sudi\\\": {\\\"udi_pid\\\":\\\"C9800-CL-KN\\",\\\"udi_serial_numbe
\"},\\\"timestamp\\\":1629713888600,\\\"nonce\\\":\\\"11702702165338740293\\\",\\\"product_instance_ide
\"original_request_type\\\":\\\"LICENSE_USAGE\\\",\\\"original_piid\\\":\\\"2e84a42f-c903-44c5-83b2-e62
":7898262236}3\"}", "signature": {"type" :"SHA256","key":"59152896","value":"eil7IuQaTCFxgUkwls76WZxa5DRI5A
0OgMgQd5POU6VNsH2j9dHCco4T1INI /aCMbRIMRmk fxyVSWsx41mjIL1Tmp0Si3ZS4FBMv1F/EBOUfowREe20z21rQplcAFpPn5STaFezW
/Nu6SQZfIW+IdF+2gnJeNFAIZbNpgOB5d5HIJvDmDImvDu3bMRHhQAWr2KKzGFr6jPz0hs7bGY /+F1fTLQkSLFEUaKTNH/tuxJPFHTF
h9//uhsd+NaQyfdRFTudkbfUBTFkvPxHW9/5w=="}}

RESPONSE: Aug 23 10:18:10 2021 Central

{"signature":{"type":"SHA256","value" :"TXZE034fqgAul12jy9V4+HoB2hDSh19au/5sgodiCVatmu671/6MyN7kZfEzREufY8
SLrjTf04grGeQTcH7yEjOD+gztWXCOu8RBT7/Bo9aBs\n4x1i0E6f1PB3BP6yu7KIEUQZ8yHZTwDT+mVtIGi6TRrtYnV3KQMpCUmFS5F
wOksf3SfXreNZJuzWXzjHvtmlusCQXw7ZTBzffYsNKOOTk]ITr\nvgB2PkV7IU1sA481kpIv1Pul6IilXgk+2PC2IzCrCLG57TVN3XgX
1pE12SHyQ/DAw==","piid" :null,"cert_sn":null},"response":"{\"header\": {\"version\":\"1.3\",\"locale\":\"
mp\":1629713890172,\"nonce\":null,\"request_type\":\"POLL_REQ\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\
9PJK8D70CNB\"},\"agent_actions\":null,\"connect_info\": {\"name\":\"SSM\",\"version\":\"1.3\",\"producti
s\": [\"DLC\",\"AppHA\",\"EXPORT_2\",\"POLICY_USAGE\",\"UTILITY\"],\"additional_info\":\"\"},\"signing_c
\",\"id_cert_serial_number\":\"59152896\",\"product_instance_identifier\":\"\"},\"status_code\":\"FAILE
\"Invalid ProductInstanceldentifier: 2e84a42f-c903-44c5-83b2-e62e258c780f provided in the polling reque
262236\",\"retry_time_seconds\":0,\"response_data\":\"\"}","sch_response":null}
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REQUEST: Jun 29 11:12:39 2021 CET
{"request":"{\"header\":{\"request_type\" :\"ID_TOKEN_TRUST\",\"sudi\" : {\"udi_pid\":\"C9800-CL-K9\",\"ud
RESPONSE: Jun 29 11:12:40 2021 CET
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
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