ISE% fE F L 7= Catalyst 9800 WLC iPSK® &%E
mA

BZE

Bl $E St

EZ#®

FATRZIAVR—F b

iPSKERAA, ENFVAICEETDHN ZERETS

9800 WLCOERE
ISE QERE
NS7)IL>a—b

9800 WLCH RSN a—F1425
ISEQ RSN a—TF142Y

B=

CHDRFIXRNTIE, Cisco ISEZRADIUSH—/N& L THER T %Cisco 98007 4 v L ALANT]
> RO—S(WLC)TDIPSKTREE N =WLANDREIC DV THBELE T,

Bl SRAF
B

CORFIXDVNTE., FHENIBOOLOWLANDERREICEEL., TOREZEAICEISTE
BEEARELTVET,

ATV R—F2 b

- 17.6.30"#% & 9 % Cisco 9800-CL WLC

. Cisco ISE 3.0
CORFIXNOBERE, BENDTRREICHZITFNAAICETVTEREhELE, DR
FAXRNTERAIZINTOT/NA AR, I8 (F7 2N ) REORELSEEBLTVET
o AERBPOXRYNT—IUTR., EBOANRICK>TRCHAREMNI HDEIEEZ T o0HEZEL TL
EEV,

IPSKERMAA, EDFVFLEETIHN ZEMRTD

HKRODBHHEF—(PSK) TREENERZY RD—I TR, BHESNEIXNTOIZAT U NIC
BUNAD—RAERAEINET, TOR/R, FEI1-—HYeF—22HEITRHET, EF21 VT4
ERPZRY RD—IOADRET VAN RETHAEMNI BV ET, COREORE —BRNEE
KL, PSKEHEDOZEZETT, cOZERF, RYRNID—JICBUOTIEARATREHICZ<DOIY
RFNARAZFHLVF—TEFHIDILEN BB, IXTOI—HICEEZEXET,

Identity PSK(iPSK) T ¢, RADIUSH—/N%# AL T, AUSSIDEDBAZEGRI—HIIL—TIC



HUT—BEOBMHEF—HNEREINET. COBDORERF. TURIZATRTNARY
dotIXFRREZ HR— R LABWVWA, &KV EF 1T THMBRAARNNBELZRY ND—UTHEILE
MTTFo V4T ROBRDLSE. COWLANRERKRDPSKEY RD—JERIULSICRAE
Fo WFNADPSKNREChILBE, HEEZWRIBPARLEEIN—TLEGHIPSKEZEEH TS
BENFBHV)ET, WLANICERENTVREYYOTNA AGEEZZTEREA,

Traditional Vs Identity PSK
Traditional PSK |dentity PSK

SSID= Demo 551D= Demo

&
L - C o

P5SK= Cisco123 IPSK= Cisco456 \l_-_dl' IPSK= CiscoBT8

9 PSK= Cisco123 4 @ IPSK= Cisco567  {lad

9800 WLC DR TE

[Configuration] > [Security] > [AAA] > [Servers/Groups] > [Servers] T, ISEZRADIUSHY—/Y& L
TEMLULET,

/ ©
. % i el

(= PSK= Cisco123

Configuration= > Security = > AAA

+ AAA Wizard

Servers / Groups AAA Method List AAA Advanced

+ Add

Servers Server Groups
TACACS+
Name Y Address T Auth Port Y Acct Port T
LDAP
|[:] ISE_iPSK 10.48.39.126 812 1813

1 10 »

[Configuration] > [Security] > [AAA] > [Servers/Groups] > [Server Groups] T, RADIUSH—/\T)L
— 7 &ERL., HUBICHERL LISEY—/NZEBMLE T,



Configuration = > Security= > AAA

+ AAA Wizard
Servers [ Groups AAA Method List AAA Advanced

Servers Server Groups
TACACS+
Name Y Server] Server 2 Server 3
LEAS | O ISE_iPSK_Group ISE_iPSK NJA NiA
1 10 »

[AAA Method List] 27 T, BABIIZHER L =RADIUSH—NT I —7%3ET X217 "network, &%
IL—7"3247 Tgroups %35 DAuthorization') A NZERL £,

Configuration= > Security - > AAA

+ AAA Wizard
Servers [ Groups AAA Method List AAA Advanced
Authentication
:
Name T Type Y Group Type Y Groupl Y Group2 Y Group3 Y Groupd T
Accounting
|D Authz_List_iPSK network group ISE_iPSK_Group NiA MIA N/A

1 10 «

TFHIVTAVIDRERT TS IVTIH, X147 % Tidentitys ICFREL. EURADIUSH—
NIN—T%IBETD_ETEITTEET,

Configuration~ > Security = > AAA

+ AAA Wizard
Servers [ Groups AAA Method List AAA Advanced
Authentication
+ Add
Autharization
Mame T Type Y Groupl YT Group?2 Y Group3 Y Groupd i
| D Ace_List_iPSK identity ISE_iPSK_Group NfA MIA MN/A

chix, ROONV REZFEALTIOARV RFA N SRTIDEETERT,

radius server

[Configuration] > [Tags & Profiles] > [WLANs] T, # L WWLANZ/EK L £, [Layer?2
configuration] ©, RDBREEZERITLET,

-MACZ7 AL EZVTZBML, UEICERUVEFTJARNZRELERT

- [Auth Key Mgmt] T[PSK] ZB%IlCLE T,

CERHEF T —IILRICEK, FEDEEZANTERT, Chik, Web/ X —T T 14 A%
TOEHZ/BLEITLEOEFICTOLAET, I—HFEOF—2FEALTERIITEEFEA,



NIFE. BERIHBEF—(&F T2345678. ICEREETNTVET,

General Security Advanced

Layer2 Layer3 AbA,

' WPA + WPA2
Layer 2 Security Mode + v Lobby Admin Acosss 0O
MAC Filtering Fast Transition Adaptive Enabled
Authorization List* Authz_List.. ~ | (@ Over the DS O
Protected Management Frame Reassociation Timeout 20
MPSK Configuration
PMF Disabled v
MPSK O

WPA Parameters

WPA Policy ()
WPAZ Policy
GTK Randomize O
OSEN Policy 0
WPA2 Encryption AES(CCMP128)
O comp2ss
O ccmeizs
O cemp2ss
Auth Key Mgmt O 802.1x
PSK
O easy-psk
O cokm
OFT+ 802.1x
OFr+psk
O 802.1x-SHA256
O psk-sHA256
PSK Format ASCI -
PSK Type Unencrypted v
Pre-Shared Key* | o

I—% 058k, [Advanced] 27 TRITTE £, [Allow Private Group]lcFRET2 &, BLU
PSKEMERAL TWAI1—HYHNFHEICEBETEDLSICBRYETH, BAZPSKEFALTWVWS
—H@x7OvIEh£ET,



General Sacurity Advanced Add To Policy Tags

Coverage Hole Detection Urivirsal Admin ()
Alronet IE @ (W O
Adverrtize AP Mame O Load Baance O
P2P Blocking Action Al Private Group Band Select O
Mutticast Buffar . CSABLED IP Sowrce Guard O

[Configuration] > [Tags & Profiles] > [Policy] T, FTLWARU > —7O7 74 )L &ZERKLFT,
[Access Policies] 27 T. = OWLANAEAL TWBVLANE = RVIANY L—TEBREL £ T,

Add Policy Profile x

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O -
A PvaACL | v

DHCP TLV Caching O

IPv6 ACL | v |
WLAN Local Profiling )

URL Filters
Global State of Device ® . -
Classification Pre Auth | v |
Local Subscriber Policy Name | - v Post Auth | ; x 1
VLAN
VLAN/VLAN Group | VLAN0039 v
Multicast VLAN l Enter Multicast VLAN

[Advanced] 2 7 T, [AAA Override] 2 B®IlCL., ERBZXDBERET HIO T4 T VARNEER
muUEY,



Add Policy Profile X

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profle ~ (J

Session Timeout (sec) 1800 Iélr?géli-r?;al O

Idle Timeout (sec) 300 mDNS Service arch v
Paolicy . J

Idle Threshold (bytes) 0 S— — . —

Client Exclusion Timeout (sec) 60 User Defined (Private) Network

Guest LAN Session Timeout O Status O

DHCP Drop Unicast O

IPv4 DHCP Required O DNS Layer Security

DHCP Server IP Address DNS Layer " Not Configured = |
Security ‘ lear

Parameter Map

Flex DHCP Option

for DNS

Flex DNS Traffic
Redirect

NAC State O WLAN Flex Policy

Show more >>>

AAA Policy

Allow AAA QOverride

Palicy Name | default-aaa-policy X + | VLAN Central Switching @)

Accounting List | Acc_ListiPSK v | ® % Split MAC ACL o= Selec v

[Configuration] > [Tags & Profiles] > [Tags] > [Policy] T, fERL =RV —7O7 7 1 JLIC
WLANA Y YE>TJEhTWAS & Z2BRBLET,

Configuration = > Tags & Profiles~ > Tags Edit Policy Tag =

Palicy Site RF AP A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.
Mame* default-policy-tag
Policy Tag Name
Description default policy-tag
[O setautt-polcy-tag | 4
1 10 » |items per page

v  WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile T

| O wLaAN_iPSK Policy_Profila_iPSK

1 10 4 |items per page



chix, ROONV REZFEALTIOARV RTA N SRITIDEELTERT,

wlan
[Configuration] > [Wireless] > [Access Points] ©, WLANZ2 7 O—RF Y ANTRIREN HDT D
EARAVNIRDRITNFERAEATVWD L Z2RELET,

Edit AP

General Interfaces High Availability Inventory ICap Advanced Support Bundle
General Tags
AP Name* AP70DF.2F8E.184A ‘ Policy default-policy-tag v
Location*® default location ‘ Site | bl
Base Radio MAC 500£.8004.eea0 e SR dl
Ethernet MAC 70df.2f8e.184a Wiks Tag Cantigita. alo

ISE DFEE

COFREHARTE, 94T KNOMACT RLAICESVWTF/INA RAOPSKNFREE D>+
) AICD2WTEB L £ 9, [Administration] > [Network Resources] > [Network Devices] T, #L
WX RAZBML., IP7 RLAZEEL, RADIUSRIREZAMICL . RADIUSHEWE Z1E
ELET,



= Cisco ISE Administration - Metwork Resources

Network Devices

Network Device Groups

Metwork Device Profiles External RADIUS Servers

I Network Devices > Mew Network Device

Dafault Deviee MNetwork Devices

Device Security Seftings

S80C
Description
1P Addrass Ly 10483888 /32 W
* Device Profie
& Cisco &

Madel Name

w
Software Version
~
* Network Device Group
Locion
All Locations £ Set To Default
PSEC P -
s IPSEC Device Set To Default
Device Type
e Ty o Set To Default

~ RADIUS Authentication Settings

Protocol

RADIUS

* Shared Secrat

Show

RADIUS Server Sequences

[Context Visibility] > [Endpoints] > [Authentication] T, IPSKZY KD —JIZ#HELTWDITXNTO

TFINAARA(DZA4T> N ) ODMACT RLAZEMLE T,

= Cisco ISE [ ontext Visibility - Endpoints ‘
BYoD Compliance Compromised Endpoints Endpoint Classification Guest
INACTIVE ENDPOINTS g o AUTHENTICATION STATUS s

No data available.

) D B anc Export Import

[l MAG Address Status

IP Address Username  Hostname  Location Endpoint Profile
¥ MAG Address Status IP Address Usarmnama Hostname Location Endpaint Profile
] I DB:BE:AC:27:85:7E DEbeac2iB... | Lacation Unkaawn

Q ® 5@ @&
Vulnerable Endpoints Hardware
AUTHENTICATIONS [coE s NETWORK DE
Fallure Reason  Idanilty Store  idantity Group Locatlon  Type
No data available.
w i 1

Authentication Failure Re...  Authentication ..  Authorization P..

Authentication Failure Reason Authentication Polic Authorization Polic

MAB Baszic_Authanticate

[Administration] > [Identity Management] > [Groups] > [Endpoint Identity Groups] T, 12 L0 J
LN—T%ZERL, TNSICIA—HZEVIETET, EIIL—TRB. BTRYRND—IVICERTS

EOICEBDPSKEEATIRDICRETERT,



= Cisco ISE | Administration - ldentity Management B Q @ i@ &

Identities External Identity Sources Identity Source Sequences Settings

aniity Groups Endpoint Identity Groups

=
o= - Seected 0 Towl18 3 3
Add All h*
1 Endpoint Identity Groups I
1 User Identity Groups Name ~  Description
O Androld Idantity Graup for Profile: Android
O Appla-iDevice Idantity Geaup for Profile: Apple-iDevice
= CiscolSE Administration - ldentity Management A Mode § Q @ B &
Ildentities Groups External Identity Sources ldentity Source Sequences Settings
—

st » New Endpaint Group
Identity Groups

= |Endpoim Identity Group

| * Marma Idantity_Group_iPSK

b] Endpaint Identity Groups

¥ 1 User Identity Groups

m ancel

TJIN—=THERE NS, -2 TIN—TICE)HTDENTEET, ERLETIL—T%
BIRL. [Edi|EZUY I LET,

= Cisco ISE Administration « Identity Management A Q @ 28 &

|dentities Groups External ldentity Sources Identity Source Sequences Settings

Identity Groups Endpoint Identity Groups

=
- = Seloctod 1 Towl 19 [ 43
= L
-+ Add B Deee Al 5
» 2 Endpeint ldentity Groups
5 : ~
Usar Identity Groups NADS Dascription
O Epson-Device Identity Group for Profile: Epson-Device
0 GuestEndpoints Guest Endpoims ldentily Group
| ] Identity_Group_iPSK
liuninar-Movice Identity Fraon for Brofile ninor-MNeuiro

TIN—T7RET, [AARER>ZIVYOLT, COTIN—TIEVETRIZATRD
MACT7 RL AZEMLET,



= Cisco ISt Administration - ldentity Management Q @ B 8

Identities Groups External Identity Sources Identity Source Sequences Settings

» Igentity_Group_iPSK
Identity Groups

=) Endpoint Identity Group

| * Hame Identity_Group_iPSK

Endpaint Identity Groups |

User ldentity Groups

Reset
|dentity Group Endpoints Selected 0 Total 1 73 i.:?
- HOIRCHS. i
MAC Address Static Group Assignment Endpoint Profile
| O OBBEAC:27:85:7E | trug Unknown

[Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] T, #L W2 T
Z7O7 74N ZEBRLET. BEZRDRSICRELET,

access Type = ACCESS_ACCEPT

cisco-av-pair = psk-mode=ascii

cisco-av-pair = psk=

RBBPSKEFATAIVENHBI—HIIN—T2 &2, EBDpskavRTZFERAL TEMNOE
REERLET, ACLRVLANA—N—Z A4 RBEEDEMNTZX—REZTERETEET,

= Cisco ISt [ Policy - Policy Elements |

Dictionaries Conditions Results
—
>

Authentication

o)
&)
Y
&

> Mew Awhorization Prafile

Authorization Profile
Authorization

| | Authorization Profiles | "y Authz_Profila_iPSK

Downloadable ACLs

* Access Type
Prafiling > REEEIES ACCESS_ACCEPT

Posture
Metwork Dovice Profile &% Cisco i

Client Provisioning Service Templata
Track Movemear

Agenless Posture

Passive Identity Tracking



v Commaon Tasks

DACL Name

~ Advanced Attributes Settings

Ciseoeisca-av-pair v  psk=Ciseol23 v

~ Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = psk-mode=asdi

ciict-m-pain = prk=03c0123

[Policy] > [Policy Sets] T, $iLWARUZ —ZHERKLET. IFA TRV —EY M-
LTWVWBREEBRIDLEDIC. ROFHENFERENET,

Cisco:cisco-av-pair EQUALS cisco-wlan-ssid=WLAN_iPSK // "WLAN_iPSK" is WLAN name

Conditions Studio

Library Editor
®
Cisco-cisco-av-pair
(¢[=[o]a]e[z[=]e|=]a]r|c]1|0]:]+) k _
1 | | Bl el 1 | L Equals v cisco-wlan-ssid=WLAN_iPSK
Catalyst_Switch_Local_Web_Aut Set to 'ls not' Duplicate
hentication =
Switch_Local_Web_Authenticatio NEW AND OR
o W

RUVD—REERZRZ2ICTREDIC, KEZEMTEET,

= (Cisco ISE Policy - Policy Sets F'y Q ® &8 @
Policy Sets Reset Reset Policyset Hitcounts |

y  Status  Pollcy Set Name Description Conditions Allowed Protocols | Server Sequence Hits  Actions  View
)
)
. . Cisco-cisco-av-pair EQUALS cisco-wian- i i i
st _iPSH Letay et fl ccess = 10
) Policy_Set_iPSK 5 [ Jefault Network Access {6} >

(-] Dofault Detfault palicy set Default Network Access  {F 10 g@} »

[Policy SetfTOHBICHZBFVRNZI VY IL T, HUKERLLIPSKRU S —EY RREIC
BBLET,



Policy Sets
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions  View
-,
Clsco-clsco-av-pair EQUALS cisco-wian s
[ Palicy_Set_iPSK E :;;id:WI‘..ﬂN_iF:‘SE e ! Default Network Access <= 77 {@}

[Authentication Policy] A'[Internal Endpoints]iCEREE N TWVWB & EEL £,

= Cisco ISt Policy - Policy Sets

icy Sets— Policy_Set-iPSK Reset Reset Palicyset Hitcounts m

Allowed Protocols | Server Sequence  Hits

Status  Policy Set Name Description Conditions
)
Ll
(] Policy_Set=IPSK 2 Radius-Called-Station-10 ENDS_WITH WLAN_IPSK Default Metwork Access 0

~ Authentication Policy (1)

Status  Rule Name Conditions Use Hits  Actions

@]

Internal Endpoints

] Default _
*  Options

[Authorization Policy] T, 1—HJ I —7C&ICHLWVWIL—ILZERLET. RHEEL T, K%
FHLET,

IdentityGroup-Name EQUALS Endpoint Identity Group:Identity_ Group_iPSK //
"Identity_Group_iPSK" is name of the created endpoint group

Resultlk, SABIIC/ER U =BT 7O7 7 A4 TF, [Default] L—ILHF—FTFICEY,
[DenyAccess] ZR1 > ML TWHCEZRERULET,

= Cisco ISE Policy - Policy Sets Q @ (@ &
O
L
nternal Endpoints
-] Default a a {@
> Options
» Authorization Paolicy - Local Exceptions
» Authorization Policy - Global Exceptions
= Authorization Policy (1)
Results
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
O
o)
IdentityGroup-Name ECGUALS Endpaint Identity e—— =
(-] Authz_Rule_Graup1 Groups:idantity_Group_IPSK Authz_Profile_iPSKE Select from list {\9}
Denyhccess Select from list a {@}

[} Defaul



INTOI—HYHFRBINADV—RZFEATIHEE, TORRANITIL—TEZODIY RKRA
DRIN=TEC—BIBIL—LNZERTEIRDYIC, ROFHERFOIIL—ILNEZEKTEET,

Radius-Calling-Station-ID EQUALS <client_mac_addr>

X MAC7 RL AT ZARIE., WLCD[AAA] > [AAA Advanced] > [Global Config] >
[Advanced Settings]| CRETEE T, cDfITR, XF ", FMEASThTVET,

= Cisco ISt Policy - Policy Sets Q @ M@ @&

Options

» Autherization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

Authorization Policy (1)

Results

Status  Rule Name Conditions Profiles

Security Groups Hits  Actions
ks m_Sin Select from list {@}
e S End ' |
) & t t {é}
D 5 from | &

AR —OIL—ILTE, I—FHFEALTVEINAT—RZEETILEHIC, HOZO/N
TX—REZFEATEERT, REMNCEATNDIIL—IILNRBFROERYTY,

1. - OBFHRICEI<SRE
COTFIVATIE, WLCIRAPOT —> 3V EREZISEIZEFB T I HBENHYVET, Chilk
V., $3EMOI—HE1D2O/NATD—RZFEAL. BOBAMOI—HEEO/NAD—R%Z
FRATEET, hlk, [Configuration] > [Security] > [Wireless AAA Policy] TERETE X T

o



Edit Wireless AAA Policy

Policy Name* default-aaa-policy
NAS-ID Option 1 System Name v
MAS-ID Option 2 AP Location - ‘
NAS-ID Option 3 Not Configured v

2. FNALAOTATFAVVTICET<KRE
cOIFVFATR, FNARZTO-NILICTO77AINTBDESICWLCERET D HEN
HYVET, chlcky), BEEBESYTNYTTFNAAREERBTNAAICEBRDZ/NAT—R
ZERETEET, JO-NILF/INA AP E(F. [Configuration] > [Wireless] > [Wireless
Global] TEMICTEE T, ISECOTFNAATOAT7A V2 TOREICOVTIE, FISEYS
O77A4) 0814 Ry Z5RBLTLEEL,
BESLF—%RITLTTERLS, COERAK802.1MTYSI—3 0TI —XATRETHLED,
ACLX®VLAN ID% &, fEOAAABMZISEN SIRT CEETLICHRETT,

NZ7)L21—b

9800 WLCH RSN a—F1>2 5

WLCT., BMHEMERNL—ADONER, BEOABIZRETIDICTIBETHAILEN BV E
o <tld. WLC Web1 > Z—7 T 4 AD[Troubleshooting] > [Radioactive Trace] TE{TTE &
To 94T MOMACT RLAZEML, Startz#H L TRIEODBRZHAE T, [Generate]
ZOUYOLTTI7ANEERL, FTVO-RLET,


https://community.cisco.com:443/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456
https://community.cisco.com:443/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456

Troubleshooting ~ » Radioactive Trace

Conditional Debug Global State: Stopped

-+ Add

MAC/IP Address Trace file
74da.38f6.760 debugTrace_74da.386.76f0.txt &
1 20 v |

EE : 10S 148 & U'Android 10AN— K7 # > ®iPhoneld. XY NT—IUANOBEERFIZS
D LEENTZEMACT RLAZERALET, COBBEICKRY), iIPSKRENTLICENST
BMFH)ET, COMEBNIBYCE>TVWRIZEZREALTSEZL,

BEMERNL—ATHRBEZEETZIOICTOTHEWVWEERE. NTY NF ¥ 7 F v EWLCTEREIX
£ TZF T, [Troubleshooting] > [Packet Capture] T, ¥ ¥ 7Fy¥RA > NEZBMLET, 7%
IRTIE, WLCIF T XTORADIUS AAABEICOA VL ABEBAVX—T7 I/ AZFERALET,
WLCO U ZAT > NN ZVEERE., NV T77H A4 X%Z100 MBIZEBX LET,

Edit Packet Capture x

Capture Name™ ‘ IPSK ‘
Filter* | any v
Monitor Control Plane v
Buffer Size (MB)* \ 100
Limit by™ | Duration v | ‘ 3600 secs ~= 1.00 hour

Available (4) | Search Q| Selected (1)
(@) GigabitEthernet > (@) vianag €
(@) GigabitEthernet2 -
(@) GigabitEthernet3 -
@) vian1 >

ROEIZ, BEETHITAITOETIRBLEEEONTY RFYTFYyZRLET,
DITZATNCEETZINTONTY R ET14)ILR)TTBICE,. KDOWireshark7 1 )L &
EEALE,



ip.addr==
Ml wie peap.peap

File Edit View Go Capture Analyze Statistics Telephomy ‘Wireless Tooks  Help
dm i@ RE R e L =S aqam
[ Jip-2ddr==10.46.39.134 || eapol || ootp
MNa. Time: Source Destination Frotocol Length Source Port  Destination Port Info
1 B.0e8008 18.48,.39.212 19.48.39.134 RADIUS 438 56240 1812 Access-Request id=123
2 B.@l4607 18.48.39.134 18.48.39.212 RADIUS 224 1812 56248 Access-Accept id=123
3 B.000000 18.48.39.134 18.48.39.212 RADIUS 224 1812 56248 Access-Accept 1d=123, Duplicate Response
4 5.944995 Cisco_24:95:8a EdimaxTe_f&:76:f@ EAPOL 283 5247 5253 Key (Message 1 of 4)
5 8.885884 EdimaxTe_f6:76:f@ Cisco_24:95:8a EAPOL 213 5353 5247 Key (Message 2 of 4)
6 8.801007 Cisco_24:95:8a EdimaxTe_f6:76:f@ EAPOL 237 5247 5253 Key (Message 3 of 4)
7 8.884998 EdimaxTe_f&:76:f@ Cisco 24:95:8a EAPOL 191 5253 5247 Key (Message 4 of 4)
B 4.318843 18.48.39.212 18.48.39.134 RADIUS 569 56248 1813 Accounting-Request id=124
9 8.813992 18.48.39.134 18.48.39.212 RADIUS 62 1813 56248 Accounting-Response id=124
18 ©.9e8608 18.48.39.134 19.48.39.212 RADIUS 62 1813 56248 Accounting-Response id=124, Duplicate Response

ISEO NSTNa—FT42Y

Cisco ISEQERRNZ TN 1—FT 14T T Uy Ul&, [Operations] > [RADIUS] > [Live Logs] =
& B[Live Logs] R—ITT, chs5lk, 97472 MOMACT RL A%&[Endpoint ID]7 1 —JL R

CANTBRIETTANEZIITTEET,

TERISELR—bhZ2R<E, BEOERRAICETS

FHARTRENET, VAT ELVWISERUZ—ICEY RLTWVWA L ZRABLET,

Cisco ISk

Live Logs Live Sessions

Misconfigured Supplicants

0

? Refresh

Resat Repeat

Misconfigured Network Devices

T Export To

Time Status
4

Aug 19, 2022 08:04:20.5.. [}

Awg 19, 2022 08:04:13.3..

Detalls

0

Repea... ldentity
Identity

1 O8:BE-AC:2T:B...

08:BE-AC:2T:B...

RADIUS Drops

0

Endpaoint 1D

Endpoint ID

DB:BE:AC:27:85

OB:BE:AC:27:85:7E

Client Stopped Responding

a @ 98 &
Repeat Counter
B 20 records w B
" Filter
Endpoint... Authentic.. Authoriz.. Au ion Pre.. IP
Endpoint Pr Authenticati Authorizatic Autharization Profiles 1P Address
Unknown Palicy_Sat., Palicy_Set... | Authz_Profile_iPSK faB0: e 864:06
Unknown Policy_Sat...

Palicy_Set.. Authz_Profile_iPSK
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



