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(config) #wireless management interface vlan 1114 nat public-ip x.x.x.x
(config-nat-interface) #capwap-discovery ?
private Include private IP in CAPWAP Discovery Response

public Include public IP in CAPWAP Discovery Response

17.x_1— R T, [Configuration] > [Interface] > [Wireless]icB&E L . [Wireless Management
Interface]z 7)Y U L T, GUIA SNAT IPB8 K UO'CAPWAPKRHE R A T ZRELE T,



Configuration™ » Interface ™ > Wireless Edit Management Interface *

Intarfaceo Vian1119 -
Trusipoend "
intarface Name « Inteaface Type w»  Trustpoint Namea » VILANID '
¥ MAT Status EMABLED -]
0O viantiig Management 119 )
IPvd [ IPvE Server Addrass KX
1 10 »
Irvaid IP Socress
CAPWAP Discavery [ Peivate Public
D Cancel ] - Update & Apply to Device

A74F21L—>3>

1.FlexZ7’A7 7 4 )L &ZER T B (ClE, Office Extend APZE®IZ L T, [Configuration] > [Tags &
Profiles] > [Flex]\cBBIL £ ¥,

Add Flex Profile

General Local Authentication Policy ACL VLAN Umbrella
MName* OEAP-FLEX Fallback Radio Shut
Description QEAP-FLEX Flex Resilient
Mative VLAN ID 37 ARP Caching o
HTTP Froxy Port 0 Efficient Image Upgrade o
HTTP-Proxy IP Address 0.0.0.0 Office Extend AP L
CTS Policy Join Minimum Latency

2914 KRBT ZER L. Flex ProfileZ N Y 7°9 % (&, [Configuration] > [Tags & Profiles] >
[Tags]cBEIL %Y.



Add Site Tag

Name* Home-Office
Description _ Enter Description

AP Join Profile ’ default-ap-profile v
Flex Profile '_ OEAP-FLEX| ¥
Control Plane Name | v

Enable Local Site

[ ) Cancel ]

3. 1815 APIC X2 J Z{F T &£ 7, [Configuration] > [Wireless Setup] > [Advanced] > [Tag APs]Zi&iR
LET,

Tag APs X

Tags

Policy / default-policy-tag | v
Site Home-Office v
aF ' default-rf-tag -

Changing AP Tag(s) will cause associated AP(s) to reconnect

[ O Cancel ] =l Apply to Device
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1815 APA'WLCICEB#E&HL =5, OB hZEELET,

vk-9800-1#show ap name AP1815 config general

Cisco AP Name : AP1815

Cisco AP Identifier

Country Code

Regulatory Domain Allowed by Country

AP Country Code

Site Tag Name

RF Tag Name

Policy Tag Name

AP join Profile

Flex Profile

Administrative State

Operation State

AP Mode

AP VLAN tagging state

AP VLAN tag

CAPWAP Preferred mode

CAPWAP UDP-Lite

AP Submode

002c.c8de.3460

Multiple Countries : IN,US

802.11bg:-A  802.1la:-ABDN

US - United States

Home-Office

default-rf-tag

default-policy-tag

default-ap-profile

OEAP-FLEX

Enabled

Registered

FlexConnect

Disabled

IPv4

Not Configured

Not Configured

Office Extend Mode : Enabled
Dhcp Server Disabled
Remote AP Debug Disabled
vk-9800-1#show ap link-encryption
Encryption Dnstream Upstream Last
AP Name State Count Count Update
N2 Disabled 0 06/08/20 00:47:33



AP1815 Enabled 43 865 06/08/20 00:46:56

when you enable the OfficeExtend mode for an access point DTLS data encryption is enabled
automatically.

AP1815#show capwap client config

AdminState : ADMIN ENABLED (1)
Name : AP1815

Location : default location
Primary controller name : vk-9800-1

ssh status : Enabled

ApMode : FlexConnect
ApSubMode : Not Configured
Link-Encryption : Enabled
OofficeExtend AP : Enabled
Discovery Timer 10

Heartbeat Timer 30

Syslog server

Syslog Facility

Syslog level

255.255.255.255

informational

3 @ ap link-encryption AN > RZFEAL T, BEDT IV EARSA UV NELRIXNTOT V&
ARA NODTLSTF—RBESLEBNFELEENICTEET

vk-9800-1 (config) #ap profile default-ap-profile
vk-9800-1 (config-ap-profile) #no link-encryption
Disabling link-encryption globally will reboot the APs with link-encryption.

Are you sure you want to continue? (y/n)[y]:y
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o] NETWORK

cI1SCO HOME CONFIGURATION EVENT_LOG DIAGNOSTICS HELP
System Configuration
2.4GHz Login
S5GHz
Username admin
381D Password =00 sessssssessssns
DHCP Radio
Radio Interface EGhz
i Status Enabled [
Firewall 802.11 n-mode Enabled
B02.11 ac-maode Enablad
Backup/Restore Bandwidth 40 Mhz
Channel Selection w B

S2010 - 2016 Cisco Systems Inc, All rights reserved.

3. [Configuration] > [SSID] > [2.4GHz/5GHz] I #& L., /N\—Y FILSSIDZREL £,

Refreh  Legest
TELEWORKER

LR PR =R L8 Ll A
BackupRestons HAC Aadress [ MAT Adment [

Sacurity

P [T - |
WPAZ- RN uties B
WA ERFSten

WA padselvang itk b R0 iy

AEBARZR—TIA RAZEMLET,

5.8SIDZEAAL, 7JO—RFYARNEZBRMICLET

6.ESILDZEEE. WPA-PSKIE 1z (X [WPA2-PSK|ZZIRL, WIETHEFIUT 1 R4TD/N
A7L—XZAHNLET,

7. [Apply]Z V)Y VL TREEZBMICLET,

8.NN—VFISSIDICERTDIVTA T NE, T7#I)L8T10.0.0.1/24FY NDT—=U A SIPT R
LAZBEL XY,
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10. OEAPTY AT NOBEN T 2R TS (Z1E. [Home] > [Client]iCE L £9 ., OEAPIC
BEMTSNEO—ANITZAT O NERRAITAT O NEZHERBTEET,

WETWORK
DIAGNOSTICS

HOME CONFIGURATION EVENT_LOG

HELP

Association

Local Clients
Client MAC Client IP WLAN SSID Radie/LAN Association Time Pt In/Out
O0:17 70 80 130G Wweass  Home-ssk ] ZHEHE O0d:00h; 24m: 55 REFO LU

Corporate Clients
Client MAZ Cliant I WLAN SSID Radio,LAN Association Time Picis In/ Out
SO0 AR INE DR 10,100, 37.11% oporbe-ssid 2.AGHE 0000k 08 AHES 20

To clear personal ssidfrom office-extend ap
ewlc#ap name cisco-ap clear-personalssid-config

clear-personalssid-config Clears the Personal SSID config on an OfficeExtend AP
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Catalyst 9800 WLC T ® 00— 41 )L EAPFRAE D 5% 7 6l

1.RLANZO7 7 AL ZERTSIZE., RORIZRT LS, [Configuration] > [Wireless] >
[Remote LAN]icBEIL . RLANZ’O7 7 A I DOZRERLAN IDZEALLE T,


https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/215026-local-eap-authentication-on-catalyst-980.html

Add RLAN Profile x

General Security
Profile Name* RLAN-TEST
‘ RLAN ID* 1 ‘
Stats
Client Association Limit 0
mDNS Mode Bridging -

1 Apply to Device

2. [Security] > [Layer?] ICBEL. RLANT802.1x2HMICT2ICE. RORICRT&LSIC,
802.1xMD AF—A A% [Enabled]ICREL £,

Edit RLAN Profile

General Security

Layer2 Layer3 AAA

802.1x [ENABLED (]
MAC Filtering | - J
Authentication List | default v

IRDEICTRT KSIZ, [Security] > [AAA] ICEEIL . [Local EAP Authentication] [enabled](C 7%
EL, ROYTHA IV VARD SHERZREAPTO7 74 IILEZERLET,



Edit RLAN Profile

General Security

Layer2 Layer3 AAA

Local EAP Authentication ENABLED .l

EAP Profile Name Local-EAP v |

4. RLANR > —%4ER T I I&. [Configuration] > [Wireless] > [Remote LAN]IC#EL .
[Remote LAN]R—< T[RLAN Policy] R 72OV YO LET (RORZESH ),

Edit RLAN Paolicy x

General Access Policies Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this policy

Policy Name* RLAN -Policy RLAN Switching Policy

Description Enter Dascription Central Switching enasLe [l
Status enapten [l Central DHCP GO |
PoE

Power Level 4 ¥

[Access Policies]ICBE L, VLANERARE—RZREREL T, REZHBEALET,

Edit RLAN Policy x

General Access Policies Advanced
Pre-Authentication Host Mode singlehost ¥
VLAN VLANOO39 v ‘
Remote LAN ACL
IPvd ACL -
IPvE ACL E

5;RURARXT&ER L. RLANZ’O7 7 A4 JLZERLANRI S —IZX Y 73321, [Configuration] >
[Tags & Profiles] > [Tags]icBE L £,



Add Policy Tag x

MName* RLAN-TAG

Description Enter Description

WLAN-POLICY Maps: 0

% RLAN-POLICY Maps: 0

Port ID ~  RLAN Profile ~ RLAN Policy Profile v

4 ] 0 [ s | 10 « |items per page o itemns to display

Map RLAN and Policy

Port ID* 3 v

RLAN Profile* RLAN-TEST 5 J Euﬁrr Policy | RLAN-Policy v
- rofile* . /

=




Add Policy Tag x

Name* ‘ RLAN-TAG

Description ‘ Enter Description

WLAN-POLICY Maps: 0

Vv RLAN-POLICY Maps: 1

|- Add

Port ID ~  RLAN Profile «~ RLAN Palicy Profile v
3 RLAMN-TEST RLAN-Puolicy
1 i 10 « |items per page 1 - 10of 1items

= Apply to Device

6. LANR— KR ZBRICL, APICARD > —R T %ZEAL £9 ., [Configuration] > [Wireless] >
[Access Points]icBEL, APEOUYOULET,



Edit AP

Location* default location Predownloaded Status N/A
Base Radio MAC 0042.5ab7.8f60 Predownloaded Version N/A
Ethernet MAC 0042.5ab6.4ab0 Next Retry Time N/A
Admin Status Boot Version 1.1.24
AP Mode Local - I0S Version 17.2.1.11
Operation Status Registered Mini 105 Version 0.0.0.0
Fabric Status Disabled IP Config
SeisiEl @] CAPWAP Preferred Mode  Not Configured
L DgiinGes : v DHCP IPv4 Address 10.106.39.198
Static IP (IPv4/IPvE)
Tags
Time Statistics
A Changing Tags will cause the AP to momentarily lose
association with the Controller, Up Time 0 days 13 hrs
33 mins 40 secs
Policy RLAN-TAG| . Controller Association Latency 20 secs
Site default-site-tag ' v
RF " default-rf-tag [

HREZERAL, APAWLCICEBERLET, APEY U Y VLT, [Interfaces]ZiBIRL . LANKR—
RZEBMZLET,



Edit AP »

General Interfaces High Availability Inventory ICap Advanced
Radio Interfaces
Slot ~ Admin «~ QOperation Spectrum ~  Spectrum Regulatory
No Interface ~ PBand ~ Status Status Admin Status Operation Status ~ Domain
0 802.11n- 24 GHz Al Enabled (4] Disabled O -A
1 802.11ac All Enabled o Disabled O =D
1 10 « | items per page ? of 2 iten
Power Over Ethernet Settings LAN Port Settings
Power Type/Mode Power PontID ~ Status VLANID «~ PoE  Power Level RLAM
Injector/Mormal
Mode LANT 0 MNA N @
PoE Pre-Standard Disabled LANZ 0 NA NA v @
Switch
‘ LANS - 39 NA MA @ ‘
PoE Power Injector Disabled
MAC Address 1| » 10 « NS per page
1 of 3 it
N —] N — =
REZBEAL., AT AZHIELET,

Edit AP x

General Interfaces High Availability Inventory ICap Advanced
Radio Interfaces
Slot ~ Admin ~ (peration Spectrum ~  Spectrum Regulatory
No Interface ~ Band ~ Status Status Admin Status Operation Status ~ Domain
0 802.11n - 2.4 GHz All Enabled o Disabled O -A
1 802.11ac All Enabled (] Disabled (4] -0
1 10 » . tems per page -2c iten
Power Over Ethernet Settings LAN Port Settings
Power Type/Mode Power PortID ~ Status VLANID ~ PoE Power Level RLAN
Injector/Normal
Mok LAN1 0 NA o 7,
PoE Pre-Standard Disabled LANZ 0 NA MNA v @
Switch
LAN3 ¥ 39 NA MA (]
PoE Power Injector Disabled -
MAC Address 1 » 10 - | items per page
ILE
7. APOLAN3R— N ICPCE#EH L £9, PCIE802.1XBHTRIET ., RESNIEVLANASIPT

RLAZEELET,

[Monitoring] > [Wireless] > [Clients]icBBL, 95147 ROAT—XAZHIALET,



Monitoring = > Wircless= > Cllients

Clignts Shaping Chonts Excludied Clients
(-
Total Chent(s) in the Metworc: 2
Humbser of Clant{s) selected: O
Chpnt MAC Adoress -~ IPwd Address -~ IPvE Addross AP Nama - 55D - WLANID ~ Smie ~ Protwcol ~ UserNama -~ DeviceTyps  ~  Role
S030.aab 7 Offé & 10010850227 200 e APIBNS corporate-sid 3 Fun 1inf24) BIA Local
B496. 0126 06 & 10L08.30.191 foB0:dBeace 58227001240 AP1AND RLAN-TEST | 1 Run Dthaerat Wnodn LT Lozl
1 0w o
Client
360 View General QOS Statistics ATF Statistics Mobility History Call Statistics
Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE
Session Manager
lIF ID 0x9000000C
Authorized TRUE
Common Session ID 00000000000000E7IEBCTASA
Acct Session 1D 0x00000000
Auth Method Status List
Method Dot1x
SM State AUTHENTICATED
SM Bend State IDLE

vk-9800-1#show wireless client summary
Number of Clients: 2

MAC Address AP Name Type ID State
Protocol Method Role

503e.aab7.0£ff4 AP1815 WLAN 3 Run
11n(2.4) None Local

p496.9126.dd6c AP1810 RLAN 1 Run
Ethernet Dotlx Local

Number of Excluded Clients: 0
NZ7)L>a1—b
— R Ry 75 B R

. O—AI)LSSIDE FAHEEL . WLCTREET N TVWASSIDA7AO—RF+¥ ANEhi&xW
CAPA IV MO—FICELKMALTVRAESH ZRIBLE T,
. OEAPGUIC TV EATER : apllIP7 RLANHBHAESH ZHERBL., BHETREMS (7
TATIx—), ACLBZE, XY RND—UN ) 2HIABLET
cHRTARAYF T ENEEBBRTREFERISAT M IPTRLAZRIARZEEETE
BW I RARNL—RZEEL., BILNL—RAZFERATIRE
B#7802.1x7 Z 4 F > N®Aways on~k L — A D4l :



[client-orch-sm] [18950]: (note): MAC: <client-mac> Association received. BSSID 00b0.el187.cfcO,
old BSSID 0000.0000.0000, WLAN test_rlan, Slot 2 AP 00b0.el87.cfcO, Ap_1810

[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition: S_CO_INIT ->
S_CO_ASSOCIATING

[dotll-validate] [18950]: (ERR): MAC: <client-mac> Failed to dotll determine ms physical radio
type. Invalid radio type :0 of the client.

[dotl1l] [18950]: (ERR): MAC: <client-mac> Failed to dotll send association response. Encoding
of assoc response failed for client reason code: 14.

[dotl11l] [18950]: (note): MAC: <client-mac> Association success. AID 1, Roaming = False, WGB =
False, 1llr = False, 1llw = False AID list: Ox1| 0x0| 0x0| 0x0

[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition:
S_CO_ASSOCIATING -> S_CO_L2_AUTH_IN_PROGRESS

[client-auth] [18950]: (note): MAC: <client-mac> ADD MOBILE sent. Client state flags: 0x71
BSSID: MAC: 00b0.el87.cfc0 capwap IFID: 0x90000012

[client-auth] [18950]: (note): MAC: <client-mac> L2 Authentication initiated. method DOT1X,
Policy VLAN 1119,AAA override = 0 , NAC = 0

[ewlc-infra-evqg] [18950]: (note): Authentication Success. Resolved Policy bitmap:11 for client
<client-mac>

[client-orch-sm] [18950]: (note): MAC: <client-mac> Mobility discovery triggered. Client mode:
Local
[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition:

S_CO_L2_AUTH_IN_PROGRESS -> S_CO_MOBILITY_ DISCOVERY_IN_PROGRESS

[mm-client] [18950]: (note): MAC: <client-mac> Mobility Successful. Roam Type None, Sub Roam
Type MM_SUB_ROAM_TYPE_NONE, Previous BSSID MAC: 0000.0000.0000 Client IFID: 0xa0000003, Client
Role: Local PoA: 0x90000012 PoP: 0x0

[client-auth] [18950]: (note): MAC: <client-mac> ADD MOBILE sent. Client state flags: 0x72
BSSID: MAC: 00b0.el87.cfc0 capwap IFID: 0x90000012

[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition:
S_CO_MOBILITY DISCOVERY_IN_PROGRESS -> S_CO_DPATH_PLUMB_IN_PROGRESS

[dotll] [18950]: (note): MAC: <client-mac> Client datapath entry params -
ssid:test_rlan,slot_id:2 bssid ifid: 0x0, radio_ifid: 0x90000006, wlan_ifid: 0xf0404001

[dpath_svec] [18950]: (note): MAC: <client-mac> Client datapath entry created for ifid
0xa0000003
[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition:

S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS

[client-iplearn] [18950]: (note): MAC: <client-mac> Client IP learn successful. Method: DHCP
IP: <Cliet-IP>

[apmgr-db] [18950]: (ERR): 00b0.el87.cfc0 Get ATF policy name from WLAN profile:: Failed to get
wlan profile. Searched wlan profile test_rlan

[apmgr-db] [18950]: (ERR): 00b0.el87.cfc0 Failed to get ATF policy name

[apmgr-bssid] [18950]: (ERR): 00b0.el87.cfc0 Failed to get ATF policy name from WLAN profile
name: No such file or directory



[client-orch-sm] [18950]: (ERR): Failed to get client ATF policy name: No such file or directory

[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition:
S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN
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