AAAF—/N—Z 4 RZfEA L 1=Catalyst 9800
AV LA MAO—ZMOQoS(BDRL)L — ~ &l FR

==

D& E

FRYBAVR—F N
=b%§‘2 EE
Bl FARS LT DEDQoSKY > —

B

BXJE
AAAT—NERKIA B

WIANRU S —, HA hRT, HLTAPRYT

QoS

NTYRFRYTFYIOTSTHH

ES7Na—h

Flexconnectd—ANAAYF U (G777 IV J/SDA) D F)F
A 74FalL—232

Flexconnect/ Z 7 7Y OD RS INTA—=F 42T

FL®IC

CORFIXDNTIE, Catalyst 9800 ) —X VA YL RO NO—FTOXAEL — NEIBR
(BDRL)DEEREBIZ DV THBL £,

B SR AT
B

ROERICETDHBN BB ENFHRENET,

- Catalyst Wireless 980058 E €T/l
« Cisco Identity Service Engine(ISE)IZ &k 2AAA



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html

ERTRIVR—KT b
CORFIXYRNOBERIF, ROVYTRIITEN-RIITON—Z3VICETLVTVET,

« /N—232/16.12.1sDCisco Catalyst 9800-CL7 A YL A hO—7
« /N—2322.2MIdentity Service Engine

CORFIXVNOERE. REDFRARELCLHAZTNARACETVWTERENELEZ, DR
FIAXVRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T, BEEBPORY ND—OTR., FEONVRIEE>TRCD AN HZ2HEZ TOEIELT
<EZEW,

GRS
9800 WLC7'Z ¥ N7 #—LAMQoSiE. Catalyst 900075 Y N7 #—ALRUBEEIVR—%
hEFERALET,

CcOtEU>2a>TR., ChSOOAVR—IXVRMIEDRSICHEEL, TEETEXLHBEREBILH
ICEDLSICRETERHNICOVWT, JO-NILEBHEZHBALET,

EEAWIZ, QoSBIREFXDELSICEELET.

1.Class-Map : BED XA TDORNZT T4 v O RBILET.,. VFANY &, Application
Visibility and Control(AVC) L2 > ZRATE X,

Fhe, I—"YRBHAARARLAVSAIY 7T ZEEZLT, FO2LARAOMO—=ILUARNACLELEEFZE
AL —EAD—RAKRA > MNDSCPIC—HITBDRNT T4V U ERRBATERT

2.RVI—I VT UFZARY FIZERAEhD RIS —TT,
chsORID—R, 9ZARIYVTIE—HIBRNT T4V JICHLTDSCPON—F2 T, EHE
 FEEL—HMHRZITSARBEN Y RT

4. H—EARD I — RIS —I v T &, service-policy AN RZEFEAL T, SSIDOKR)Z—7
A7 7ALNELERBEOFENDIZAT NI EIZERATEET,

3. (E%)F—7IT Y7 : CoSHSDCSPHRE, $BRATDI—IERDRATDI—IZ
THRIBDLEHICHERAETNET,

N EFTATYTTE., TETHEE ~ NEEELET. KUS—IYT T, T
OS—AEEEnET (COSHASDSCP ) .



class-map = MATCH

« AVC (Application or Group)

« User defined
« ACL
- DSCP

policy-map = TAKE ACTION
» Mark DSCP
* Drop
+ Police (rate-limit)

service-policy = WHERE and DIRECTION

« Client Ingress / Egress
« SSID Ingress [ Egress

N sy RCEL2OMEORUY—EEATEBBA, KU —ORRBROELIE
MICETVTEREIET,

- PAAT—N—SA K (BE)

S RAF4T FOATTAULY (O—HL- KU —)
- RS —OBR

S FT7ANN RUS— (BT

M OVWTIE, 9800 AN QoSEREHA RESBL TS EE L,

QOoSEFMICOWVWTOFMIE. 79000 —AQoSOA74F1L—>32FHA Ry Z5RLTL
2EW,

Bl : FTARNB RO EEDQOSKY > —

COBITE., HPATNATVBQoSOAVKR—FKY MNEBOZFIUATEDLS ICERAET NI &
RULET,

B, ROXSBTARNADQOSRKRI S —ZRETSDETT,


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/quality-of-service.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/quality-of-service.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/quality-of-service.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/quality-of-service.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/quality-of-service.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/qos/b_1612_qos_9300_cg/configuring_qos.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/qos/b_1612_qos_9300_cg/configuring_qos.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/qos/b_1612_qos_9300_cg/configuring_qos.html

. {§&ZDSCP

« Youtube&NetflixEF# %= ROY 7

« L—bF :ACLTEEE hIz/RANZ50KbpsIZHIRL £,

s L=—KNREMEOIXTORTT7 1Y U%100 KbpslcHIBRL £,

POLICY MAP - Guest

* MARK
D5CP 46
TO 34

«OROP
YOUTUBE
iR
METFLIX

*RATE LIMIT
HOST 50K bps

*[ATE
LIMIT TO
100K bps
POLICY-PROFILE-2
Per SSID Per Client AAA Override

2 NV NEEEVAN

Ingress Egress Ingress Egress Ingress Egress

EEARRE, QOSARUY—E, PARNWLANIZU>Y 93 2RUS—TOT7 7M. ABEHDID



MAMTSSIDTEICERATIHBEN HYET,

T

A ;&

AAAH—NNEBZKXJ A B

AT Y 7" 1 : Configuration > Security > AAA > Authentication > Servers/Groups D JE(ZEEL .
+AddZBIRLE T,

AAAT—NZ, IPPRLA, BLTFF—ZADLET, 5k, ISEDAdministration >
Network Resources > Network DevicesTHEE N B MBEE —HL TV BEN HV)ET,



Marme® ESE22

IPvd | IPvE Server Addre: 174.18.13.6

HAL Kay

Koy Typs i =
Kay Pp—

Conhem Kay™ N —

Auth Port 1812

Aot Por 1313

SEneer Timeoul |Seconds) | = V000

Rty Count =10}

suppot for CoA [EHII.ELED .

AT Y 7 2: Configuration > Security > AAA > Authentication > AAA Method List D JEICBEL .
+AddZBIRLET, "EAAREEY—N— JIL—T1 25 TEYHETshIzY—/)N— TI)—
71 ZEBRLET,



Method List Mame® ISE-Auth

Fallback 1o loca

Available Server Groups Assigned Server Groups
radius . nE22(0
ldap &

Wy b ol b
1= T R

AT Y 7 3 : Configuration > Security > AAA > Authorization > AAA method List D JEICFEEL .
AddZERLET, T7FILRNOARERATELT "RYRND—D 1 ZEIRLET,



Quick Setup: AAA Authorization

Method List Name* default
Type* network v
Group Type group v

Fallback to local

Authenticated ||
Available Server Groups Assigned Serve
Idap radius
=
tacacs+
&

chiE, O MO—FHFAAAY— NP SRENLRABEM (S TRQSHKRI D —E ) 2HEA
TREHICHETT, TS5LBWE, RADIUSASEZEL LRV —REBAEhELA,

WLANRDU S —, A RNZT, BLVOAPEYT

AT Y 71 : Configuration > Wireless Setup > Advanced > Start Now > WLAN Profile ®) JIE (2 #1R
L. +AddZ&RL THL WWLANZHERL £TF. SSID, 7O7 7 A4 J)LE, WLANIDZRREL .
AT—BAZBMRELET,

RIZ, Security > Layer 2D JEICHBEIL, LA V2RRANTAXA—XZBELE T,



Security i dvanced

1 Ardant e Enshil
ransndin AOApINVe ENased »

Protected Managemant Frame Fieassociaton Timeout 20

WPA Parameters

i
A
£ O o
A2 Encrypbion AES(CCMP128 =
CCMP25E
NP1 .28
GOMP256
o,
Key Mgmt 802 =
P
CCKM
FT 2. 1%
E xek
g1 A5
PEi - SHATSE

N SSIDEFIUF /. QUSOEHE LT802IxTHILERH I ELAN. COREHT
FAAAT —/N—S 1 RICEAE hET,

AT Y 7 2: Security > AAAIZEBEIL . Authentication List RO Y A IRy U ATAAAHT—/\
ZERLEY,



Genera Security Advanced

Layer? Layer3 ABA

Authentication List ISE=Auth ¥

Local EAP Authentication

AT Y 7 3: Policy Profile Z3ZRL, +AddZERLET, RUZ—TO77AMIINEBEZRELET

o

AT—RA%ZEnabledlCRREL T o, FRAA Y F YU, L. DHCP, 88XV TV I—
SavEAMILET,

General Access Policies Q05 and AVE mMobility Advanced
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.
Mame*® QoS-PP WLAN Switching Policy
Description QoS-PP Central Switching ENABLED
Status EMABLED - Central Authentication

Passive Client . DHSABLED Cantral DHCP ENABLED .

Encrypted Traffic Analytics R Central Association enasten i

CTS Policy Flex NAT/PAT ,. DISABLED ]

Inline Tagging | ]
SGEACL Enforcement [ ]

Drefault SG1 2-65518

AT Y 7 4 : Access PoliciesicBEIL, 754 7> MNASSIDICE#HTBIBERICTAVYLAIZAT
RAEV) HTSNBVLANERELE T,



Genera Access Policies QOS and AVC Mobility Advanced

RADILIS Profiling

Lacal subscnber Policy Mame v

WLAN Local Profiling

Global State of Device Disabled @)
Classification

HTTP TLV Caching

DHCP TLY Caching

V0LAN
VLAN/NVLAN Group VLANZE13 =
Multicast VLAMN Entar Multicast VLAN

AT Y 7 5: Policy TagZi#R L., +AddZiBIRL £9, Policy TagBZHREL F£ T,

WLAN-Policy Maps® T D +Add T, ROY 7& > XZ1—7A SWLAN Profile & Policy Profile &
BIRL, RETHAIVTOFIVIZEBRLET,



Mama® OaS=PT

Descriphion Oos-PT

¥  WLAN-POLICY Maps: 0

WLAMN Profia «  [Policy Profila

0 o b

Map WLAN and Policy
WLAN Profdg” CoEELAN = Pobkoy Profie® (oS- .
[ x|
F|E 6 : Site TagZiEIRL, +AddZBIRL FT, APEO—HIE—RTEHEEESICIE. Enable

Local Site?RY VRAICF I Y IOX—U&FHFET (FE. FlexConnectDF{EIEFITY IN—D
ZIEFULEFFRICLET ),

Name* QoS-5T

DE:j.:ri”'!._“n ErTF:r D'F'.F.l_.ril.-.lriﬂ"'l

AP Join Praofila default-ap-profile »
Controd Plane Name ¥

Enable Local Site |+

FIE7 : Tag APsZZIRL, APZZEIRL T, RUZ—, ¥4 b, BRTFRFEITZEMLET,



Tags

L=k -

oy i S | w

B g aLal - rf - 155 -
: Al i == f i =T I

QoS

AT Y 7 1: Configuration > Services > QoSO JEIZBE L. +AddZEIRL TQoSHK > —ZEE,
LET,

LZHEAFTET (Fl : BWLIMiItAAAClients ) o



Auro QOS5 [. DISABLED
Policy Name*® BWLimnAAACHents
Description
hatch «  Match w  Mark ~  Mark «  Police Value ~ ANC User w
Type Value Type Valie (kbps) Drop  ~ Defined Actions  ~
0 10 - Mt
{~ Add Class-Maps
Class Default
Mark MNone - Policelkbps) 3 = 10000000
Drag and Drop, double click or click on the button to add/remove Profiles from Q. Search
Selected Profiles
Available (2) Selected (0)
Profiles Profiles Ingress Egress
E wlanacelan Y

ATFYVT2: 9TAIY 7T H&EML T, Youtube& Netflix® RO Y 7°LE T, Add Class-Maps%
21)YvOULET, AVC, matchany, drop7 2> 3a>&BIRL, MAO7ONIILERBIRLET

o

Match ~  Match ~  Mark ~  Mark ~  Paolice Value ~
Type Value Type Value (kbps)
0] | 10 | items per page
AVC/User Defined | AVC r
Match © Any Al
Drop v
Match Type protocol - |

Available Protocol{s) Selected Protocol(s)

AVC/User w

Drop  ~ Defined Actions

No items to display

. outube
netbios-ssn youtt
netflix
netblt
netflow




[Save] 20U Y O LET,

ATV 7 3:DSCP46AS34IEFREN TR IVSARY S Z2EBMLET,

Add Class-Mapsz 27 JY O L&ET,

« Match any, 1—H'E%

- —® XA 7DSCP
- {461 —3

« X—2 %4 7DSCP
« N—71{E34

Match ~  Match v
Type Value

protocol

1 10 «

AVC/User Defined

Match O Any
Match Type DsSCP
Match Valug* 46
Mark Type DSCP
Drop

Police(kbps)

[Savel 20 )Y O LET,

ATYVT 4 BEDRKANDORZ 74V I ZIL—IITBIVTAIYVTZERTRICE. TD

ACLZERL £T,

youtube,netflix  None

User Defined

All

Add Class-Mapsz2 2 )Y VL&,

User Defined, match any, match type ACLDJEIZ#IRL ., ACLEZ&IRL (C Tk

e

Mark
Value

Police Value
(kbps)

8

Mark Value

AVC/User

Drop ~ Defined

Enabled AVC

34

specifichostACL), mark type noneZiEIRL T, L —MHIREZZERLET,

[Save] 20U Y IO LET,

Actions

L}

W



Match ~  Match «  Mark ~  Mark v Police Value v ANVC/User w

Type Value Type Value [kbps) Drop ~ Defined Actions  ~
protocol youtube,netflix  Mone 8 Enabled AVC Ty
DSCP 46 DSCP 34 Disabled  User Defined M
1 10 »

AVC/User Defined User Defined v

Match O Any Al

Match Type ACL v

Match Value* specifichostACL -

Mark Type None v

Drop

Paolice(kbps) 50

RIZ, BEDKRANNZ 7 14Y 0ZBINTRIEHICEATIACLOFIZRLET (ZDHFITE
IP7 RLANERENTVET ),

Sequence Source  ~ Destination ~ Destination -« Source ~ Destination
a Action ~ SourcelP -« Wildcard = Wildcard Protocol  «~ Port Port DSCP + Log
1 parmit any 192.168.1.59 ip None Disablec
2 permit 192.168.1.59 any ip MNone Disablec
1 LIV

ATYVT 5 DFAIYTTL—ALT, F7#NRITAZEALT, BOIXTORZ T4V
JOL—hHIRZRELEXT,

chiZkY, AIRDIL—LDIDTRREENATVEVIXNTOIZATUORNRNZ 74V 0ICL—
REIRAREENE T,



Match ~ Match ~  Mark ~  Mark ~ Police Value v AVC/User v

Type Value Type Value (kbps) Drop -~ Defined Actions  ~
protocol youtube, netflix Mone 8 Enabled AVC i
DSCP 46 DSCP 34 Disabled  User Defined 1}
ACL specifichostACL  None 50 Disabled  User Defined T
1 10 +
-+ Add Class-Maps
Class Default
Mark MNone v Police(kbps) 100

F)E 6 : TEBICdH B Apply to Devicez VU Y I LE T,

CLICHH T HERE :

policy-map BWLimitAAAclients
class BWLimitAAAcTients1_AVC_UI_CLASS
police cir 8000
conform-action drop
exceed-action drop
class BWLimitAAAcTients1_ADV_UI_CLASS
set dscp af4l
class BWLimitAAAcTients2_ADV_UI_CLASS
police cir 50000
conform-action transmit
exceed-action drop
class class-default
police cir 100000
conform-action transmit
exceed-action drop

class-map match-all BWLimitAAAcTlientsl1_AVC_UI_CLASS

description BWLimitAAAcTientsl1_AVC_UI_CLASS UI_policy_DO_NOT_CHANGE
match protocol youtube

match protocol netflix
class-map match-any BWLimitAAAcTlientsl1_ADV_UI_CLASS

description BWLimitAAAcTientsl1_ADV_UI_CLASS UI_policy_DO_NOT_CHANGE
match dscp ef
class-map match-all BWLimitAAAcTlients2_ADV_UI_CLASS

description BWLimitAAAcTients2_ADV_UI_CLASS UI_policy_DO_NOT_CHANGE
match access-group name specifichostACL

~ i COHITIE, AAAOQOverridelC &2 TEHAE NS 28, QoSRUZ—OTT7O7 74
IHBIRENTVWERA, L, QSR —ZRIV—7O77ANICFHTERTS



N clE. BmoTOT7FALEBRLET.

AT Y 7 2:ISET, Policy > Policy Elements > Results > Authorization Profiles® JE(C B &L .
+AddZBIRL TRA7O7 7ML EZERLET,

QoSR>—ZEATBICIF. Cisco AVRT ZEA L TE h S %&Advanced Attributes Settings &
LTEMLET,

ISERBFEEHS KRVRBAIRU D —FE, ELWIL—ILIE—HL, CORARREZMBIDLSICRESE
hTVBRZELZRMRELTVERT,

J& 1 (&ip:sub-qos-policy-in=<policy name># & Wip:sub-qos-policy-out=<policyname>7T 9

* Advanced Attributes Settings

Cisco:cisco-av-pair ip:sub-gos-policy-in=BWLimitA...

Cisco:cisco-av-pair = |ip:sub-gos-policy-out=BWLimit...

» Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ip:sub-gos-policy-in=BWLimitAAAClients
cisco-av-pair = ip:sub-gos-policy-out=BWLimitAAAClients

N AU B TRANTE NN EARBENE T, T— AN ELVC E#BBL T L&

W

EE_L‘,\

CCTlE, RENEEBICHELTVWACEZHERLET,

g

WLC Lt

show run wlan

show run aaa

show aaa servers

show ap tag summary

show ap name <AP-name> tag detail

H O OH W R



show wireless tag policy summary

show wireless tag policy detailed <policy-tag-name>

show wireless profile policy detailed <policy-profile-name>

show policy-map <policy-map name>

sh policy-map interface wireless ssid/client profile-name <WLAN> radio type <2.4/5GHz> ap name <name>

HF H W W R

3%

show wireless client mac <client-MAC-address> detail
show wireless client <client-MAC-address> service-policy input
show wireless client <client-MAC-address> service-policy output

H* H*

To verify EDCS parameters :
sh controllers dotllRadio 1 | begin EDCA

<{froot>

9800#show wireless client mac e836.171f.al62 det

Client MAC Address : e836.171f.al62

Client IPv4 Address : 192.168.1.11

Client IPv6 Addresses : fe80::c6e:2ca4:56ea:ffbf
2a02:a03f:42c2:8400:187c:4faf:c9f8:ac3c
2a02:a03f:42c2:8400:824:e15:6924:ed18
£d54:9008:227c:0:1853:9a4:77a2:32ae
£d54:9008:227¢:0:1507:c911:50cd: 2062

Client Username : Nico

AP MAC Address : 502f.a836.a3e0

AP Name: AP780C-F085-49E6

AP slot : 1

Client State : Associated

...

Local Policies:
Service Template : wlan_svc_QoS-PP (priority 254)

VLAN 1
Absolute-Timer : 1800
Server Policies:
Input QOS : BWLimitAAAClients
Output QOS : BWLimitAAAClients
Resultant Policies:
VLAN Name : default
I nput QOS : BW.imtAAACients
Qut put QCS : BWimtAAACients
VLAN 1
Absolute-Timer : 1800

APt

APAO—AHILE— ROIFBE. £ (EFlexconnectfRAAS Y F T E—RDSSIDOBEEF.
WLCICK 2 TQoSB RV H—EARIS—NERTENhD LS, APTCRS TN 1—F 120 T0%17
SHEBEEFHYEFRHA.

INTY RFYTFYIOT ST 04



Wireshark 10 Graphs: wireshark_59472C4E-A14B-4A09-9E28-CCECC1 A

§-10¢ |
7510 -
g-10* |- |
| |~ ]
4.510% |
310¢ |- |
1.5-10% |-
D — e it B i B
Fall] 245 280 315
Tirrstt (%)
Ol B ey pacitee 17372 [20% = 5 124+ 8)
Enabled Graph Mamie Dusplay Filter Color Style ¥ Aoas
W All packets wcpporteqiiz2 i Line Bits

NZ7LZ1—hk
SOEYTAVTR, BEONSTLY1—F AT EFSEHOBBOVTHALET,

ATYT7T 1 BEOTFNY IRBEZINTIVTLET,

# clear platform condition all

ATVT 2 . WNEDIVAVYLARAIZATROTNY T2BMILET,
# debug wireless mac <client-MAC-address> {monitor-time <seconds>}

ATV 3 . BHBEEBRIBZICE. T/ VYLARAIZAT > NESSIDICERLET,
ATV 4  BENFBRLES, FNYITEZEFELLET,



# no debug wireless mac <client-MAC-address>

TANRIZF ¥ 7FrEehizO7E,. WLCOA—ALT77ALICRDBHTREENET,
ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

CORL—AOERICGUIT—270—ZFEALTVRIEE, REEND I T7IMILER
debugTrace_aaaa.bbbb.cccc.txtT ¥,

ATY 75 LHICERENET 74N ZRETBICIE, ratrace logZE AEBH—NICIE—F S
H, HOZEEICEERRLET,

ROIXY RZEFEALT, RANL—AT77AI)LOBR ZHBL T,

# dir bootflash: | inc ra_trace

774N ABY—N—-COE—-LEXT,

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.
T, ROOAVTUVERRLET,

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog

FIE6: FINY &G ZHIBRLET,

# clear platform condition all

FlexconnectQ—ANAAYF T (FE@E 777090
/SDA ) O+ 1) 7

FlexconnectA—HINAAYF T (k&7 771 v V/SDA) DFEE. WLCTEZL =QoS7R
) —ZERTSDEAPTT,



&4 :Cisco Bug ID CSCwh74415



https://tools.cisco.com/bugsearch/bug/CSCwh74415

ARET, RADIUSH—NASBENBDEHNDQoSKRI S —ABUT I EARAS > MM
FLTVRIXRTOIZATYMNMIBEAEH, tEOINXNTDQoSKRI > —&K Y EBEE
hET, 17620 J—AL 5Kk, AAAFT—N—F A RIZKBDIVTZA4ThZEDL—b
FIRAEIICHBEL B<BZY XL, BERKVU—AZHEITIICE. NT0OFHAZ
ZRLTLSEE,

Wave2 KT 11ax7 IV EARA 2 RNTlE, L—RNEREZ70— (527)L ) BuUTHREL,
176X VBT ZA T NEMXSSIDEMTHRELEH A, N, Flexconnect/ 777U v o
M Embedded Wireless Controller on Access Point(EWc-AP)IREDAPICEAE hET,

1750OBRTIE, 947 RZEDL—MEREEBIDEHICEEE Y2192 E0IC
AAA OverrideZ R TE X9,

17.6MDEFFRTIE., FlexO—HAILAA Y FIKEMDS802.11ac Wave 28 L U11ax APTO AT
RZCEDORAERL—KNEIRAHR—KREhTVET,



N s Flex APTHIE. QoSHUS—TOACLOBERAEH K— hEhTUERA, £h. Ch50
AAYF T, BRR(FHEDVEEF ) LRV —BEEECHR—REhTVEEA, Ch
SECLIZBUTHRETEETA, 9800 Web UITRERATE T, 9800 TR R—KEhT
WEH A, Cisco Bug ID CSCvx81067 Tld. Flex APMOQoSR Z—ICH FBHACLOHR—
KA BHE RTVET,

v 74F1L—23>
REE, RO220PNEBRVT, COREOBIOBLEE> L<FALUTT,

1.RVS=7O77AUAA—ANARAYFUTIIREEATVWS, FIexBATR, R>HO—
W74 ) —AETHRBESZBMNCTIXENHYET,

1750KRTE, CO7A—)LREN—RI-—REAhTVR O, I-HPRETEEATERE
Ao

WLAN Switching Policy

Central Switching [. DISABLED \
Central Authentication [EM&ELED .
Central DHCP - DISABLED
Central Association - DISABLED
Flex NAT/PAT [. DISABLED

2HARRITHFO—ALYARTBVRSICREENTVS


https://tools.cisco.com/bugsearch/bug/CSCvx81067

Enable Local Site

Flexconnect/ 77 7Y VD KNZ TN 1—FT42T
APEQOSHKRIZ—ZHEATAITINAATHB 1O, ChSsOIONY RIEATIRRERY AT
DICRIBEERT,

show dot11 qos (RRLIN > R)

show policy-map

show rate-limit7 24 7> k

show rate-limit bssid ( 77 #JL &)

show rate-limitwlan ( 7 #J)L ~ )

FlexConnect? 54 7> NDOXRR

<ttroot>
AP780C-F085-49E6#

show dot 11 qos

Qos Policy Maps (UPSTREAM)

ratelimit targets:
Client: A8:DB:03:6F:7A:46

platinum-up targets:
VAP: 0 SSID:LAB-DNAS
VAP: 1 SSID:VlanAssign
VAP: 2 SSID:LAB-Qos

Qos Stats (UPSTREAM)

total packets: 29279
dropped packets: 0
marked packets: 0
shaped packets: 0
policed packets: 182
copied packets: O

DSCP TO DOT1P (UPSTREAM)



Default dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48
Active dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48

Trust DSCP Upstream : Disabled
Qos Policy Maps (DOWNSTREAM)

ratelimit targets:
Client: A8:DB:03:6F:7A:46

Qos Stats (DOWNSTREAM)

total packets: 25673
dropped packets: 0
marked packets: 0
shaped packets: 0
policed packets: 150
copied packets: 0

DSCP TO DOT1P (DOWNSTREAM)

Default dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
Active dscp2dotlp Table Value:

[0]->0 [1]->0 [2]->1 [3]->0 [4]->1 [5]->0 [6]->1 [7]->0

[8]->1 [9]->1 [10]->2 [11]->1 [12]->2 [13]->1 [14]->2 [15]->1

[16]->2 [17]->2 [18]->3 [19]->2 [20]->3 [21]->2 [22]->3 [23]->2
[24]->3 [25]->3 [26]->4 [27]->3 [28]1->3 [29]->3 [30]->3 [31]->3
[32]->4 [33]->4 [34]->5 [35]->4 [36]->4 [37]->4 [38]->4 [39]->4
[40]->5 [41]->5 [42]->5 [43]->5 [44]->5 [45]->5 [46]->6 [47]->5
[48]->7 [49]->6 [50]->6 [51]->6 [52]->6 [53]->6 [54]->6 [55]->6
[56]->7 [57]->7 [58]->7 [59]->7 [60]->7 [61]->7 [62]->7 [63]->7

Profinet packet recieved from
wired port:
0

wireless port:
?

AP780C-F085-49E6#

show pol i cy- map

2 policymaps
Policy Map BWLimitAAAClients type:qos client:default
Class BWLimitAAACTients_AVC_UI_CLASS
drop

Class BWLimitAAACTients_ADV_UI_CLASS
set dscp af4l (34)



Class class-default
police rate 5000000 bps (625000Bytes/s)
conform-action
exceed-action

Policy Map platinum-up type:qos client:default
Class cm-dscp-setl-for-up-4
set dscp af4l (34)

Class cm-dscp-set2-for-up-4
set dscp af4l (34)

Class cm-dscp-for-up-5
set dscp af4l (34)

Class cm-dscp-for-up-6
set dscp ef (46)

Class cm-dscp-for-up-7
set dscp ef (46)

Class class-default
no actions

AP780C-F085-49E6#

show rate-limt client

Config:
mac vap rt_rate_out rt_rate_in rt_burst_out rt_burst_in nrt_rate_out nrt_rate_in nrt_burs
A8:DB:03:6F:7A:46 2 0 0 0 0 0 0
Statistics:
name up down
Unshaped 0 0
Client RT pass 0 0
Client NRT pass 0 0
Client RT drops 0 0
Client NRT drops 0 38621
9 54922 0

AP780C-F085-49E6#

AP780C-F085-49E6#

show fl exconnect client

Flexconnect Clients:

mac radio vap aid state encr aaa-vlan aaa-acl aaa-ipv6-acl assoc auth switching
A8:DB:03:6F:7A:46 1 2 1 FWD AES_CCM128 none none none Local Central Local

AP780C-F085-49E6#
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/qos/b_1612_qos_9300_cg/configuring_qos.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/qos/b_1612_qos_9300_cg/configuring_qos.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-1/config-guide/b_wl_17_11_cg/quality-of-service.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-1/config-guide/b_wl_17_11_cg/quality-of-service.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/release-notes/rn-17-6-9800.html#Cisco_Concept.dita_e7a84ef7-e77e-42c4-933b-94c72ca735c4
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/release-notes/rn-17-6-9800.html#Cisco_Concept.dita_e7a84ef7-e77e-42c4-933b-94c72ca735c4
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/release-notes/rn-17-6-9800.html#Cisco_Concept.dita_e7a84ef7-e77e-42c4-933b-94c72ca735c4
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