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Add WLAN x

General Security Advanced

Layer2 Layer3 AdA,

i WPRA + WPAZ
Layer 2 Security Mode | * hi Lobby Admin Access D
MAC Filtering (] Fast Transition | Disabled v |
Protected Management Frame Over the DS O
Reassociation Timeout 20 |
PMF Disabled - |
MPSK Configuration
WPA Parameters

MPSK O

EESSIDEF 2 VT AERE/N— M

WPA Policy O

WPAZ Policy

GTK Randomize D

OSEN Policy O

WPAZ Encryption AES(CCMP128)
Ul ccmpzse
Ocempize
O Gomezse

Auth Key Mgmt O eo2.1x
PSK
—
D Easy-PSK
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(O Easy-PsK

O coim

OFr - 8021«
OFr - psk

O so2.1x-5HA256
O psk-sHAZSE

PSK Format | Ascl 4
PSK Type | Unencrypted = |
Pre-Shared Key* | ........ | | &
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Add WLAN x

General Security Advanced

Coverage Hole Detection Uriversal Admin D

[2ironet i€ © =] OKC
Advertise AP Name Load Balance D
P2P Blocking Action | Disabled v | Band Select O
Multicast Buffer IP Source Guard D
Media Stream Multicast- D WMM Policy | Allowad v |
direct

mONS Mode | Bridging v

11ac MU-MIMO

Off Ch | S ing Def
WiFi to Cellular Steering annel stanning Leter

J O
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Add WLAN x

WiFi to Cellular Steering D
Fastlane+ (ASR) @&
Deny LAA (RCM) clients ()]

Max Client Connections

Off Channel Scanning Defer

Defer Prioity OJo O 0O:
O: 04 s
@s 0Os

Scan Defer 100

Tirme

Par WLAN | 0
Per AP Per WLAN | o
Per AP Radio Per WLAN | 200

11v BSS Transition Support

AT Y 7 3 : Policy Profile Zi#R L, Add:

Assisted Roaming (11k)

Prediction Optimization D

Neighbor List




Configuration~ > Wireless Setup~ »

Advanced

— L4
| Start |
NS
Paolicy Profile Name
Tags & Profiles
default-policy-profile
(1) | WLAN Profile =E O ]
(i R ¥ Policy Profile b
() Policy Tag ] = | O
o AP Join Profile = 0O
(1) Flex Profile =E | O
(i} Site Tag f = O
(1) | RF Profile = O
o | RF Tag T = O
Apply
(1 ] I Tag APs =

| 10 «» ‘il&r"lf_-l per |

RUV—7O77ANEBEREL. AT—RA%ZEnabledICFEL., FRRAA Y F U, R,
DHCP, 8LV TFVYII—>32 (176LUEBTR, FRTYSZI—2320OFIVIRY VAR

RRENTEA ) ZEMNOERRICLET,



Add Policy Profile ®

General Access Policies
Marme*
Description
Status

Passive Client
Encrypted Traffic Analytics
CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

QOS5 and AVC Maobility

A Disabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

Advanced

WLAN Switching Policy

Central Switching ENABLED .

Central Authentication ENABLED .
Gentral DHCP enaster [

Flex MAT/PAT

. DISABLED

|| Apply to Device

Access PoliciesZ 2 ') Y 2 L., SSID Voicelc#E#TABRICTA VL AIZTA T RHEIVNEHTS

hBVLANZREL ET,




Add Policy Profile ®

A Dizabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profila.

General Access Policies Q05 and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching 0 PuacL | v
DHCP TLV Caching ()

IPv6 ACL | v
WLAN Local Profiling

LIRL Filters
Global State of Device 6]
Classification Pre Auth | hd |
Local Subscriber Policy Mame | v Post Auth | v |
VLAN
VLAN/VLAN Group ] v
Multicast VLAN | Enter Multicast VLAN |

RUS=TOAT7F7FANTORARI D —BER—D

QoS and AVCZ V)Y U LT, Auto QoS/NZ X—Z & VoicelcFREL F£7, Save & Apply to
DeviceZ 7)Y L&Y,



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v Flow Monitor IPv4

SIP-CAC Egress ‘ v
Call Snooping Ingress ‘ .
Send Disassociate Flow Monitor IPv6

Send 486 Busy
Egress ‘

Ingress ‘ v ‘

| =] save & Apply to Device |

Advancedz 7)Y UL T, Y232 RA LTI N%84000ICFREL . 4E&IPv4 DHCPA T 1
=TI 2TVB L Z2BRAL T, ARPFOFZZAX—TILICLET,



Edit Policy Profile ®

General Access Policies QO3 and AVC Mobility Advanced

WLAN Timeout Fabric Profile O
Session Timeout (sec) 84000 Iéirri"éé:;lcga' O
Idie Timeout {sec) | 300 | mDNS Service | default-mdns-ser... » |
Policy Clear
Idle Threshald (bytes) 0 |
Hotspot Server | A |
Client Exclusion Timeout (sec) &0 |
User Defined (Private) Network
Guest LAN Session Timeout D
Status D
DHCP
Crop Unicast D
IPv4 DHCP Required 0O —
DHCP Server IP Address |
DMS Layer | Not Canfigured v |
Security Clear
Show more »>» Parameter Map

Flex DHCP Option
AbA Paolicy for DNS

Flex DMS Traffic
Allow AAA Override O Redirect O

NAC State O WLAN Fiex Policy

Policy Mame | default-aaa-policy X v |

VLAN Central Switching O

Accounting List | M | © Split MAC ACL | v |

WGE P t
arameters Air Time Fairness Policies

0

Broadcast Taggin
99ing 2.4 GHz Palicy | v |

WGB VLAN 0
5 GHz Policy | |

Policy Proxy Settings

IPvE Proxy | None v |

-| Update & Apply to Device

RV —=TO7 7 1) OFMRE

EoGRE Tunnel Profiles

Tunnel Profile v |

AT Y7 4 : Policy TagZiBRL ., Add&2 2 Y UL ET, Policy Tag& Z5&EL £, WLAN-
Policy Maps® T T, +AddZ VUYL &ET, ROVIFH I XZ1—HAPSWLANZOZ7 74



ERVD—=TO77A4NEBIRL, BETAIIYTOFIVIOZIIYILET, RIC, Save &
Apply to DevicezZ V)Y VL& T,

Add Policy Tag x

Name* | PT1 |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

WLAN Profile ~  Policy Profile v,

0 | 10 « | itemns per page No items to display

Map WLAN and Policy

I WLAN Profile* | Voice v

Policy Profile* | pp1| v

RLAN-POLICY Maps: 0

[ =| Save & Apply to Device ]

ATY 7 5:Site TagZiBIRL., Adde VY I LET, APEO—AINE—RTEESEDICIE
. Enable Local Site?RY JAICF T Y ION—D&FIHFET, KRIZ, Save & Apply to Device:

Add Site Tag x

Name* ST

Description Enter Description

AP Join Profile default-ap-profile v
Control Plane Name default-control-plage
Enable Local Site v

=] Save & Apply to Device

F|)E 6 : RF Profile Z3&iRL., AddZ VY OLET, BEHCEICRFZO7 74N %EERELET

o




Add RF Profile x

General 802.11 RRM Advanced
Name* ‘ Voice2dGHz ‘
Radio Band | 2.4 GHz Band v |

Status enasle [

Enter Description ‘

Description

=| Save & Apply to Device

802 MX_1—ICBEILE T, 12Mbps A TOIXNTOHOL — M ZEMICL, 12MbpsZEABEL —
ELTEREL. MADTFHTHR—RNENTVS18 Mbps A LZRELE T,

24 GHzF—Z2L—b:



Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [G,1,2,3,4,5,5,?,8,9,'|D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 » #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

5GHzF—XL—h:



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v | b .
36 Mbps | Supported - | v 1
v 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | y 4
o 2
o 6
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

FIE7: RFTagZi@RL T, AddZIUYOILET, COEIZIAVOARATY T5THERL =
RFZ7O77AI)%&&IRLET, RIC, Save & Apply to DevicezZ VU Y I LET,



Add RF Tag x

Name* RT1

Description Enter Description

5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Profile Voice24GHz v

9 Cancel =| Save & Apply to Device

ATY 7 8:Tag APsZiEIRL . APZIBIRL T, UEICHERL RV —, AN, BXRTPRFR
JaEEBEMUET, KXIZ, Save & Apply to DeviceZ 2 Y L £,

Tag APs %

Tags

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ _ ' Save & Apply to Device

RRALSYFLY  AXY RS A4 A2 Z—7 T4 A(CLI)

CLIASXRDIAN>Y RZRITLEXT,

<tfroot>



1111117 W.AN Configuration

wlan Voice 1 Voice
ccx aironet-iesupport
no security ft adaptive
security wpa psk set-key ascii 0 Ciscol23
no security wpa akm dotlx
security wpa akm psk
no shutdown

1111111 Policy Profile Configuration

wireless profile policy PP1
autoqos mode voice
ipv4 arp-proxy
service-policy input platinum-up
service-policy output platinum
session-timeout 84000
vlan 1
no shutdown

1111111 Policy Tag Configuration

wireless tag policy PT1
wlan Voice policy PP1

Hrrrrrri

Site Tag Configuration

wireless tag site ST1
Tocal-site

11111117 2.4 GHz RF Profile Configuration

ap dotll 24ghz rf-profile Voice24GHz
rate RATE_11M disable
rate RATE_12M mandatory
rate RATE_1IM disable
rate RATE_2M disable
rate RATE_5_5M disable
rate RATE_6M disable
rate RATE_9M disable
no shutdown

[111111] 5 Gz RF Profile Configuration

ap dotll 5ghz rf-profile Voice5GHz
rate RATE_24M supported
rate RATE_6M disable
rate RATE_9M disable
no shutdown



1111111 RF Tag Configuration

wireless tag rf RT1
24ghz-rf-policy Voice24GHz
5ghz-rf-policy Voice5GHz

1111111 AP Configuration

ap a023.9f86.52c0
policy-tag PT1
rf-tag RT1
site-tag ST1

Z7°<> 3 > b:FlexConnectO—HIAA Y F> 4

FlexconnectQ—HAINAA Y F U TZY ND—2
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)) SN @. WAN
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Wireless Flex AP
IP phone

FlexconnectO—AINARA Y F o9 25&7O0774)

AT Y 7 1 : Configuration > Wireless Setup > Advanced > Start Now > WLAN Profile ?® JI (&R
L., +AddZ 2V Y O L THLUWWLANZER L ET, SSID. 7O7 74L&, WLANID, &
CWLAND AT —RAZRELE T, RIZ, Security > Layer 20D JEICIRIRL, BREZITVET,



Add WLAN x

General Security Advanced

Layer2 Layer3 AdA,

i WPRA + WPAZ
Layer 2 Security Mode | * hi Lobby Admin Access D
MAC Filtering (] Fast Transition | Disabled v |
Protected Management Frame Over the DS O
Reassociation Timeout 20 |
PMF Disabled - |
MPSK Configuration
WPA Parameters

MPSK O

EESSIDEF 2 VT AERE/N— M

WPA Policy O

WPAZ Policy

GTK Randomize D

OSEN Policy O

WPAZ Encryption AES(CCMP128)
Ul ccmpzse
Ocempize
O Gomezse

Auth Key Mgmt O eo2.1x
PSK
—
D Easy-PSK
O com
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— o
O easy-psk

O cokm

OFr - 8021«
OFr - psk

O so2.1x-5HA256

O psk-sHAZSE

PSK Format ASCI -

PSKE Type Unencrypted -

Pre-Shared Key® [ e

2 oo

EESSIDEF I VT AERE/N—R3

N 52 PSKSSIDTH. O—SVTBONY RYI(IFENED., FIEEMCTIHEEH
WEEA. 802IXWPALV ZA—7 T4 A %KRETHHE. FT+802.1XZAKME L TEMIC
L. Fast TransitionZ BT 3 A", "Overthe DS, WEMICLTHL L EHBLET
o FT+PSKZRET A EETEXTITH, COHITIE, BEICTZDEHIZEEDOPSKEFEH
LET,

ATFTY 7 2: AdvancedZ 7 IZBEL ., Aironet EZAZ—7IIICLET, O—RNTUAEFE
BIRAEMICED>TVWDREZERELET,



Add WLAN x

General Security Advanced

Coverage Hole Detection
JAironet IE @ =]

Advertize AP Name
P2P Blocking Action | Disabled v |
Multicast Buffer
Media Stream Multicast- D
direct
11ac MU-MIMO
WiFi to Cellular Steering D
- Fammt - [

v |

Universal Admin D
oKC
Load Balance D
Band Select D
IP Source Guard D
WMM Palicy | Allowed
mONS Mode | Bridging

dl

Off Channel Scanning Defer

BUR=DT, 724 F)T 45, 6. BRETICHULTAT7F Y RILAF v+ VBEASGMICE S
TWBREZBAELET, ChiZkl), ShSOUPTZA AT 1 2H2T7L—L (EXHNICE
FE7L—LA) ZRELER, AP0 UMEAT7FYRILICBEDDZHERT,

Add WLAN x

WiFi to Cellular Steering
Fastlane+ [ASR) @

Deny LAA (RCM) clients

Max Client Connections

Per WLAN

Per AP Per WLAN

Per AP Radic Per WLAN

(]
(]

11v BSS Transition Support

AT Y 7 3 : Policy Profile iR L, Add:

Off Channel Scanning Defer

Defer Priority Oo 0O 0O:
Oz 0O« Bs
@s 0O’

Scan Defer 100

Tirme

Assisted Roaming (11k)

Prediction Optimization D

Neighbor List




Configuration~ > Wireless Setup~ > Advanced

— L4
| Start |

NS
Paolicy Profile Name v
Tags & Profiles
default-policy-profile
0 I WLAN Profile = O 1 | 10 v |items perj
(i Yoo §  Dojicy Profile b
(i} Policy Tag & = O
(1) AP Join Praofile = O
(i | Flex Profile = 0O
(i} Site Tag €| E | O
(i} RF Profile = 0O
o RF Tag ¢ | E | O
Apply
(i) I Tag APs =

RUS—7O77ANBZEEL. AT—XA%ZEnabledICEREL., FRASYF T EFhR
DHCPZEMICLE T, PSKSSIDNHZE., BEEZO—HIIICBEL T, FIV9EARA NI
PSKERIITHREEEZXDENTEET, 802.1XNDHEE. BEFWLCTS02.1XFREZETL
HHFET,



Add Policy Profile x

Dsabling a Policy or configuring it in ‘Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies Q05 and AVC Mobility Advanced

Mame* | PRZ | WLAN Switching Policy

Description | Enter | Central Switching
IStatus EMABLED .l Central Authentication

Passive Client Central DHCP

Encrypted Traffic Analytics Flex MAT/PAT

CTS Policy

Inline Tagging D

O

SGACL Enforcement

Default SGT | 2-65519

| oty to Dece

FlexA—ANARA Y FIRIZ—=TOT7AIDORE

Access Policies2 7 ICBEBIL, DAY LAITSA TN TF7 I NTZOWLANIZELRTD &
EICE)YTHBVLANZE Y YTET, ROVIFAIUHASVLANBZ1DEIRTZ A, FET
VLAN IDZ ABNTEEXT,

QoS and AVCZ U )Y 2L T, Auto QoS/NZ X—%& ZVoicelCBREL £7, Save & Apply to
Devicez VU Y JL&ET,



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v Flow Monitor IPv4

SIP-CAC Egress ‘ v
Call Snooping Ingress ‘ .
Send Disassociate Flow Monitor IPv6

Send 486 Busy
Egress ‘

Ingress ‘ v ‘

| =] save & Apply to Device |

Advancedz 7)Y UL T, Y232 RA LTI N%84000ICFREL . 4E&IPv4 DHCPA T 1
t—T7NCB2TVR L ZBEL T, ARPTOFZZT A E—TIICLET,



Edit Paolicy Profile ®

General Access Policies Q0% and AVC

WLAN Timeout

84000 I

Idle Timeout (sec) | 300 |

Session Timeout (sec)

Idie Threshald (bytes)

Client Exclusion Timeout (sec) &0 |
Guest LAN Session Timeout D

DHCP

IPvd DHCP Required C]_I

DHCP Server IP Address |

Show more >>=

AAA Policy
Allow AAA Override O
NAC State O

Policy Name | default-aaa-policy x |

Accounting List | v | (i)

'WGB Parameters

0

Broadcast Tagging

WGEB VLAN 0O

Policy Proxy Settings

I ARP Proxy B oscee0 I
IPvE Proxy | None v

LY ORRIVS—=7O7 7 A )L OFMZRE

Maobility

Advanced

Fabric Profile D

Link-Local
Bridging

mDNS Service
Policy

Hotspot Server

User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security

DMS Layer
Security
Parameter Map

Flex DHCP Option
for DNS

Flex DNS Traffic
Redirect

WLAN Flex Policy

O

| default-mdns-ser... - |
Clear

| v

O

O

| Mot Configured - |
Clear

enaeten [

VLAM Central Switching O

Split MAC ACL

| v |

Air Time Fairness Policies

2.4 GHz Paolicy

5 GHz Policy

EoGRE Tunnel Profiles

Turrigl Profile

-1 Update & Apply to Device

AT Y7 4: Policy TagZ&RL, AddE Y)Y U LET, Policy TagR #REL £9. WLAN-
Policy Maps® T T, +AddZ YUY I L&ET, ROVFH I XZ1—HASWLANZOZ7 74



ERVD—=TO77A4NEBIRL, BETAIIYTOFIVIOZIIYILET, RIC, Save &
Apply to DevicezZ V)Y VL& T,

Add Policy Tag x

Name* PT2

Description Enter Description

v WLAN-POLICY Maps: 0

{~ Add

WLAN Profile ~ Paolicy Profile v

0 | 10 ¢ |items per page Mo items to display

Map WLAN and Policy

WLAN Profile* | Voice v

Policy Profile* PP2 v

RLAN-POLICY Maps: 0

= Save & Apply to Device

ATY 7 5: FlexProfile® )Y 2L, Addea 2 ') Y 2 L%, Flex Profleg. X4 7T 1 7VLAN
ID, & &k T'Enable ARP CachingZi&EL £7,




Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
Name* = Fallback Radio Shut 0
Description Enter Description Flex Resilient O
: ARP Caching

Native VLAN ID [ 1

Efficient Image Upgrade
HTTP Proxy Port ‘ 0

OfficeExtend AP O
HTTP-Proxy IP Address ‘ 0.0.0.0

Join Minimum Latency O
CTS Policy

IP Overlap O
Inline Tagging O

mDNS Flex Profile | M
SGACL Enforcement O
CTS Profile Name default-sxp-profilex v ]

Flex7O7 7 4IRS —DRE

Y ¥ X4 T 14 7JVLAN IDIE. Z DFlex ProfilelC BE(T T S NEAPAERIENTWVWB RS Y
FR—NIEREENERAT 1 TVLANZIELE T,

F)E 6 : Site TagZi#IRL., AddZV )Y UV LET, Site TagBZi&EL . Enable Local Site7 7’
2aAVOFIYVII—U%5 LT, Flex ProfileziBINL £, KXIZ., Save & Apply to Devicex ¥
DYy OLET,

Add Site Tag ®

Mame* 5T2

Description Enter Description

AP Join Profile default-ap-profile ' v
Flex Profile FP2 [ &
Control Plane Name default-control-plagg

Enable Local Site

' Save & Apply to Device I

~ > : Enable Local Site Y XN BZ>TWVWD S, COHA RNEZTIZEN) HTShEAPEE
B (CFlexConnect APE L TEREETNE T,

FIE 7 : RF Profile Z1#RL ., AddZ22 YU LET, FEHIEICRFFO77AILERELET



o

Add RF Profile x

General 802.11 RRM Advanced

Name* ‘ Voice24GHz ‘

Radio Band ‘ 2.4 GHz Band v ‘

Status enasle [

Enter Description ‘

Description

=| Save & Apply to Device

802 MAXZ1—ICBELET, 12Mbps A TOINTOL —NEZEBICL., 12MbpsZEHEL — K~
ELTEREL, MAOTFEHTHR—NENTVS18 MbpsAEZRELE T,

24 GHzTF—2XL—h:



Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [G,1,2,3,4,5,5,?,8,9,'|D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 » #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

5GHzF—XL—h:



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v | b .
36 Mbps | Supported - | v 1
v 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | y 4
o 2
o 6
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

ATY 7 8 :RFTagZBIRL T, AddZEVUYIULET, cOEIVZIVOARATY T6THERL =
RFZ’O77AIERELET, RIZ, Save & Apply to DeviceZ 2 )Y VLET,



Add RF Tag x

I Name* RT2 |
Description Enter Description
5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Praofile Voice24GHz v
D Cancel | =| Save & Apply to Device |

ATY 7 9:Tag APsZIBIRL ., APZEIEIRL T, HUEICHERL RV —, A4 N, BRTRFZ
J%BMLET, RIC. Save & Apply to Devicex VU Y I LET,

Tag APs 4

Tags

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ _ ' Save & Apply to Device

APIECAPWAP K> X)L ZB#EE L. 9800 WLCICE') £, Configuration > Wireless > Access
PointsDJEICBE L., APE— KA Flex:

Total ~ AP ~ Base Radio ~ | AP ~ | Admin ~ Operation ~ | Policy ~  Site ~ RF ~ | Tag
AP Name & = Slots Model MAC Mode Status Status Tag Tag Tag Source Location ~ Country

AlR=
AP28021-21 2 AP28021-B- a023.9186.52¢0 | Flex Enabled Registered PT2 5T2 RT2 Statie E?:Z’:;; us
K9




FlexconnectO— AN AA Y FITAR 2V R4 4 2 X —7 T 4 A(CLI)

CLI?SRDIAXY RERITLET,

<#froot>

1111111 W.AN Configuration

wlan Voice 1 Voice
ccx aironet-iesupport
no security ft adaptive
security wpa psk set-key ascii 0 Ciscol23
no security wpa akm dotlx
security wpa akm psk
no shutdown

1111111 Policy Profile Configuration

wireless profile policy PP2
do wireless autoqos policy-profile PP2 mode voice
service-policy input platinum-up
service-policy output platinum
vian 2672
no shutdown

1111111 Policy Tag Configuration

wireless tag policy PT2
wlan Voice policy PP2

1111111 Flex Profile Configuration

wireless profile flex FP2
arp-caching
vlan-name 1
native-vlan-id 1

Hrrrnrr

Site Tag Configuration

wireless tag site ST2
no local-site
flex-profie FP2

[1111111 2.4 GHz RF Profile Configuration

ap dotll 24ghz rf-profile Voice24GHz
rate RATE_11M disable
rate RATE_12M mandatory



rate RATE_1IM disable
rate RATE_2M disable
rate RATE_5_5M disable
rate RATE_6M disable
rate RATE_9M disable
no shutdown

I111111] 5 GHz RF Profile Configuration

ap dotll 5ghz rf-profile Voice5GHz
rate RATE_24M supported
rate RATE_6M disable
rate RATE_9M disable
no shutdown

111111l RF Tag Configuration

wireless tag rf RT2
24ghz-rf-policy Voice24GHz
5ghz-rf-policy Voice5GHz

[111111] AP Configuration

ap a023.9f86.52c0
policy-tag PT2
rf-tag RT2
site-tag ST2

XTFATNTA—-ZDERE
GUI TORE

AT Y 71 : Configuration > Radio Configuration > Network D JEICBEIL £F, 5 GHz& 2.4
GhzOMAE DFFHEZEMICL., Apply.

ChiZkY), IXTO5ghz wifixy KT —I A —BRICEMCZD ZEICEBLTSEZT W, X
TFVARETICOAKARITTS



Configuration~ > Radio Configurations~ > Network

5 GHz Band 2.4 GHz Band

General

Beacon Interval® ‘ 100 ‘
Fragmentation Threshold(bytes)* ‘ 2346 ‘
DTPC Support l

AT ¥ 7" 2 : Configuration > Radio Configuration > Media ParametersDJEICEEL £, 2.4
GHzES5 GHzOEADOFEHT, PRIV IVHBEAC)EO—RR—AQD—-)ITFT RIvZ 3y
FIH(CAC)ZEA Z—TILIZL T, ApplyE V)Y OLET,

Voice

Call Admission Control (CAC)

Admission Control (ACM)

Load Based CAC

Max RF Bandwidth (%)* ‘ 75 |

Reserved Roaming Bandwidth (%)* ‘ 6 |

Expedited Bandwidth

SIP CAC and Bandwidth

SIP CAC Support



AT ¥ 7" 3 : Configuration > Radio Configurations > ParametersDJEI_BEB L £ 9. MADHFEHT
EDCAZ'O7 7 4 )L % optimized-voice& L TEREL ., ApplyE U YO LET,

Configuration~ > Radio Configurations ~ > Parameters

5 GHz Band 2.4 GHz Band

EDCA Parameters

EDCA Profile optimized-voice

DFS (802.11h)

AT Y 7 4 : Configuration > Radio Configuration > Network D JEICEE L £9, 5 GHz&E 24
GhzOmEOFHZBEMICL, ApplyZI VY ILET,

AN RZA42 A2 2= T4 A (CLI)

CLI?SRODIONY RZETLET,

Andressi_9800(config)#ap dotll 24ghz shutdown
Andressi_9800(config)#ap dotll 5ghz shutdown

Andressi_9800(config)#dotll 24ghz cac voice acm
Andressi_9800(config)#dotll 5ghz cac voice acm

Andressi_9800(config)#ap dotll 24ghz edca-parameters optimized-voice
Andressi_9800(config)#ap dotll 5ghz edca-parameters optimized-voice

Andressi_9800(config)#no ap dotll 24ghz shutdown
Andressi_9800(config)#no ap dotll 5ghz shutdown

EE_L‘,\

ROIN REFEALT, REOREZHBTEXRT,

g



show wlan { summary | id | name | all }

show run wlan

show run aaa

show aaa servers

show ap config general

show ap name <ap-name> config general

show ap tag summary

show ap name <AP-name> tag detail

show wlan { summary | id | name | all }

show wireless tag policy detailed <policy-tag-name>
show wireless profile policy detailed <policy-profile-name>

FHOoFH OH OH OH KR H W K KR

CACHRETBRHRED-ILHEX NI Y U ZHEETHICE, ROINY RZRITLET,

#show ap name AP2802I-21 dotll 5ghz voice stats
#show ap name <ap-name> dotll 5ghz call-control metrics

NS7I>a1—bk

ZUENETFNYITESTSATIOT14TRNL—A

EETIOT1ATRARNL—RARF, BEEIEZRHE (ZOBEEIZA4ATMOMACT RLRA) &
EITHDIXNTOTACADTFNY TLARILNL—AZRBEHLETT., RE/EFNYITEEMIC
TBICIE. AOFIEZEITLET, CZTlE, 9800 WLCHA O—)LHICIEHT A HAhICESEY

TFT,

ATY T FNYTREN BB DTV BV EEBERLET,
# clear platform condition all

ATVT2: BFZE—FBVAVLAIZATRDOMACT RLAOTFNY T&HBZ2F/HICL
£F9. cOONTY REF, BEEENIEMACT RLADERZ300M (18008 ) AL E T, HEIC
ISUT, CORFEZERAK 2085978494 WETHEXR T ENTEEXT,

# debug wireless mac <8821-MAC-address> {monitor-time <seconds>}

~ xE—EBELBBOOVSATNZEZR—T3ICE,. MAC 7 RL AZ &IC debug wireless
mac <aaaa.bbbb.cccc> AY¥ > REZETLE T,

N IR THABCERTEDESCRBTNY TP UL TERTOBESD, R—SF LY



N VTS ATURTIFAETAOE AT ERENER A,

AT Y7 3:8821Cisco IP PhoneA 51— )L #HEILET,
AFY7 4 DA-AHRTLLEE, FLRFT AL NELERESNLEZSBEAT Y 7T
SEICEAENfBRLEEERE., NV ITZEFELLET,

# no debug wireless mac <8821-MAC-address>

T2 —RENFf BT SH. debug wireless FE1EFT B &, 9800 WLC TlRXDOFZR OO—AHI
T7AINERENET,

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

ATYT5: MACTRLATZIVTAETADOT77AIINZRELET, ratrace.log ZAIBH—
N—ICOE—9%h, EHZHEEICEFERTITEET, RANL—AT77MILOBRIZHERLET

# dir bootflash: | inc ra_trace

774N ENBY—N—ICOIE—-LFT,

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

NBEZRTFLET,

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

FIE6 : FNY TRBEZHIBRL T,

# clear platform condition all

N RSTAYI—FAUTEYI I OB, BFFNY TRAEESBRLTIEE W,



RANL —ADH DTk, Traffic Specification(TSPEC)Z > I —3a A ThhET, chll&k
V), 8821 EFDORT 74V O RI—HYTSAAFA)TA6TY—IFTBENFAEThTVEHLNE

SH., BROO-INEZBIUTEZNESHNIHHEIETE T, F1—-60OFEHAZXII—NTBL
HIZ, 821 T EERTZ T U avy NIy N2EELET,

2019/08/25 18:53:54.510 {wncd_x_R0-0}{1}: [ewlc-gos-voice] [18106]: (info): MAC: 0027.902a.ab24 Got act
2019/08/25 18:53:54.510 {wncd_x_R0-0}{1}: [ewlc-gos-voice] [18106]: (info): MAC: 0027.902a.ab24 Receive
2019/08/25 18:53:54.510 {wncd_x_R0-0}{1}: [ewlc-gos-voice] [18106]: (info): MAC: 0027.902a.ab24 Got LBC
2019/08/25 18:53:54.510 {wncd_x_R0-0}{1}: [ewlc-qos-voice] [18106]: (info): MAC: 0027.902a.ab24 ADD TS

up = 6, tid = 6, upsd = 1, medium_time = 653, TSRSIE: No

2019/08/25 18:53:54.510 {wncd_x_R0-0}{1}: [ewlc-qos-voice] [18106]: (info): MAC: 0027.902a.ab24 U-APSD

NTYREXYTFYOHE

» IEEE 802.11 Action, Flags: ..:2:4..C
v IEEE 802.11 wireless LAN
v Fixed parameters
Category code: Management Notification (17)
Action code: Setup request (0x0000)
Dialog token: ©x2a
Status code: Admission accepted (0x0000)
v Tagged parameters (84 bytes)
v| Tag: Vendor Specific: Microsoft Corp.: WMM/WME: TSPEC Element
Tag Number: Vendor Specific (221)
Tag length: 61

OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1

v |TS Info: 0x0034ec

i .0 110. TID: 6
vess sess sess sess «11. .... = Direction: Bidirectional link (3)
wuss suws ssnsesw slew weee w22 = PSB: U-APSD (1)
p— w211 @uve 2evs wuss = UP: Voice (6)
0000 0000 0A.. ..00 1... ... Reserved: Ax00AAK]A

WLCEE, O—)ILZEY)HTH2DIC T B3FTHEN H2HAESHZHBIL. + 5 FEHIENH S5
Bk, TSPECRO>I—232%#Z2FANBTI3VTL—LZREELET,

2019/08/25 18:53:54.510 {wncd_x_R0O-0}{1}: [auth-mgr] [18106]: (info): [0000.0000.0000:unknown] Session

2019/08/25 18:53:54.510 {wncd_x_R0O-0}{1}: [ewlc-gos-voice] [18106]: (info): Calls in progress increment
2019/08/25 18:53:54.510 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): allocating voice bw for cli
2019/08/25 18:53:54.511 {wncd_x_R0-0}{1}: [ewlc-gos-client] [18106]: (info): MAC: 0027.902a.ab24

Call Accepted for tspec client

2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (ERR): MAC: 0027.902a.ab24 TCLAS Se
2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-gos-voice] [18106]: (info): Recommended rate 6500kbps:M



2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): Recommended rate 13000kbps:!
2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): Recommended rate 26000kbps:!
2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-gos-voice] [18106]: (info): MAC: 0027.902a.ab24 Sending
2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): MAC: 0027.902a.ab24 Build A
2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): MAC: a023.9f86.52c0 send go

INTYRFYTFYDFE

» IEEE 802.11 Action, Flags: ...us:..C
v IEEE 802.11 wireless LAN
v Fixed parameters
Category code: Management Notification (17)
Action code: Setup response (0x0001)
Dialog token: @x2a
Status code: Admission accepted (0x0000)
v Tagaed parameters (119 byvtes)
v|Tag: Vendor Specific: Microsoft Corp.: WMM/WME: TSPEC Element
Tag Number: Vendor Specific (221)
Tag length: 61
OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1
v TS Info: 0x0034ec

.».0 110.
«e1l. auss

= TID: 6

Direction: Bidirectional link (3)
= PSB: U-APSD (1)
= UP: Voice (6)

Reserved: 0x000080

II11
@@II

0000 0000

1 AR

] (a

ZTOH, A-IIXZ—rEQORBTSIPENL TO—IARILEN, RTPRZ 714 I ERIXE
nEXY,

Source
172.16.78.64

16:11:41.868804

Destination
172.16.56.189

Transmitter address
00:27:99:2a:ab:24

Receiver address
aB:23:9f:86:52:cf SIP/SDP

Protocol | Info

16:11:41.864384 172.16.56.189  172.16.78.64 a@:23:9f:86:52:cf @8:27:98:2a:ab:24 SIP Status: 1@@ Trying |
16:11:42.529759 172.16.56.189  172.16.78.64 a@:23:97:86:52:cf @8:27:98:2a:ab:24 SIP Status: 188 Ringing |
16:11:47.581067 172.16.56.109  172.16.78.64 a@:23:9f:86:52:cf 90:27:98:2a:ab:24 SIP/SDP Status: 200 0K |

16:11:47.594494

RTP NT v b

172.16.78.64

172.16.56.109

B0:27:90:2a:ab:24

a:23:9f:86:52:cf SIP

Request: INVITE sip:181@172.16.56.189;user=phone |

Request: ACK sip:181@172.16.56.189:5860; transport=tcp |

16:11:47.700968 172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 a0:23:97f:86:52:cf RTP
16:11:47.701470  172.16.78.65 172.16.78.64 a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.717783 172.16.78.65 172.16.78.64 @0:eb:d5:db:00:d6 a@:23:9f:86:52:cf RTP
16:11:47.718528 172.16.78.65 172.16.78.64 a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.730826 172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 a@:23:9f:86:52:cf RTP
16:11:47.731395 172.16.78.65 172.16.78.64 a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.751602 172.16.78.65 172.16.78.64 @0:eb:d5:db:00:d6 a@:23:9f:86:52:cf RTP
16:11:47.752316 172.16.78.65 172.16.78.64 a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.766859 172.16.78.64 172.16.78.65 00:27:90:2a:ab:24 al@:23:9f:86:52:cf RTP
16:11:47.776488  172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 a0:23:9f:86:52:cf RTP



RIS, 8821EO—IARTLECEZD-IINZ— P ICEBAIL, F1-6ZFALE<BE2L
WLCICBIDT 023> 7L —LZEELTEALET,

2019/08/25
2019/08/25
2019/08/25
2019/08/25
2019/08/25
2019/08/25
2019/08/25

16:11:54.48@738
16:11:54.407572
16:11:54. 489575
16:11:54.428215
16:11:54.431823
16:11:54.583030

18:
18:
18:
18:
18:
18:
18:

54:
54:
54:
54:
54:
54:
54:

Source

.510
.510
.510
.510
.510
.510
.510

172.16.78.64

172.16.56.109

172.16.78.64
172.16.56.189

172.16.78.64

Cisco_za:ab:24

T T

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

Destination
172.16.56.189
172.16.78.64
172.16.56.109
172.16.78.64
172.16.56.189
Cisco_B6:52:cf

Notification (17)

rd (@x0089)

soft Corp.: WMM/WME: TSPEC Element

24 af:23:9f:86:52:¢
cf

[ewlc-qos-voice]
[ewlc-qos-voice]
[ewlc-qos-voice]
[ewlc-qos-voice]
[ewlc-qos-voice]
[ewlc-qos-voice]
[ewlc-qos-voice]

Receiver address

124

f sIP
SIP
TCP

B0:27:99:2a:ab:24

892.11

Protocol

[18106]:
[18106]:
[18106]:
[18106]:
[18106]:
[18106]:
[18106]:

(info):
(info):
(info):
(info):
(info):
(info):
(info):

MAC:
MAC:
MAC:
MAC:
MAC:
MAC:
MAC:

0027.
0027.
0027.
0027.
0027.
0027.
a023.

Request: NOTIFY sip:1@@@172.16.56.189 |
Status: 200 0K |

902a.
902a.
902a.
902a.
902a.
902a.
9f86.

Request: BYE sip:181@172.16.56.108%:5086@; transport=tcp |
Status: 288 0K |

ab24
ab24
ab24
ab24
ab24
ab24
52c0

51254 - 50608 [ACK] Seq=14915 Ack=7435 Win=30736 Len=8 TSval=443233
Action, SN=3087, FN=8, Flags=...P....C

Got act
Receive
DEL TS
Call Te
Calls i
Build D
send qo




BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



