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WLCH MORADIUSEEEEDERE
ATY 7 1:RADIUSH—NNEESLET,
GUIL A5

£9. WLCLICISERADIUSH—NNEHERLET, ChEITSICIE. hitps//<WLC-IP>/webli/#laaaT T ¥ £ A A REE GUI WLCR—
< M R 7 Servers/Groups > RADIUS > ServersZ 1 95 A,  Configuration > Security > AAAWLO)ICBEILET ( TRISE ),

Configuration = > Security~ > AAA

+ AAA Wizard

Servers [ Group AAA Method List Adh Advanced

Server Groups
m]

TACACS+
Mame Y Address Y Auth Port T AcectPort T
LEAR ISE-lab 10.48.39.134 1812 1813
1 10 »
For Radius Faiiback fo work, please make sure the Dead Criteria and Desd Time configuration exists on the device

Walk Me Thraugh >

WLCIZRADIUSH —NZEBMT2ICE., ROFVWTL—ATEHENRLZAWREZ>ZIVYILET, ChllkY), RYU—223
YNIRENERYTTYTIA U RIFHAERT,

Create AAA Radius Server

Name* Support for CoA (&) ENABLED .
O

Server Address” 10.48.39.134 CoA Server Key Type Cliar Text

PAC Key CoA Server Key (&)

Key Type Clisar Terst v Confirm CoA Server Key

Key* @ ranern—. Automate Tester

Confirm Key*

Auth Port

Acet Port

Server Timeout (seconds)

Retry Count




CORYTTYITI4VRITR, ROEBEZEETIHEN HYET,

o H—NEB(ISEZATLBRE-HIDIVERHVELEA)
o H—NIPFRLZA

«  WLCERADIUSH—/NEOEERER

WA T AV TAVTIERAEhBDR—IBE, TOBONTXA—RERETEXRTHN, ChSRBYBETEELS, CORFIX
RTRFT7ALBDERRICBE>TVERT,

CLIAS :

<#root>

WL C-9800(config)#radius server

| SE-| ab
WLC-9800(config-radius-server)#address ipv4

10. 48. 39. 134

auth-port 1812 acct-port 1813
WLC-9800(config-radius-server)#key

Ci scol123

ATY 7 2: RADIUSH—NEH—NTI—-TICIvEVITLET,
GULAS

RELICEATE 2EBORADIUSH— N HZDBERE. INTOH—NERUH—NIN—TIIXVETITR 2 HBLET
o WLCIE, H—NTIL—7HOH—NETREDRIAOO—RNZ 22T 2TVET, RADIUSH—NTIL—TF. RICRT &
S, ATYT1ITHBAL £ 0 £ FUGUIR— 0) Servers/Groups > RADIUS > Server Groups® 7 TRREL £9,



Configuration = > Security~ > AAA

+ AAA Wizard

AAA Method List AAA Advanced

Name T Serer1 Server 2 Server 3
RADIUS-Group ISE-lab LT MiA

1 0 -

Walk Me Through >

H—NOERTRE. RICRTAREY (AORTIL—LAENATVWET ) ZIUYITRE, RYTTITI4Y RINFRER
ThERT,

Create AAA Radius Server Group

Nare* RADIUS-Group

Group Type RADIUS
MAC-Delimiter

MAC-Filtering

Dead-Time (mins)

Load Balance

Sowurce Interface VLAN ID [~]

Awailable Servers Assigned Servers

ISE-lab

RYTZTYTTION-TICAFIZMAT. BROY—Nz TE8WLETShiEY—N1 VANCIBEBLET,

CLIAS

<#root>



WLC-9800(config)# aaa group server radius

RADI US- G oup

WLC-9800(config-sg-radius)# server name

I SE-1ab

ATFY 7 3:RADIUSH—NTIN—T2RA > NFTBDAAARIIOT A XYY REERLET,

GULAS .

5| & #t & GUIR—Z B S https: //<WL C-IP>/webui/#/aaa, AAA Method List > Authentication® 7 ([CBEIL . RXOKICTRT LS ICFREAH
NEERLET,

Configuration = * Security~ > AAA

+ AdL Wizard

+ Add
Authorization
Group T
Actounting MName Y Type T Type Group1 Y Group2 Y Group3 T Groupd Y
0O default login local NiA MNIA MiA MiA
[ [Eaclutzauing- login local RADIUS - Group NIA NiA NIA

method

1 10 »

BEEHY, AddRE > ZFERAL TRAARZERTDE, RORICTIRSBRERY TTYTI42 RIUFRRENET,



Quick Setup: AAA Authentication

Method List Name™

Type*

Group Type
Aveilable Server Groups
rads

Idap
tacacs+

( D Cancel ]

radius-authe-method

Assigned Server Groups

RADIUS-Growp

Apply to Device

CORYTTYTI4VRIT, XVY ROBRZEELET, TypeasloginZiBRL., BIOFIETERL TIN—TH—\%
Assigned Server Groups® 'J A NZEMUL £9. Group Type7 1 =)L RIZDVW Tk, WK DA DBREN TEETT .

e JIL=TEBA47ELTO-NNZERL LBE, WLCREHNICI—HILFUIYIILFO-NLCHEETRIHESH
EFTYOL, RICH—NITN—=TICT2=ILNYILET,

o YJII—7ELTGroup TypeZiEIRL . Fal backtolocd#A 72 a>&2F T Yy I LAEVEE, WLCTRY—NTIL—TIC
HUTI—HILFYY v ANFIY I NBEGTT,

o JI—7&L TGroup TypeZiBIRL ., Falbacktolocd# 7’2 a>vE#FIvoddE, WLCRY—NTIL—7IC®L T
—HOLFUIYINEFIVIL, U —ANFBELBVBEAILEFO—ALTF—EIR—AILBELET, Y—/\Hregect®
EETDE, O—AINF—ER—-ALBEETEDI—HYTH>TE, TOI1I—HREIETEAEThhET,

CLIAS :

A—HILFUIFIUNRIICO—HALTRIASBWEERICDG, H—NIIL—TTI1—HILFoIvIEFIVITRICE

ROONV RZFEALET,

<#root>

WL C-9800(config)#aaa authentication login

radi us- aut he- net hod



Tocal group

RADI US- G oup

1)

A—HILTFIv e —NIIL—TTOHFIYIITRHEE. KOOIV REGALET,

<#root>

WL C-9800(config)#aaa authentication login

r adi us- aut he- net hod

group

RADI US- Gr oup

A—HILTFoov Ve —NIIL—TTFIVIL, COKBROIVNIAO—AILIV NI THRELEVEER, ROV
ReERALET,

<#froot>



WL C-9800(config)#aaa authentication login

r adi us- aut he- net hod

group

RADI US- Gr oup

Tocal

COREHTE, O—HILTORMERENZ I —HEISEH—NTORMERENZD I —YHNEETDED, BYNOAT 3> &fE
ALET,

ATY T 4: RADIUSH—NTI—T%KRA > NTDAAARTAEXECHE R ZERL F 9,
GULAS

TORAEENETSICE, I—HERRENTVRIHENH V) FT, 5|Z & GUI Page Configuration > Security > AAAD S,
AAA Method List > Authorization2 7 ICBEIL, RORICRT RS ICRAAREZERLET,

Configuration= > Security~ > AAA

+ Aan Wizard
Servers | Groups AAA Method List AAA Advanced
Authentication
-
Narme T Type YT Group Type Y Groupl T Group2 T Group3 T Groupd T
ACounting
G default Bxec lpcal TE MNfA MA NA
radius-autho -
(] ey exec lecal RADIUS-Group i M MiA
1 10 «

AFA AR DR



AddR 22 AL THLLVRAEARNZEMT D E, RICTRILSBRAFRNREDNORY TT7 Y THRTRENET,

Quick Setup: AAA Authorization

Methed List Name® radius-autha-method

Type* exer v

Group Type v

Authenticated

Awzilable Server Groups Assigned Server Groups

radis RADILS-Growp
Idap
EBCHCS+

CORERYTTYITT, HFUARODBHZEEL., FA47EL TexecZRL, ATYTITHRAARNICFERALEEDERLYT
VW—=TRATOEFZFEALET,

CLIAS :

WAFR TR, FMCRTNEYETSh, I—HHFO-AILIVRNVEREEh, RIEHF—NTIL—TOIV NI EREEINE
ED)

<#root>

WL C-9800(config)#aaa authorization exec

r adi us- aut ho- net hod

Tocal group

RADI US- G oup



ATYT 5 HTTPRREH LU Telnet/SSHICEA T BHVTYEMRICX Y Y RZE) HTET,
GUIL A5 -

ERENLERABRCHFAARIEE. HTTPE A ETdnet/SSHI—HEFICERATEE T, chid, XORICTTRLSIZ, AAA
Advanced > AAA Interface® 7 A5, F 1 https//<WLC-IP>/webui/#/aaaT T ¥ L ATRERGUI WLCR—T A SBRETE X T,

Configuration = > Security= > AAA

+ AAA Wizard

Servers | Groups AAA Method List AAA Advanced
—

RADIUS Fallback

Authentication Authorization Accounting
Attribute List Name
Console None - | 8 Mone v | B Mona -
Device G VTY radius-authe -method» | |6 radius-autho-method y | |8 MNane v
Authentication
HTTP radius=-authe -method » |u | radiug-autho-method » || MNone v
AP Policy

Pagaword Policy

GUIFEELACLI:

<#root>

WL C-9800(config)#ip http authentication asa | ogin-authentication

r adi us- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

r adi us- aut ho- net hod

Global Config -
& Apply



Telnet/SSHEREEFACLI:

<#root>

WL C-9800(config)#line vty 0 15 WL C-9800(config-line)# ogin authentication

r adi us- aut he- net hod

WLC-9800(config-Tine)#authorization exec

r adi us- aut ho- net hod

HTTPRREZZEL A, HTTPEBRUTHTTPSH—EAZBEBITH2ONI KRENDHFETT. <k, XKOON REFERALTE
TTEET,

WL C-9800(config)#no ip http server WLC-9800(config)#no ip http secure-server WL C-9800(config)#ip http server WL C-9800(config)#ip http secure-sen

RADIUSH DISEMRE
ATFY 7 1: WLCZRADIUSAHDZY RIJ—I9FNAARAELTEELET,
GUILAS

HOtEI> a3 THEALEWLCEZISEORADIUSHRY RD—IFNAARAELTEETRICE. XORIZRTLSIZ,
Administration > Network Ressources > Network DeviceslZ # 81 L. Network devices® 7 #f& £ 7,



= Cisco ISE | Administration - Network Resources dh Evaluation Mode 82 Days Q1 (D
Network Daevices MNetwork Device Groups MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences More ~

Network Dovices I

Defauit Devico Network Devices

I8 B ) Selected 0 Total 1

vk Import Ty Export @ Delete ~

Al

= Name -~ IP/Mask Profile Name Location Type Description

| WLC-3800 10.48,39,133/32 & Cisco (3) All Locations A

FYRND=OFNAAZEBMTBICE, BNREZEALT, HILLEXY RD—TOFNAA

Il Device Types

BRETA—LERELRT,



= Cisco ISE Administration - Network Resources

Network Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

Network Devices
» Mew Metwork Device

Default Device
Network Devices

Device Security Settings

Name WLC-3800
Description

IPAddrass " IP: 104839133 | 32 &
Device Profile e Cisco e
Model Name o
Software Version ~

Metwork Davice Group

Location All Locations w Set To Default
IRSEC Is IPSEC Device w Set To Default
Device Type All Device Types ~  Set To Default
~  RADIUS Authentication Settings |

RADIUS UDP Settings

Protocol RADIUS

I Shared Secret IShow

[] use Second Shared Secret ()

Second Shared

Show
Secret 3

CoA Port 1700 Set To Default
RADIUS DTLS Settings (

(] pTLS Reguired (

Shared Secret radius/dtls

HLWIARIT, RYRNT=IOFNAADBREZADL, TOIPT RLAZEBMLET, RADIUS Authentication Settingsz i#

RL, WLCTHEAZ N TV ENDERLURADIUSHAEMBZEZRELET .
ATV 2 . BEERIHFURREERLET,

GUI A S

EEEQOTVEAEZFEOICE, adminuseriCHHEL RISHABETT, ChiIZKY ., execZ7AV TR TIIIZT IV ERATEET,
—7%. helpdeskuserldexecZ7 O 7RO TN T IO ERAEMHEBELEWVWED, 156K VEVBELARILTEY Y TR ZENTEET
o BYIREBELARIILZI—HICE ) YTRICEK., RATAT7 7ML EFEATEET, chslEk, XRORICET R T DISEGUI Page

Policy > Policy Elements > ResultsT &% EAuthorization > Authorization ProfilesT&Z £,

More



= Cisco ISE Policy - Policy Elements & Evaluotlon Mode 820ays O B 53 &

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

Authorization w

For Policy Export go to Administration = System = Backup & Restore = Policy Export Page
Authorization Profiles |

Salected 0 Total 11 3 {3
Downloadable ACLs
Profiling 5 O Name Profile - Description
emr— - O a800-admin- priv & Cisco (D)
>
O 9800-helpdesk-priv & Cisco (D)
Client Pravisioning >
O Black_Wireless_Access = Cisco (D) Default profile used to block wireless devices. Ensure tl
[l ] Cisco_IP_Phones 2 Ciseo (D) Default profile used for Cisco Phones.
[:] Ciszo_Temparal_Onboard & Cisco (3) Onboard the device with Cisco temporal agent
(M ] Cisco_WebAuth & Cisco (D) Default Profile used to redirect users to the CWA partal
a NSP_Onboard # Cisco (D) Onboard the device with Native Supplicant Provisioning
(m} Non_Cisco_IP_Phones & Cisco (3) Default Profile used for Mon Cisco Phones.
D UDN & Cisco (3) Default profile used for UDN.
a DenyAccoss Default Profile with aceess type as Access-Reject

]
bl

FLOWERAZO7 7ML ERETRICE,. HLLRBATOT77MIURET # —LZRA<AdIRZ 2 ZFEAL LT, adminuserlC &Y
HTCSNBD7TO7TANERETRICR. COTF—LHABIEROISICRRENDLBENHYET,



= Cisco ISE Paolicy - Policy Elements o @ &

Dictionaries Conditions Results

Authentication » Mow Authorization Profile

Authorization Profile
Authorization

Autherization Profiles

={itame 9800-admin-priv |
Downloadable ACLS
Description
Profliing
* Access Type
Posture ACCESS_ACCEPT hd
Client Provisioning 4 Network Device Profile &% Cisco &

Service Template
Track Movement
Agentless Posture

Passive Identity Tracking

> Common Tasks

~ Advanced Attributes Settings

Cisco:cisco-av-pair R - shell:priv-Ivl=15 w

~ Attributes Details

Access Type = ACCESS_ACCEPT
cisoorgn-pair = shell;priv-vi=15

m Zace

CORETE, BERTSNATVRIXRNTOI—FIZHFHELARLIGHAEEINET, §TICHALEXSIC, ChEFRXOFIET
ERE NBadminuser DIEEBEET T =7 L. helpdeskuserlCld & WEWVSEL RILABERZOT, 2BBOR) S —BEEEER
TRIMBENHYVET,

helpdeskuser 7R > —EFR i, FFIZshel:priv-vI=XIZEE L, Xz B O#ERL RILICEE #X % Sshell:priv-lvi=15 BN H 2
RERE, LTHERLELSBENDTYT, COFITR, 1 FEREINET,

AFY T 3 ISECI—HIIN—T=ERLET,
GUI TXROFIEEETLE

ISEA—HJI—7 &, BEF ¥ 7F v IZRE N TLWBAdministration > |dentity Management > Groups GUI Page® & 7' User Identity
Groupsh SEKE N ET,



= Cisco ISE

Administration - Identity Management a aQ @ 228 &
Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Groups H
iy e User Identity Groups
= & Selected 0 Total 10 13 {5
) Dalete oy Impert Ty Export Al Y
» [ Endpoint Identity Groups
> 9 User Identity Groups | Name s Description
8 S helpdesk-group This is the group containing all users with read-only privileges.
D 52 admin-group This is the group containing all users with administrator privileges.
[l ] S OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group
D S GuestType_Weekly (default) Identity group mirroring the guest type
[:] I GuestType_SocialLegin (default) Identity group mirroring the guest type
[H] & GuestTypa_Dally (default) ldentity group mirraring the guest type
a I GuestType_Contractor (default) ldentity group mirrering the guest type
0O # GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
[:] &f Employee Default Employee User Group
a B ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
. - . g~ [y Sp— - o . =n
FLOI—HZERTRICE. AddREVEGEAL T, RCRTRSICHLWI—HIDIIN—TRET+—LEREXT,
= Cisco ISE Administration - Identity Management a Q @ 28 &
Identities Groups External Identity Sources Identity Source Sequences Settings

» Mew User Identity Group

Idantity Groups

=l Identity Group
* Name admin-group
» [ Endpoint Identity Groups

5 B User Identity Groups Description

This is the group containing all users with administrator privileges.

Cancel

ERTBIIN—TDEBZEADLET, admin-group & helpdesk-group®2 2N 1—H I I—T#ERLET,

AFY T 4 ISECI—HEERLET,

GUI TARDFIEZETLE

ISE1—¥&, BEF ¥ 7F ¥ ICRE hTWBAdministration > |dentity Management > Identities GUI Page® & 7 Usersh* S ER & h &

kD)



Q @ @B @

b Evaluat

| Administration - Identity Management

= Cisco ISE

Identity Source Sequences

Identities Groups External Identity Sources

Users

Network Access Users

Latest Manual Metwork Scan Res...

% CGhange Status &y Import
Status Username -~ Description
a B Enabled ¢ adminuser
% helpdeskus...

O @ Enabled

FLOWI-—HZERTDICE, [BMAREZEAL T,
£

Settings

=]

Selected 0 Total 2 3 &

All

&y Export & Delete
Email Address User Identity Groups  Admin

First Name Last Name

admin-group

helpdesk-group

CRTESIEHLVWRY RD—=OTF VA —YRET # —LZHE



= Cisco ISE Administration - Identity Management / Q @ B &
Identities Groups External Identity Sources Identity Source Sequences Settings
| Users

513 Neww Network Access User
Latest Manual Network Scan Res...

~ Network Access User

| * Username adminuser |

I Status Enabled ~ |

Account Mame Alias

Email

~ Passwords

Password Type: Imernal Users w

Password Lifetime:

© With Expiration

Password will expire in 60 days

() Never Expires

Password Re-Enter Password

* Login Password == Generate Password

Enable Password Generate Password

> User Information
» Account Options
> Account Disable Policy

~ User Groups

admin-group ~ 8) .

I—HY0ULFoov¥ N (A—HFBENAD—R)YEBAALET., chik, WLCTORREICHERAEhET, £, I—HFOAT
— R ANEnabledTH B L EBRBLET . REIIC, FIEATHERLUEBEESIIL—TICI—YE2EML, 74 —ADOKREIZUser
GroupsRAY 7RI X_1—%#KRRLET,

ERTHBLIE2ADOI—Y, adminuser& helpdeskuser 2 ER L £,
ATV 75 A—H2RFALET,
GUI A5 .

ZOIFVATEH, TTICERREENTVBISEOT7ZILRNORIS—tY NORBIERVS—IC&Y, F7FILRDZRY KD
—OTFORANFAENRET, CORUI—tY MNE, RORICTRT&LDIZ, ISEGUIR—T MPolicy > Policy Setsh STEFRTE &
Fo LIEND2T, ChEZETIXERFHYYEEA,



= Cisco ISE Policy - Policy Sets ' Q @ 58 &

Policy Sets— Default Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits
-
L
Q Dafault Default policy set Default Network Aceess 5]

~ Authentication Policy (3)

) Status  Rule Name Conditions Use Hits Actions
Q
Internal Endpaints ] W
| wired_maB
] MAB oR {@}
[E  wireless_mas > QOptions
All_User_ID_Stores & v

| Wired_so2.1%

] Dot1% orR o {C:)}

Wireless_B02.1X #  Options
All_User_ID_Stores & v
[-] DFaul
* QOptions {§}

FIE6: I—HZFALET,
GUIAS :

OJ4ETHRIAR) S —ZBBL R, BRIV —ZERIZILENHY) . ISERMENICHER L ZFBEEZ'O7 7 1)L ( permit
accept, HBITFHELANI ) ZRIBEN BV ET,

ZoOfiTR, OJA4VETHFTFNAADIPT RLA (WLCHDIPP RLA) ICETVWT74I)LRUVTEh, I—YHFETD VI —
TICETVWT, 5T EFELARILNIRBENET, COFATRE, ETIL—TICIAOI—HLAEERTVWAEVLESD, I
BICESWTIA—HYZ2T74IINRIITFTREVSHEEEMTT,



= Cisco ISE Policy - Policy Sets A EwlustionModo 8200y Q, @ 53 8

Policy Sets— Default Reset Policyset Hitcounts
Status  Policy Set Name Deseription Conditions Allowed Protocols | Server Sequence Hits
[ ] Default Default policy set Default Metwork Access < ~ 152

» Authentication Policy (3)

» Authorization Policy - Local Exceptions

~ Authorization Policy - Global Exceptions (2)

Results

(+) Status Rule Name Conditions Profiles Security Groups Hits Actions

Q

Network Access Device P
B Address
EQUALS 10.48.35.133
[ ] 9800 Helpdesk Users AND 9800-helpdesk-priv = o Select from list w -+ 1 é@}
InternalUser-IdentityGroup
EQUALS User Identity
Groups:helpdesk-group

®

Metwork Access Device P
0O Address
EQUALS 10.4B.39.133
e 9B00 Admin Usars AND 9800-admin-priv s = Select from list w4 2 i@}
Internallser-ldentityGroup
i EQUALS User Idantity
Groups:admin-group

» Authorization Policy (12)

ZOFIENTTITHE, adminuser B & Phelpdesk I—HRAICEREENLEIL T ¥ I EFERL T, GUIELIETdnet/SSHER T
WLCTERIEETEE T,

TACACS+WLCD &R
ATY 7 1: TACACSHH—NZEELET,
GUIL A5

F9. WLCLICTACACS+H—/NISEZER L ET, hid. Servers’Groups> TACACS+ > ServersT 7 7 £ A A REAGUIDWLCAR
—2 O R 7 M Shitps//<WLC-IP>/webui/#asa, & 7= ld Z DRIZR T & S (ZConfiguration > Security > AAAICBE L TRITTEE T,



g Cisco Catalyst 9800-CL Wireless Controller

cisco
Welcome ac ®# % A & n e 2o Q & Feedback | (%
Configuration - > Security - > AAA
+ AAA Wizard
Servers | Groups AAA Method List ABA Advanced
Add
RADIUS
Server Groups
Name T Server Address T Pom o
S ] I1SE-lab 10.48.39.134 43

1 0w

Walk Me Through »

WLCLEIZTACACSH—NZEBMT Ik, LOROFVWTIL—ATHENEAMDREZ ZI0UYILET, RICRIERYTTY T
TAURINEEET,

Create AAA Tacacs Server
Mame*
Server Address* 10.48.39.134
Key Type Clear Text

Key*

Confirm Key*

Part

Sarver Timeout
(seconds)

3 Cancel Apply to Device

RYTTYT T4 RIFAVES, H—NB (ISEVATALABE—BULTVRIHERESHYELA )., IPPRLA, #BF— &
ALTWBR—KN, RALTIRNEAALET,

CORYTTYTI4V RITR, ROEBZEETIHEN HYET,



H—NE (ISEZATLBEE—HITIHBEEHERA)
o BH—NIPPRLZA

o  WLCETACACSHH—/NBE O HEWER

WA T AV TAVTIERAEhDR—MBE, TOBDODNTA—RERETEXRITN, ChSRBYBETEELS, CORFIX
hTRFI7FILRDERICLTHERT,

CLIAS5 :

<#root>

WL C-9800(config)#tacacs server

| SE-| ab

WLC-9800(config-server-tacacs)#address ipv4

10. 48. 39. 134

WLC-9800(config-server-tacacs)#key

Ci sco123

ATY T 2 TACACS+HH—NEHY—NITIL—TIIIvEVITLET,

RELCEATE BTACACSH — N\ EBEH B HEEF. IXTOH—NZRUH—NITIN—TIIXvEV T IR EZHRLET
o RIZ. WLCE., H—NTL—7THOH—NETREDRIAOO—RNZ 22T 2TVET, TACACSHH—NTIL—T1F. K
ICRENTVWRDRATY T1THBAL £GUIR— £ [E UGUIR— 0 Servers/Groups > TACACS > Server Groups® 7 TRREL £ 9,



g Cisco Catalyst 9800-CL Wireless Controller

cisco
Welcome adimi ®# % A & n e 2o Q & Feedback | (%
Configuration - > Security - > AAA
+ AAA Wizard
Servers [ Groups AAA Method List ABA Advanced
RADIUS
Servers Server Groups
Name T Server1 Sarver 2 Server 3
= ] TACACS-Group ISE-lab Ml NiA

1 0w

Walk Me Through »

H—NOERTRE, A X—JICRENRTVRHOAX—CDTL—ALATEENRLAMREEIIY ITRE, RYTTYTI4
YRINFRRENETT,

Create AAA Tacacs Server Group

Mame* TACACS-Group

Group Type TACACS

Available Servers Assigned Servers

ISE=lab

RYTTYTTIIN-TICBF [T, BHOHY—/V%Assigned Servers) AN ICBEIL £ T,

CLI A5 :

<#root>



WL C-9800(config)#aaa group server tacacs+

TACACS- G oup

WLC-9800(config-sg-tacacs+)#server name

| SE-| ab

AT YT 3: TACACSHH—NT I —T%KRA 2V NTBDAAARRIIOT A XYY REERLET,

GUI A S -

5| & & GUIR— B S https.//<WL C-IP>/webui/#/aaa, AAA Method List > Authentication® 7 ICBEIL . RICRT KD ICERIEAR%E
ERLET,

B Uuthe Cisco Catalyst 9800-CL Wireless Controller
: Welcome admin # % A E & he Q &= Feedback . ™ (@
Configuration = > Security~ > AAA
+ AAA Wizard
Servers | Groups Adn Method List Ad Advanced
Authorization
Group T
Accounting Name Y Type T Twe Group1 T GroupZ Y Group3 T Grouwpd T
0 default legin local MjA LY 7S MiA
radius-authe-
0 e login local RADIUS-Group B/A MiA i
0 tacacs-authe- leggin local TACACS-Group NIA MNiA NfA

mathod

1 10 -

BEERY, AddRZVZERALTRAAREZERTDE, RORICRIRSIBRERY TTYTI41 2V RINRRENET,



Quick Setup: AAA Authentication
Method List Name®
Type* @

Group Type @

Avnilable Sarver Groups Assigned Serar Groups

radius TACACS-Group
Idap

LACACS+
RAMUS-Group

‘D Cancel Apply to Device

CORYTTFYTI4RIT, AVY ROBREZEADL, logink L TType®&RL ., BIOFIETERL IIL—TH—/N\%
Assigned Server Groups') AN CEBIL £F . Group Type7 1 =)L RICDWTIE, WK DA DRENTHETT,

1

o JIL=TERATELTO-NLZBERLHE, WLCREAILI—YIL T
BFTIYIOL, REHY—NITN—=FICT2=ILNYILET,

1

SHNAO—AINICBEETEIHESH
o JI—7EL TGroup TypeZiBIR L. FalbacktolocdF 7> a>&F I v UV LAVEE, WLCTRY—NTIL—TIC
MUTCA—HILFUIFINFFIVIENBDEGFTT,

o JI—7"&L TGroup TypeZiBIRL . Falbacktoloca A7’ a>vEFI v O D E, WLCRY—NTIL—T7IC/L T

—HOLFOIvLEFIVIL, H—NAFBELBEWVEEICEFO—DILTF—ER—RAIZBRAELET, T—/\Nrdectz
BEEI2E, O—ALF—ER—ALFETERI—HTH>TE, TOI—HRBIAEETIhET,

CLIAS :

1

A—HILFUIF AR DMCO—ALTRIASBVWERICDGK, ¥—NITIL—TT1—HILF>
ROOXV REFEALET,

U

YN EFIVITRICE

<#root>

WL C-9800(config)#aaa authentication login



t acacs- aut he- net hod

Tocal group

TACACS- G oup

1

A—HILTFIr e —NIIL—TTOHFIYIITRHEE. KOOIV REGALET,

<#root>

WL C-9800(config)#aaa authentication login

t acacs- aut he- met hod

group

TACACS- G oup

A—HIOLFVIv L —NTIL—TTFIv oL, COREOIVNIAO-NILIYNITHELBEVEERE, RO
ReERALET,



<#root>

WL C-9800(config)#aaa authentication login
tacacs- aut he- et hod

group
TACACS- G oup

Jocal

COREHTRE. O—AHILTORMEREND I —HEISEF—NTOREREND 1IN EETZ LD, GHAOAT A &EF
ALEY,

ATY T 4: TACACSHF—NITIN—T%KRA 2 N TDAAARAEXECHF R ZERL T,

GUIAS :

T, PTORAEZNETSICE., I—YHFERETATVBBENf B ET, 5lEHEGUINR—T A S Configuration > Security >
AAAZfEF L TAAA Method List > Authorization® 7 ICBEIL . RICRI KD ICRAARNEERLFT,

g Cisco Catalyst 9800-CL Wireless Controller

Welcome admin # % A E S he Q = Feedback (s
Configuration = > Security~ > AAA
+ AAA Wizard

Servers | Groups AAs Method List Asl Advanced
—

Authentication

Name T Type T Group Type T Groupl T Group2 T Group3 Y Groupd BT
Accounting
D default BREC local Min A A MiA
radis-autho- - g
method faac local RADIUS-Group NIA WA NIA
tacacs-autho-
0 mathad EXec local TACACS-Group NiA WA N/A
1 10 »

Walk Me Through >




AddR 22 AL THLLVRAEARNZEMT D E, RICTRILSBRAFRNREDNORY TT7 Y THRTRENET,

Quick Setup: AAA Authorization
Method List Name*® tacacs-autho-method
Type* (O]
Group Type ®

Authenticated

Aveilable Server Groups Assigned Server Groups

radius r TAGAGS-Group
Ickag

tacacs+
RADILS-Group

Apply to Device

CORERYTTYTT, RBIAARDEBHEIEEL., execk LTTypeZiBIRL, BIOARTY JTRIAARICEALEEDERL
Group TypeD JEF ZFEAL £,

CLIAS :

<#root>

WL C-9800(config)#aaa authorization exec

t acacs- aut ho- net hod

Tocal group

TACACS- G oup



ATYT 5 HTTPRREH LU Telnet/SSHICEA T BHVTYEMRICX Y Y RZE) HTET,
GUIL A5 -

ERENLEFIES LCHFAFRIF. HTTPE K /FEETelnet/SSHI—HEKGICEATEER T, Chik, RICRTESIC, AAA
Advanced > AAA Interface® 7 A5, F 1 https//<WLC-IP>/webui/#/aaaT T ¥ L ATRERGUI WLCR—T A SBRETE X T,

@ lul Cisco Catalyst 9800-CL Wireless Controller

CIsSco

Welcome admin & G .A B &« g e ° Q

.
L

Configuration - > Security~ > AAA

+ AAA Wizard
Servers | Groups Adh Method List AdA, Advanced
Global Config
B Apply
RADIUS Fallback
Authentication Authorization ACoounting
Attribute List Mame
Console None v | B MNong LN - Nong v | B
Device =
—_— VTY tacace-authe-methody || & tacacs-autho-meathody | B None v | B
Authentication
HTTP I 1ACACE-authe - Melhdty | ] I LA HCS-AUtha -Methody I!.' Mo « B
AP Policy

Password Policy

<#root>

WLC-9800(config)#ip http authentication aaa Togin-authentication

t acacs- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

t acacs- aut ho- et hod



Telnet/SSHEREE DB &

<#root>
WLC-9800(config)#1ine vty 0 15

WLC-9800(config-Tine)#login authentication

t acacs- aut he- et hod

WLC-9800(config-Tine)#authorization exec

t acacs- aut ho- net hod

HTTPEREZZEL B4, HTTPBXUOHTTPSH—ERZBEBTD2DNREDHFETT. chld, ROV REFHALTE
TTEET,

WLC-9800(config)#no ip http server
WLC-9800(config)#no ip http secure-server
WLC-9800(config)#ip http server
WLC-9800(config)#ip http secure-server

TACACS+ISEDERTE
ATY 7 1:WLCETACACS+DERY RD—IOFNAAELTEELET,

GUI A S



AOEI>a>THEALEWLCZISEORADIUSORY RD—I0FNAAELTEETSICE. KORICRTRSIC

Administration > Network Resources > Network DeviceslC BB L . Network devices® 7 2B & £ 7,

= Cisco ISE Administration - Network Resources| Q @ 2B @
MNetwork Devices Network Device Groups Metwork Device Profiles External RADIUS Servaers RADIUS Server Sequences More
| Noetwork Dovices |
Network Devices
Device Security Settings Selected 1 Towl1 3 £
-+ ada () Duplicate Ly Impornt (T Export £ Delete Y
L: Name ~. IP/Mask Profile Name Location Type Description

WLC-3800 10.48.39.... 2k Cisco (D) All Locations All Device Types

ZOPHITIRE., RADIUSSEREAICWLCA T TIZBMENTVWET( "RADIUSISEDSRE ) VIV DATY T12SHE), LN

T, TACACSRAIZ R ET D EHICHRELELETALETTEARAET, COBERK, ZYNIT—OFNAIAVAN

TWLCEIERL

TEAtRZAZV )Y VB ETRITEERT, chlckY, RORICRIRY ND—IUFNAARET # —LAREXRT,

= Cisco ISE Administration - Network Resources

Network Davices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences More

Network Devices General Settings
Default Device Enable KeyWrap (

Device Security Settings
Key Encryption Key

Message
Authenticator Code
Key

Key Input Format
O ASCI (O HEXADECIMAL

~ TACACS Authentication Settings

|Snared Secret e Show

[] Enable Single Connect Mode
O Legacy Cisco Device
) TACACS Draft Compliance Single Connect Support

(] ~ SNMP Settings

] =~ Advanced TrustSec Settings

FLWI 42 RIUANEWVES, TACACS Authentication Settingstz 9> 3a £ TRV O—-ILETLT, Chsn
TACACS+WLCOEREE VIV DATY S1TAHL EHERBEBMLET,

ATYVT2: J—ROFNA ABBHMEZEMICLET,

BREEBMICL.,



JEISEZTACACSHH —/NELTHATRICR. FNAABBS AV ANY T—2 &, BaseXR IzEMobilityZ 1 £ A
ODVThAHNBETT,

GUILAS -

FNAABEBSA U AEAVARN=ILES, ISEETACACSHH—NE L THERATEDELDICTHEDIC., /—ROFTINAARE
THEEEEEN-TEIUBENHYN)ET, TOLEHICIKE, FHTDISEEA/ —ROBREEHRELET. 0./ — RiFAdministrator >
Deployment® FiCH V), BRIZEIVUY VT3 H, EdtRXZFEAL THRELET,



= Cisco ISE Administration - System & Evaluotlon Mode 820ays O B 53 &

Dreployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Deployment Deployment Nodes
Selected 0 Total1 [ {3
» 3% Deployment |
PR T4
2 PAN Failover
(=] Hostname ~  Personas Role(s) Services Node Status

O Administration, Monitoring, Policy Service STANDALO... SESSION,PROFILER =

J—REETAVRINFEVES, RORIZRTKSIZ, Policy Servicez 72 3> 0O T IZ & % Enable Device Admin Serviced 7% 3
NFIVOR—0EFEFET,



= Cisco ISE Administration - System b Q @ 8 @

Deployment Licensing Certificates Logging Maintenance Uparade Health Checks Backup & Restore Admin Access Settings
Deployment rployment Modes i) Ise
Edit Node
= Deployment
M. PAM Failover General Settings Profiling Configuration

Hastname ise

FODN ise gisen.com

1P Address 10.48,39.134

Node Type Identity Services Engine (ISE)}

Make Primary

Fole STANDALOMNE

Administration

~  Maonitoring

Rale FRIMARY

Other Monitering Node

[[] Codicatod MnT

Palicy Service

~ Enable Session Services

Include Node in Node Gioup MNong

Enable Profiling Servce

|_] Enable Threat Centric NAC Service

] »  Enable SXP Service

Enable Device Admin Serdce

[7] Enable Passive ldentity Seevice

» pxGrid

Reset m

ATY T 3 BEERTLEODTACACSIOT7 7 1 I DIEMK.
GUILAS

EEEOT IV LAEEZFEOICE., adminuserlC4FHEL RILIBABETT, ChiZkY, exec7OV TN INICTFTIORATEET,
—7%. helpdeskuseridexec7OV 7RO TN T IO ERAEZMHBELEWED, 15K VEVBELARILTEYYTZZENTEET
o BYIBASELARINZI—HYICEYHTRICE, BATO7 7ML EZFEATEET, s, RORICTTRSIC, ISEGUINR
—<Work Centers > Device Administration > Policy Elements® & 7' Results > TACACS ProfilesTERETE £,



Q @ 2 @

B,
=

Overview Identities User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Mora -

TACACS Profiles

= Cisco ISE |Work Centers - Device Administraﬂonl

<

Conditions
Livrary Conditlons

Smart Conditions -
Rows/Page © w 1 i Go & Total Rows

Network Conditions 3 £ Trash Filtar

Results 4 [J Name Type Description

Allowed Protocols
] Default Shell Profile Shell Default Shell Profile

TAGACS Command Sets

TACACS Profiles Deny All Shell Prafile Shell  Deny All Shell Profile

105 Adrmin Shell Assigned to each user in the group admin- group

1 105 Helpdesk Shell Assigned to each user in the group helpdesk-group
O wLe aLL wLe WLC ALL
O  wWLC MONITOR WLE WLC MONITOR

HFUWTACACSYO7 7 AN ERETSICIE, AddREZVEZFEAL T, RICRIELSBHLWITOT7ALURET7 A —LEZHEE
o adminuserliCEIWY ¥ TSNB7O77AI(2FY, SITILERLARIIG)ZRETDICE. COTA—LNFHIROKSICRT
ThBEMBENHY)ET,



Cisco ISE

Overview Identities User ldentity Groups

AGACS Profiles » 105 Admin
TACACS Profile

Conditions

Network Conditions

Ext Id Sources

Work Centers - Device Administration

Network Resources Policy Elements

MName
Results 105 Admin
Allowed Protocols
TACACS Command Sets
i Description
TAGACS Profilee Assigned to each user in the group
admin=-group

Task Attribute View
———

Raw View

Common Tasks

Common Task Twe

Default Privilege

Maximum Privilage

15 (Select O to 15)

15 (Select O ta 15)

Access Control List
] Auto Command

No Escape
] Timeout

Idle Tirme

Custom Attributes

Type Name

No data found.

helpdesk 7’07 7 A JLICH LU THREZKRVIELE T,

ATFY T4 ISECI—HIIN—T=2ERLET,

(Select true or false)
Minutes (0-3999)

Minutes (0-9999)

Value

BRI, T7HIINMERERGRIERRBEEESE1L

ZhiE, CORFIXND "TRADIUSISERERE ) VI VDATYTITRLEEDERLUTTY,

AFY T 5 ISECI—HH#ERLET,

B}

chilE, CORFIXT MO "RADIUSISED

FIE6: TINAAEBRIS—tY NEERLET,

GUILAS :

RE EIVVIVOARATYTATRLEEOERLUTY,

Device Admin Policy Sets

-=n
— AX

Q )

@

Maore

EEhERT,

Gancel

RADIUSTVEAICEAL TR, A—HHF e hi=#t, BYIBRTI/LAEENETHLOICRARI S —ERARI S —%
ISECERTAHENHVET, TACACSTRAEIF. KRIZTRT &S (ZWork Centers > Device Administration > Device Admin Policy
SetsGUI Page* SERETZE D, RIFICHITDTFNA ABERIS—tYy NEFEHALET,

")



= Cisco ISE Work Centers - Device Administration L a @

Overview Identities User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Maore

Policy Sets Reset Policyset Hitcounts

EI Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View
Q
Network Access-Device IP Address
W | (=] i i G
] WLC TACACS Authentication Bl eoiiniii0ae 510 Default Device Admin ~ o {@} >
[ ] Default Tacaes Default policy sat Default Device Admin LE IR o {(:)} >

FNAABBRID—tYy hZERKTBICE, LOROFVETEENRLZEMRZ > ZFALET., chic&kY, RUS—EY K
DANCEBENFEMENET, ILERLEEY NOBRT. HATRIHLEN HBFMHE. & KU Allowed Protocols/Server
Sequence(Z C Tk Default Device AdminT+2)E AN LET, KU —EY NOBMERTT2IC1}. SwveRZEFERALET,
T, AAOXRNZFEAL T, RICRTLSICERER—DICTIEALEFT,



= Cisco ISE Work Centers - Device Administration A EvaluationMode B20ays Q. @ (@ &

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets More
Palicy Sets—|WLC TACACS Authentication Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
Q
[ ] WLC TACACS Authentication B Network Access-Davice IP Address EQUALS 10.48.39.133 Default Device Admin & v o

~ Authentication Poliey (1)

(%1 Status  Rule Name Conditions Use Hits Actions

Q

All_User_ID_Stores & v

Default o
® i

* Options

» Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

~ Authorization Policy (3)

Results
(+) Status  Rule Name Conditions Command Sets Shell Profiles Hits  Actions
Q
a IUser-dentity G EQUALS L
[-] Helpdesk users authorization A intamaluises-ldsnitySraup | E Y = AllowAllCommands o 105 Helpdesk & v L]

Identity Groups:helpdesk-group

Internallser-idantityGroup EQUALS User

Admin users authorization A . i
o o Identity Groups:admin-group

AllowAllGommands ~ 105 Admin @ v [ {E:}}

[-] Default DenyAllCommands wr Deny All Shell Profile & L]

ZOBOEHENDRIS—tY M TWLC TACACS Authenticationy Tlk, FlHOCIB00WLCHIPT RLRAERUIPF RL AZFHOEK
B7A4INRIVILET,

WARVD—ELT, A—HYOZ—XE/EIT D, F7AILNL—LFEREATVET, RO2DOBAIN—ILFREEHA TV
£

o BRUORNUH—EF, I—FHNEZE LTI —Tadmingrouplc BELTWBEBEICNUH—EhET, IXTOIAT
R&EF7 2 ) MPermit adl)L—)LZFEAL QOFTL., $$E15Z(EHE N210S Admin TACACSIO7 7 AL EFEALT
B HTET,

o 2BBONUA—Ik, I—YHNERESh=J I —Thdpdesk-grouplc BL TWBBAIC KN H—EchET, 3XTH1
N2 RZE(F7 ) MPermit_adl L—I)LZAH LU T)FAL., 15#E1%(ERE NI0S Helpdesk TACACSZA7 7 A4 ILZENL T
VIV HTET,



COFIENTT T5E, adminuserds & Uhelpdesk I—HRAICEREET AL F o2y IILZFERAL T, GUIRHE I Tenet/SSHE
BUTWLCTRRIETE XY,

RZ7LZa—k

RADIUSHY —/Y Tservicetype RADIUST R UE 1 — M OEBHABEE N TVBHEERE. WLCTROON Y REZBMTEXT
(WLCOIP7 RLAZERA ) o

radius-server attribute 6 on-for-Togin-auth

WLCCLIZS L 7ZWLC GUIE /2 IECLI RADIUSITACACS*H PO EAD KNS I a—F14 24

WLCOGUIEECLINDTACACSH P VERAZ NS TN 21 —F 14293321, termina monitor 112 512 Tdebug tacacs 1< > KR
ERITL, QOJAV0RTEOS A THIEERELET,

ez, OJAVICRIIL E#Cadminuser I—ASOJT7IRT2E, COHANERENET,

<#root>

WL C-9800#

term nal nonitor

WLC-9800#

debug tacacs

TACACS access control debugging is on

WLC-9800#

Dec 8 11:38:34.684: TPLUS: Queuing AAA Authentication request 15465 for processing

Dec 8 11:38:34.684: TPLUS(00003C69) Togin timer started 1020 sec timeout Dec 8 11:38:34.684: TPLUS: pro



ZhsoOdh s, TACACSHH—/NA"IEL WHHE(AV priv-lvI=15)Z R L TWB ZEADAVET,
RADIUSSREEZ R{TT D L&, RADIUSK S 74 Y JICEAT2RAZEDT/NY THANRRENET,

debug aaa authentication 1Y > R # & T¥debug asa authorization AY > Rik, Kb W I, I—FHAOTA L &L&SEFTB EEIZWLCH
BRIZFRIVANERRLET,

ISEGUIZ AL EWLC GUIE = IFCLI TACACS+H P9 EAD KRS TNV a1—F1424

AR —ZOperations> TACACS > LiveLogsh' 5, BE24BEEETICTACACSHTITONEITXNTO I —HRIAERRTEET,
TACACS+HRA K - BANOFMEZRERTHICE. COARYNIBEET 3DetalsREVEFALET,

= Cisco ISE | Operations - TACACS | ! Q @ 2B @
Live Logs
Refresh Show Within
Mever ~ Latest 20 records ~ Last 3 hours w
Logged Time Status Details ldentity Type Authentication Policy Authorization Poliey lzse Node N
X v Identity v Authentication Policy Authorization Policy Ise Nede N
Dec 0B, 2022 06:51:46.1... u IEI helpdeskuser Suthorization WLC TACACS Authentication = ige w
Dec 0B, 2022 06:51:46.0... a8 o helpdeskuser Authentication WLC TACACS Authentication >.., s W
Dec 0B, 2022 06:38:38.2... ﬂ a adminuser duthorization WILC TACACS Authentication =... ise W
Daoc 0B, 2022 06:38:38.1... a adminuser Authentication WLC TACACS Authentication =... ise w
Dec 0B, 2022 06:34:54.0... a adminuser Authorization WLC TACACS Authentication >.. 21 W
Dec 0B, 2022 06:34:53.9,.. a8 a adminuser Authentication WLC TACACS Authentication »... ise
Last Updated: Thu Dec 08 2022 12:57:09 GMT+0100 (Central European Standard Time) Records Shown: 6

B3 &, hepdeskuser OFREEDRITARIIL LB ERADOKRSICHBYET,



Cisco ISE

Steps
Overview =
N 13013 Received TACACS+ Authentication START Request
Request Type Authentication
15049 Evaluating Policy Group
Stetus Pass 15008 Evalusting Service Selection Policy
Session Key ise/459637517/243 15048 Queried PIP - Network Access,Device [P Address
15041 luating Identi i
Message Text Passed-Authentication: Authentication succeeded &l Evaluating Identity Policy
22072 Selected identity source sequence - All_User_ID_Stores
Usarmame helpdaskuser 15013 Selected Identity Source = Internal Users
Authentication Palicy WLC TACACS Authentication >> Default 24210 Looking up User in Internal Users IDStore

e i 24212 Found User in Internal Users IDStore
Selected Autharization

108 Hel, k e
Profile elpdes 13045 TACACS+ will use the password prompt from global
TACACS+ configuration
13015 Returned TACACS+ Authentication Reply
13014 Received TACACS+ Authentication CONTINUE Request [
Authentication Details [ Step latency=31 49ms)
15041 Ewvaluating Identity Policy
Generated Time 2022-12-08 06:51:46.077000 -05:00
22072 Selected identity source sequence - All_User_ID_Stores
Logged Time 2022-12-08 06:51:46.077 15013 Selected Identity Source - Internal Users
Epoch Time (sec) 1670500306 24210 Looking up User in Internal Users IDStore
24212 Found User in Internal Users IDStore
ISE Node ise
22037 Authentication Passed
Message Text Passed-Authantication: Authentication s ded 15036 Evaluating Authorization Policy
Failure Reason 15048 Queried PIP - Network Access.UserName
15048 Queried PIP - InternalUser.ldentityGroup
Resalution
13015 Returned TACACS+ Authentication Reply
Root Cause
Username helpdeskuser
Network Device Name WLC-9800
Network Device IP 10.48.39.133

IPSECHIs IPSEC Device#No,LocationHAll Locations,Device

Network Device Gi s
R TypetAll Davice Types

Deavice Type Davice TypeHAll Device Types
Location Location#All Locations

Deavice Port tyS

Remote Address 10.61.80.151

ZoOHAIA S, FBEARY S —WLC TACACS Authentication > Default {# i L T 1 —%helpdeskuser /¥ & ¥ k0 —%9 F /Y4 AWLC-
9800IC W L T ERICRAE NI DAV ET, €512, FAZ7O7 7 4 )LIOSHepdek A" O I—HICEIY BTSN, $5HEL
RINHFFEEhTVWET,
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