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ON—23aVICETIKEDTT,

CORFIXNDEBERE. BEOSAREILHDFNAARAICETVTEREhELE, COR
FAXRNTERIZITINTOT/NA AR, YA (F7 2N ) REOREHLNSEEBLTVET
o BEBETNDRYRND—UTR., BAT UV RICE>TRCHAREMNI HHEEE T 9oL TL
EEW,

O nUxse

WLC 9800 Tk, ALWAYS-ON RL —ARBEZRATEXR T, ChiCklY), VT4 72 MEEGIC
BETDZINTOIT—, BE. BLTBALARILOXY E—IJHFBCOTICREE N, RER
AV TFURNFLEBEEREOOT Z2RRTERT,

X ERETNZO0BICIKELUT, BEBLSHBICRDZENTERT,

9800 WLCA' 7 # LN TREL I hL—RAZRTFT B, SSH/Telneti® 1 T9800 WLCIC 4t
L. ROFIEZ2RTLET (Y IVHFTFARNT7TALNCREFENATVWED CEZHALERT
) o

ATYV7 1 BBEARELERRETOOJZEHTERLSIC, IV NO—S0RERKLZHE
L ET,

# show cl ock

ATV 2 DATALAREICH>T, O O—=F/\NY 7 7 £ (E 5 Esyslogh SsyslogZ UREL
F9, CchiZ&Y, DATLADREETIS— (FEITIEHES ) ZTRFP<HERTEET,

# show | oggi ng

ATY T 3: FINYITRBEFEVEB>TVWRIHAESHERIELET,

# show debuggi ng
| OSXE Condi ti onal Debug Confi gs:

Condi tional Debug G obal State: Stop

| OSXE Packet Tracing Configs:

Packet I nfra debugs:

I p Address Por t



FE:UVARESATVREREANRTIENDBER. BMBERHE (MACT RLA, IPPRLA
BE)ICEBTZINTOTOLRAICDO2VWT, RL—=AXFFNYITLARIILTOVICERE h
TWBREZBERLET, ChiZkY, OJOENBMLET, LK 2T, FIOT147C
TNV TZ2T>TVWBWVWEER. IXTORFEIVTIBEZHEHLET,

ATV T4 : TAMNTROMACT RLANFATYTINRHKEELTIARENRATVWEVWETS E
. BEDOMACT RL AMalways-on notice level N L —RAZUIEL £,

# show | ogging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d>} to-file
al ways- on- <FI LENAME. t xt >

Y ADTRRERTIDD., 774N AR TFTIP H—N—ICIE—TEXY,

# nore boot fl ash: al ways- on- <FI LENAME. t xt >
or
# copy bootfl ash: al ways-on-<FI LENAME. t xt> tftp://a.b.c.d/ path/al ways-on-<FI LENAME. t xt >

KUERETFNVIEBRT VT4 NL—R

FEEAFAONL—ATR, FAEHOBEONH—ZHBITIOIC+TDBBERNF TS hBEVEE
k. ZEFEFNYTEZEBMIILT, BRETITATRARNL—AREZFYTFYTEET, Ch
ICkY), BEESNERZRH (ZDBEREIFAT7MMACT RLAR ) EXRFETZINTOTOEA
CTFNYTLRILONL—ANRHBENET, KUEFEFNYITZENCTDICEK,. ROFIEE
WEELET,

ATYT 5 BRBTFNY TREN BV EZRELET,

# clear platformcondition all

FIE6: EZRTBDVAVYLAIVTZATNOMACT RLAOTNY IJ&42BMLET,

COONY REF, BEETNEMACT RLADEERZ300H (18008 ) MIHL KT, BEICISUT
. CORFEZRAK 2085978494 MWE TR T ENTEE T,

# debug wirel ess mac <aaaa. bbbb.cccc> {nonitor-ti me <seconds>}

¥ —EILBBROITATNEEZRTBICIE. debug wireless macz2EfTLEd IV
Y RZEmacZ RLAZEICRITLET,

X Z2—IFINEYSa>TR, VAT RNTIOTAETAODHEIRRRENELEA, C
hid, BTRRTEDRSIICABTNY I 7ZhTVWRLEHTT,



FIE7 : ERIPBERCEBEZBERLE T,

ATY 78 : F7ANNELRIREENEEZRBFENTY 7I0ICRENF BRENLEERE
TNV T EEFELELET,

# no debug wirel ess mac <aaaa. bbbb. cccc>

EZAREIRBIZL, DAVYLAOTNY THEILETS E, 9800 WLCIKRDBERIOO—7
LW77ANEERLET,

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

ATY79: MACTRLATZIVTAETAOT77AIERELET, RXOVThAZIE—T
ZFET, ratace log AFH—NICIEET SN, HAZEHEICEERRLET,
RANL—R77A4IOERZEALET,

# dir bootflash: | inc ra_trace

774N eNBY—N—ICIE-LFT,

# copy bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX _ti nmezone_DayWek_Mont h_Day_year. | og
tftp://a.b.c.d/ra-Fl LENAME. t xt

ABRZRRLET,

# nore bootflash:ra_trace_MAC aaaabbbbcccc HHMVES. XXX ti nezone_DayWek Month_Day_year. | og

A7 Y710 RAFEAELEBSATEVEAR, FNYILALOOYOLUFHBEE1—T
H5EABOTERELET, Y51 TV NEBEFNY I THBEEHEtA, CNlE. TT
CIEE N TRHBTREES A TUBF/NY TOTEE SEHL<BARNBLHTT,

# show | ogging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d>}
to-file ra-internal - <Fl LENAVE>. t xt

F:ZOOXREAHEF, IXTOZ7O0RAOIXRTOOTLARILONL—A%ZRL., ¥E
CBARTY, O RNL—ANOEEN%Cisco TACICKEEL £ 9,

ROWThAZIE—TEET, raintema-FILENAME Wt A H—/NICEE T3 A, HHZEEICE
ERRLET,

774N AR —N—ICIE—-LFT,



# copy bootflash:ra-internal -<FI LENAME>. txt tftp://a.b.c.d/ra-internal - <Fl LENAME>. t xt

RNBZRTLET,

# nore bootfl ash:ra-internal - <Fl LENAME>. t xt

ATY T MTNY TRHBEZRRLET,

# clear platformcondition all

¥ MSTLND21—Fa420wv2a>sngik, HFFNYITEXEZHIBRLTLIEEW,
DSATFT Y MNFEGZGTERBRVREOIFUF
WebBREEV LTS v LA BEEL &\

a4l

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [auth-ngr] [27915]: UU D. 100000000015b, ra: 15,
(info): [e4b3.1851. 90ff: capwap_90800003] Authc failure from WbAuth, Auth event fail

EH:

- DTAT 2 NEBMWBERBHREZEALTLEEA
- 9800 WLCICRE T 7 # /LR DRRAIRY RT—IUAERENTLREA
ERSNBHRE:

cODTAT RN BB IOLTFOOYIINEFEALTVSCEZBIELET
CTFI7FIIRNORARY NDO—OARZEMT S
GUI :

BET Configuration > Security > AAA > AAA Method List > Authorization > + Add R, 2hs DINTFAXA—R%&ZE
ALTHLLVEALRZERLET,



Quick Setup: AAA Authorization x

Method List Name* ‘ default ‘

Type* | netwaork v ‘

Group Type ‘ local v ‘

Avallable Server Groups Assigned Server Groups

radius

Idap

tacacs+
ISF-KCG-grn

=| Save & Apply to Device

CLI :

# config t
# aaa authorization network default | ocal

RUS—=7O7 74 NCRBEVLANFERBE N TLW AL

a7 4 -

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [epni [25054]: UUI D: 1000000000019, ra: 15, (ERR):

EPM PLUG N_VLAN_ERR: [HDL = 0x0] Unable to get active_feature_ctx for vlan group name YYYY/ DD/ MM
HH: MM SS. xxx {wncd_x_R0-0}{1}: [sanet-shimmniscellaneous] [25054]: UU D: 1000000000019, ra: 15,
(ERR): MAC. 0874.0277.1345 Error in fetching vlans YYYY/ DY MM HH: MM SS. xxx {wncd_x_RO-0}{1}:

[ sanet - shi m mi scel | aneous] [25054]: UU D: 1000000000019, ra: 15, (ERR): MAC: 0874.0277.1345

bui | di ng Mobil e Announce VI ani d payl oad fail ed

EH:

WLANICEI HTenieR) =7 A7 7 A LICERMEVLANFERE L TULED,
Ji—=>3Z:

1 90ZAT N ERTRDRIS—7O77A)NE®BLET,

GUI :

BB Monitoring > Wireless > Clients > Client row > Client Properties ( mac” RLAZFEAL THED IS A
ToRNERRTD A>3 ),



Dashboard

Monitoring

Configuration

Administration

; Troubleshooting

CLI :

Clients

Clients

Total Cliant(s) in the Network: 5
Client MAC Address
' 00:0a:ab:15:01:5
00:0a:ab:15:01:78
00:0a:ab:15:01:f7
00:0a:ab:15:01:f8
00:0a:ab:15:01:18

Sleeping Clients

IPvd/IPvE Address

Show items with value that:

I5 egqual to v

28aa.bbbb.ceed

2.2.160.108

Excluded Clients

-

AP Mar
karlcis.

karlcisn
karlcisn
karlcisn

karlcisn

# show wirel ess client nac-address <aaaa. bbbb. cccc> detail |

Policy Profile

default-policy-profile

General QOS Statistics

Client Properties AP Properties

MAC Address

ATF Statistics

Maobility History
Clie

Security Information

0002.2b15.01f5

IPV4 Address 2.2.160.103
Liser Name wpazpeap
olicy Profile default-policy-profile
Flex Profile MiA
Wireless LAN id r
Wireless LAN Mame peap-ssid

BSSID
Uptime(sec)
CCX version

E2E Version

inc Policy Profile

2FDARUS—=7OT7F7AIICEN) BTSN TVWBVLANZERLE T,

GUI :

5[% Ef‘[’. Configuration > Tags & Profiles > Policy > Policy Profile row > Access Policies .

Edit Policy Profile

Dashboard
Monitoring
Configuration

Administration

Troubleshooting

CLI :

# show wirel ess profile policy detail ed default-policy-profile |

VLAN

Policy Profile

Policy Profile Mame
default-policy-profile

1 10

L4

VLAN2686

Description

default poi.|

000a.ad00.fc01
5807 seconds
5

0

General Access Policies

QOS and AVC

WLAN Local Profiling
HTTP TLV Caching
RADIUS Praofiling
DHCP TLV Caching

Local Subscriber Policy Name

VLAN

WVLAM/VLAN Group

VLAN2G86 v

Multicast VLAN

i nc VLAN

3. VLANNTZ X—R DOVLANE £ = EVLAN IDABRMTT VT 17 ThHBD L ZBRELE T,

GUI :

FE S Configuration > Layer2 > VLAN > VLAN .



Q, Search Menu ltems VLAN

svi VLAN VLAN Group

VLAN ID v Name v Status
1 default active
210 VLAND210 active
Troubleshooting 2600 VLAN2600 active

2601 WVLANZ601 active
2602 VLAN2602 active
2686 VLAN2686 active

CLI :

# show vl an bri ef

VLAN Nane St at us Ports

1 defaul t active TeO/ 0/ 2, TeO/0/3

210 VLANO210 active

1002 fddi -default act/unsup

1003 token-ring-default act/unsup

1004 fddi net-default act/unsup

1005 trnet-default act/unsup

VLAN Nane St at us Ports

2600 VLAN2600 active

2601 VLAN2601 active

2602 VLAN2602 active

2686 VLAN2686 active

X : VIANBZFERAT35HEEE. AXNFENMNXENFXBIENDDT, VLANZEHAVLANE D
VLANB ERL2ICEUTHD CEEZBRELTLSEET V), showvianbrief AN~ RARRENE
WEEEHYET,

4. PEIZHUTVLANZBIELE T,
GUI :
R% Configuration > Tags & Profiles > Policy > Policy Profile row > Access Policies VLAN ZEELET,

CLI :

# configt

# wireless profile policy default-policy-profile
# shutdown # vlan <vlan-# or vl an-nanme>

# no shut down



M- #=/NAD—R

ag44 -

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-keyngnt] [27782]: UU D:. 1000000000088, ra:

(ERR): MAC. e4b3.187c. 3058 Keyngnt: Failed to validate eapol mc. MC mismatch. YYYY/ DD MM

HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-keyngnt] [27782]: UU D. 1000000000088, ra: 15, (ERR):

MAC. e4b3. 187c. 3058 Keymgnt: Failed to validate eapol key n2. M C validation failed
HH:

DZAT 2 RMHE2IENAT—RZAHDLTVS,

EZ 5N HRE:

IVRRANTFINARADNAT—RZEETS
. SSIDO/NAT—REEIETS
GUI :

g@hﬁ'ﬁ Configuration > Wireless > WLANs > WLAN name > Security > Layer2 /\07\'7 — R Eﬂé/}.l-.E LEI,

15,



wiReLEss NE TR

General Security

Mumber of WLANS s

) Monitoring

Name Layer 2 Security Mode WRA + WRPAZ 4

. Configuration

PN MAC Filtering

webauth-cert

Administration Protected Management Frame

mac-auth
Troubleshooting psk-new | <
peap-ssid PMF Disabled ¥
L WPA Parameters
WPA Palicy
WPAZ Policy v
WPAZ Encryption AES(CCMP128) |/
COMPZ56
GCMP128
GCOMP256
Auth Key Mgmt PSK v
PSK Format ASCH v
Pre=Shared Key | e
CLI :
# config t
# w an <wl an- nane>
# shut
# security wpa psk set-key ascii 0 <clear-text-password>
# no shut

RADIUSIC& 2 TEFBE AT ORI MA—)L1) A MACL)AH9800 WLCICEEL &L

a4 -

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_R0O-0}{1}: [epmacl] [8104]: (ERR): ACL acl-sent-by-ise is
mssing in configuration for mac e4b3. 187c. 3058

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_R0O-0}{1}: [epmacl] [8104]: (ERR): Unable to parse EPM
attributes

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [wncd_0O] [8104]: (info): Sanet App Event



EV_PLUG N_CONF
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [epn] [8104]: (ERR): Error in activating feature (EPM
ACL PLUG I N

EPM Dat a Base:
Number of Authz_info: 2
Authz info 1 details
Nurmber of feat info: 2, State: Success, Priority: 254
EPM Ml an PLUG I N Status: Success
VLAN Group: VLAN2602
VLAN- 1 D 2602
SM Reaut h PLUG I N Status: Success
Authz info 2 details
Nurmber of feat info: 4, State: Fail, Priority: 100
EPM M SC PLUG I N Status: Success
Anchor VMl an: 0
EPM ACL PLUG-IN Status: Activate Failure
SM ACCOUNTI NG PLUG-I N St atus: Success
linksec Status: Success
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [9800 W.C-infra-evg-lib] [8104]: (note): already
started radi oactive trace on key:[e4b3. 187c. 3058]
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [wncd_0O] [8104]: (info): Sanet App Event
EV_SVM APPLY_UP_FAI L
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8104]: (ERR):
[ e4b3. 187c. 3058: capwap_90000003] SM unable to apply User Profile for O0x1A000004 - ' Subsystem(4)'
detected the 'fatal' condition 'Code(47)'
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8104]: (ERR):
[ e4b3. 187c. 3058: capwap_90000003] Unable to process authc result for 0x1A000004 - success
handl ing failed
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [wncd_0] [8104]: (info): Sanet eventQ AUTH MGR M)
nmessage: 3
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-auth] [8104]: (ERR): MAC. e4b3.187c. 3058
client authz result: FAILURE
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-exclusion] [8104]: (info): MAC
e4b3. 187c¢. 3058 Add client to exclusionlist, sending ipc to add client to client exclusion
table, reason: ACL failure, tinmeout: 60, AP:. MAC. fO7f.06ee.f590

EH:
RADIUSH —/\A S IX{EE N i=ACLA9800 WLC EICEFEL &L,
E X SNDMREK:

.ELWVACLEZZ*ETDLDICRADIUSH—/\DEREZIBIET S
. AELTWAACL%E9800 WLCICIBHINT B

RADIUSIC & 2 TIAfEE N i=VLANA9800 WLCIZHFFEL & L)

vl :

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [epm [8104]: (ERR): Error in activating feature (EPM
VI an PLUG I N)

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [wncd_0] [8104]: (info): Sanet App Event EV_START_CALL
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [9800 W.C-infra-evq] [8104]: (ERR):

EPM Dat a Base:



Number of Authz_info: 2

Authz info 1 details

Nurmber of feat info: 2, State: Success, Priority: 254
EPM VI an PLUG I N Status: Conflict

SM Reauth PLUG I N Status: Success

Authz info 2 details

Nurmber of feat info: 4, State: Activate, Priority: 100
EPM M SC PLUG I N St atus: Success

Anchor Vlan: 0

SM ACCOUNTI NG PLUG I N St atus: Success

EPM VIl an PLUG I N Status: Activate Failure

VLAN Group: vlan-sent-by-ise

VLAN-1D: 0O

linksec Status: Success

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [wncd_0O] [8104]: (info): Sanet App Event

EV_SVM APPLY_UP_FAI L

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8104]: (ERR):

[ e4b3. 187c. 3058: capwap_90000003] SM unabl e to apply User Profile for OxOEO00005 - ' Subsystem(4)'
detected the 'fatal' condition 'Code(47)'

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8104]: (ERR):

[ e4b3. 187c. 3058: capwap_90000003] Unable to process authc result for OxOE000005 - success

handl ing failed

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [wncd_0] [8104]: (info): Sanet eventQ AUTH MGR MQ
nmessage: 3

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-auth] [8104]: (ERR): MAC. e4b3.187c. 3058
client authz result: FAI LURE

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-exclusion] [8104]: (info): MAC: e4b3.187c. 3058
Add client to exclusionlist, sending ipc to add client to client exclusion table, reason: VLAN
failure, timeout: 60, AP: MAC. fO7f.06ee.f590

EH:
RADIUSH —/\A 8 EXEE N =VLANA9800 WLC EIZTFEFEL &L\,
E X SNBMRE:

. ELVWVLANB/IDZZXET D LD IZRADIUSH —/N\NEBREZEIETS
. RAELTWBVLANZ9800 WLCICEMT B

WLANE R RV —TO7 7 LI OEEIC KB HIM

vl :

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [9800 W.C-i nfra-evq] [8522]: (note): Mast: Sent L2
M3 D 2602 DEL to AP vap_id 2

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [aprogr-bssid] [8522]: (ERR): 00c8.8b26.d790 Radi 0:0
BSSID:1 - Bssid ifid is not created so no need to push data to fnan

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [client-orch-snl [8522]: (info): MAC. e4b3.187c. 3058
Deleting the client, reason: 5, CO CLI ENT_DELETE REASON BSSI D DOMN, Cient state S CO RUN
YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [client-orch-snl [8522]: (note): MAC. e4b3.187c. 3058
Client delete initiated. Reason: CO _CLI ENT_DELETE_REASON_BSS|I D_DOWN

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [client-orch-state] [8522]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CO RUN -> S CO DELETE_I N _PROGRESS

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [9800 W.C-qos-client] [8522]: (ERR): MAC



e4b3. 187c. 3058 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [rmulticast-main] [8522]: (info): MAC. e4b3.187c. 3058
No Fl ex/Fabric main record exists for client

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-iplearn] [8522]: (info): MAC. e4b3.187c. 3058
IP-learn state transition: S_| P PLEARN COVPLETE -> S | PLEARN DELETE_ | N_PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {rmobilityd RO-0}{1}: [mmtransition] [19496]: (info): MAC

e4b3. 187c. 3058 MVFSM transition: S MC RUN -> S MC HANDOFF_END RCVD TR on E_MC HANDOFF_END RCVD
from VWNCDY 0]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dpath_svc] [8522]: (note): MAC: e4b3.187c.3058 di ent
datapath entry deleted for ifid Oxfa0000001

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [mmtransition] [8522]: (info): MAC. e4b3.187c. 3058
MMF FSMtransition: S MA LOCAL -> S MA DELETE_PROCESSED TR on E_MA_CO DELETE_RCVD

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [mmclient] [8522]: (ERR): MAC. e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [wncd_0] [8522]: (info): Sanet App Event

EV_SESSI ON_DELETE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8522]: (info):

[ e4b3. 187c. 3058: capwap_90000003] Di sconnect request from SANET-SH M (12) for e4b3.187c. 3058 /
Oxf b6000001 - term service-unavail able, abort: Unknown, disc: session di sconnect

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute :
timeout O 1800 (0x708) ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-auth] [8522]: (info): MAC. e4b3.187c. 3058
Client auth-interface state transition: S_AUTH F_PSK_AUTH DONE -> S SANET_DELETE | N PROGRESS
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dot11] [8522]: (info): MAC. e4b3.187c. 3058 Sent
deauth to client, deauth reason: 252, CL|I ENT_DEAUTH REASON ADM N_RESET del ete reason: 5,

CO _CLI ENT_DELETE_REASON_BSSI D_DOWN.

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dot11] [8522]: (info): MAC. e4b3.187c.3058 DOT11
state transition: S _DOT11l_ASSOCI ATED -> S DOT11_DELETED

EH:
GUITZEENTTHOhED, SSIDEERRV—7OA7 7AIDNFETEMCENEL I,
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ChZEELBHETHY) ., SSDRARUS—7O7 74N 2RBEEEBDICEEITZEFEETT
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DSATFNEXRY ND—ODSFHTHIRYTS
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YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-orch-sn [8522]: (info): MAC. e4b3.187c. 3058
Deleting the client, reason: 12, CO CLI ENT_DELETE_REASON ADM N _RESET, Cient state S CO RUN
YYYY/ DD/ MM HH: MMt SS. xxx {rmobilityd RO-0}{1}: [mmtransition] [19496]: (info): MAC

e4b3. 187c. 3058 MVWSM transition: S MC RUN -> S MC HANDOFF_END RCVD TR on E_MC HANDOFF_END RCVD
from VWNCDY{ 0]

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-orch-sn] [8522]: (note): MAC. e4b3.187c. 3058
Client delete initiated. Reason: CO CLI ENT _DELETE REASON ADM N RESET

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [8522]: (note): MAC

e4b3. 187c. 3058 Client state transition: S _CO RUN -> S CO DELETE_|I N PROGRESS

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [9800 W.C-qos-client] [8522]: (ERR): MAC

e4b3. 187c. 3058 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [rmulticast-main] [8522]: (info): MAC. e4b3.187c. 3058
No Fl ex/Fabric main record exists for client

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-iplearn] [8522]: (info): MAC. e4b3.187c. 3058



IP-learn state transition: S_| P PLEARN COVPLETE -> S | PLEARN DELETE_ | N_PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dpath_svc] [8522]: (note): MAC: e4b3.187c.3058 di ent
datapath entry deleted for ifid Oxfa0000001

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [mmtransition] [8522]: (info): MAC. e4b3.187c. 3058
MMF FSMtransition: S MA LOCAL -> S MA DELETE_PROCESSED TR on E_MA_CO DELETE_RCVD

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [mmclient] [8522]: (ERR): MAC. e4b3.187c.3058 Invalid
transmtter ip in build client context

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [wncd_0] [8522]: (info): Sanet App Event

EV_SESSI ON_DELETE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8522]: (info):

[ e4b3. 187c. 3058: capwap_90000003] Di sconnect request from SANET-SH M (12) for e4b3.187c. 3058 /
0x30000003 - term adm n-reset, abort: Unknown, disc: session di sconnect

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute :
timeout 0 1800 (0x708) ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-auth] [8522]: (info): MAC. e4b3.187c. 3058
Client auth-interface state transition: S_AUTH F_PSK_AUTH DONE -> S SANET_DELETE | N PROGRESS
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dot11] [8522]: (info): MAC. e4b3.187c.3058 Sent
deauth to client, deauth reason: 252, CLI ENT_DEAUTH REASON ADM N_RESET del ete reason: 12,

CO _CLI ENT_DELETE_REASON_ADM N_RESET.

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dot11] [8522]: (info): MAC. e4b3.187c.3058 DOT11
state transition: S _DOT1l_ASSOClI ATED -> S DOT11_DELETED

EH:
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YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [errnmsg] [8681]: (note): %OOT1X-5-FAlL: Authentication
failed for client (0874.0277.1345) with reason (Tineout) on Interface capwap_90800003

Audi t Sessi onl D 34AD580A0000000D7F735399

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277. 1345: capwap_90800003] Authc failure from Dot 1X, Auth event tineout

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277. 1345: capwap_90800003] (Re)try failed nethod Dot 1X - 0874.0277. 1345

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277. 1345: capwap_90800003] Retrying (count 3) rmethod dot 1x

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [client-orch-sn] [8681]: (info): MAC. 0874.0277.1345
Deleting the client, reason: 7, CO _CLI ENT_DELETE REASON_CONNECT TI MEQUT, Client state

S CO L2_AUTH | N_PROGRESS

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [client-orch-sn] [8681]: (note): MAC. 0874.0277.1345
Client delete initiated. Reason: CO_CLI ENT_DELETE REASON_CONNECT_TI MECQUT

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-orch-state] [8681]: (note): MAC
0874.0277.1345 Cient state transition: S CO L2 AUTH IN PROGRESS -> S CO DELETE | N PROGRESS

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [mmtransition] [8681]: (info): MAC. 0874.0277.1345
MMF FSMtransition: S MAINT -> S MA LOCAL_DELETE _PROCESSED TR on E_MA CO DELETE_RCVD

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [mmclient] [8681]: (ERR: MAC. 0874.0277.1345 dient
not present in DB. Responding to COw th Delete Ack

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [wncd_2] [8681]: (info): Sanet App Event

EV_SESSI ON_DELETE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277. 1345: capwap_90800003] Di sconnect request from SANET-SH M (12) for 0874.0277.1345 /
0x30000003 - term supplicant-restart, abort: Unknown, disc: authorization failure

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-auth] [8681]: (info): MAC. 0874.0277.1345
Client auth-interface state transition: S_AUTH F_DOT1XAUTH PENDI NG -> S SANET_DELETE_| N_PROGRESS
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [dot11] [8681]: (info): MAC 0874.0277.1345 Sent
deauth to client, deauth reason: 252, CLI ENT_DEAUTH REASON ADM N_RESET del ete reason: 7,

CO _CLI ENT_DELETE_REASON_CONNECT_TI MEQUT.

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [dot11] [8681]: (info): MAC 0874.0277.1345 DOT11
state transition: S _DOT1l_ASSOClI ATED -> S DOT11_DELETED

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-auth] [8681]: (info): MAC. 0874.0277.1345
Client auth-interface state transition: S_SANET _DELETE |IN _PROGRESS -> S AUTHI F_DELETED

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [wncd_2] [8681]: (info): Sanet eventQ EAP_CORE M)
nmessage: 2

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-orch-state] [8681]: (note): MAC
0874.0277.1345 Cient state transition: S CO DELETE |IN PROGRESS -> S _CO DELETED
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# config t
# wireless security dotl1lx request retries <0-20>
# wireless security dotlx tineout <1-120 seconds>

GUI :

@Eb?ﬁ Configuration > Security > Advanced EAP %EKE&E’E NAZIA 7\ LET,
APEER) Y ML LB ERMBRR

ag 46 -

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [apngr-capwap-config] [8621]: (info): fO7f.06ee.f590
Radio: 1 is Qperationally DOM.

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [apngr-db] [8621]: (note): MAC. fO07f.06ee.f590 Radio 1
is disabled, on receiving change state event nessage from AP

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [radi o-history-reset] [8621]: (info): Radio reset of
the AP fO7f.06ee.f590 Slot:1 Band: 802.11a due to Cause: 0, Detailed Cause : 56 - Interface UP for
Channel Change

YYYY/ DD/ MM HH: MMt SS. xxx {rmobilityd RO-0}{1}: [mmtransition] [19496]: (info): MAC

e4b3. 187c. 3058 MWFSM transition: S _MC RUN -> S MC HANDOFF_END _RCVD TR on E_MC_HANDOFF_END_RCVD
from VWNCD 1]

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-orch-snl [8621]: (info): MAC. e4b3.187c. 3058
Deleting the client, reason: 5, CO _CLI ENT_DELETE REASON BSSI D DOMN, Client state S CO RUN

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-orch-snl [8621]: (note): MAC. e4b3.187c. 3058
Client delete initiated. Reason: CO _CLI ENT_DELETE_REASON BSS|I D_DOWN

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-orch-state] [8621]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CORUN -> S CO DELETE_I N PROGRESS

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [dpath_svc] [8621]: (note): MAC. e4b3.187c.3058 dient
datapath entry deleted for ifid Oxfa0000001

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [mmtransition] [8621]: (info): MAC. e4b3.187c. 3058
MMF FSMtransition: S MA LOCAL -> S MA DELETE PROCESSED TR on E_MA_CO DELETE_RCVD

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [mmclient] [8621]: (ERR): MAC. e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/ DD MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [wncd_1] [8621]: (info): Sanet App Event

EV_SESSI ON_DELETE

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [auth-ngr] [8621]: (info):

[ e4b3. 187c. 3058: capwap_90400003] Di sconnect request from SANET-SHI M (12) for e4b3.187c. 3058 /
Oxf 89000008 - term service-unavail able, abort: Unknown, disc: session di sconnect

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-auth] [8621]: (info): MAC. e4b3.187c. 3058
Client auth-interface state transition: S_AUTH F_PSK AUTH DONE -> S _SANET_DELETE | N _PROCGRESS
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [dot11] [8621]: (info): MAC. e4b3.187c. 3058 Sent
deauth to client, deauth reason: 252, CLI ENT_DEAUTH REASON ADM N_RESET del ete reason: 5,

CO CLI ENT_DELETE_REASON_BSSI D_DOW.

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [dot11] [8621]: (info): MAC. e4b3.187c.3058 DOri11l
state transition: S _DOr1l_ASSOCI ATED -> S DOT11_DELETED
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CLI :

# config t
# ap dot11l { 5ghz | 24ghz } rrmchannel dca interval <0-24>

Valid values 1,2,3,4,6,8,12 and 24 hours, 0 = 10 minutes (default)
GUI :

%EME Configuration > Radio Configurations > RRM > 5 GHz Band/2.4 GHz Band > DCA > Increase Interval Setting.
WebRBREZ A AT I MKV IMiEh&EL =

a4 -

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277.1345: capwap_90800003] Authc failure from WbAuth, Auth event no-response

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet event@ AUTH MGR_MQ
message: 6

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event

EV_SESSI ON_AUTHC FAI LED

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277.1345: capwap_90800003] AUTHC FAIL - unauthorize by default

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [9800 W.C-infra-evq] [8681]: (ERR): Authc failure for
mac 0874.0277.1345, usernane , audit session id 34AD580A0000000E7FFA4EDS, Failure reason: No
Response from d i ent

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277.1345: capwap_90800003] Signalling Authc fail for client 0874.0277.1345

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [errnsg] [8681]: (note): XSESSI ON M3R-5- FAIl L:

Aut hori zation failed or unapplied for client (0874.0277.1345) on Interface capwap_90800003
Audi t Sessi onl D 34AD580A0000000E7FFA4ED8. Fail ure reason: Authc fail. Authc failure reason: No
Response fromdient.

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277.1345: capwap_90800003] Aut hz fail ed/unapplied for 0x08000004 (0874.0277.1345), nethod:
webaut h. Signal switch PI.

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event

EV_SESSI ON_AUTHZ_FAI LED

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (info): MAC. 0874.0277.1345
Client auth-interface state transition: S _AUTH F_WEBAUTH PENDI NG -> S AUTH F_WEBAUTH_PENDI NG
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (ERR): MAC. 0874.0277.1345 L3
Aut henti cation FAIL.

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (info): MAC. 0874.0277.1345
Client auth-interface state transition: S AUTH F_VWEBAUTH PENDI NG -> S WAI T_FOR CO DELETE
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [9800 W.C-infra-evq] [8681]: (ERR): WAN profile =
prof-name, Policy profile = default-policy-profile, AP nane = AP1702-05

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [client-orch-sn] [8681]: (info): MAC. 0874.0277.1345
Del eting the client, reason: 0, CO CLIENT_DELETE REASON NONE, Client state

S CO L3 _AUTH | N_PROGRESS



YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-orch-sn] [8681]: (note): MAC. 0874.0277.1345
Client delete initiated. Reason: CO_CLI ENT_DELETE REASON_NONE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-orch-state] [8681]: (note): MAC
0874.0277.1345 Cient state transition: S CO L3 _AUTH IN PROGRESS -> S CO DELETE | N PROGRESS
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [9800 W.C-qos-client] [8681]: (ERR): MAC
0874.0277.1345 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [rmulticast-main] [8681]: (info): MAC. 0874.0277.1345
No Fl ex/ Fabric main record exists for client

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [client-iplearn] [8681]: (info): MAC. 0874.0277.1345
IP-learn state transition: S_ | PLEARN COVPLETE -> S | PLEARN DELETE_ | N_PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [dpath_svc] [8681]: (note): MAC. 0874.0277.1345 dient
datapath entry deleted for ifid Oxfa0000002

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [mmtransition] [8681]: (info): MAC. 0874.0277.1345
MMF FSMtransition: S _MA LOCAL -> S MA DELETE_PROCESSED TR on E_MA_CO DELETE_RCVD

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [mmclient] [8681]: (ERR: MAC. 0874.0277.1345 Invalid
transmitter ip in build client context

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [wncd_2] [8681]: (info): Sanet App Event

EV_SESSI ON_DELETE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277. 1345: capwap_90800003] Di sconnect request from SANET-SHI M (12) for 0874.0277.1345 /
0x08000004 - term none, abort: Unknown, disc: (default)

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [aaa-attr-inf] [8681]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [aaa-attr-inf] [8681]: (info): [ Applied attribute :
timeout O 1800 (0x708) ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-auth] [8681]: (info): MAC. 0874.0277.1345
Client auth-interface state transition: S WAIT_FOR CO DELETE -> S SANET_DELETE | N_PROGRESS
YYYY/ DD/ MM HH: MMt SS. xxx {rmobilityd RO-0}{1}: [mmtransition] [19496]: (info): MAC
0874.0277.1345 MWSM transition: S MC RUN -> S MC HANDOFF_END RCVD TR on E_MC HANDOFF_END RCVD
from VWNCOY 2]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [dot11] [8681]: (info): MAC 0874.0277.1345 DOT11
state transition: S _DOT11l_ASSOCI ATED -> S DOT11_DELETED
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YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-auth] [8621]: (info): MAC. e4b3.187c. 3058
Cient auth-interface state transition: S_AUTH F_PSK AUTH DONE -> S SANET_DELETED

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-orch-snl [8621]: (info): MAC. e4b3.187c. 3058
Deleting the client, reason: 23, CO _CLI ENT_DELETE _REASON SESSI ON_TI MEQUT, Cient state S _CO RUN
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-orch-sn] [8621]: (note): MAC. e4b3.187c. 3058
Client delete initiated. Reason: CO_CLI ENT_DELETE_REASON_SESSI ON_TI MEQUT

YYYY/ DD MM HH: MMt SS. xxx {rmobilityd RO-0}{1}: [mmtransition] [19496]: (info): MAC

e4b3. 187c. 3058 MWFSM transition: S _MC RUN -> S MC HANDOFF_END _RCVD TR on E_MC_HANDOFF_END_RCVD
from VWNCD 1]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-orch-state] [8621]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CORUN -> S CO DELETE_I N PROGRESS

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [9800 W.C-qos-client] [8621]: (ERR): MAC

e4b3. 187¢. 3058 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [rmulticast-nain] [8621]: (info): MAC. e4b3.187c. 3058



No Fl ex/Fabric main record exists for client

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [client-iplearn] [8621]: (info): MAC. e4b3.187c. 3058
IP-learn state transition: S_| P PLEARN COVPLETE -> S | PLEARN DELETE_ | N_PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [dpath_svc] [8621]: (note): MAC. e4b3.187c.3058 di ent
datapath entry deleted for ifid Oxfa0000001

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [mmtransition] [8621]: (info): MAC. e4b3.187c. 3058
MMF FSMtransition: S MA LOCAL -> S MA DELETE_PROCESSED TR on E_MA_CO DELETE_RCVD

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [mmclient] [8621]: (ERR): MAC. e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-auth] [8621]: (info): MAC. e4b3.187c. 3058
Client auth-interface state transition: S_SANET _DELETED -> S _AUTH F_DELETED

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [dot11] [8621]: (info): MAC. e4b3.187c. 3058 Sent
deauth to client, deauth reason: 252, CLIENT_DEAUTH REASON ADM N_RESET del ete reason: 23,

CO _CLI ENT_DELETE_REASON_SESSI ON_TI MEQUT.

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [dot11] [8621]: (info): MAC. e4b3.187c.3058 DOT11
state transition: S _DOT1l_ASSOClI ATED -> S DOT11_DELETED

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-orch-state] [8621]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CO DELETE |IN _PROGRESS -> S CO DELETED

EH:
DTATNEEYS I EALTINIELEL
E X SNDMREK:

N EELSEETT
. SSIDICBEENHFS RS —7O7 74N YA RA LT IRNEERXT
CLI :

# configt

# wireless profile policy <policy-profile-nane>
# shut dow

# session-tinmeout <20-86400 seconds>

# no shut down

GUI :

#E L configuration > Tags & Profiles > Policy > Policy Profile Name > Advanced > WLAN Timeout AEIZJEU TR A
N—BNDAZRIAALET,

FARLEALTI N REATERBBRENEL L

a4 -

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-sn] [7807]: (note): MAC. e4b3.187c. 3058
Client delete initiated. Reason: CO _CLI ENT_DELETE_REASON M\ | DLE_TI MEQUT

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [7807]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CORUN -> S CO DELETE_I N PROGRESS

YYYY/ DD MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [9800 W.C-qos-client] [7807]: (ERR): MAC

e4b3. 187c. 3058 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dpath_svc] [7807]: (note): MAC. e4b3.187c.3058 dient
datapath entry deleted for ifid Oxfa0000002

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [mmclient] [7807]: (ERR): MAC. e4b3.187c.3058 Invalid



transmitter ip in build client context
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [7807]: (note): MAC
e4b3. 187c. 3058 Client state transition: S_CO DELETE |IN _PROGRESS -> S CO DELETED

HHh:

DZAT2RE PFARILEBALATIRNFREENEAVZ—NILOBICRNZ 74V D (KRR
THBRZ 74V ) ZEBLEREATLE,

ERSNBHRE:

N EELSEETT
. SSIDICBEN TSR —OAT77ANOT A RIEBREDHAZIIA A
CLI :

config t

wireless profile policy <policy-profile-nanme>
shut dow

i dl e-timeout <15-100000 seconds>

i dl e-threshold <0-4294967295 byt es>

no shut down

H O H H HH

GUI :

g@hf‘ﬁ Configuration > Tags & Profiles > Policy > Policy Profile Name > Advanced > WLAN Timeout PHE ‘,:Jff:\ UT T7A
RILBEENAZIAALET,

ETARILLEMEZRELBEWVWES, 94T RNET A RILEALT O NBABRICE
BOEODRNZ 714V UZFEBELT, BEBBREABVELSIZITIBENBYET, TARIL
LEWMEZRELILER., 94T RNETARILEALTIRNOBICOHEABEVLSIC
EONAREBEZEBITIHBENBYVET (2FY., PARILLEWEZIONA N, T4
RILEALTIRNEIORICKRELILBE, BRIZATRNEZRY ND—Uh 54l h
BWKRSIZ, B0 DB EEBIONANDRT T AV IV REBITIHBEN HYVET

) o

9Z4F> NFSSIDEZEBEL 1=

a4 -

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-sn] [7807]: (note): MAC. e4b3.187c. 3058
Associ ation received. BSSID f07f.06ee. f59d, old BSSID f07f. 06ee. f59e, WLAN 1, Slot 1 AP

f07f. 06ee. f 590, 3702-02

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0O-0}{1}: [client-orch-sn] [7807]: (ERR): MAC. e4bh3.187c. 3058
Failed to start dotl1ll processing. Failed to populate client record in DB

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [7807]: (note): MAC

e4b3. 187c. 3058 Cient state transition: S CORUN -> S CO RUN

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-sn] [7807]: (note): MAC. e4b3.187c. 3058
Client delete initiated. Reason: CO_CLI ENT_DELETE REASON W.AN_CHANGE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [7807]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CORUN -> S CO DELETE_I N PROGRESS



YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [9800 W.C-qos-client] [7807]: (ERR): MAC

e4b3. 187c. 3058 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MMt SS. xxx {fman_fp_FO0-0}{1}: [wireless-client] [10254]: UU D. 1000000006930, ra: 5
(note): WL.CLI ENT 0xa0000002 pd_hdl 0x33 AOM del ete succeeded

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dpath_svc] [7807]: (note): MAC: e4b3.187c.3058 di ent
datapath entry deleted for ifid Oxfa0000002

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [mmclient] [7807]: (ERR): MAC. e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [7807]: (note): MAC

e4b3. 187c. 3058 Client state transition: S _CO DELETE |IN _PROGRESS -> S CO DELETED

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [client-orch-sn] [8009]: (note): MAC. e4b3.187c. 3058
Associ ation received. BSSID 00c8. 8b26.d79d, ol d BSSI D 0000. 0000. 0000, WLAN 1, Slot 1 AP

00c8. 8b26. d790, AP-1700- x

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-orch-state] [8009]: (note): MAC

e4b3. 187c. 3058 Client state transition: client_orch_smstate__ _none -> S _CO ASSCClI ATI NG

EH:
94T > NESSIDICEHE=N, BIOSSIDICBEZNEL =,
E X SNDMREK:

- ERZEME
- DZAT RN S2BBDOSSIDZHIBRLE Y
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