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CORFIXVRNOBRE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

- 9800-L, Cisco IOS® XE/N\—>32/17.3.3

. OpenSSL7 7D r—>3a>
CORFIAIXNOEREF, BENDTAREICHDT/NAAICESIVWTERENELE, COR
FAIXPNTHEATRIIXNTOTFNA AR, I (F7 2D ) ZREORELSEBHL TVET
o ABETORY ND—UTIRH, FOXVRICE>TRCDAHEMNI HZEFEE+2EIEL TL
EEV,
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VR—=ZILTR, BICTF7FIINOARENFrEAETHET,

16.11.XTl&E, WebFBAANDEMAAMAZTZREL., JO-—NINFX—EIYTRICKTARKRAS
VREERTEEXRT,

9800 WLCOREHAEBZMB TS ICE, 2200FA 7> 3> sl T,

1. OpenSSLELFTDOMOSSLT 7 U —> a0 FEAL CTREAESEEER(CSR)ZER L &
Fo RALA(CAIC K 2> TERENIZPKCS12GIFAEZ B L., 9800 WLCICE#EO—RL F
T, chlE, MBEBF—DTOHERASICNRILENATVWERZEZEKRLET,
2. 9800 WLCOCLIZEA L TWLCHCLITWLC®D CSRIE, CAICK > TEREhIIAERE
BL, FI—CAOFMBEEZFHTIBOWLCICO—RLET,
—_—RCREBELEYV I3 aEFERALTLSEEZL,

F7> 31 BFOPKCS12B B ERIHEOO—R

FEREROER

REAAZTZH > TLWEBVERE, BEERZERLU TCALEILEN BT,
(OpenSSLA' A VAR—=ILENTWVWRSYTRNY 7D )BREDT (LY KD Sopenssl.enf 7

1ILZwREL., cnsOTEIE—LU TS, FL <{EKE N /=CSR®MSubject Alternate
Names(SAN)7 1 — )L RIZEHE T,

[ req ]

default_bits = 4096

di stingui shed_nane = req_di sti ngui shed_nane
reg_extensi ons = reg_ext

[ reg_distinguished_nane ]
count r yNanme

st at eOr Provi nceNane

| ocal i t yName

or gani zat i onNane

Country Nane (2 letter code)
State or Province Nane (full nane)
Locality Nane (eg, city)

Organi zation Name (eg, conpany)

commonNanme Conmon Nane (e.g. server FQDN or YOUR nane)
[ reg_ext ]

subj ect Alt Nane = @l t_nanes

[al t _nanes]

DNS.1 t est donmmi n. com

DNS.2
DNS.3

exanpl e. com
webadm n. com



DNSXBZSANICEBEMAE T, XMV T7 14— )l REZVELZFAEOFHICEEHRAET,
SAN7 4 —)L R(DNS.x)ll ®Common Name(CN)Z#& V)i RL TWB Z & Z /B L £, Google
ChromeTld, SIAEZEEIHEHIC, URLICEEFNDBHHNSANT 1 —)LRICEEFNATWVS
PDENFBHYVET,

WebBEBENEARF, BEENTSTIHFOTRLAN—IZASDLEURLICERESFIAEN —H
TB5E3IC, SAN7 1 =)L RIZURLONV I =23 (RARBDH, FLEREEEEBHRXAAL 2R
(FRDN)& EYVZEANTBUEEHYET,

ROOAXY RZFEAL T, OpenSSLA SCSREZAERKLE T,

openssl req -out myCSR.csr -newkey rsa:4096 -nodes -keyout private.key -config openssl.cnf
CSRIEmyCSR.csr& L TERE N, TOF—IFE0penSSLOERITITO T 1 L U N (Cprivate.key&
LTERENET (AN RICELBNAFBEE A TVREEZR< ),

private.key7 7 1 )Lik, BEOESLICEAEND ), R2IIREFLTLSEZL,

ROOAN RZEFEALT, TORNBTZHIBTEXRT,

openssl req -noout -text -in myCSR.csr

ZTDH®R, COCSRZCAICREHEL TERZTV., AHASZZTRAZENTEXRT, FI—224K
HFCARSHITUO—REh, ESICRENVERIFESICHEA TAIAEN BasebdEXTHBD Z &
ZHERLET,

LD 1M > R—b

AT Y7 1:9800 WLCH S EliE A gE 7% Trivial File Transfer Protocol(TFTP)H—/\N(ZPKCS123E A
BEEZREFELEY, PKCSI2AABICEK, MEF—&. I—RCARTOIAABFI—ABENT
WBRENHYET,

ATY 7 2:9800 WLC GUIZRZ . [Configuration] > [Security] > [PKI Management] ICE &L .
[Add Certificate] 2 7 &2 1) Y UV L& T, [Import PKCS12 Certificate] X —1—% R L. TFTP®
HMEANLE T, T, [Transport Type] RO Y 7’&X > 1) A N D[Desktop (HTTPS)] A 7'
AVEFRATIE, TUVYRHTOHTTIPT Y 77O— RAAEICE V) £9, Certificate
Passwordld, PKCS12FIFAE N EREFICERAETNEZNAT—RTT,



Configuration = » Security ~ > PKI Management

Trustpoints CA Server Key Pair Generation Add Certificate

© Generate CSR
» Input certificate attributes and send generated CSR to CA
Authenticate Root CA
« Copy and paste the root certificate of CA received in .pem format that signed the CSR
© Import Device Certificate
» Copy and paste the certificate signed by the CA
© Import PKCS12 Certificate
* Signed certificate can be received in pkcs12 format from the CA

+ Use this section to load the signed certificate directly

Generate Certificate Signing Request

Authenticate Root CA

Import Device Certificate

Vv Import PKCS12 Certificate

Transport Type Desktop (HTTPS) v
Source File Path* B Select File

[ 9800.pfx
Certificate Password® LTTIITYTY

ATYT 3 BB/AELWCEZERL., [1R—KNImport)] 22 UYOLET, TDHE, D
FLOLRSARNRSY FOFHL WVIEEAEE—AR T H[Key Pair Generation] 2 7144 A R—)L&
NET, AVR—RIPFRIITHDE, 9800 WLCIENILFLARILCAEHDEMNZARNKRA > NEE
BLET,

X A, 9800 WLC Tk, webauthE = lkwebadminllEEND RS ARNKRA Y "R ERE
DEVICEEBIABAETFI—HNFRTIENDIOTREEL, FNA ABAEE TOHERTE
FRRENET, Chld. CiscoBug ID CSCwa23606 Cisco IOS® XE 17.8 TIEIEE h T
£7,



https://tools.cisco.com/bugsearch/bug/CSCwa23606

Configuration~ > Security = > PKI Management

Trustpoints CA Server Key Pair Generation Add Certificate
s
key Mame «  Key Type « Key Exportable w  Zeroise Key
TP-self-signed-1997188793 RSA No
alz-9800 RSA No
Josue RSA Yes
TP-self-signed-1997188793 server RSA No
CISCO_IDEVID_SUDI_LEGACY RSA No
CISCO_IDEVID_SUDI RSA No
9800.pfx RSA No
1 10
CLI :

9800# configure terminal
9800( confi g) #crypto pki import

¥ NVILFLARILCARIZEMDO NS ARNKRAY N EERTSICIE, 9800 WLCT
FANBERNTSARNRANBOEENEBIC—BLTWVWBRENEETT,

EII_I;
5
i
\

IIWFLARICASF ) ATOPKCS1I2EER O TR ESIFB/F I —2,

PEMELFCRTEXOMEF—T 7 A EFHAEN BV, ThSZEPKCS12(p)EX THASED
B T9800WLCICT Y 7O—REBDBENDYET. ChEFTSICE., ROOXREAALE
9,

openssl pkcsl2 -export -in

AMBAEDFI—2 (12FLREHOFBCAEIL—KCA) FITXTPEMERTHZHEIE, X
TEIDDpIX77AINICEETEIHVENHYET,



RAIC. CAAIREZ1 DD 7 7AINICFHTHELET, NFZIE—LTHYRTET
(.pemERTTI7ANERELET ),

----- BEG N Certificate --------
<internediate CA cert>

------ END Certificate --------
----- BEG N Certificate -----
<root CA cert>

----- END Certificate--------

ZTND®E. 1D2OPKCS12AERAET7 7AIILADIXNTOIAAEZ ROAAEELHFETEEY,

openssl pkcsl2 -export -out chaincert.pfx -inkey

RN BAABHN EDRSICRIREND D ZHETDICE, TEOHRICHD "H#FEL U3
CEZRLTLSEZL,

#7'3 22,2:9800 WLCT D+ — & BEER(CSR) D

ATY 71 RARSAF—RTZ4EBK L E T, [Configuration] > [Security] > [PKI Management] (=
BE L. [Key Pair Generation] R 7 ZiBIRL T, [Add] 2OV UYL ET, FliEADL. [Key
Exportable] F T Y I9RY VAN ZA B 2>TWBZE%#EBL T, [Generate] 27U Y U LET

y = » PKI Management

Key Pair Generation

Key Name ~  Key Type «  Key Exportable ~  Zeroise Key 4

TP-zelf-signed-1997 188793 RSA No B Zeroise | Key Name™ 9800-keys
alz-9800 RSA No B Zeroise N

Josue RSA Ya& Key Type* @ RSA Key O EC Key
TP-self-signed- 1587 188793 server RSA No Moduluys Sizes prees
CISCO_IDEVID_SUDI_LEGACY RSA No B Zeroise

CISCO_IDEVID_SUDI RSA No B Zerok | Key Exportable™

1 10 5

CLI ICKBEE -

9800( confi g) #crypto key generate rsa general-keys label 9800-keys exportable
The name for the keys will be: 9800-keys

Choose the size of the key nodulus in the range of 512 to 4096 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take

a few m nutes.

How many bits in the nodulus [1024]: 4096

% Generating 4096 bit RSA keys, keys will be exportable...

[OK] (el apsed tinme was 9 seconds)

ATY7 2:9800 WLCOHOCSRZELEK L £, [Add Certificate] X 7 ICBEI L, [Generate
Certificate Signing Request] Z BB L TEEMZALL., ROYZH I D) ARNA SHBEICHERL



eF—RT7EIBIRLET, [Domain Name] "800 WLCEDISA T NTF UV ARICEZE N
JZURL (WebBEBAR—, WebFRAIR—DBE ) E—HITBDENEETT, [Certificate Name]
FERSARNRKRLARNBHBOT, ARICESVTERENFTIRDENTEET,

F9800 WLCTIF, HBEEIZTVAINRA—RNSA—2ZECAAENf Y R—rENTLE
ER

Configuration~ > Security - > PKI Management

Trustpoints CA Server Key Pair Generation Add Certificate

© Generate CSR
Input certificate attributes and send generated CSR to CA
© Authenticate Root CA
+« Copy and paste the root certificate of CA received in .pern format that signed the CSR
© Import Device Certificate
+« Copy and paste the certificate signed by the CA
© Import PKCS12 Certificate
Signed certificate can be received in pkes12 format from the CA

+ Use this section to load the signed certificate directly

% Generate Certificate Signing Request

Certificate Name* 9800-CSR Key Name* 9800-keys [ v o
Country Code MX State CDMX

Location Mexico City Organizational Unit Cisco Systems
Organisation Wireless TAC Domain Name alz-9800.local-domain

BHAEL W EZFEREL., GenerateZ2 V)Y O LET, TN T A—LDHEICHBDTFANRY
D AILCSRIRRENET,

' Generate Certificate Signing Reguest

9800-CSR Ky Mame® 9800-keys [+ Generated CSR

M State COMX

BEGIN CERTIFICATE REQUEST: it
MIFETCCAUDCAQAWGZ 4xIAGBGNVBAMTGWF sei0SODAWLMxVY 2FsL
Location Mexico City Organizational Unit Cisco Systems :;xm:mﬁzgi:\@\smumcmﬂmsc]FutaxMmeTB.gN\fw\nTDFdocm
WSZXMEZIFRE
(DZEUMBIGA 1 LEEXML TWW4aWhvIENpdHkxDTAL BgNVEAGTBENE TVigx
CzAJBGMVBAYT
k1 Y MRowWFO YKo Z Ive NACKCFghibHOIOTowMDCCAIWDO Y JKoZlihy
eMACEEBOAD

Generate [ Save to device O

Qrganisation Wireless TAG Domain Name alz-9800. local-domain.c

v

Copyld. AE—%&I VY TR—RIZBELET, Chitky), JE—EFFARIFT 1 RIZBY
I TCSRERETEE T, [Save to device] FMBIRE N TV BIES. 9800 WLCIFCSROIE—
#HER L. bootflash:/csricRELET, Hle LT, KOOV REZEFLET,

9800#dir bootflash:/csr
Directory of bootflash:/csr/



1046531 -rw 1844 Sep 28 2021 18:33:49 +00: 00 9800- CSR1632856570. csr

26458804224 bytes total (21492699136 bytes free)
9800#more bootflash:/csr/9800-CSR1632856570.csr
----- BEG N CERTI FI CATE REQUEST- - - - -

<Certificate Request>

----- END CERTI FI CATE REQUEST- - - - -

CLI (LR DERRE :

9800( confi g) #crypto pki trustpoint 9800-CSR

9800( ca-trust poi nt) #enrollment terminal pem

9800( ca-trust poi nt ) #revocation-check none

9800( ca-trust poi nt) #subject-name C=MX, ST=CDMX, L=Mexico City, O=Cisco Systems, OU=Wireless TaC,
CN=alz-9800.local-domain.com

9800( ca-trust poi nt) #rsakeypair 9800-keys

9800( ca-trust poi nt) #subject-alt-name domainl.mydomain.com,domain2.mydomain.com

9800( ca-trust poi nt) #exit

(config)#crypto pki enroll 9800-CSR
% Start certificate enroll nent

% The subject name in the certificate will include: C=MX, ST=CDMX, L=Mexico City, O=Ci sco
Systens, OU=Wrel ess TaC, CN=al z-9800. | ocal - donai n. com
% The subject nane in the certificate will include: alz-9800

% I nclude the router serial nunber in the subject nanme? [yes/no]: no
% I nclude an | P address in the subject nane? [no]: no

Display Certificate Request to termnal? [yes/no]: yes

Certificate Request follows:

----- BEG N CERTI FI CATE REQUEST-- - - -

<Certificate Request>

----- END CERTI FI CATE REQUEST-- - - -

---End - This line not part of the certificate request---

Redi spl ay enrol | ment request? [yes/no]: no
7SI O RNBOREICFEATEDNTX—X :

CH, 2XFDANFOHKICTEIRENHYET,

ST:Some Stateld, MELFMEZELET,

L:Location Nameld T XE R ZRL £ T,

O: BB FattEELET,

OU:Organizational Unit Name ( & NE ), 2V 3 2SR TEET,

CN:(Common Name)FIFAZE O RITENDHY T I VRN ESRBLET, PIVERTBIHENIPT RL

A(PA4VLAEEIP, RIEIPEE ) RLFFODNZEAL THBEENIERANEBZIEET D&
BENfHYEY,

F . HTOIONRERERMT BHS. CiscoBug ID CSCW15177lC & V), 17.8. 1k V) &i
MCisco IOS XEN—T IV TREBMTEEHA .COYFUATE. SANFEELAEVES
=TI TS—MIRETDUREMENI HYET, cZEBITDICE,. 723>



https://tools.cisco.com/bugsearch/bug/CSCvt15177
https://tools.cisco.com/bugsearch/bug/CSCvt15177

MWCRTERDIC, F—ECSRZATRY JATHERLET,

ATYT7 3 BAR/CANSCSRICBELTESVET, TE2BNFIIE, BEEZRETH 1D
ICCAILIEETARENHYET,

----- BEG N CERTI Fl CATE REQUEST-- - - -
<Certificate Request>
----- END CERTI FI CATE REQUEST-- - - -

Windows Server CAZER L TAIFRBICBR T35 a1k, BEFEIHEZBaseb4EXN TRV
O—RLFET, ThUADHEEE. Windows Cert Manager’sENI1—FT 4 VT4 ZFERALTIY
AR—RNTEIHBENHVYET,

| G 2 *
| General Detais Certification Path & &* Certificate Export Wizard
Show: | <All> ~
Export File Format
u ~ "
Field Value Certificates can be exported in a variety of file formats.

|| Version V3

~ | Serial number 00

2 Signature algorithm sha31RSA Select the format you want to use:

|| Signature hash algorithm sha512 -

| Issuer Chuu Root CA, Chuu Wireless, ... () DER encoded binary X.509 (.CER)

= Valid from Tuesday, April 28, 2020 11:58... (®) Base-64 encoded X.509 (.CER)

Valid to Friday, April 26, 2030 11:58:0... —
B dyinct e in e gy st v (_) Cryptographic Message Syntax Standard - PKCS =7 Certificates (.P78)

OK Mext Cancel

X MSANRAUNEA7OEAE., CSRICBEZLECAORICEK>TERYET, >
TILLRIWCAN HBHEE. ATYT4az2BERLET, VILFLRILCAKHZHEEF. A
FTYTAILERFET, NTARNRA U NE—EIL2DODFBEE (7210 NIBEERT
HIAE ) LARETELRZVLED, ChHFMBRETT,

ATY 74a:9800IC RITECAZEEE B E T, .pemx(Base64) TRITECAFIHAEZX VO
—RULET, AU XZ1—RO[Authentication Root CA] 20> a>ZEML. [Trustpoint] RO Y
TEIOV)ARNDSUBICERZLENSARNRA Y N ZEBIRL, RITECAMHASZZMYNSTERT
o AN ELSBEENTWVWS L ZHFRL . Authenticate2 7)Y VL &ET,



% Authenticate Root CA

Trustpoint™ 9800-C5R v

Root CA Certificate (.pem)* | 7777= BEGIN CERTIFICATE-----

Authenticate

CLIICKRDERRE :

9800(confi g) # crypto pki authenticate 9800-CSR

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

Certificate has the following attributes: Fingerprint MD5: DD05391A 05B62573 A38C18DD CDA2337C
Fi ngerprint SHAl: 596DD2DC 4BF26768 CFB14546 BC992C3F F1408809 % Do you accept this certificate?
[yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully inported

ATY 74 EBORALRIDNFEETD T IATIE, CALRILZEICHFLOWRNSARNRS >
RAMBETT, cNSONTARNRA Y NMCEERRIGEBHEODHNFEEN, KOLXRII ORI ZR
ARLET, COTOFARCLITOAETEN, COHITREIDOFEBCAETIDDIL—KNCANY
HYET,

9800( confi g) #crypto pki trustpoint root
9800( ca-trust poi nt ) #enrollment terminal
9800( ca-trust poi nt ) #chain-validation stop
9800( ca-t rust poi nt ) #revocation-check none
9800( ca-trust poi nt) #exit

9800( confi g) #crypto pki authenticate root

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit” on a line by itself



Certificate has the followi ng attributes:
Fi ngerprint MD5: 6CACOOD5 C5932D01 B514E413 D41B37A8
Fi ngerprint SHAl: 5ABD5667 26B7BDOD 83BDFC34 543297B7 3D3B3F24

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully inported

9800( confi g) #crypto pki trustpoint 9800-CSR
9800( ca-trust poi nt) #chain-validation continue root
9800( confi g) #crypto pki authenticate 9800-CSR

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

Certificate has the follow ng attributes:

Fi ngerprint MD5: DD05391A 05B62573 A38Cl8DD CDA2337C

Fi ngerprint SHAl: 596DD2DC 4BF26768 CFB14546 BC992C3F F1408809
Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.
% Certificate successfully inported

X ORAFI—VICEBOFBECAN HBEEE. BMORBHELARILIEIZHLV KT AR
AV RNEERTIYBEN HBYVET, CORMTARRAZ ME, OY > Rehain-validation
continue <trustpoint-name>Z AL T, XOLAXRIIDOIAHAEZELNSAMRSA > M ES
BIBIMLENHYET,

ATY 7 5:9800 WLCICEBEFEIAHEEZO—RLET, AL X 1—T[Import Device
Certificate] 2023 ZRBALET, UBIICERBLERNTZARNRS I MNZEEIRL, CAICK > TR
MENLEBEAEFNAAMAEZH_YYFTERT, RIZ, FAASFEHREERL 25, [import] &
JUYOLET,



% Import Device Certificate

Trustpaint® 9800-C5R v

Signed Certificate (.pem)* |77 BEGIN CERTIFICATE-----

CLI ICKkPEE :

9800( confi g) #crypto pki import 9800-CSR certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -
<9800 device certificate >

----- END CERTI FI CATE- - - - -

% Router Certificate successfully inported

#U VA RO
Web&EE

[Administration] > [Management] > [HTTP/HTTPS/Netconf] (C#B& L., [Trust Points] RO Y 77X
) I)X |\7b‘5 ’r \/7.R_ |\ bf;ﬁﬂﬂgﬁﬁﬁbijo



Administration~ > Management~ > HTTP/HTTPS/Netconf

HTTP/HTTPS Access Configuration

HTTP Access [ENABLED .]

HTTP Port 80

HTTPS Access [ENABLE[J .]

HTTPS Port 443

Personal Identity Verification |. DISABLED |

HTTP Trust Point Configuration

Enable Trust Point [ENABLED .]

Trust Points 9800.pfx v

Netconf Yang Configuration

Status [ENABLE[J .]
SSH Port 830
CLI Ik 5%

9800( confi g) #ip http secure-trustpoint 9800.pfx
9800(confi g) #no ip http secure-server
9800(confi g) #ip http secure-server

A—7J)L Web BBRE

[Configuration] > [Security] > [Web Auth] IC#E L. [global] NTX—2X Y 7 %i&IRL .
[Trustpoint]) ROY AV JARNDSAVR—RNULERNSANRL Y N ZEBIRLE T, [Update
&Applyl 20U Y O LTEEZRELE T, [Virtual IPv4 Hostname] A" ZEEAE ®[Common
Name]& —BTB 2B LET,



Edit Web Auth Parameter =

General Advanced ~

Parameter-map name ‘ global |

Banner Type ® None (O Banner Text (O Banner Title (O File Name

Maximum HTTP connections ‘ 100

Init-State Timeout(secs) ‘ 120 |

Type | webauth v |

Virtual IPv4 Address ‘ 192.0.2.1 |

Trustpoint | 9800-CSR v |

Virtual IPv4 Hostname ‘ alz—QBUG.IocaI—dumain.c|

Virtual IPv6 Address ‘ KIHIXIX |

Web Auth intercept HTTPs

Watch List Enable

Watch List Expiry Timeout(secs) 600

Captive Bypass Portal 5
3

Disable Success Window )
t"c_é‘:

Disable Logout Window %
=

Disable Cisco Logo

Sleeping Client Status
W

CLIICKRDERRE :

9800( confi Q) #parameter-map type webauth global

9800( confi g- par ans- par anet er - map) #type webauth

9800( confi g- par ans- par anet er - nap) #virtual-ip ipv4 192.0.2.1 virtual-host alz-9800.local-
domain.com

9800( confi g- par ans- par anet er - nap) #trustpoint 9800-CSR

AAEOEARREZEHTDICE, HTTPH—ERAZBEBL KT,

9800( confi g) #no ip http server
9800( confi g) #ip http server

NATFTRAFEUT 1 OERER



Stateful Switchover High Availability(HA SSO)R ICEREE 1 7-9800R 7 Tk, RAMO/NILIBHT
ITRXTCOIABEN 7T7ZAX VA SEAVRVICERENET, ChillE, RSAF—HFILTIAR—
RAAICEREENTVARHEETE, OV NO—JEATREBET N ERENLELAABIEENE
T HARTHABIUEhD E, A VAN =I)EhEHFLVIEBAEf M50 O—FICA AN
—lEh, IXNTOMABHIVTILEZALTEREIET,

BEFRELLEE, TOCAVFVRETITA7BIORNO-FE., 77ZA4I UL SEBHIC
MERE W IAAEZERALET,

AR AWeb7 SOHICEL > THEEEIATVI L ERRBTIHE

AAEA Web 7 ZOHIZL > TEEETNTVWR L Z2BRITBD LT, VKOV NDEEREEEE
FHYNET,

. [Common Name] ( FEWK[SAN]7 1 =L R ) &, TSI HFFTIOERATBDURLE —B T B4
ENFopVEY,

- BYVHEOHBAANTHAHBENf HYET,

Lok, TOUHICE 2> TEEENDIN— N EFEODCARLERBCADFI— IR 2 THRITE
NBBENFHYNVET, COLH, WebH—/NIC& > TEMHEhBIAHEEIZF, V51T
T8 (BEREIN—KCA) ICK>TEESCNZIARAE (ST LEEENDEERESEL
)ET, FI—VOIXNTOIAABFIrEENTVIHLENHYET,

R ARNEENTVREERE, 72U TARMIARNER D O—RTEZIHEN DY)
. SEEFAECNIEF VA REhEL A,

3

RO RZFEAL T,

EII_I;

HEDREZMATEXT,

)IHIIII

9800#show crypto pki certificate 9800.pfx

Certificate

Status: Avail able

Certificate Serial Nunber (hex): 1236
Certificate Usage: Ceneral Purpose

| ssuer:

cn=Chuu | nternedi ate CA

ou=Chuu Wrel ess

0=Chuu I nc

st =CDMX

c=MX

Subject:

Nare: al z- 9800

e=user @xanpl e. com

cn=alz-9800

ou=Ci sco Systens

o=Wreless TAC

| =CDMX

st =CDMX

c=MX

Validity Date:

start date: 17:54:45 Pacific Sep 28 2021
end date: 17:54:45 Pacific Sep 26 2031
Associ ated Trustpoints: 9800. pfx



CA Certificate

Status: Avail able

Certificate Serial Number (hex): 1000
Certificate Usage: Signature

| ssuer:

cn=Chuu Root CA

ou=Chuu Wrel ess

0=Chuu I nc

| =I zt apal apa

st =CDMX

c=MX

Subj ect :

cn=Chuu | nternedi ate CA

ou=Chuu Wrel ess

0=Chuu I nc

st =CDMX

c=MX

Validity Date:

start date: 05:10:34 Pacific Apr 29 2020
end date: 05:10:34 Pacific Apr 27 2030
Associ ated Trustpoints: 9800. pf x

9800#show ip http server secure status

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha aes-128-cbc-sha
aes- 256- cbc-sha dhe- aes-128-cbc-sha ecdhe-rsa- 3des- ede-chc-sha

rsa- aes-cbc-sha2 rsa-aes-gcm sha2 dhe- aes-cbhc-sha2 dhe-aes-gcm sha2
ecdhe-rsa- aes-chc-sha2 ecdhe-rsa-aes-gcm sha2

HTTP secure server TLS version: TLSv1l.2 TLSvl.1 TLSv1.0

HTTP secure server client authentication: D sabled

HTTP secure server trustpoint: 9800.pfx

HTTP secure server active session nodul es: ALL

9800 TCIHHEF I — %A TEET, FECAICK > TRITENET/NA ASHENIHRES. )
—RCAICK>TEENRITENETNAALBEDFES, 200HBEDTIL—TIC&K2>2T1O0
RSARNRKRALA MNHFERE, BELARILIZHBEBONSARNKRSLA Y NERENhET, COFE.
9800 WLCIC &7 /N1 ASIREE ( WLCEEFBE ) & RITHICA ( PRICA ) #1FD09800.pfxH &H V) £ T
o I, TOHRBCAZRITLEIL—RCAZEFEDBIORNSARNRALA Y RERENET,

9800#show crypto pki certificate 9800.pfx
Certificate

Status: Avail able

Certificate Serial Nunber (hex): 1236
Certificate Usage: Ceneral Purpose
Issuer:

cn=Chuu Intermediate CA

ou=Chuu Wrel ess

0=Chuu I nc

st =CDMX

c=MX

Subject:

Name: alz-9800

e=user @xanpl e. com

cn=al z- 9800

ou=Ci sco Systens

o=Wreless TAC

| =CDMX

st =CDMX

c=MX

Validity Date:



start date: 17:54:45 Pacific Sep 28 2021
end date: 17:54:45 Pacific Sep 26 2031
Associ ated Trustpoints: 9800. pf x

CA Certificate

Status: Avail able

Certificate Serial Number (hex): 1000
Certificate Usage: Signature

Issuer:

cn=Chuu Root CA

ou=Chuu Wrel ess

0=Chuu I nc

| =I zt apal apa

st =CDMX

c=MX

Subject:

cn=Chuu Intermediate CA

ou=Chuu Wrel ess

0=Chuu I nc

st =CDMX

c=MX

Validity Date:

start date: 05:10:34 Pacific Apr 29 2020
end date: 05:10:34 Pacific Apr 27 2030
Associ ated Trustpoints: 9800. pf x

9800#show crypto pki certificate 9800.pfx-rrril
CA Certificate

Status: Avail abl e

Certificate Serial Nunmber (hex): 00
Certificate Usage: Signature
Issuer:

cn=Chuu Root CA

ou=Chuu Wrel ess

o=Chuu I nc

| =I zt apal apa

st =CDMX

c=MX

Subject:

cn=Chuu Root CA

ou=Chuu Wrel ess

o=Chuu I nc

| =I zt apal apa
st =CDMX
c=MX

Validity Date:

start date: 04:58:05 Pacific Apr 29 2020

end date: 04:58:05 Pacific Apr 27 2030

Associ ated Trustpoints: 9800- CSR 9800. pfx-rrrl

OpenSSL% & L 7=EEA I DR FE
OpenSSLi&. FIAEEHZRREL LY, BRIBEZITO LY ITBZIDICKRIBEET,

OpenSSLTAIBAE R R RTDICIE. XROFIEZRTLET,

openssl x509 -in



CSRONBZRTITDICE. ROFIEZRITLET,

openssl req -noout -text -in

9800 WLCEMKR TEIAEZERL VWA, 7S50 HUNAOEOEFERAL EVFEE.
OpenSSLTCnZRITLU TE<<DOFMZRMETEEXRT,

openssl s_client -showcerts -verify 5 -connect

<wIcURL>lE. 9800Mwebadmin®URL ( {RAEIP ) £ &4 A R R—FJLOURL ({REBIP) ICE
BABDCENTEET, IPPRLAZEBETDCEETEET, chickl), t@&%i?l—
UNZRESNENERIRTERTIN, RARNBORDYICIPPRLAZFERAIT B4, (HED
RBRIEA100%EL WV E B EE A

NBEZRRL. PKCS12(.piX)REBAB R IFFIAAE T T —2 28I 2 ICIF. ROFIEZRTLR
ED

openssl pkcsl2 -info -in

RIZ, EHEDFI—VICKTRDCNDIANROFIZRLET, cOIANRTIEE, ©
intermediate.comy & LS HEICAIZ & 2 TF/\V A AFEBAE A Technical Assistance Center(TAC)IC
RiITEnET, COFBCABEKIE "root.coms EVSI—RCAICK > TRITENET,

openssl pkcsl2 -info -in chainscript2.pfx

Enter Inport Password:

MAC Iteration 2048

MAC verified OK

PKCS7 Encrypted data: pbeWthSHALANd40Bi t RC2- CBC, Iteration 2048

Certificate bag

Bag Attributes

| ocal Keyl D: 1D 36 8F C2 4B 18 0B 0D B2 57 A2 55 18 96 7A 8B 57 F9 CD FD

subj ect =/ C=BE/ ST=Di egem L=Di egeni O=Ci sco/ CN=TAC

i ssuer =/ C=BE/ ST=Di egeni O=Ci sco/ OU=TAC/ CN=i nt er medi at e. coni enai | Addr ess=i nt @nt.com
----- BEG N CERTI FI CATE- - - - -

<Device certificate >

----- END CERTI FI CATE- - - - -

Certificate bag

Bag Attributes: <No Attributes>

subj ect =/ C=BE/ ST=Di egem O=Ci sco/ OQU=TAC/ CN=i nt er nedi at e. com enmi | Addr ess=i nt @nt.com
i ssuer =/ C=BE/ ST=Di egeni L=Di egem O=Ci sco/ OU=TAC/ CN=Root CA. r oot . coni enai | Addr ess=r oot @ oot . com
----- BEG N CERTI FI CATE- - - - -

<Internediate certificate >

----- END CERTI FI CATE- - - - -



Certificate bag

Bag Attributes: <No Attributes>

subj ect =/ C=BE/ ST=Di egem L=Di egenf O=Ci sco/ OQU=TAC/ CN=Root CA. r oot . com enmi | Addr ess=r oot @ oot . com
i ssuer =/ C=BE/ ST=Di egeni L=Di egem O=Ci sco/ OU=TAC/ CN=Root CA. r oot . coni enai | Addr ess=r oot @ oot . com
----- BEG N CERTI FI CATE- - - - -

<Root certificate >

----- END CERTI FI CATE- - - - -

PKCS7 Dat a

Shrouded Keybag: pbeWthSHAL1ANnd3- KeyTri pl eDES-CBC, Iteration 2048

Bag Attributes

| ocal Keyl D: 1D 36 8F C2 4B 18 0B OD B2 57 A2 55 18 96 7A 8B 57 F9 CD FD

Key Attributes: <No Attributes>

Ent er PEM pass phrase:

Verifying - Enter PEM pass phrase:

----- BEG N ENCRYPTED PRI VATE KEY- - - - -

<Private key >

----- END ENCRYPTED PRI VATE KEY- - - - -

NZ7L21—h

COOAXV REGFEHALTINS TN 2 —F 4200 2TF70WET, UE—FEYZ 3> (SSHELK
Telnet ) TERITT /S, HHZERTT S I IEterminal monitor A’ X E T T,

9800#debug crypto pki transactions

RILESFVFFINY THD

ROEAF, 9800 TIRAEND AV R— KNI RBLEBEICFRENDIHANZRLTVET, Ch
ZZEICLT, BEORBEZHEL TSEEL,

Sep 28 17:35:23.242: CRYPTO_PKl: Copying pkcsl2 from bootflash:9800.pfx

Sep 28 17:35:23.322: CRYPTO PKI: Creating trustpoint 9800. pfx

Sep 28 17:35:23.322: %Kl - 6- TRUSTPO NT_CREATE: Trustpoint: 9800.pfx created succesfully

Sep 28 17:35:23.324: CRYPTO_PKI: exam ning cert:

Sep 28 17:35:23.324: CRYPTO_PKI: issuerName=cn=Chuu | nternediate CA ou=Chuu Wrel ess, o=Chuu

I nc, st =CDMX, c=MX

Sep 28 17:35:23.324: CRYPTO_PKI: subject nane=e=user @xanpl e. com cn=al z- 9800, ou=Ci sco

Syst ens, o=Wrel ess TAC, | =CDMX, st =CDMX, c=MX

Sep 28 17:35:23.324: CRYPTO_PKI: addi ng RSA Keypair

Sep 28 17:35:23.324: CRYPTO_PKI: bitValue of ET_KEY_USACE = 140

Sep 28 17:35:23.324: CRYPTO PKI: Certificate Key Usage = GENERAL_PURPOSE

Sep 28 17:35:23.324: %CRYPTO_ENG NE- 5- KEY_ADDI TI ON: A key named 9800.pfx has been generated or
imported by pki-pkcsl2

Sep 28 17:35:23.331: CRYPTO PKl: adding as a router certificate.Public key in cert and stored
public key 9800.pfx match

Sep 28 17:35:23.333: CRYPTO_PKI: exam ning cert:

Sep 28 17:35:23.333: CRYPTO_PKI: issuerNane=cn=Chuu Root CA, ou=Chuu Wrel ess, o=Chuu

I nc, | =I zt apal apa, st =CDMX, c=MX

Sep 28 17:35:23.333: CRYPTO PKI: subjectnanme=cn=Chuu I ntermedi ate CA, ou=Chuu W r el ess, 0=Chuu
I nc, st =CDMX, c=MX

Sep 28 17:35:23.333: CRYPTO_PKI: no matching private key presents.

[...]

Sep 28 17:35:23.335: CRYPTO PKI: Setting the key_type as RSA
Sep 28 17:35:23.335: CRYPTO PKI: Attenpting to insert the peer's public key into cache
Sep 28 17:35:23.335: CRYPTO PKl: Peer's public inserted successfully with key id 21



Sep 28 17:35:23.336: Calling pkiSendCertlnstall Trap to send al ert

Sep 28 17:35:23.337: CRYPTO_ PKI: Deleting cached key having key id 31

Sep 28 17:35:23.337: CRYPTO PKI: Attenpting to insert the peer's public key into cache
Sep 28 17:35:23.337: CRYPTO PKI: Peer's public inserted successfully with key id 32

Sep 28 17:35:23.338: CRYPTO PKI: (A0323) Session started - identity selected (9800. pf x)
Sep 28 17:35:23.338: CRYPTO PKI: Rcvd request to end PKI session A0323.

Sep 28 17:35:23.338: CRYPTO_PKI

al z- 9800#: PKI session A0323 has ended. Freeing all resources.

Sep 28 17:35:23.338: CRYPTO PKI: unl ocked trustpoint 9800.pfx, refcount is O

Sep 28 17:35:23.338: CRYPTO PKl: Expiring peer's cached key with key id 32Public key in cert and
stored public key 9800.pfx match

Sep 28 17:35:23.341: Calling pkiSendCertlnstall Trap to send al ert

Sep 28 17:35:23.341: CRYPTO PKl: cert verified and inserted.

Sep 28 17:35:23.402: CRYPTO PKI: Creating trustpoint 9800.pfx-rrrl

Sep 28 17:35:23.402: %Kl - 6- TRUSTPO NT_CREATE: Trustpoint: 9800.pfx-rrrl created succesfully
Sep 28 17:35:23.403: CRYPTO PKI: Setting the key_type as RSA

Sep 28 17:35:23.404: CRYPTO PKI: Attenpting to insert the peer's public key into cache

Sep 28 17:35:23.404: CRYPTO PKI: Peer's public inserted successfully with key id 22

Sep 28 17:35:23.405: Calling pkiSendCertlnstall Trap to send al ert

Sep 28 17:35:23.406: CRYPTO PKI: no CRLs present (expected)

Sep 28 17:35:23.406: 9Kl - 6- PKCS12_| MPORT_SUCCESS: PKCS #12 import in to trustpoint 9800.pfx
successfully imported.

CAZR 213 VWPKCS12RERAR D 1 > R— N ORAAT

AAEZAR—KNLT TCAcertisnotfound.s EVWS IS —ARRENEFESEK, px7 74
LWCFI—22EAEERTVEVD, 1DOCAHBEELABEVCEEZEEKRLET,

9800( confi Q) #crypto pki import pkcsl2.pfx pkcsl2 bootflash:pksl2.pfx password

% | nporting pkcsl2...

Source filenane [pksl2. pfx]?

Reading file from bootfl ash: pks12. pfx

% Warning: CA cert is not found. The imported certs might not be usable.

openssl pkcs12 -info -in <path to cert>1Y > RZERTL ., MEFXF—Z1DFDIARAEN DL TR
TRENDHFER., TOCAHEELBEVWIEZERLET, RAELT, COOXY REEHED
FI—22EEVANTIONBENTT, T§TILITATURNTSIOHTRECATVWSRES
&, REMNI—FCAZEDRIHERHYELEA,

ChEBETD1DO05%EE, PEMICPKCS12ZF A ARSI RNL, FI—2ZELLKBEET
BLETT, ROBITR, FNAAWLC)HHRELZOF—DHEBE X7 T AILABYEL I
o ChlE, PKCS127 7AINICFEELEBEVHBCAICK > TRITEN, KRICEEHAD)L—RCAIC K
2TBRESNhEFL L,

ATYVT 1 BBF—EITIVAR—KILET,

openssl pkcsl2 -in

ATFY S 2 SEAEEZPEMELTIVAR—KLET,



openssl pkcsl2 -in

ATY7 3: HEICARIAEZPEME L TH U O—RLET,

CADY —AFTOHEIMELET. NTUYICANEE. AVSAURETIURSKNIEER
2H2DILTATT., ThUNADIEE, CAEEE(EBaseb4o(pem) TAEAEZ RETIHE
HFHYVET, CAODLRILDNEEHZHEE., A3 M0AR—NTOLAORRICRLE
EOSBE—DOT7AINICTIL—TIHLET,

ATYVT4:F— FNAALHAE. BLUPCAALHEN SPKCS 12ZBHBRELE T,

openssl pkcsl2 -export -out fixedcertchain.pfx -inkey cert.key -in certificate.pem -certfile
CA.pem

<0 T TMixedcertchain.pfxy AERENhEL L, DT 7 A )L%ZCatalyst 9800IC 1 > 7/R—KNTE
£9,

EE & FIR

. Cisco IOS® XEl&. 2099F LA DBMACAGEHEZ Y R— KL TVWEHE A, CiscoBugID
CSCvp64208

- Cisco |IOS® XEI&SHA256 Message Digest PKCS 12N> R)ILZHR—KNLTVWEHEA
( SHA256FEBAE E HR— RN e TOWET A, PKCS12/N RILBENSHA256 TERENT
WBEERYR—NEhELA ). CiscoBug ID CSCvz41428

- WLCHA 1—HIHEZGIETRDIHLEN HY ., NAC/ISET TZAT 2V ANM 2 2—% Y NEH
TEEWRELIZES (SD-WANERBAE ), 750 X7—2 30 ZHRATERT, iHER
. FREEICI500NM MR YKRELZYET (DFV), SIAEXYE—DFEBEETHEHICV
<DOADRADIUSNT Y RAEEENET ). T, KYRNT—IONALIZEHOELS
MTUD %35 EE. RADIUSNT Y RBBRO TS TX D T—23 A RET D AR HY)
FT, COLRSBBE, I VEF—FKXYPMDOXRRICK>TH|ERIEND AREMN D EE/D
YVABEDEBEZERITDLHIC, WLCRZ 71 Y ITDINTOUDPF—RI T LzZzEU/N
ARBRHTEEITDCLZHELET



https://tools.cisco.com/bugsearch/bug/CSCvp64208
https://tools.cisco.com/bugsearch/bug/CSCvz41428

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



