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COEFNZFTE, 26098000 NO—FEATEEVT A ZRETIHELCODVTHALE
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Be0—I2JULTI9TAT7NDEREFETEDRSICTRLEHICHEAETNET,
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BRELAV20-Z2INRO&LSBGFEE. AV NO—JEATRUVEEV T A I —TEZERE
3’6%;/)‘“5 V) FE 9 Fast Transition (FT) F /= I& cisco centralized Key Management (CCKM) ‘iﬁﬁﬁ EFTj-o

F7FIRNTE, >V —20ERA—HFY NRMACT RLARIXROEKSIZ#EVY)ET, show version
EEVUTAMACT7 RLAOGUICRBENET,

CLITE, 7 #) NTEE) T 1 MACIF0000.0000.000 T 9 ( show run all | inc mobility mac-address

9800s A" High Availability (HA) Stateful Switchover (SSO):

REZT7AILRNODERIIL, ¥ —>OMACT RLAZEALTEEVT A M RILZEAT
PHBE. J7I—INA—N—HFRETDE, FOTATIOY—2EFEUT AR RILTEENH
£LFET,

LizA"> T, EEUTAMACT RL AIECI800 HART AICHRET D HEN B FT,

AT Y 71:GUIT, configuration > Wireless > Mobility > Global Configuration.

— Configuration™ > Wireless™ > Mobility ]

Global Configuration Peer Configuration
@ Dashboard
e L Mobility Group Name* default
¢ <) Monitoring
Multicast IPv4 Address 0.0.0.0
Multicast IPve Address
Administration
Keep Alive Interval (sec)* 10
Mobility Keep Alive Count® 3
Troubleshooting
Mobility DSCP Value® 48
Walk Me Through »
[ Mobility MAC Address™® 001e.e67e. 751 ]

CLIZERAT 254 :

# config t
# wireless nobility mac-address <AAAA. BBBB. CCCC>
# wireless mobility group name <nobility-group-nanme>



ATY7T1:FAENDIBOOWLCHEEUTF A REZNELET,

M5 D9800 WLC T, cConfiguration > Wireless > Mobility > Global Configuration € L TIPV6F7” KL A M
Mobility Group Name & Mobility MAC Address.

CLIZEAT 254 :

#show wirel ess nobility summary
Mobi lity Sunmary

W rel ess Managenent VLAN 2652

Wrel ess Managenent | P Address: 172.16.51.88
W rel ess Managenent | Pv6 Address:

Mobility Control Message DSCP Val ue: 48
Mobility Keepalive Interval/Count: 10/3
Mobility Group Nane: default

Mobility Miulticast |pv4 address: 0.0.0.0
Mobility Miulticast |pv6 address:

Mobi ity MAC Address: 00le.e67e. 75ff
Mobility Domain ldentifier: Ox34ac

ATY7 2: EPREOEM

%Eﬁf‘ﬁ Configuration > Wireless > Mobility > Peer Configuration E73d>b I:l—?ﬁ%*&’& lj] LET, I_ﬁj:l_
M9800 WLCICH L TRIUBREZITVET,

GUIZERT 254 :

i:i Dashboard

Monitoring » W Mability Peer Configuration

.. Configuration

+ Add

Administration p P Acdress - Public P «  Group Mame

_ o =
Troubleshaoting

Mon-Local Mobility Group Multicast Configuration




Add Mability Peer x

MAC Address* 001e.e67e.75ff

Peer IPv4/IPv6 Address* 172.16.51.88

Public IPv4/IPv6 Address 172.16.51.88

Group Name™ default "
Data Link Encryption [. DISABLED |

S53C Hash Enter SSC Hash (must

| ) Cancel J |= Apply to Device

CLIZERT35HE :

# config t
# wireless mobility group nmenber mac-address <peer-mac-address> ip <peer-ip-address> group
<group-nane> [ data-link-encryption ]

E AT232T, F-RUVIBSLEEMITERT,

AireOS WLC&9800-CLO> PO—ZHMOEEV T4 b2 X
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APRYETIVF7XREFRFIVT7Z LI MNAO-ZEICIBL. 7247282 M0O—-7
BEBBIZLEILTO—IVIITRRIICTRELEEZREBOLET,

B+ satandpepper EA. A>3 T, COFEUTA NROPREXORRICEFERATEETT

guest anchor cC, 9800‘191\%'3]7 I\I:l—ﬁé:b‘CE‘M’IEL/\ AireOSIE7>H—1> s O—Z &L
TEHELET,
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AireOS WLC 9800 WLC

y——=
Mobility Tunnel “
L ¢ Yy

AireOS WLCOE&E
98000~ RO—Z A" High Availability EE U T A MACT RL AN REE N TVWD L ZBELET,
ATY71:9800 WLCEEDU T/ 1BHRENELET,

GUIZER T 546 :

BB 5L configuration > Wireless > Mobility > Global Configuration € L TIPV67 R L A ® Mobility Group
Name & Mobility MAC Address.

— Configuration ™ » Wireless~ » Mobility ]

Global Configuration Peer Configuration
Dashboard
ey e Mobility Group Mame* default
<} Monitoring
Multicast IPv4 Address 0.0.0.0

Multicast IPve Address

Administration

Keep Alive Interval (sec)* 10
sing
Mobility Keep Alive Count™ 3
Troubleshooting
Mobility DSCP Value® 48
Walk Me Through >
[ Mobility MAC Address® 001e.e67e.75ff ]

CLIZfEAT 254 :

#show wireless mobility summary
Mobi l'ity Sunmary

W rel ess Managenent VLAN 2652

Wrel ess Managenent | P Address: 172.16.51.88
W rel ess Managenent | Pv6 Address:

Mobility Control Message DSCP Val ue: 48
Mobil ity Keepalive Interval/Count: 10/3



Mobility Group Nane: default

Mobility Milticast |pv4 address: 0.0.0.0
Mobility Milticast |pv6 address:

Mobi ity MAC Address: 00le.e67e. 75ff
Mobility Domain ldentifier: Ox34ac

ATY7 2:9800WLCAS/N\Y S 1EZRELET

# show wireless management trustpoint

Trust poi nt Name : Jay-9800_W.C TP

Certificate Info : Available

Certificate Type : SSC

Certificate Hash : d7bde0898799dbfeffd4859108727d3372d3a63d
Private key Info : Available

FIPS suitability : Not Applicable

AT Y7 3: AireOS WLCIZ9800 WLCIB®RZEBML £7,

GUIZERI25E :

¥ B %t CONTROLLER > Mobility Management > Mobility Groups > New.

Sawe Conflguration PFing  Logout  Refresh

1llhl|l|

cI5CO MONITOR ~ WLAM: CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP Usaradmin{Readwrite) M Hame
e

Controller Static Mobility Group Members
__New.. |
Ganeral
— Loeal Mobility Group  TEST

Inventory i1:3
Interfaces MAC Address Address(Ipwd /IpwE) Group Name Multicast IP Status Hazh Key Secure Mobillty
08: 96: ad s ac: Fb-BF 10.88.173.72 TEST [EX N R Up rrane HA

Interface Groups
Multicask

F Matwork Routes

F Fabric Configuration

F Redundancy

+ Mobility Management
Mubiity Groups
Mob ity A or Config

Multicast Messaging

{IEEAjJ L. Apply.

Save Configuration  Ping  Logout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS L User:admin(ReadWrite) A Home
Mobility Group Member > New [<Back | Apply |

Member |P Address(Ipv4/ipve) | 172.16.51.88

Member MAC Address [001e.e67e. 756 |

Group Name | defauit |

Secure Mobility Enabled v

Data Tunnel Encryption

High Ciper [ Disabled v|

Hash [d7bde0B98799dbrelfda859108727d3372d3863d |

1. Hash, Secura mobility and Data Tunnel Encryption are not supported for IPvé members

E N\ IANMEICEDOK, 9800A4°CI800-CLEEDHECERIIAELERATDBEL
HTFe N—RIITFFTTSAT7AIZISUDGIAEN &Y, NV 1REHEHEEA
( 9800-40, 9800-L% & ),

CLIZfEAT 254 :



>config nmobility group nmenber add <9800 mac- address> <9800 W.C- | P> <group- nane> encrypt enabl e
>config nmobility group nenmber hash <9800 W.C- | P> <9800 W.C- Hash>
>config mobility group nenber data-dtls <9800 mac-address> disable

9800 WLC DO ERFE
ATYT71:AireOSEED F 1 BRENRELET,

GUIZERT 255 :

AireOS GUIICO4 14> L., CONTROLLER > Mobility Management > Mobility Groups MACF7 RL A, IP7
RLR, BRTITIN—TEZ2EEEHET,

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP
Controller Static Mobility Group Members
General
Icons Local Mobility Group TEST
Inventory 1P
Interfaces MAC Address Address(Ipvad /Ipv6) Group Name Multicast IP
Interface Groups 0B:96:ad:ac:3b:Bf 10.88.173.72 TEST 0.0.0.0
Multicast 00:1e:e6: 7e:75:ff 172.16.51.88 default 0.0.0.0
b Network Routes
} Fabric Configuration
¢ Redundancy
+ Mobility Management |
Maobility Groups
Mobility Anchor Config
Multicast Messaging
CLIEFERT2HE :
>show nobility sumary
Mobility Protocol Port........................... 16666
Default Mbility Domain.......................... TEST
Multicast Mode ....... ... .. .., Di sabl ed
Mobility Domain ID for 802.11r................... Ox6ef 9
Mobility Keepalive Interval ...................... 10
Mobility Keepalive Count......................... 3
Mobility Group Menmbers Configured................ 2
Mobility Control Message DSCP Value.............. 48

Controllers configured in the Mobility G oup

MAC Addr ess | P Address Group Nare Mil ticast IP
St at us
08: 96: ad: ac: 3b: 8f 10. 88.173. 72 TEST 0.0.0.0
Up

AT Y7 2: AireOS WLCIE#EZ9800 WLCIIEMT B

GUIZER T35S :

g@f‘ﬁ Configuration > Wireless > Mobility > Peer Configuration > Add



Configuration = » Wireless ™ >  Mobility

Global Configuration [ Peer Configuration ]

" Mobility Peer Configuration

|I s
L L&)

MAC w P « Public +~ Group +~ Multicast -~ Multicast
Addrass Addrass IP Nama IPvd IPvE Status ~] PMTU «~ 33CHash
0Mees?e 75f 172.1651.88 N/A default 0.0.0.0 : MNIA NFA d7boe08987 5%
1 10 =
Walk Me Through > Non-Local Mobility Group Multicast Configuration
AireOS WLCTE#HRZ A DL £,

F:9800 WLCTIk, O MO—NL7L—2BESILEEICEMICA>TVWET, DFEV,
AireOSEITEXF I T7EEU T A1 BBMICTIHBEN HYET, EEL. T—RUIBS
tiEA723> T3, 9800RITEMIZT BB/ S, AireOS Tconfig mobility group member
data-dtls enableZ ER L THEMICLE T,

Add Mobility Peer X

MAC Address® 0896.adac.3bBf

Peer IPv4/IPv6 Address* 10.88.173.72 = Ping Test
Public IPv4/IPvE Address 10.88.173.72

Group Name® TEST v

Data Link Encryption [. DISABLED ]

55C Hash Enter SSC Hash (must

CLIZERAT2HE :

# config t
# wireless mobility group nmenber mac-address <peer-nmac-address> ip <ip-address> group <group-
name>

TR



CCTR, RENERICHEELTLIHESHEBAELET,

AireOS WLC O #EER

>show nobility sunmary

Mobility Protocol Port..........................
Default Mobility Domain.........................
Milticast Mode ... ... .. . .
Mobility Domain ID for 802.11r..................
Mobility Keepalive Interval.....................
Mobility Keepalive Count........................
Mobility Group Menbers Configured...............
Mobility Control Message DSCP Value.............

Controllers configured in the Mbility G oup
MAC Address | P Address

Mul ticast | P
00: le: e6: 7e: 75:ff 172.16.51. 88

0.0.0.0

08:96: ad: ac: 3b: 8f 10.88.173.72
0.0.0.0
Catalyst 9800 WLC D #Es2

#show wirel ess nobility sunmmary
Mobi lity Sunmary

W rel ess Managenent VLAN. 2652

Wrel ess Managenent | P Address: 172.16.51. 88
Mobility Control Message DSCP Val ue: 48
Mobility Keepalive Interval/Count: 10/3
Mobility Group Nane: nb-kcg

Mobility Milticast |pv4 address: 0.0.0.0
Mobility Milticast |pv6 address:

Mobi ity MAC Address: 00le.e67e. 75ff

Controllers configured in the Mbility Domain:

TEST
Di sabl ed
Ox6ef 9

St at us

G oup Nane
def aul t

TEST

Mul ticast | Pv4
PMIU

Mul ti cast

I P Public Ip G oup Nane
| Pv6 St at us
172.16.51. 88 N A def aul t
N A N A
10. 88.173.72 10. 88.173.72 TEST

1385

NZ7ILZa—b

COtEY2aTVTR, BEORNZTAND1—TFT1 I ERATIERERMLET,

FEVTFARRILOEREEZ NS TN 1—F4200F2ICk,. XoOX> REFRALTIOL

AETNYITLET,

AireOS WLC



ATYTZT1: BFEVUTATFNYITZBMCLET,

debug nobility handoff enable

debug nobility error enable

debug nobility dtls error enable
debug nobility dtls event enable
debug nobility pntu-di scovery enabl e
debug nobility config enable

debug nobility directory enable

ATY7 2  REZBRL, HHZz#RALEY

ArOSWLCTEEICEEUT 1 R RILHIERE 1 =6,

*capwapPingSocketTask: Feb 07 09:53:38.507: Client initiating connection on 172.16.0.5:16667 <->
172.16.0.21:16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38. 507: Sending packet to 172.16.0.21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38. 508: Received DTLS packet fromnobility peer 172.16.0.21
bytes: 48

*capwapPi ngSocket Task: Feb 07 09:53:38.508: nm.dtls2 process_data_rcv_nsg: 1207 rcvBuf Len 48
clr_pkt_len 2048 peer acl00015

*capwapPi ngSocket Task: Feb 07 09:53: 38.508: Record : type=22, epoch=0, seq=0
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 508: Hndshk : type=3, |en=23 seq=0, frag_off=0
frag_|l en=23

*capwapPi ngSocket Task: Feb 07 09: 53: 38. 508: Handshake in progress for link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.508: Sending packet to 172.16.0.21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.508: DITLS consumed packet fromnobility peer 172.16.0.21
bytes: 48

1

I<--output-onted-->

1

*capwapPingSocketTask: Feb 07 09:53:38.511: dtls2_cert_verify callback: Forcing Certificate
validation as success

*capwapPingSocketTask: Feb 07 09:53:38.511: Peer certificate verified.

*capwapPi ngSocket Task: Feb 07 09:53:38.511: Handshake in progress for link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09:53:38.511: Nothing to send on link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09:53:38.511: DITLS consumed packet fromnobility peer 172.16.0.21
bytes: 503

*capwapPi ngSocket Task: Feb 07 09:53: 38.511: Received DTLS packet fromnobility peer 172.16.0.21
bytes: 56

*capwapPi ngSocket Task: Feb 07 09:53:38.511: nmdtls2_process_data_rcv_nsg: 1207 rcvBufLen 56
clr_pkt_len 2048 peer acl00015

*capwapPi ngSocket Task: Feb 07 09:53:38.511: Record : type=22, epoch=0, seq=6
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 511: Hndshk : type=13, |en=6 seq=3, frag_off=0
frag_|l en=6

*capwapPi ngSocket Task: Feb 07 09: 53: 38. 523: Handshake in progress for link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.523: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38.523: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 523: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 523: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38.523: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 524: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 524: Sending packet to 172.16.0.21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.524: DILS consumed packet fromnobility peer 172.16.0.21
bytes: 56
*capwapPi ngSocket Task: Feb 07 09:53: 38.527: Received DTLS packet fromnobility peer 172.16.0.21



bytes: 91

*capwapPi ngSocket Task: Feb 07 09:53:38.527: nmdtls2_process_data_rcv_nsg: 1207 rcvBufLen 91
clr_pkt_len 2048 peer acl00015

*capwapPi ngSocket Task: Feb 07 09:53: 38.527: Record . type=20, epoch=0, seq=8

*capwapPi ngSocket Task: Feb 07 09: 53: 38.527: Connection established for link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.527: ci perspec 1

*capwapPi ngSocket Task: Feb 07 09:53:38.527: Nothing to send on link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.527: DITLS consumed packet fromnobility peer 172.16.0.21
bytes: 91

*mmMobility: Feb 07 09:53:38.527: DTLS Action Result message received

*mmMobility: Feb 07 09:53:38.527: Key plumb succeeded

*mrivobi lity: Feb 07 09:53:38.527: nmdtls2_cal |l back: Connection established with
172.16. 0. 21: 16667

*mrivobi lity: Feb 07 09:53:38.527: mmdtls2_db_status_up: 895 Connections status up for entry
172.16. 0. 21: 16667

*mrivobi lity: Feb 07 09:53:38.527: nmmdtls2_cal |l back: DTLS Connection established with
172.16. 0. 21: 16667, Sendi ng update msg to mobility HB

Catalyst 9800 WLC

T7 A BT, 980002 RO—Z BRI T/NY Y FIEZXEE T ICTOEAIERE B
CAJLEY,

O hO-ZICEHGL. NSZTL221—TFTA2TJOEBNTIA VLAY R—2 NZEENSGT
ShitOJVZWMEIRETTY,

OJBEBBICDEZCENFBHYERTH, ChRERIMO-Z0ES—REICI>TEBZVET,

PHEFRAETDICE, BEABEAILERFRROIE (TF7FIILNOFEARKI10DICREENATVE
T)0OJZBEBL. IPPRLAFLEEMACT RLATZ7ANEVTTEERT,

ATY7 1 HABEARELLCRRATTOOTZEHTED LSS, AV MO-FHAUOREDRK
REHIELEY,

# show cl ock
ATY7 2 BEICEETSAEMEDHSEHRA Cisco IOSLARILTEFEITIHEICHEAT, I
NO—Z0O7%ZRRELET,

# show | oggi ng

ATY 7 3: BEDT RL ADAlways-on Notice LevelAVP) ML —RAZIELF£T, EEVU T4
ET7OIPELEEMACZFERALTI7 1R ITTERT,

# show | ogging profile wireless filter ipvd to-file bootflash:ra-AAAA. BBBB. CCCC. t xt

COONY RIFBEIOPEOOTZERLET, CcOBBIIEIN RTHEETEET showlogging
profile wireless last 1 hour filter mac AAAA.BBBB.CCCC to-file bootflash:ra-AAAA.BBBB.CCCC.txt.

Y AVORNBRERTIDD. 77 AIINZABTFTPY—NICOIE—TEEXT,

# nore bootfl ash: al ways-on- <FI LENAME. t xt >



or

# copy boot fl ash: al ways-on-<FI LENAME. txt> tftp://a.b.c.d/ path/al ways-on- <Fl LENAME. t xt >

|IBTOT147TNL—RA

FEEAOOVIC, P RIOBRERICEAEZSIZERCULEARRZANZ OO +0BIBERNTEE
TNTUVEVEEE., RENETFNY T EZEMICLTHEF Y 7 F ¥ TE E T Radio Active (RA) K V) 5F
ME7OLATI9T1ETAREHITDINL—A,

ATY 1 FNYVITREN BB >TVWEVWC EZERELET,

# show debuggi ng
| OSXE Condi ti onal Debug Confi gs:

Condi tional Debug G obal State: Stop

| OSXE Packet Traci ng Configs:

Packet I nfra debugs:

I p Address Por t
______________________________________________________ |__________
ERITATRLACEELBVRHENI RTRENIEZBEERE., TORGZEMIILET,

BEOT RLAZHIBRTAICIE., ROFIEICHVET,

# no debug platformcondition feature wirel ess { mac <aaaa. bbbb.cccc> | ip <a.b.c.d>}

TRTORFEHBRTHICE, ROFIRHEVET (HE).

# clear platformcondition all

ATYT 2. ERITBDTRLAODFNY IJ&HEZEBMLET,

# debug platformcondition feature wireless ip <a.b.c.d>

¥ EBBOTEEVTAETZERICEZAXTSHEE.  debug platform condition feature wireless
mac AN~ RZMACT RLAZEICRHITLET,

ATY7 3:9800WLCZFERAL T, BEENETRLATITAETAOEZRZHBLET,

# debug platformcondition start

E EEVFATIOTAETAOHAE, INTHETIRETESRLSICABTNY I 7L
hdHORREhEEA,



ATV 4 BERIAIBEEREEBEEBRLE T,
ATYT5: FINVIZELLET,

# debug platformcondition stop

FIE6: TRLATIVTAETAOHEIZRELFT,

# show | ogging profile wireless filter ipvd to-file bootflash:ra-AAAA. BBBB. CCCC. t xt

CcOOX >V REF, BE1IOZEOOTZEKLETT. ORI, show logging profile wireless
last 1 hour filter mac AAAA.BBBB.CCCC to-file bootflash:ra-AAAA.BBBB.CCCC.txt 1V > R%&{#
BALULTHAETEET,

ROVTNAZIE—TEET, FLENAMEWt AT —NICEE TS A, HOZEEICEERRL
£9,

774N eNBY—N—ICIE-LFT,

# copy bootflash: FI LENAME. txt tftp://a.b.c.d/ra-Fl LENAME. t xt

NEZXRRLET,

# nore bootfl ash: ra-FI LENAME. t xt

FIE7 : ThTEREORAZHETERVESRE., OJOARAIBLARILZRELET,
(DZAT RN ZBETNYITRDHERIHYEREA. ITICABICRFEATVWSOTZ2FEAL
TN, KYLAEEOOTZRELET),

# show | ogging profile wireless internal filter ipv4 to-file bootflash:ralnternal-
AAAA. BBBB. CCCC. t xt

ROWTNAZ IE—TEET, FLENAMEt A —/NICEET DA, EHZEEICERERRL
x99,

774N eNBY—N—ICIE-LFT,

# copy bootflash: FI LENAME. txt tftp://a.b.c.d/ra-Fl LENAME. t xt

RNBZRTRLET,

# nore bootfl ash: ra-FI LENAME. t xt

ATYVT8: FNYITEHBEZHIBRLET,

# clear platformcondition all

FE:RSTIND2A-—TFT1200tvy2a>o&kl, BFFNYITREEHBRLTIEZV,



9800 WLCTIEREICEEUT 1 M RIHERE ni=fl,

2021/09/28 10:20:50.497612 {mobilityd R0-0}{1}: [errmsg] [26516]: (info): %MM_ NODE_LOG-6-
MEMBER_ADDED: Adding Mobility member (IP: IP: 172.16.55.28: default)

2021/ 09/ 28 10: 20:52.595483 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10: 20: 52. 595610 {nobilityd RO-0}{1}: [mmpntu] [26516]: (debug): Peer IP:
172.16.55.28 PMIU size is 1385 and cal cul ated additi onal header length is 148

2021/ 09/ 28 10: 20: 52.595628 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_ctrl _req of XID (80578) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10: 20: 52. 595686 {nobilityd RO-0}{1}: [nm keepalive] [26516]: (note): Peer |IP:
172. 16. 55. 28 keepal i ve data packet mi sssed, total m ssed packet = 1

2021/ 09/ 28 10: 20: 52. 595694 {nobilityd RO-0}{1}: [rnm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive ctrl packet mi sssed, total m ssed packet = 1

2021/ 09/ 28 10:21: 02.596500 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10:21:02.596598 {nobilityd RO-0}{1}: [rnm keepalive] [26516]: (note): Peer |IP:
172. 16. 55. 28 keepal i ve data packet mi sssed, total m ssed packet = 2

2021/ 09/ 28 10:21:02.598898 {nobilityd RO-0}{1}: [mmclient] [26516]: (debug): MAC

00le. e68c. 5df f Recei ved keepalive_data, sub type: 0 of XID (0) from (ipv4: 172.16.55.28)
2021/ 09/ 28 10:21:12.597912 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10:21:12.598009 {nobilityd RO-0}{1}: [nrm keepalive] [26516]: (note): Peer |P:
172.16.55.28 Data link set state to UP (was DOW)

2021/09/28 10:21:12.598361 {mobilityd R0-0}{1}: [errmsg] [26516]: (note): %MM NODE_LOG-5-
KEEP_ALIVE: Mobility Data tunnel to peer IP: 172.16.55.28 changed state to UP

I I<--output-onmted-->!

2021/ 09/ 28 10: 21: 22. 604098 {nobilityd RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/09/28 10:21:22.604099 {mobilityd R0-0}{1l}: [ewlc-infra-evqg] [26516]: (info): DTLS client
hello

2021/ 09/ 28 10:21:22.611477 {nobilityd RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10: 21:22.611555 {nobilityd RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10:21:22.611608 {nobilityd RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10:21:22.611679 {nobilityd RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10:21:22.611933 {nobilityd_RO-0}{1}: [mmdtls] [26516]: (note): Peer |IP: 172.16.55.28
Port: 16666, Local |P: 172.16.51.88 Port: 16666 DTLS SSC HASH VERI FY_CB: SSC hash validation
success

2021/09/28 10:21:22.612163 {mobilityd RO0-0}{1l}: [ewlc-dtls-sessmgr] [26516]: (info): Remote
Host: 172.16.55.28[16666] Completed cert verification, status:CERT_VALIDATE SUCCESS

I I<--output-onmted-->!

2021/ 09/ 28 10: 21:52. 603200 {nobilityd RO-0}{1}: [nrm keepalive] [26516]: (note): Peer |P:
172.16.55.28 Control link set state to UP (was DOMN)

2021/09/28 10:21:52.604109 {mobilityd RO0-0}{1l}: [errmsg] [26516]: (note): %MM_NODE_LOG-5-
KEEP_ALIVE: Mobility Control tunnel to peer IP: 172.16.55.28 changed state to UP

Embedded Packet Capture

BREAEDHE, WLCRATRBENZNT Y NEBRFEITDIOICIEELCENTT, FYTFrE7
1) Z0IBTDERICEHICERZDIE. Access Control Lists (ACLs) F Y T FY¥ENERNT T 1V 0%
HRLET,

chid, CLICHARAENEF YT FYAORET7L—KTT,



ATYT1: 71)LRACLEZHERLET,

conf t

ip access-list extended <ACL_NAVE>

10 permt ip host <W.C | P_ADDR> host <PEER W.C | P_ADDR>
20 pernmit ip host <PEER W.C | P_ADDR>host <W.C_| P_ADDR>
end

ATV 2: F¥yTFYvNTAXA—BEZEELET,

nmoni t or capture <CAPTURE_NAME> access-list <ACL_NAME> buffer size 10 control-plane both
interface <I NTERFACE NAME> both limt duration 300

X : INTERFACE_.NAMENZ X —ZRICEBA B —T7 I 4 AZBIRLET,

ATV 3 F¥ T FYZHBALET,

nonitor capture <CAPTURE_NAME> start

ATV 4. FYTFvEEFLELET,

nmoni tor capture <CAPTURE_NAME> st op
AT Y 7 5 : GUIT[Troubleshooting] > [Packet Capture] ICBEIL. NTY RF¥TF¥T774)
ZIRELET,

—BHUENT TN AT 42T FIF
ROPBIE, 9800 WLCHITHRE NB K> XL THRENTVET,

EROBELCLIHMHETF—ENADA I

Enable Always-On-Logs & Embedded packet captures N 7 1 —F 4 T ICHABEREBIMERZ 2E
TR, ROFIEZERITLET,

2021/ 09/ 28 09: 54: 22. 490625 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 sending keepalive ctrl_req of XID (80552) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 09: 54: 22. 490652 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepal i ve data packet m sssed, total nissed packet = 29

2021/ 09/ 28 09: 54: 22. 490657 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive ctrl packet misssed, total missed packet = 10

2021/ 09/ 28 09: 54: 32. 491952 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 sending keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 09: 54: 32. 492127 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive data packet misssed, total missed packet = 30

NTY RFYTF Y EEEOERICKRISET,



o0 2821-89-28 12:33:52.924933 172.16.51.8B 172.16.55.28 116 Mobi-Contrel - PingReq[Malformed Packet]

91 Z021-09-28 12:34:92.925046 172.16.51.8B 172.16.53.28 172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping Request
9z Z2021-@89-28 12:34:12.925946 172.16.51.88B 172.16.53. 28 172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping Request
93 2021-@9-28 12:34:22.927945 172.16.51.8B 172.16.53.28 172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping Request
94 2021-@9-28 12:34:22.027045 172.16.51.BB 172.16.55.28 116 Mobi-Contrel - PingReq[Malformed Packet]

95 2021-89-28 12:34:32.027045 172.16.51.8B 172.16.55.28 172 Mobi-Data Keep-Alive — Mobility CAPWAP Ping Request
96 2021-09-28 12:34:42.929944 172.16.51.88 172.16.55.28 172 Mebi-Data Keep-Alive - Mobility CAPWAP Ping Request
97 2021-@9-28 12:34:52.9389531 172.16.51.BB 172.16.53.28 172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping Request

FNY S EWLCHREE T, OY RO—LEEETF—ZOpinglo T T BBEA LV ENARENE
T, — MBS T UATIR, IPEERFTE DA, K— 16666 1= E16667IZ Y NI — 1%
HCOBEAFTENBVSENRENTVET,

WLCHE DR E O F —

COBITIE, WLCEANDINTDR—NDOEHZEEEIELELEN, F—T T4 M%bhTVS
CEICBIERERNEET,

Enable Always-On-Logs & Embedded packet captures N 7 IS 1 —F 4 VJICHBEREBIMERZ 2HE
ITBICE, ROFIEZERTLET,

2021/ 09/ 28 11:34:22.927477 {nobilityd _RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 11:34:22.928025 {nobilityd RO-0}{1}: [mmpntu] [26516]: (debug): Peer IP:
172.16.55.28 PMIU size is 1385 and cal cul ated additi onal header length is 148

2021/ 09/ 28 11:34:22.928043 {nobilityd R0O-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_ctrl _req of XID (80704) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 11:34:22.928077 {nobilityd RO-0}{1}: [nm keepalive] [26516]: (note): Peer |IP:
172. 16. 55. 28 keepalive data packet misssed, total m ssed packet = 8

2021/ 09/ 28 11:34:22.928083 {nobilityd RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive ctrl packet misssed, total m ssed packet = 3

E7172.16.55.28AMOT &, BREDF—HOBRICKRIUEET

2021/ 09/ 28 17:33:22.963 {mobilityd_RO-0}{1}: [mm keepalive] [27081]: (ERR): Peer |P:

172. 16.51. 88 Failed to validate endpoint: Invalid argument

2021/09/28 17:33:22.963 {nmobilityd_RO-0}{1}: [errmsg] [27081]: (ERR): %M NODE LOG 3-

Pl NG_DROPPED: Drop data ping fromIP: 172.16.51.88. Failed to validate endpoint
—BRNBEREOR—HIZE. ROEDABYWET, JI—TENFELLBVL, F—HFFTUICE
2 T U\ % Data Link Encryption B RO EBZBEE )T 1 MACT RL A,

TIN—=70F—-80O7 .

2021/ 09/ 28 17:33:22.963 {nobilityd_R0-0}{1}: [errnsg] [27081]: (ERR): %M | NFRA LOG 3-
M5G_PROC_FAI LED _GROUP_NAME_HASH: Pkt group name hash: 82FE070E6E9A37A543CEBEDI6DB0388F Peer
group nane hash: 3018E2A00F10176849AC824E0190AC86 Failed to validate endpoint. reason: Group
name hash mismatch.

MACT7 RLADODIAXRYFOY :

2021/ 09/ 28 19:09: 33.455 {rmobilityd_R0-0}{1}: [errnsg] [27081]: (ERR): %M | NFRA LOG 3-
MSG_PROC FAI LED MAC ADDR. Pkt MAC:. 00le. e67e.75fa Peer MAC. 00le.e67e. 75ff Failed to validate
endpoint. reason: MAC address mismatch.

DTLSN\> R T4V OEE

COBOBRERK, WLCEIODTLSM  ZRIIOEILICEELTVWET, F—RX/NANUPTH>TE
HIE/NAHFZE 2 TVWBIEENH V) £ pown.



Enable Always-On-Logs & Embedded packet captures N 7 1 —F 4 JICHBEREBIMERZ RHE
ITBICEE, ROFIEZERTLET,

2021/ 09/ 28 19:30:23.534 {nobilityd RO-0}{1}: [mmnsg] [27081]: (ERR): Peer |P: 172.16.51.88
Port: 16666 DTLS MSG DTLS nessage process failed. Error: Invalid argunent

2021/ 09/ 28 19:30:23.534 {nobilityd RO-0}{1}: [errnsg] [27081]: (warn): %M NODE LOG 4-

DTLS HANDSHAKE FAIL: Mobility DTLS Ctrl handshake failed for 172.16.51.88 HB is down, need to
re-initiate DILS handshake

2021/ 09/ 28 19:30:23.534 {nobilityd RO-0}{1}: [ew c-capwapnsg-sess] [27081]: (ERR): Source

I P:172. 16.51. 88[ 16666], DTLS nmessage process failed. |ength:52

*'Jﬁﬁ show wireless management trustpoint & show crypto pki trustpoints commands EE%%@'%*EEEE% LE

3-0
HASSOD>FU#

NATRAZEUTASSORT DIV NO—FHHDHE, 2> THANEEEBFVYYTHD
WET, EEUTAMACT RLABT 74 NTREEEINTHEST, 7I—ILF—-—N—HRE
FTRDEEEVTARNRIATIIDAEMEN B KT,

show wireless mobility summaryld. BEFAETAhTVBRIEEUTAMACZRLETH. 4FLE
BREESNATVRBDITTREHYYEEA, REICShowunTEREENIEEE U T A MACHHBIH ED
HERELET, |imobility

EEVUTAMACHARITIAV74F1L -3V TRESNATVEVWEERRE., AXZ/NAWLCAD
J7I=MWNF-N—KIEEEND O, EEUT AR RILFRBMLET,

B #RE (. [Configuration] > [Wireless] > [Mobility] Web UIR—Z IZEEIL . [apply] &7 )
VIFTBDETT, chilkyY), BEOEEUT A MACHREICREENET., TDE, MACIE
7I-)FA—N—KICEAUEXRICEZY, EEUTA M RIILBEREFENET,

COBBRELC, DN RZATEEVTAREZTV, EEUTAMACT7 RLADREZ S

NIEBECRELET., REZEATSE., Web UIFBBHNICEEDU T AMACT RLAZREFEL
£

BAE1E ]

. Catalyst 9800 COWLANTZ > AH—FEEVU T 1 BEEDERTE
- TOZHhIL Y R—=bE RF I X -Cisco Systems



https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/ja_jp/support/index.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



