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Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Mame* anchor-policy-profile | WLAN Switching Policy

Description | Enter Description | Central Switching v

Status Central Authentication v

Passive Client Central DHCP Y

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

27 TMobility, 7>7—9800 WLCODIPF7 RL A%RBIRLET,




Add Policy Profile

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANS to momentanily
disable and may resuit in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 1721605 3> &Y 1088.173.49 | Tertiary ... v €

=| Save & Apply to Device

ATY 7 4: COWLANICH—ERZREMIIAHEI NO—FICEEMRFShEAPICEI) HTshikR) T —X T AOWLANIC
ARUS=TA7T7AINEVOLET,

\Z# B L Configuration > Tags & Profiles>Tags THLUWZ A7 7 AL EERTZ L. BEO7O7 7ML EERALET,

Edit Policy Tag x

Name™ | FT1 |
Description | Enter Description |
WLAN Profile + Policy Profile w
0 ‘ 10 - ‘ items per page Mo items to display

Map WLAN and Policy

WLAN Profile* | anchor-ssid vl

| Policy Profile* anchor-policy v
e —
=) v




RS —R % Update & Apply to Device ICEEZBRATDCEFBIRLTVWR L ZBELET,

Edit Policy Tag =

Name* | PT1 |
Description | Enter Description |
+ Add
WLAN Profile ~ Policy Profile -
anchor-ssid anchor-policy
1 | 10 « |items per page 1-10f1items

| upcats & Apply to Dvice

ATFYVTE5(AT72ary) RUD—KRTEZAPIZE) HTBH, TTICAPICRIUS—RINFHDE2BRAELET,

(- ®8 L Configuration > Wireless > Access Points > AP name > General & 9



Edit AP x

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location® | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MAC 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1ff0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
- 1 10S Version
AP Mode | Local v |
Mini 10S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.39
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST1 v
' ! Static IP (IPv4/IPvE) | 11.11.0.39 |
RF | RT1 v
' MNetmask | 255.255.0.0 |
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
-1 Update & Apply to Device

%4 EGRIRBICAPR U ZZE T 5 & Update & Apply to Device, APIE N> XJLCAPWAPZ Bi2E) 32 -, 9800 WLCE () BIiE
FEIArEbHh, BELET,

CLI A5,

Foreign 9800 WLC



# config t # wireless profile policy anchor-policy # maobility anchor 10.88.173.105 priority 3 # no shutdown # exit # wireless tag policy PT1 # wlan anchor-
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(Z®¥ 8 L Configuration > Tags & Profiles> Policy > + AddE ¥,

Add Policy Profile *

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

MName* | anchor-policy-profile | WLAN Switching Policy

Description | Enter Description | Central Switching v

Status Central Authentication v

Passive Client Central DHCP v

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=| Save & Apply to Device

Mobility Export Anchor 2 7 ICBBL TEMICLET, ChIZkY), 9800 WLCICRL T, ZORVS—TO77(INE2FERTZT
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Add Policy Profile *

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anchor Priority

g 172.16.0.5 >

g 10.88.173.48 ? Anchors not assigned

= Save & Apply to Device

CLIA5,

Anchor 9800 WLC # config t # wireless profile policy <anchor-policy> # mobility anchor # vlan <VLAN-id_VLAN-name> # no shutdown # exit

S EF9800 WLC : 7> 7 —Aire0S
CDERE, Catalyst 9800 WLCEAZBE L THEAL ., AireOSUnifiedWLCZ T > A—E L THERATZ S FUAZRLTVET,
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%4 3E:AirecOSWLCE9800 WLCOMFICR L BENREN UETT, ALEETHRAVE T h—F#ELEE A,

ATY 7 3:9800WLC (/AEBELTHEE ) (COJA> L. TUoAH—RUS—7O7 74 )LEERLET,

(Z# &) L Configuration > Tags & Profiles> Policy >+ Add £ 3,

Add Policy Profile 5

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name™ ‘ anchor-policy ‘ WLAN Switching Policy

Description ‘ Enter Description ‘ Central Switching i

Status Central Authentication v

Passive Client Central DHCP v

Encrypted Traffic Analytics Central Association vd
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=/ Save & Apply to Device

ZMobility 7ICBEL., 7> H—AireOSWLCEREIRL E T, 9800 WLCIEK. ORIV —7O77AIILICEEF TS hESSIDD
NS714v 0%, BRENETOH—ICEELET,




Add Policy Profile %
General Access Policies QOS and AVC Advanced

Mobility Anchors

Expart Anchor

Static IP Maobility

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (0) Selected (1)
Anchor IP Anchor IP Anchor Priority
&J 1088.173.105 | Tertiary .. v €

No anchors available

= Save & Apply to Device

ATYT 4: COWLANICH—ERZEBHTZIABI MNO—FICEENITSNEAPICEI) ¥ TShiZR IS —2 T RNOWLANIZ
RS A7 74N EIVOLET,

(BB L Configuration > Tags & Profiles>Tags THUWZT A7 7 AL EERT DL, BEO7O7 7ML EERALE T,

Edit Policy Tag x

Name* | PT1 |
Description | Enter Description |
WLAN Profile ~  Policy Profile v
0 ‘ 10« ‘ items per page Mo items to display

Map WLAN and Policy

WLAMN Profile* | anchor-ssid v |

| Policy Profile* anchor—policy{ v
—
EE




RS —R % Update & Apply to Device ICEEZBRATDCEFBIRLTVWR L ZBELET,

Edit Policy Tag =

Name* | PT1 |
Description | Enter Description |
+ Add
WLAN Profile ~ Policy Profile -
anchor-ssid anchor-policy
1 | 10 « |items per page 1-10f1items

| upcats & Apply to Dvice

ATYT5(A723> ) : YA NEAPICEIWHTSH, YA NI TICHA M HBDEERRALET,

(- ®8 L Configuration > Wireless > Access Points > AP name > General & 9



Edit AP »

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location® | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MACG 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1f0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
( Y 10S Version
AP Mode | Local v
Mini I0S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.38
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST v
' ! Static IP (IPv4/IPv6) | 11.11.0.39 |
RF | RT1 v
’ MNetmask | 255.255.0.0 |
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
" Update & Apply to Devics

%4 i BIRBICAPR T 2L E § 5 & Update & Apply to Device, APk N> XJILCAPWAPZ BB T2 %, 9800 WLCE D EE
B AR, BELET,

CLI A5,

# config t # wireless profile policy anchor-policy # mobility anchor 10.88.173.105 priority 3 # no shutdown # exit # wireless tag policy PT1 # wlan anchor-



FE6: AirecOSWLCE T > H—E L THRELE T,

Aire0SIZOY 1> L. ICBBLUWLANS>WLANSE T, WLANTTOBRICH D KMNZEBIRL T, ROV AT XA Z1—-ICBEBL
. Zi#R L Mobility Anchors£ ¥,

lll'llhl gurag
Cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs
b WLANS Current Filters  None [Change Filter] [Clear Filter] Create New 4  Go
WLANS
b Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN LG g : Enabled [WPAZ][Auth{PSK)] a
2 Remote LAN £oooon - Enabled None a
3 WLAN — e o Enabled Web-Passthrough ~]
4 Remote LAN = - Disabled BO2.1X, MAC Filtering ~]
H WLAN anchor-ssid anchor-ssid Disabled [WPAZ][Auth{802.1X]] Er
802010
Foredgn Maps
Service
Advertisements
Hotspot 20

O—ALTA—ELTHRELET,

MONITOR WLANs CONTROLLER WIRELESS

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

Mobility Anchor Create |

Switch IP Address (Anchor) | local =
Priority 1 | 34]
Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority(default).

CLI A5,



> config wlan disable <wlan-id> > config wlan mobility anchor add <wlan-id> <AireOS-WL C's-mgmt-interface> > config wlan enable <wlan-id>

SEBAIre0S : 7> H—9800 WLC

AireOS Foreign& 98007 > H—% Y R —J K

—

Foreign-AireOS ,‘/Ir \

g\ Mobility Tunnel
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Anchor-9800 WLC

o000

Anchor-ssid

=

AireOST7 > AA—% L 729800 Foreign® %

ATY T 1: SE9800 WLCE 7 > H—AirecOSWLCHOBICEED F 4 R R ZBELET,

CORFIXDND Catayst 9800THDEE U T 4 MAROATDDEEE ) #SHBL T EEL,
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%ﬁ FE:AireOSWLCE9800 WLCHM S ICEILBEORENVETT, AIUBETHAVET U H—RHELFEFE A,

ATYT3: (TrA—EULTHETD )800WLCIZOY AL, PoA—RIVI—7O7 7L EERLET,

IZ# B L % ¥ Configuration > Tags & Profiles> Policy > + Add. 98000 RU>—7 A7 7 A L OB F A Aire OSWLCOZ7AT 7 1)L A
CERICAUTHD 2B LET, ILBH TRV EBELIEA,

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name*

anchor-ssid ‘ WLAN Switching Policy

Description

Enter Description ‘ Central Switching

Status enasiep ([ Central Authentication

Passive Client Central DHCP

Central Association

C N N OK

Encrypted Traffic Analytics . DISABLED

Flex NAT/PAT
CTS Palicy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

Mobility Export Anchor R 7 ICBEB L TEMICLET., ChiZkY), 9800 WLCIZHL T, CORVS—TOT7 7ML E2FERTZT
NTOWLAND T > H—9800 WLCTH B M ERENE T, HEPAIreCOSWLCHN IS4 7> N &ET > H1—9800 WLCIZEET
&L VAT RFEINETSNTVAWLANBICDVWTEAH TS 128, 7> H—9800WLCIEH., EAT2O—NIIWLANRE%
REL, CoBEEFALTEOO—AILRV—7TO7 74\ 2ERTIH ERELET,



Add Policy Profile *

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anchor Priority

g 172.16.0.5 >

g 10.88.173.48 ? Anchors not assigned

= Save & Apply to Device

% ECABIOCRNO—FASORT T4V IRZFEITRLEOEFIC. SORVI—TO7 7ML EERATHRSICLTLE
=L,

CLI A5,

Anchor 9800 WLC # config t # wireless profile policy <anchor-policy> # mobility anchor # vian <VLAN-id_VLAN-name> # no shutdown # exit

ATY T 4: AirecOSWLCEAZBE LTHRELE T,

AireOSICOY 14 > L, WLANs>WLANs.Navigatel_ BB L TWLANTTOREICH D KREDIZEE L. Mobility AnchorsZiZIRL £9,



llllll'll Saye Configurat

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs
F WLANs Current Filter: None [Change Filter] [Clear Filter] Create New §  Go
WLANS
¥ Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
2 WLAN & - = Enabled [WPAZ][Auth(PSK)] -]
2 Remote LAN L5000 === Enabled None a
3 WLAN T e — R R Enabled Web-Passthrough (-]
4 Remote LAN oo — Disabled B802.1%, MAC Filtering ~ ]
5 WLAN anchor-ssid anchor-ssid Disabled [WPAZ][Auth(802.1X]] Er
S02.110
Forelgn Maps
Service
Advertlsements
Hotspot 20

9800 WLCE ZNSSIDO T H—ELTRELET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

‘ Mobility Anchor Create \

Switch IP Address (Anchor) | 10.88.173.105 # |

Priority 2 | 3 %]

Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority({default).

CLI A5,

> config wlan disable <wlan-id> > config wlan mobility anchor add <wlan-id> <9800 WL C's-mgmt-interface> > config wlan enable <wlan-id>



®

gl_l;

CNSOIAXRY REFEAL T, AT H—SIDEFEATEI VA VYLAIZA T NORELRBERBTEXT,

9800 WLCT O FERR

# show run wlan # show wlan summary # show wireless client summary
# show wireless mobility summary

# show ap tag summary

# show ap <ap-name> tag detail

# show wlan { summary |id | name | al }

# show wireless tag policy detailed <policy-tag-name>

# show wireless profile policy detailed <policy-profile-name>

AireOSWLCT DO H#ER

> show client summary > show client detail <client-mac-addr> > show wlan summary > show wlan <wlan-id>

(N e N

WLC 9800 Tld. ALWAYSON RL—A#EEZRIATEEL T, ChiZ&kY), I9SATUNERICHEETZINTOIS—, B4,

BALARILOXY E—IHFBECOTICRREN, ATV NELEREEREFr RELEBTEDARNERRTEERT,

N i EREhBOTORCEUT. KBS SRECRAC LA TEET.

9800 WLCHA' F7 # ) M TNELIENL—RAZRTRT B ICIE, SSH/TenetiEH TI9800 WLCICE#HL ., XOFIEZSBLET,
Vv aAVRBTTFFANTTAINICEBRLTLKEETY)

ATYZ 1 AVMNO—Z0RERZDEEEL T, BEFr RELECBHNETOOTZEHTERLSICLET,

# show clock

(t



ATV 2: DATAREICHK>T, I MO—FNY 77 £ E A EBsydogh SsydogZRELET. kY, ZATLDRE
2METS— (HDHEE ) ZTERP<KBRAETESET,

# show logging

ATY T 3 BEDMACT RLAFELEFIPF KL ADAlways-on Notice Level(AIPPRL —AZRELET, EEUT A MR OB
BENEODNDHEE, FLETAVYLARIZATROMACT RLAILEK 2T, UE—RMEEUTAETRRChET7 LRI Y
TEET,

# show logging profile wirelessfilter { mac | ip } { <aaaa.bbbb.cccc> | <ab.c.d>} to-file always-on-<FILENAME.txt>

ATYVT4: YAV THRERTITEN., 774N EABTFIPH—N—ICIE—TZ XY,

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

RUERETFNYTESOATIOT4TRL—R

EREANL—AT, FEPOREONIA—ZHF TR0+ BEBRBIBoNBEVEER, REFETNYTEZEMILT
Radio ActiveRA) L —RAZF ¥ 7F Y TEXT, ChICKV, BETIEZH (ZNDBEEREITAT MMACT RLR ) EXIFE
FRIRTOTOLRETFNY TLRILONL —ANRBFEhE T, REFETFNYIZ2EBBCTRICR,. ROFIEZSRL T
ZEW,

ATV 5: BRBETFNY TRBEF TV E2#BRELET,

# clear platform condition all



FIE6: BERTRDIIAVLAITATYROMACT RLAOTNY TRHBEZBMILET,

ROOANV REE, BEEESNEMACTRLAD 302 (1800 ) DEZX—ZHBLET, BEILISLUT, COREERK
2085978494 ME TR T ENTEET,

# debug wireless mac <aaaa.bbbb.ccce> { monitor-time <seconds>}

% FBBOUVTAT N ERRICEZRTSICE, MACT RL AZ & (Zdebug wireless mac <aaaa.bbbb.ccce>1Y > R 23R4T
LET,

QQ EIRTOABREBTRRTERLSICAI TNy 7783k, 2—F Lty arDIF4T7 2 VP OTF4ET
{DHIRRTREhTH A,

FIE7  ERTIEERLEBEZBRLET.

ATV 8 F7ANNKERBREENAETZAREATY SI2HICEENBRELLEBERE. TNV IZELELET,

# no debug wireless mac <aaaa.bbbb.cccc>

T_AEENIRBTEIN, DAVLAOFNY IHFEIETDE, 9800 WLCKEXDBEOO—AIL T 74N EERLET,
ra_trace MAC_aaaabbbbccce HHMMSS. XXX _timezone_ DayWeek_Month_Day_year.log

ATFYT9: MACFRLATITFAETADT7AINERELET, RANL—RZEAZFH—NICIE—F2Hlog. HOZEE
HICEERTTEEXT,

RARL—A7 7ML DOERZHELET,

#dir bootflash: | inc ra_trace

774N ENBY—N—ICIE-L KT,



# copy bootflash:ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone DayWeek _Month_Day_year.log tftp://a.b.c.d/ra-FILENAME.txt

NBZRRLET,

# more bootflash:ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone_DayWeek _Month_Day_year.log

ATYT7 10 BEREAREASATEVWERRE., TNV ILRILOOTOLEFRABELI—TH2NBOJTZNELET, O
TRITIEOAVRO-—FXEVICEERAENTVWR LD, IFATURNEBETNYIIRHERHY)EEA, OJORFMEL—
ERTIDETTERETS,

# show logging profile wireless internal filter { mac | ip} { <aaaa.bbbb.cccc> | <ab.c.d>} to-filera-interna-<FILENAME>.txt

Q§ E:CoOYYREAR, IXTO7OZAOINTOOTLARILONL—AZRL, FEICKETT, chsORL—
AD A% Cisco TACICRFEL TS &L,

ZHABY—/NIZOE— % Arainterna-FILENAME.txt, HAOZBEEICEERRTEE T,

77 AN AR —N—ICIE-L KT,

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

NBEZRRLET,

# more bootflash:ra-internal-<FILENAME>.txt

ATYT MNTFNY TE&EZEHBRLET,



# clear platform condition all

% ERZTIND2A—F 4208y a>0®E,. BFFNYITRHEEZHRLTSEZV,

AireOSWLChH FEEE

COANY RERTLT, AireOSWLCED DAV L AIZAT U MNDTIOTAET A ZERTEET,

> debug client <client-mac-add>



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



