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security-level 0
ip address X.X.X.X 255.255.255.224

I-—-- X.X.X.X represents a public IP address

interface Ethernet0/2
nameif dmz
security-level 50

ip address 172.16.1.2 255.255.255.0
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access-1ist Outside extended permit udp any host X.X.X.Y eq 5246
I-—-- Public reachable IP of corporate controller
access-1ist Outside extended permit udp any host X.X.X.Y eq 5247
I-—-- Public reachable IP of corporate controller

access-1ist Outside extended permit icmp any any
|

global (outside) 1 interface

nat (dmz) 1 172.16.1.0 255.255.255.0

static (dmz,outside) X.X.X.Y 172.16.1.25 netmask 255.255.255.255
access-group Outside in interface outside
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<tfroot>

show renote-1 an <remote-lan-id>

JE—NLANREZZETSICE, RAWICZDOUTE—BH LAN

o

<tfroot>

renote-1 an di sabl e <remote-lan-id>

JE—K LAN O 802 1X REEZBMICLET,

<{froot>
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NAADI—Y HA RESBLTLSEEW,

OEAP-600 7Vt A 7RM4 > NERTE

RDOEIZ, Cisco Aironet 600 ') —X OEAP O #E#EERZRLET,

WAN Port

Yellow goes back
to corporate no

clients

Ports 1-3 local connectivity
Cisco Aironet 600 Series

OfficeExtend AP Overview

Cisco Aironet 600 ') —X OEAP ®F 7 #J)LN® DHCP A—7'l& 10.00x TH3 1=, 7R




L X10.001%Z2EALTHR—M1 ~3DAPICTIVEATEEXY, IHEHFRHOF7FILMND
—HE2BLP/NAT—RIE admin T9,

Ao ChE, I—HESRV/NAT—RE L TCiscozZ AL 1ZAP1040, 1130, 1140, &LV
3502 FEBV XY,

BEAAIZBOTVT, N=VYFIIL SSIDHFITICHRECATVWREREG. REAEEICT A
VLATTP7OEATERT, TAHUADHERE, O—AL 1 —YRY KN KR—b1~ 3 Z2FERAT
PHENBHNET,

F7ANLNOOTA2 A—HEE/NAT—REF admin T,

NI
CISCO

Office Extend Access Point

-
Windows Secunty

The server 10000001 a1 Ceseo Odfice Extend AP réguines a usernamse and
passward.

Waming: This server is requesting that your usemame and password be
£2nl in an insecure manner (basic authentication without a secure

COMnMECTION)
admin
wi |.|||4
CI5C0 admin
Remember my credentials

i 5mis r i ABCO = s LT

S EBOR— MR, O—HLTOBERCHLTITITA T TRBEYERA, IV RO—5T
UE—N LAN AREE N TVBEE, AP AV RNO—FIEBHEL RBICCOR— MR R
ERULET, FNARCTFILRTAHIE. K—h1~3 20— DLEBALET.

P
£ - L]

| 7 ]

i [ IS0 4

‘L‘k'

TNAALTVEATRE, R—LA AT —RABENSIRRENET, COEMEICEEERE MAC
DN RTREAET, BEARET N TOVEVES, I-YEIREEETEREOBMEL, Fr



FILEE—ROFRE, O—ANJL SSID DFRE. WLAN REDEMLZITS CENTERT,

CISCO

Configuration
System . SSID__ DHCP _ WAN |

Login

Lisarmanme irnin

Patiwiord R

Radio

Fads Interface 24GHz » W Sedect Each Radio and Configure

Status Enabled -

Channal Selection Aun -

B2, 11 n-mode Enabled ~ (L) 802 11nis not suppored with THIP-anky WP A Encryplios
Bandwidth HMHz -

SSID BETRRI—YHF/N—YFI WLAN RY RD—DJZRETEET. 2HDOERSSD &t
FADT 4 NTFX=EFFEEH, (APMO—-Z0IPZFEALTWAN ZREL 1Z#IC ) O
hO=-ZA87v2ado &En, ERBICERELET,

ROEIC, SSIDO—AINMAC 7 1L EBIVITHREZRLET,

CISco

Configuration
ETT SSID __ DHCP_ WAN

Personal Network

Band Selection Z4GHz = glect Each Rado and Configure D Indrvidiually

Enable=d o

Broadcatt o

S50 EVORA24 W Personal 550 should be different fr
porate =il

MAC Filter

Enabled

Alowed MAC Addrestes §.4.00: ID:EQ: 34:E2: IF




A—YAN—=VFI)L SSID ZRELIERIC. LTOEETTZ/4RXK—hK R—ASSIDDtEF1V)
TADREEEROBMULETICENTERT, T, BEICWUTMAC71IILERVT%
RETEXRT, N—VFIL RXYRNT—UT8021In L—hZ2FEATRHEERF. WPA2-PSK & &
O AES ZEMICTBINATL—X, BEIEAT, BLVRARATZ2I—YHFIERITZD L%
BEFHLET,

. INSNOSSIDEER., I— YAV TNAEEEAANESREENCTAHEEZBRLEES
NDEERTEERFEBYWET (EBESELEFRICHL TEEIICHKYET ),

EBENTNAAONADT— RORBEPREZL TVEWVEEICE, EEFEHRECO—-AILEL
TOERBATERI—HHEBROBWLEEMEBENDTITHELZHBTEELET, LN >T, &
ReBEWCTDE, FNAANF DA MNO-FICERTE TEEEARDND AN HDLH.
BREZENCIDIBRIIETDICOEETILEN BV ET,

RORIE, SATLAEFIVTABEZRLET,

Security

WPA-PSK Disabled

WPAZ-PSK Enabled

WEP Encryption

WPA Encryption AES W

WPA passphrase ssses Click her ispla

Network Key 1
MNetwork Key 2
Metwork Key 3
Network Key 4

Current Network Key

Cisco Aironet 600 /1) —X OEAP k7 R—A JL—RE LU THBET D RS ICERETE N TV EVLED

. EEHIEEN Cisco Aironet 600 ') —X OEAP Z#FR—AL IL—ZDRIZFRET D ENEES
nET, ChiF, KRBOBITN—23 2 TRETIT7ATI#+—)L, PPPoE, R—K 7 —F 4«
DIONYR=—RENTVEBVESHTT, BERF NS OBENR—ALA IIL—ZRICHEENTWVWSE
NDEBRELTWVWET,

R—L)N—BZERLB<TEEARHREHELEITH, IIROERASZOLIICEHELBZVS
EEREOLET, HFOETFLLEEERIZSECEREOREN LD ENFHYET,

FEAEDKR—L )—FTIE DHCP AO—7# 192.168.xX TREENTWD NS, COTF
NAATET7#)L N DHCP AO—7'IF 10.0.0x TH'), DHCP Ad—7 NHREZEETE X
EE

R—ALII—RTE10.00x FEAETNZFEEF. RYRND—IBEEH<ED, 192.168.1.x F
FREBMOHZIP T RLAZGEHTSD ESIZ Cisco Aironet 600 1) — X OEAP %58 E T % 44



BENFHUERT,
ROBIZ, DHCP AO—7 OREZRLET,

CISCO

Configuration

“System  ssiD BT

Local DHCP

IP Address 10001
Subnet Mask 2552552550
Default Gateway 10001
DHCP Server Enabled =
DHCP Starting [P Address 10.0.0.100
DHCP Ending 1P Address 1000150
DHCP Lease Time 6400

SEE  IT BEEN Cisco Aironet 600 1) —X OEAP 2 AT —J UV FHERREL TV EVES
APt NO—JICELKETEDRSICTD S, I« NO—F0IP T
RLAZADTRDUEN HGVET (RORZESR) ., BHEER, APHFINO—FHSEHOA
X=J O WANREBENDI 74 F1L -3 NIX—2%ZA D2 O0—RLET, &%
EENTVBHEEICIE, Cisco Aironet 600 ') —X OEAP OEMEICHDEMAR—N#4 OV E—
NLANBREEA T O—RLET,

BEHRLEVESE, O MO—Z0IPT7RLAN M Z2—2Y NEHTEEARETHIHNESH
ZHEBLTLKEEZV, MAC 7 AL RVITFEMBHBER. MACT RLAN I MNO—ZICE
PCADENTVRAESHERIEL TS EEL,

ROBEIZ. Cisco Aironet 600 ') —X OEAP O RO—ZDO IP 7 RLAZRLET,



!.I'IIIII
CIS5CO

Configuration

am S5ID DHCP

This is whera you enter the IP

address of the DMZ OEAP controller
Controller

Uplink IP Configuration Example IP
Staoc IP a

Domain Mame

IF Address
Subnet Mask:
Default Gateway
DMNE Server

OEAP-600 77 EARAZ N N—RIUITDORE

ROBEIZ. Cisco Aironet 600 ') —X OEAP OB %ZRLET,



[} :I' ,'-|I | E
EERERE R / '} %

—— '

COAPBHOLEICES KRS ICRHRFFEATEY, JAROHAFVTVWET, BICEYMSEHLEY
HAEBOOL—RILZEALTHREEZICLIZY TEERY, £AITRZI—HICTESDLFIEVER
ICAP ZRELTLKEEZV, REZTEANHZ BN (ERHOHNO LPREBZENIES ) L&
RELBVWTLKEZVW, APEI—HYOBICHZIBRPEENPHN ZVEEETRENRSZY, N
T7A—XVANBETIDAREMEA B KT,

7 COAPRK+12RILNDOEFRZMEHL . Power over Ethernet(PoE)IEEAL £ A, ZOFN
A AIZIE PoE RHARAFENTVWELR A, APICELVWERT7AT2ZFEALTVSD C & 2R
TLEEVW, SYTRNY TR IPERLRE, MOTFNAADTET72EFERALBEVTIEETW, it
DTFNAADTRTRE2FERTEDE, APHFEBETIENNHYET,

BIIRWATRICE, 72AFYIROT O A—FERARRORUZEALET,



L -]
oo Ea
L B

#8 Screw soes

Fits keyhole soos
:@I::::::::::::uiiiiililii :::::

oo

& & &

oo

& & b

LR K

oo

& & b

o e a

N

‘T EETREREEE & & 8
- E-E-N-N-N-N-N- g & a
i ) N
& & 8
G-
N
LR K
G-
]
ceoEaBGEa

- - NN
- - -
L
- - - -

|

._III
=]

MEEICHRETDICE., NEOIVL—RILZEALET,



Cisco Aironet 600 ') —X OEAP OF7 > 77+ l&. AP OEHBICHMEL TVET, EETTELY
HEXREEYOIESICAP ZRELBVEISICTDEFELTLKEETVL, COLSICHRETD L, &
FICEAMNArELDD, FLERERESNIrBT IR BYEST, 7oTF A4 EEAEOFEHT
#W2dBi THVY), 30 ENZ—2THHEHTEIELSICHKFTFETIATVET, ST I—ROBVE
BROKSIC, IXTOAOICHEITZIEZBENELTVET, APZES7ELTEXR, 11—
HFICEWEMICEREL TEEV,

BEEDLSBEREZFOURGE, ZVT72I—ROPIADLSICEEORELBRYET, §
SHAEGRZEBLETNEZRSBEVERLCRAL—TY NELERLYDHNABTITR LN HYE
T, FEAF3IRETORTERIZHESICRE., APEZHTEICREELBEVWTLEEZV, AP IR
DHRROZAAICKREL TSV,

TORBARAVNIG 6 2OTUTFARABENATVERY (FHESLZY 3207277 ),



RORNZ, 24CGHz P TFRENZ—2 (ETOT>TF ) ZRLUET,



QEAP-600 SERIES QOEAP-600 SERIES
Asmuth Plans, 2 4 Gz Band E erabon Flane 7 4 Ok BEand
Blomom L et Antenna Biotiom Lk Artenna

i

RORI, 5GHz T THHHANE—2 (BFROTTF ) ZRLERT,

DEAP-600 SERIES OEAP-800 SERIES
Anerugh Py, $ GHZ Band Elirctticn Fiares, 5 (-2 Buand
b il R ghE Antisring Wiaie Faght Anlising

OEAP-600 D NTZ 7N a1—F4>2T

B OFBHHRBENIELVHAESHZEIRBLET, <hickV), Cisco Aironet 600 > 1) —X OEAP
D WAN R— KL —RICEFELTEY, IPTPRLAZBEYICZETED L EBRTEET,
AP AV RO—FJICEHELTVWEVKRSITHDEEIE. PCER—N1 ~3(FK—L IF5AT>
NAR—K)ICEHEL, FT7FIILKNIPTRLA10.001ZFEALTAPICTIEATERHES



el T<EEY, F7FIILMOI—HFEE/NAT—RIF admin TY,

AHNOARNO—SDIP T RLANFBEENMTVIAESHER-RELET, FESIATVAVE
Sl IP7RLAZAHNL T Cisco Aironet 600 ') —X OEAP # ) 7 —KLEd, T,
Cisco Aironet 600 ') —X OEAP A RNO—SAQOU > O BN THBEZHITTEET,

A OREODENTTFNAAZSRIBDLEHIC, BER—MM (BB ) ZFEAITDIELERETERE
Ao VE—KNLANAREETNTVEWVEES, ChiFEREWICE TFIAFTOR—N, TF, &1t
ANDRNRIWFBIAEIAETT (2ENOBREHKICHER )

ARNOFZABX, PIYSTI—2a > 0#TRAZERLET (FHAICODVTRERLET

) o

ROEIZ, Cisco Aironet 600 1) —X OEAP NiEHEERZ RLE T,

Yellow goes back
to corporate no
local connectivity

Cisco Aironet 600 Series
OfficeExtend AP Overview

ROEIZ, Cisco Aironet 600 = IJ—X OEAP D#EfHiR—R N ZRLET,



Local Ethernet LEDs 1 through 2
Remote LAN LED Hemote LAN Pon

Stmus LED Local Ethernet Ports | through 3

Wireless LED Rieset Baotton
WAMN LED Power Tllﬁ:ln: Swich
USE LED {fuiwre) Power Connecton

Power Indicator LED

Cisco Aironet 600 1V —X OEAP A" RO—ZICELHTERVWEBEIE., XOBHEEZER TS C
EEBFOLET,

1. )L—Z A" HEEL T#H V). Cisco Aironet 600 = 1) —X OEAP ® WAN R— N IZ#EHEL TWS
RHESHZRELET,

2. Cisco Aironet 600 ') —X OEAP M R—K 1 ~3OLVThHAIZPC Z#EHELET, T
AB—ZYNZTIOEATEET,

3. 2HNOAVRMA—FDIP T RLANZOD AP ICRFEENTVRIAESHEZHEBLET,

4. 2 FO—FH DMZ ICEEEIATHY ., 12—V MNEATIETWRETHZIHNES L &
BELEY,



5.2 L, Cisco OO LED A"ERFLRFEBIRIT IS 2BALET,

6. AP THILWAX—2ZO—RLTEBEHIILEN H2HEICHA. T28BHEEVE

ER

7. 7747 94— )LZFERALTVSEAF. UDPR—K 5246 RV 5247 A7 Ov U&EhT
WEWAESHEEIELET,

ROEIZ, Cisco Aironet 600 1) —X OEAP OJ LED D AT —X2A%ZRLE T,

Understanding Cisco Aironet 600 Series OfficeExtend AP LEDs

Status LED

Meaning

|"1u'p|1:

Association status, when CAPWAP 15 connected: Normal

operating condition, but no wireless client associated.

Blue

Associanon status, when CAPWAP is connecred: Normal
operating condition, at least one wireless client association.

Flashing blue

O'perating Status: Software upgrade in progress.

Flashing orange

Operating Status: No [P address, waiting for DHCP 1P

Cyeling through purple,

orange and blue

Operating Status: Discovery/join process in progress, no ¢client
associated.

Cycling through purple,

arange

Operanng Status: Discovery/join process in progress, with
client associated.

Orange

Cisco 105 errors: Software failure; try disconnecting and
FECONNECTINE unit POWer.

BHR7OEAN KBTS E, LED OBHFRVBELEDDD, FLEALVDEBTRELET, <
DRAFRELIZIFERF. AIXRVNOJTHHZRIBLTIKEEVY, /IRXRYNOJZREBITIC
. N—=VYFI SSID £I-FEHRR—M1 ~3ZFEALTAPICTIEAL., ITEEENHERET
EDLSICARYN OV ZRELRT,

ROEIZ, Cisco Aironet 600 IJ—X OEAP DA/ R N O & RLET,
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Event Log

"hotd 12 DEII1IER.IWAC
EERGIRG DISOONERY REQEEST wepfSvarvhchiscowery: 1208, Coprroller &

GEI X101 59,384,
D 1059, 411
R R R LR
D 32000201
CEI T 109, 3941
0 e
R T TR
T4 31045, DDl
14131145, 618;
4330548, &20;
3048, E20:
ICEEFRE LT 5]
14131145, &28x
T A48, E2E:

14131145 &X5:
HE e B B ]

Ids 3145, E2d:
14131045, &7
1433245, 837:
a1 :49, E20:
EEERFEE LY ¥ 1
14131145, 300
4332595, &30:
Idi a1 52 467
id1 32146, 388:
ILTEFSL T P+

IF Lddeess OmcOabBllel
Bilscovery Responss froes -108I73 1195

Fot il binding deccde: Fipocowvery Responas
Taleckad MUAR 'Evoca-5C" [indasx 0).

ip mgE count=i

D JOLE & CAPVEAD CORLCOlLlEr

Chooping AP Rgs with index O, I[F = Ouclabliel,
Syvnchroniciong Ttime with AC Eime.

CAFRAF BErarce: BTLE HSerup.

Frly Jzppiom Eavab]lished wich che AL -10EITILISES porc= 5246
CAFWAF Jtate: Joim.

Jais pegbest: werailon=11T460M04

Jols Fequesc? baaBayisgs Exzasage Faylosd

Fotlil binding enocde: Enoodimg JOin CeQeERt

Jending Joim Request Fath ATD paylomd, Length 1376

fomd = @, .

dols Eesponss ool -1062731I95
FTRR i Settimg ATV E& @ 1485

Baril bindiey decode: Join BEsponss

Srarcing Foat JOLE ©issr

CAPWAF Scate: Image Data,

Stoppieg Poat Jois Timar and Stacting HeactBeat Timsec
Imaipe Barva Feqeest sent o -10423TILTIHE

Imsipe Dace Fesponss from -1063731295

Ftarting image downlomd....orsrrarmn

Succeaafully devnloaded imEage

o 1 8 s -
FPuplicate pequenos poasber 2490 1o CeqQeEst.

Cisco Aironet 600

I)—X OEAP A5 NO—FADOHEEHKRICER 7O AN KB 5
&k, Cisco Aironet 600 ') —X OEAP M AP Eifst 2 EL £ d. COKTEEBITDICE
. AP DX—Z Radio MAC "#ETT, COBFHRIEFANRINOATTHERTEEFT, 1RO

TJoplE, ARNOJICOVWTHBETZIIXMNERICRLET,




WAM port has not obtained IP address,
othersdse i0will be shown hene,

*lan 01 08:00:05.420:
*lan 01 08:00:05.420:
*lan 01 08:00:05.420;
*lan 01 08:00:05, 420:
*lan 01 08:00:05. 420
*lan 01 08:00:05.421;
*lan 01 08:00:05.421:
*lan 01 08:00:05.421:
*Jan 01 08:00:05.444:
*lan 01 08:00:05. 444:
*lan 01 08:00:05.444:
*lan 01 08:00:05.444:
*lan 01 08:00:0%5,444;
*lan 01 08:00:05.444:
*lan 01 08:00:05,445;
*lan 01 08:00:05,445;
“lan 01 08:00:05 467
*lan 01 08:00:05.467:
*lan 01 08:00:0%5,467;
*lan 01 08:00:05, 489:
*lan 01 08:00:05.540:
*lan 01 08:00:07,074;

Event log 1

AP bac address

eth \}f.in kencap:Ethernet HWadd F'C(D:'C 1:C0:05:48:86
UP BROADCAST RUNNING MULTICAST MTLELS00 Metric:1
RX packets:1 errors:0 dropped 0 ovenuns:0 frame0
T¥ packets:0 emors:0 dropped 0 overmins 0 carrier0
collisions: 0 xquevelen:100
RX bytes:64 (04,0 b) TX bytes:0 (0.0 b)
Interrupt:4 Base address:0x2000

Linkencap:Ethernet HWaddr 00:22:B0:0A:86:07
UP BROADCAST RUMMING ALLMULTI MULTICAST BMTLU1500 Metric:l
R¥ packets:0 errors:0 dropped:0 overmns:0 frame0
TX packets:0 errorsd dropped:0 overmns:0 carriern
collisions: D togquewslen: 100
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Interrapt:3 Base address:0x 1000

ethl

Kernel IP routingtable

Destination  Gateway Genmask Flags Metric Rel  Use face
1000 * 255000 W o0 0 Ol
IPaddress HW type Flags  HW address Mask Device

oeap_mwar_ipaddrd= YYYY

Base Radio MAC i 00:22:BD:DACEG:D0)

Subject: C =W=‘ﬂ fifornia, L=Sanlose, O=CISCO, OU=WNEBL, CN=OEAPG02-COC 100054886 emailad

_—

Contioller IP add iess configured in local GUI

EOR®D

OEAP A" hO—ZICEKEL LA ES D,
MEETERT. KUDEH, FLEFXRRLEAESHLE

hESH%

P SRSEAN A ERIFSIE. Cisco Aironet 600 <

~

certificate

HEAEEML S, OV MNO—F TZX2O&HTZFAN, Cisco Aironet 600 1) —X
FEChFETICONO—FICEBHGELECEN DD
WETEEXT,

I)—X OEAP O ( &#R MAC 7 RL AT

) A—HFY NMAC 7 RL AN Radius H—/NIZ/NXFTANENTVRIAESH ZHBLET
o 1T—HRXYBKMMACT7 RLAEARY N O THEIETEXT,

> NA—5 T Cisco Aironet 600 < ') —X OEAP O %&

S Calguaatar TPl g [afves|

illlrllh

:I’{“ EOMTOR  Wiaks (ONTROLLEE WEILITS  OUETY  EgNAOTMETNT  OOeRARNDE  MDLF  PETDETN

e
b R Podsiy
B L L i

Ll T Y

Saiis h AP o

L e [ TT S TIPT I h
LI ==Y -1

(8 o

]

| S|

oD oOoooooooD

O—A) 4A—5ZFY N R—KMIEHELTVBPCHSIR—
BBLTHY, O—HAILAPGUITIP 7 RLANFREENTHY,

XY RNITIOEATESRC t?b‘EHJ
COIPT7RLAICHERTRE



HBDEZHWRBLTVWDS, APAFOAVNO—JICEHRTELZVEER., APHACAEXTICERL
BHRTETVELESHZRFELET. AP AAAH—NICBVAREMENHVET, DTLS /\>
RII—OHFKRBLIBER. AP ICFBYBARENF M VAR=IEATVS A, O hO—
ZOBRRKRAIZ—OAgEMErHYET,

E D Cisco Aironet 600 1) —X OEAP 1=vY "RASEA NA—JIZTF IV EATERVESIE
A RO—SH DMZ ICEEE NEBERBETH V). UDP R— N 5246 B KT 5247 ALV TWV
DL EBRELET,

D24AT2NTISI—-2320OBEOTNY TRHE

AP A NO—JILEHETIHN, DAVLRA VAT NC&ED SSID Z2BE AN TR &
TEFEBA. IXRVNOTT, PVUSTI—232 XV E—IHNAPICEELTVWABAESH 2
wmlLET,

KTORIIZ, 21D SSID & WPA £EIE WPA2 ZERALEOZATONTIII—3a >0 0EE
HBEARNERLET, SSID £EA—T VB E =X EH WEP ZH 95154, ADD MOBILE
Ry bl wEGEL LES -

ARYNOT -OZA4ATNTISI—232

\

*Feb 19 20:26:58.876: {RejAssoc-Req from00:24:d7:2a:72:c0 forwarded to WLC, wired: no
*Feb 19 20:26:58.941: received assoc-rsp for wireless client, status=0000

*Feb 19 20:26:58.942:
ADD MOBILE from WLC wmeEnabled=1,encrptPolicy=1

*Feb 19 20:26:58.942: ADD MOBILE: client 00:24:d7:2a:72:c0, slot=0,vapid=1

*Feb 19 20:27:00.648:
ADD MOBILE from WLC wmeEnabled=1,encrptPolicy=4

*Feb 19 20:27:00.649: ADD_MOBILE: client 00:24:d7:2a:72:c0, slot=0,vapid=1

(Re)Assoc-Req 1 R MA' OV ICEBBRENTVEVEESRK, 9247 h0OEF1 )T 1REN
BYITHIHNESHEZRBLTLSEEL,

(Re)Assoc-Req A R RAOATICEREENTWVWSEN, 75472 M BYIICEEN TS A WE
&k, A MAO—=5TUZ4T7> ML T debug client <MAC 7 RL A> X > RZEE{TL,

SAODKEOEAP PO EARAV NEERTRI VAT NOBZEERAKROFETHEZRAE
LEXY,

AR~ OYO@ERAE

RIZRFTAR N OJIZIE. Cisco Aironet 600 /') — X OEAP O Db 34k - BSE 9 5 RE



ZRTBDBEICRUDOAXY MRV TVET,

Cisco Aironet 600 ') —X OEAP AR N OY 774 ASNRELEOTDHIE, AR O
JEBRITBHDBICKRIIDOAANERICRLET,

*lan 01 0800:07.093:
*lan 01 Q0008975
* Jan 01 OE00:09.009;
*lan 01 0800:09.042:
*lan 01 0800:09.044:
*lan 01 0H00:09, 193
*lan 01 080009, 194:
® Jan 01 0H:00:09.194;
SENDING DISCOVERY REQUEST wipStaribcDiscoveny:13
*lan 01 0H00:09. 195
* Jan 01 O8-00:05%. 2 56:
®Jan 01 OS00:08.272;
“lan 01 080009 272
*lan 01 OS00:00. 272
*lan 01 Q&0000. 273
®Jan 01 OS:00:05.273;
*lan 01 08009 27 3:
*lan 01 080009 274:
*lan 01 OH00:00. 274
*Jan 01 0H:00:12.133;
®Jan 01 DH00; 19 182
*lan 01 08:00:19. 183:
*lan 01 0800:19.183:
*lan 01 08:00:1%9. 183:
*Jan 01 DE00: 19,153
*lan 01 080019 183:
*Feb 19 23:33:56.000:
*Feb 19 23:34:16,813:

*Feb 19 23:34:16.813:
"Feb 19 23:34:16.814:

*Feb 19 23:34:16.815:
*Feb 19 23:34:16.815:
*Feb 19 23:34:16.815:

*Feb 19 23:34:16.887:
*Feb 19 22:34:16.888: PTMU : Setting MTU to: 1485%

Event log 2

Baild version 7.0, 11266 [compiled Feb 19 2011 at 16:29:55).
CAPWAPState: Init,

CAPMAPState: Discoveny.

Starting Discoveny.

CAPWAP State: Discoweny.
Discovery Request sent to Y. 7.
Discovery Request sent to ¥ 7. 7Y

Discovery Request sent
If AP can not get IP address,
then Diseovery Feq. will not be sent

whether contrallers

‘gtéw type set 1o 1
wery type set to 1
is accessible) |

Controller Cisco_Td:B8:00: IP Address | ]
with discovery type set 1o 0 | | II

[ |
| J
. NamesC i-;l:mri'd'.m:ﬂﬂ, imex

Discovery resp. recaived from
controller. i no response from
canteoller, then need 1o check

Discovery Request sentto Y.
Discovery Response from Y.Y.Y.Y
Dot 11 binding decode: Discovery Responss
wipDecodeDiscoveryResponse Discovery Latency: 0, WLC: IP= Y Y.7.Y
Discovery Response from ¥.7.Y.T

|
Dot 11 binding decode: Discovery Response \Ll

wipDecodeDiscoveryResponse Discovery Latenoy: 0, WLC: 1P Y.Y.Y.Y na me-l!.'is:n:!l_?d.'ﬂﬂ:ﬂﬂ, index
Discovery Response from Y.Y.Y.Y |'
Dotll binding decode: Discovery Response v
wipDecodeDvcoveryResponse Discovery Latency: 0, WL IP= - YYYY | name=Cisco_7d:88:00, index

vopping diks packet since session is not established, abd62 383, 147e, c0aB80121, 147, 0

Selected MWAR Cisco_ 7d:88:00index 0).

Selected MWAR Cisco Pd: 8800 {index 0).

;E""ﬂ-‘ m1..| m._l Selected controller o join, timestamp synced to the controller
jain @ capra peontroller .

Choosing AP Mgr withindex0, IP = y.v.¥.¥ load=T5L. D115 handshakingwith the controller

Synchronizing time with AC time. o —- completed. If certificate has problem, then

CAPWAP State: DTLS Setup. the failure will happen hene
Dtls Session Extablished with the AC Y.YYY | pon=5246 &

Event log 3
CAPWAPState: boin,

Join request: version=7.0.114.76

Join request: hashaximum Message Payload

Dotll binding encode; Encoding join request

Sending boin Request Path MTU payload, Length 13276

loin Resp. from contraller

If AP is mot added to AAA server,
this step will kil

loin Response from ¥.7.7.T e

"Feb 19 23:34:16.888: Dot1l binding decode; Join Response

*Feb 19 23:34:16.889:
*Feb 19 23:34:16.890:
*Feb 19 23:34:16.890:
*Feb 19 23:34:16.890:
*Feb 19 23:34:16.891:
*Feb 19 23:34:16.891:
*Feb 19 23:24:16.893:
*Feb 19 23:34:16.895:
*Feb 19 23:34:17.019:
*Feb 19 23:24:17.022:
*Feb 19 23:34:17.022:
*Feh 19 23:34:17.023:

Starting Post loin timern
CAPWAP State: Image Data.
Controller Version: 7.0,114.76
AP Version: 7.00114. 76
CAPWAP State: Configure.
D11l binding encode: Encoding configuration status request,
hwapp_encode_ap_reset_button_payload: reset button state off
Configuration Statussentto Y.Y.Y.Y
Configuration Status Besponse from  Y.Y.Y

CAPWAP State: Run,

Dot1l bindingenoode: Encodingchange state event request.
CAPWAP State: Run, T

Controlber and AP have same version

T OSW noimage download is need. When
controller s upgraded 1o new version
W, image down loadwillhappen,

PR

—— Capwap configurationcompletes

—



*Feb 19 23:34:17.023:
*Feb 19 23:34:17.399:

*Feb 19 23:34:17.602:

*Feb 19 23:34:17.762:
*Feb 19 23:34:17.853:
*Feb 19 23:34:18.045:
*Feb 19 23:34:18.118:

*Feb 19 23:34:18.281:
*Feb 19 23:34:18.522:

Event log 4

CAPWAP moved to RUN state stopping post join timer

capwapWtpDiForwarding() returned 1 WLANs are configured for

2.4 GHz Radio
ca prova pWit p DIForewa rdingl ) returmed 1 l

Change State Event Response from -142 1466749

5510 alpha WLANID 1, added to the slat[0], enablad

SSID alpha_phone WLANID 2, added to the slot[0], enabled
Ethernet Backhaul WLANID = 3,qos=0 &—

Remote-lan is configured

SSID alpha WIANID 1, added to the slot[1], enabled = WLANS are configured for
SSID alpha_phone, WLANID 2, added to the slot[1], enabled £ 5 GH:z Radio

A=Y NERHNGEEMEOBZVELRTHA UM H258

COEIZIVIERTARYNOTOBRE, A2 F—FY RERENF KRBT REE. TLEBRED
CERXZGHBEICFLETZIBEOOT T, COLSIBTRAFBEE, ISPRY NT—7, ISP
EFL, FLERFR—LII—ZNRERTRELET, ISP EOBERN ROV TIBLFLEEEL
HESBRIZENBUET, CORSIBRAARETSHEEE. CAPWAP UV T (2EAD K~
DRI)FRBIBL, FLEEEBENIREL TV ARES B XTI,

RIC, ARYNOTJICRERENTVBRCDESBEABDOBERLET,

*Feb 16 07:13:24.918
*Feb 16 07:13:36.919
*Feb 16 07:13:39.919
*Feb 16 07:13:39.919
*Feb 16 07:13:39.919

: Re-Tx Count= 0, Max Re-Tx Values5, NumofPendinghsgs=1

: Re-Tx Count=4, Max Re-Tx Value=5, NumofPendinghsgs=2

: Max retransmission count exceeded going back to DISCOVER mode.

: Retransmission count for packet exceeded max|UNKNOWN_MESSAGE_TYPE (218103808)., 2)
: Retransmission count exceeded max, ignoring as the ethernet is overloaded

*Feb 16 07:13:42.918: Re-Tx Count= 6, Max Re-Tx Values5, NumolPendinghMsgss=2

Comment : This Retransmission continues on Multiple times..

*Feb 16 07:13:42.919: Max retransmission count exceeded going back to DISCOVER mode.

*Feb 16 07:13:42.919: Retransmission count for packet exceeded max{UNKNOWN_MESSAGE_TYPE |2 18103808)
*Feb 16 07:14:09.919: GOING BACK TO DISCOVER MODE

*Feb 16 07:14:09.920: CAPWAPState: DTLS Teardown,

*Feb 16 07:14:14.918: DTLS session cleanup completed. Restarting capwap state machine,

*Feb 16 07:14:14,.919:

|Lost connection to the controller, goingto re-start évora...

BimoFNv4g AR

RTFINBEDRS BRAREFH DR T Cisco Aironet 600 1) —X OEAP RT3 BI(C Ik,
Cisco Aironet 600 > J—X OEAP A" RO—FADO KX ZWITDEIIC, VA —)L RA—
FURICTIVEATRIHENHYET, CcOLEDHIZE, SYFRNYT2EHFEO—HI R—bK (R
—KN1~3)D1 2 EHTDH, N—=YFISSIDEZFERALTATILICOTAL, RTTY
21 ARV)—2%RRLET,

AP DR—L HA RASAUE—Y NCERTDHE, DTLS hURINFBEIEH, 240 SSID

FREEHhET, ABER—N#HMAITIOTATIZRBYET (JVE—NLANFREEThTVWR L



ZHIRETD ),

S COMBELERINNBENBYET, CiscolILEDH, BEARNLEZLERTES
$rREETANTHEERBLET, COBATR, N—VYFLEREAHTORBOTES
FTPOF17TF,

FRTINELERRIOISPHEGZBRTDE (BE24RB ). MR ERET, 20
FO5BFR. ALTOEAZRYETHLENHN KT, ChEERNICHRFTENLEZEDOTHY,
EEZRETT,

RORIZ., FIARLEOKERTO OfficeExtend DEREZRLET,

Hotel Plug Hotel
Connection Ethernet into WAN

_—~port on OEAP-600

OffceE sended
AP

-llﬂ"' e
Coorg Home

clients
Ports 1-3

RORIC, Z2OHOFNY T INV R (BRAVE—T I/ ABH ) 2RLET,

Below are the new diagnostics commands for the OEAP 600
The WLC CLI of "show tech” is:

debug ap enable <apname>

then:

debugap command “evoraTechSuppornt” <apname> = the information about system and radio slot 0/1
debug ap command “evoraTechSupport 2* <apname> =@ more info about radio slot 0 (2.4G)

debug ap command “evoraTechSupport 2* <apname> =» more info about radio slot 1 (5G)

The “show eventiog™ is the same as other APs:
show ap eventiog <apname>




BAOEES RVOES

&E774»E:/hm SHS TFTPIFTP H—NICF7 Y 70— R$2HBE. UJE—NLAN®
BREE WLANSREELTTZY 7 O—RENET, FHMICDOVWTIE. FCisco Wireless LAN
cmmwathmem TJEARAEN V=R T7.0116.0 D) )—X /—hy ZBBLT

<kEzL,

OEAP-600T, CAPWAP ##A" 12 NO—Z OO KEA REATERYL 35EE. OEAP-600
A" CAPWAP D172 BT % E T OEAP-600 £® Cisco A LED A LIES<A7ICBB L

FHNVET, ChFBEOEBHETHSH, OJLEDALEFS<SEILTEAP A ¥ Y RE™D
UEDRFTRBEVCEZSHRICEVWTSEZL,

Z 0 OEAP-600 # Rk, LIEIO OEAP PO LA KAV NERGOT AV EN BB, Linksys
BEDKR—LARRE—EHEZROEDICTF7AIMOI—FRKkadmin, /NAT— RIE admin &
BO2TVWET, AP-1130 BRT AP-1140 B E D F DD Cisco OEAP 7OV EA R4 NDTF 7T
# ) MOI1—HEE Cisco T, /NAT—RIF Cisco T,

OEAP-600 NDHHAID ') —ATWk 802.1x AP R—KREATVERTH, CLITOHTFR—KEhE
T, GU DZEEZRITLEI—YORENKDIBZENHYET,

RTFLBEDRS BRAREH DOHERT OEAP-600 ZFEHA T HMICIE. OEAP-600 A" hO—
FANDRNYRILZEEIALTDEIC, VA—ILRA—FVRICTIERATIHENf HVET., BICT
YIRNYTEEHRO—HAIL R—K (KR—K1~3)D 120 HKITBH. N—YFI) SSID =24
ALTHRFILICOTA L, RTTY21 AV —2BRRULET, AP DIR—A A RASA
VR =Y NIERTDE, DTLS hURILNBIULEH, 240 SSID BRUBEHER—B #4 H'E&
EENET, CchICKYIE—NLANAREEShEE&BEN, TIOTATILBYET, O
BILEBOBEAI DD CEN BB EIEFELTLSEESY, Cisco O LED #, #EHEARIILED
EERTEBELIEBTRITITDCEEHMALET, CORRATR., N—VFIILEHEAHT
DEHKOEENTIOTATTY,

ERTIILRMOISPHERZHRRTDE (BER24EE ). NRILSNHEhZEE5HY)
BU7OERAZBRBIZIBENHYVET, ChEERNICEFEhEZEOTHY, EELE
T,

FIAR L4 OHEEE T D Office Extend O A
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Hotel Plug Hotel
Connection Ethernet into WAN
_~port on OEAP-600

OfficeE xiended
AP

Csery Home
clients
Ports 1-3

RIZ Cisco72 V) —ATEATNEILRO—LZERLET,
« GUIAN®D 802.1x ZF 1T 14 MEM

« A2 O—F45 AP LOO—HI WLAN 7O A ZEMICT D HeEE : /N\—YF)L SSID
ZEIMICL TERERED K ZFFA

s FYXIIEI) Y TORBRAERA TS 3>
e HIR—KA" 2 DOLESSIDAS 3 DN SSID ICEE
« F17F)L RLAN ;R— N EBgED HR— K~

GUIAN® 802.1x ¥ 1T 14 MIEM

802.1x A" GUI ICIEMEhEL Iz



il
CISCO MOMITOR  WLaANs COMNTEOLLER WIRELESS

WLANS WLANS > Edit 'remote’

WLANS ~ General | Security | Advanced |

W LAMNS

Advanced Layer 2 | Layer 3 | AAD Servers |

Layer 2 Security  (MNone (%
Mone
5021

'JE— K LAN R— M9 2FREEICBE 9 % R,
802.1x authentication for remote-LAN port

WS shall be provided to enable 802.1x Layer 2 Security and conhigure AAA
server for remote-LAN. WEP encryption shall be always dizabled.

Same as 802.1x authentication for wireless clients, in 802.1x authentication for remote-LAN
client, WLC acts as authenticator. Evora AP just forwards the EAPOL packets. AP converts
EAPOL Ethernet packet to 802.11 data frame betore sending it to WLC. The destination
address in the 802.11 data frame shall be set to BSSID for remote-LAN. There iz no data
encrypiton for the Ethernet packeis transierred on remote-LAN port. So there 13 no key
exchange on EAPOL. The data security 1z provided by DTLS on CAPWAP data channel.

Following EAP methods are supported:
* EAP-TLS
. PEAP
* BEAP-TTLS.

O ~A—ZA5 AP EOO—HJL WLAN 7Vt A= EINIC T B #ee : /N—Y F )L SSID Z#&EH
U THRRREDHZFTA

O—7J)L WLAN 7 2 A0 &1L
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Manually configure channel and power level

In JMR1 release, there 12 no contiguration option for 802.11a/n and 802.11b/g/n radios for
“General”, “RF Channel Assignment” and “*Tx Power Level Assignment” portions. The
“Admin Status™ mn “General” shall be display only. The ophions for “Assien Method™ are
changed to “Custom Configured” and “AP Conirolled”. By defanlt “AP Confrolled™ 1=

Configured” mode.

OEAP-600 does not support DFS channels =o that WLC shall not allow these channels to be
configured. [[his new assignment method is passed to AP with CAPWAP payload.

In AP, when the channel is*“AP Controlled”, then the channel is controlled by the setting
from local AP GUIL Otherwise the channel =et by WCS 1z used.

The channel azsign method and the azzigned channel are zaved 1o NVEAM and digplaved in
local GUT

In AP, when the power 15 AP controlled”, then the mmwamum power level 1s always used.
Otherwise the power level set by WCS 1= uzed.

The azzign method for TX power level and aszigned TX power level shall be zaved in flash
20 that they can take effect atter AP reboots.

When “Reset to Defanlt” operation is performed, the assign method is set to “AP
controlled”.

7217 )L RLAN 7R— N#BE (CLI D ) DHR—K
C DRk, OEAP-600 1 —H XY RN R—KR3HAUE—KRLANELTEHETERDLDSICTDT

17J)L RLAN R— h#BEZ A 3% OEAP-600 U —X AP ICEAZhE T, REKE CLILSD
HFFAENET, RICHZRLET,

Config network oeap-600 dual-rlan-ports enable|disable

COBWENRETNATLVEVEEEFK, BE—R—M4ODUTE—NLANDG|IEHREMELETT, &
R—KE, R—RhZEICEEND)E—NLAN ZFRALET, JE—RNLANIYYE>TRE., 77
IS TIN=TFEEEAP TIN—THERENZHLESHICK>TEREYET,

Default-group

default-groupZEA T2 &, BHOUE—RNLANIDZEF DE—DUE—MLANNR—RN4ICT Y



EdeEnkxd, FEXE, UE—BNLAN-IDA 20D ) E— KLANIE, ( OEAP-6000 ) R— N4l
IvEVTEnET, FTHOUE—KNLANID 2D E—K LAN &, R—bK 3 ( OEAP-600 £
YIZXYEVTENET,

FERE, RO2D20VE—KLAN ZEELET,

(Cisco Controller) >show remote-lan summary
Number of Remote LANS....... .ot irinnnnnnnn. 2

RLAN ID RLAN Profile Name Status Interface Name

2 rlan2 Enabled management
3 rlan3 Enabled management

lan2 ICEBHOVE—NLANID2AHY), R—K4ICXYEZTENET, rlan3 FHFHD )
E—NLANID3AHB1z®, R—KIIIXYETENET,

AP I —7

AP F I —7%#ERETBE, OEAP-600 R—RADIVYEDTIE AP TIL—TDIEFIC & > THRE
LET. APIIL—T%FEATRICE. £F. APTIL—THS5FTXTOJE—K LAN BV
WLAN ZHIBRL T, ZICTHDHBENHYVET, RIZ, APTIL—TIC2 DO FE—K LAN ZEM
LET, BIIC, R—KN3AP UE—KNLAN ZEML, RICKR—N4VE—KNITI—T, &#
I EE0 WLAN 2 EBiIMLE T,

ROBUICTFTLSIC, VARADRIMOMED ) E—K LAN BR—K3ICXYEZT L, XD
JE-BMLAN BR—BM4ICXYEZTLET,

RLAN ID RLAN Profile Name Status Interface Name
2 rlan2 Enabled management
3 rlan3 Enabled management

BYIE R ¥

+ Cisco Wireless LAN Controller A7 4F¥aL—>3> HA R, YJJ—AR7.0
e TOZ_HIN HR—BRERFI XD - Cisco Systems
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