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1. [Summary Status] R— A SXDFIEZETLET, [Setup] 20 1) Y U LET, [Security]
%#%21)v 2 L%ET, [Radio Data Encryption (WEP)| 29U Y9 L%Ed, T& L WEP F—
(26 D 16 EHXF ) &Z WEPKey1 AOY MZABLET, F—HA4XZE 128 EY NICER
ELET, [Apply] 22U Y I LET,
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BR350-CLEAR Root Radio Data Encryption (1560 SYSTEMS

Cisco 350 Series Bridge 12.03T

Map = Help Uptime: 01:45:05
IfVLANSs are #of enabled, set Radio Data Encryption on this page. If VLANs are enabled, Radio
Data Encryption 1s set independently for each enabled VLAN through VLAN Setup.

Use of Data Encryption by Stations 13; Mot Avalable
Must set an Encryption Key or enable Broadcast Key RKotation first

Open Shared Network-EAP
Accept Authentication Type: V! L] L1
Require EAP: L] L]
Transmit
With Key Encryption Key Key Size
WEP Eey 1 - | 1128 bit =
WEP Key 2: - | |not set|»
WEP Eey 3: - | |not set|=
WEP Eey 4. - | |not set|»
Enter 40-bit WEP keys as 10 hexadecimal digits (0-2, a-f or A-F).
Enter 122-bat WEP keys as 26 hexadecimal digits (0.9, a-f or A-F).
This radio supports Encryption for all Data Rates.
Apply (8] 4 Cancel Restore Defaults
Cigco 350 Series Bridge 12.03T B Copyright 2002 Cizeo Systemns | I credits

[OK]Z2 YO ULET, A7 3> [Use of Data Encryption by Stations is:] %& [Full
Encryption] ICZE L £ 9, [Accept Authentication Type] T® [Open] R Y U A & [Network
EAP] RY U REFAVIZLET,



BR350-to-Radius Root Radio Data Encryption C1SCO SYSTEMS

Cisco 350 Series Bridge 1203T

Map | Help | 20030710 09:30:53

FVLANs are not enabled, set Radio Data Encryption on this page. If VLANs are enabled, Eadio
Data Encryption is set mdependently for each enabled VLAY through VLA Setup

TUse of Data Encryption by Stations 1s: | Full Encryption =

Open Shared Network-EAP
Accept Authentication Type: i~ O V1
Eequre EAP: [ O
Transmit
With Key Eneryption Eey Key Size
WEP Eey 1 W 128 bit =
WEP Eey 2: - ' not set v
WEP Eey 3: - ' not set
WEP Eey 4: - - not set =

Enter 40-bit WEP keys as 10 hexadecimal digits (D-2, a-f, or A-F).
Enter 122-bit WEP kevs as 26 hexadecimal digits (0-9, a-f, or A-F),
This radio supports Encryption for all Data Rates.

Apply (0]4 Cancel Restore Defaults
[Map][Login][Helg]
Cieco 350 Serier Bridgs 12037 & Copyright 2003 Cieco Syrteme e cradifs

[OK] 22Uy 2 LET,

2. [Security Setup] R—= T [Authentication Server] 22U Y VL, XOBEHREADLET,
[Server Name/IP] : RADIUS H—/XD IP 7 RLAELEWEGKRANEZADLET, [Shared
Secret] : RADIUS H—NLEIZHBD DT VLA RA UV MNELEGF T VY OREMBR L IERE
WC—BI2XFHINZEAALET, <D RADIUS H—/Y® [Authentication Server] 17T [EAP
Authentication)| FT Y U RY VRZAICLET,



BR350-to-Radius Authenticator Configuration Cisco SysTEMS
Cisca 350 Series Bridge 1 203T
Map | l:h'._| 0030 094511
al2. 1.x Protecol Version (for EAFP Authenbcabon) (802 1%-2001 =
Primary Server Reattennpt Peniod (Idin.) 1]
Max
Server Name/TP Server Type Port Shared Secret Hetran Int (sec) Retran
172.30.1.124 'nAnluf [1812 | [rererem— 5 3
Dge server for F‘ EAF Authentication |_| MAC Address Authentication rl User Authendscation |_| MIF Authentication
RADIS |+ 1812 I — 5 3
Use server for. [WIEAP Authentication [ | MAC Address Authentication [ | User Authentication [ | MIP Authentication
[RaDIUS = 1812 3 &)
Wee server for:  [WIEAP Authentication [ | MAC Address Authenticabion [ | User Authentication [ | MIF Authentication
[RADIIS = [1892 3 3
Dew sgerver for:  [WIEAF Authentication [ | MAC A ddress Authentication. [ | User Authentication [ | MIF Authentication
Mate: For each authenticahon funchon, the most recently used server 15 shown in green tead
Apply (] .4 Cancel Restore Defaults
[Mepllogn]Helg]
Cipos 350 Seried Bridgs 12037 & Copymsght 2003 Ciico Sy o cridits

BATYT 2DONTRA—IREEHENTTLIES, [OK|ZTUYILET, COREICKY)
TORARAVRNELEZGT VY DN RADIUS")L NIZHUTLEAP 95472 N %2585
TEALDICBEY KL,
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1.HILOWRAS VSA T R EEKTD 58, [RASClients] XZ1—T [Add] 2V UYL &
Add New RAS Client x|

Client name: I

[ any BAS client

] Cancel



http://www.juniper.net/customers/support/products/oac.jsp

2. 94TV NA,

FX—Z%ZRELFXT, Client Name :

P7RLA, 924F7>KE&, IPT

RLA, 8LEX—=H—/EFTION
TORBARAVRNERERBTVYDOEFZADLE

9. IP P RLA : Steel-Belted Radius £ BET2T7 IV LA RARNEERFETIYZDOTR

LAZAALET, F:
FAT > NELTERE LTI, Make/Model :

RADIUS H—NWRET7 VA RA U NEEEGET ) v & RADIUS &

[Cisco Aironet Access Point] ZiEIRL £9,

&7 Steel-Belted Radius Enterprise Edition {EISED—FHAI]"I:F: -0 x|
File Help
™ Servers Client name: ||:|5|:|:| AP j Add
(¢ RASClients | P address:  [17230.1.103 Rremave
7 Users - , ;
b ak.esmodel: I Cizco Aironet Accezs Point j
™ Prafiles
 Prosy YWendor [nfo
= Tunnels Edit authentization shared secret ...
" IP Paols [T Use different shared secret for accounting
" 1P Pools Edit azcaunting shared secret ...
" Access
_ _ [ Assume down if no keepalive
" Configuration packetz after [seconds):
" Statistics
IP address poal: I{nnne} j
Sawe
Hezet

Enter shared zecret: [|

Enter shared secret

3. [Edit authentication shared secret] 7& VY OLET,

[~ Unmask shared secret

Get Validate |

Cancel

> REERTVUYSOREUHEERIC

COY—NECHDTIEARA

—HBIBIXNFIEANLET, [Set] 20UV L

T, BIOAAT7AT RY VAICRYET, [Savel] 20U Y I LET,
4. Steel-Belted Radius D4V AR—=I)L 7F ) A I_HBD EAPINI 77 A\ ZRBDOHET
( Windows X—A®M PC Tk, D77 A )LIFEE C:\Radius\Services ICH V) ET ),
5.LEAP A" EAP-Type A7 > 3> THBDIEBERLET, YT 774ILREBRDELSI(C
BVET,

[ Nati ve-User]

EAP-Only = 0

Fi r st - Handl e- Vi a- Aut o- EAP = 0
EAP- Type = LEAP, TTLS

6. f6BIEL 7= EAP.INI 774 Z2RELE T,
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&2 steel-Belted Radius Enterprise Edition (CISCO-FHADYDGEF: - 0] x|
File Help
" Servers Llser name: |TEST - Add
" RAS Clients User tupe: M ative Llser Set pazsword ... | Remaove
% Uszers
™ Profiles Check, list attributes ] Return ligt attributes I
™ Prowy L
™ Tunnels ~
" IP Pool [ ]
onlz A
" |P Pools
" Access
™ Configuration
P s | Edi | pel |
[ Masimum concurent connections: I S ave
Prafile narme: I{r'u:u profile: j Reset

Steel-Belted Radius TRA T4 7 1—H%ZRETZICIE. XOFIEZRITLET,

1.HULWI—HYZERTDESH, [Users] XZ_1—T[Add]| 2T VY ILET,
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M ative I Cramain

SecurlD

Enter user name:

Cancel

2. [Native] 27 & OUYOL, 714 —=)LRICI—HFEEADL,

New User] 4 70T RY VANEALUET,
3. [Users] ZA4 709 71'177\'51 —H&ZRL,

Enter password:

™ Unmask password

&+ Allow PAP or CHAP
™ allow PAP only [encrypt password in databaze)

Set

Walidate

Cancel

4. A—FDNAT—RZAALT[Set] 2V VYILET,

[OK]| &5y 2 L%E¥, [Add

[Set Password] 27U Y VL&,

5. [Users] A4 F70OY RY VAT [Savel 2TV VY IULET, cnTI—HYHIMEREnEL o

BYE 15 $§

- EXIVTAERE
- Funk Software

- 24 VYL A LAN (WLAN )

- T ZHAIYR—D - Cisco Systems
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