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Apr 8 17:45:48.208: dotl1ll auth_dotlx_start: in the




dot 11_aut h_dot 1x_start
Apr 8 17:45:48. 208
dot11_auth_dot1x_send_id_req_to_client:
sending identity request for 0002.8aa6.304f Apr 8

17:45: 48.208: dot11_auth_dot1x_send_id_req_to_client:
Started tinmer client_tineout 30 seconds Apr 8
17:45:48.210: dot 11l _auth_parse_client_pak: Received
EAPOL packet from 0002. 8aa6.304f Apr 8 17:45:48. 210
dot11_aut h_dot 1x_run_rfsm Executing
Acti on( CLIENT WAIT,EAP_START) for 0002. 8aa6. 304f
Apr 8 17:45:48.210
dot11_auth_dot1x_send_id_req_to_client:

sending identity request for 0002.8aa6.304f Apr 8
17:45: 48. 210: dot 11l _auth_dot1x_send_id_req_to_client:
Started tinmer client_tineout 30 seconds Apr 8
17: 45:48.212: dot 11l _auth_parse_client_pak: Received
EAPOL packet from 0002. 8aa6.304f Apr 8 17:45:48.212
dot11_auth_parse_client_pak: id is not matching reg-
id:1lresp-id:2, waiting for response Apr 8 17:45:48.213:
dot 11_aut h_parse_client _pak: Received EAPOL packet from
0002. 8aa6. 304f Apr 8 17:45: 48. 213:
dot11_aut h_dot 1x_run_rfsm Executing
Acti on( CLIENT WAIT,CLIENT REPLY) for 0002. 8aa6. 304f
Apr 8 17:45: 48. 214:
dot 11_aut h_dot 1x_send_response_t o_server:

Sending client 0002.8aa6.304f data to server Apr 8
17: 45: 48. 214: dot 11_aut h_dot 1x_send_r esponse_t o_server:
tarted timer server_tineout 60 seconds Apr 8
17:45: 48. 214: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.214: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [l abapl200i p1] Apr 8 17:45:48.215: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48. 215:
RADI US(0000001C): Storing nasport 17 in rad_db Apr 8
17: 45: 48. 215: RADI US(0000001C): Config NAS I P
10.0.0.102 Apr 8 17:45:48.215: RADI US/ ENCODE( 0000001C) :
acct_session_id: 28 Apr 8 17:45:48. 216:
RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8
17: 45: 48. 216: RADI US(0000001C): sending Apr 8
17: 45: 48. 216: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/93, len 139 Apr 8 17:45:48.216
RADI US: aut henticator 92 26 A8 31 ED 60 6A 88 - 84 8C 80
B2 B8 26 4C 04 Apr 8 17:45:48.216: RADI US: User-Nane [1]
9 "aironet" Apr 8 17:45:48.216: RADI US: Franmed-MIU [12]
6 1400 Apr 8 17:45:48.217: RADIUS: Called-Station-1d
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.217: RADI US
Calling-Station-1d [31] 16 "0002.8aa6.304f" Apr 8
17:45: 48.217: RADI US: Service-Type [6] 6 Login [1] Apr 8
17: 45: 48. 217: RADI US: Message- Aut henticato[80] 18 * Apr
8 17:45:48.217: RADIUS: EAP-Message [79] 14 Apr 8
17:45:48.218: RADIUS: 02 02 00 0C 01 61 69 72 6F 6E 65

Type [61] 6 802.11 wireless [19] Apr 8 17:45:48.218

RADI US: NAS-Port [5] 6 17 Apr 8 17:45:48.218: RADI US
NAS- | P- Address [4] 6 10.0.0.102 Apr 8 17:45:48. 218:

RADI US: Nas-ldentifier [32] 16 "l abap1200i p102" Apr 8
17: 45: 48. 224: RADI US: Received fromid 21645/ 93

10. 0. 0. 3: 1645, Access-Challenge, len 69 Apr 8

17: 45: 48. 224: RADI US: authenticator C8 6D 9B B3 67 60 44
29 - CC AB 39 DE 00 A9 A8 CA Apr 8 17:45:48.224: RADI US
EAP- Message [79] 25 Apr 8 17:45:48.224: RADIUS: 01 43 00
17 11 01 00 08 63 BB E7 8C OF AC EB 9A

[ ?C??22?2?2?2¢????2???] Apr 8 17:45:48.225: RADI US: 61 69 72
6F 6E 65 74 [aironet] Apr 8 17:45:48.225: RADIUS
Session-Ti meout [27] 6 20 Apr 8 17:45:48.225: RADI US




Message- Aut henti cato[80] 18 * Apr 8 17:45:48. 226:
RADI US(0000001C): Received fromid 21645/93 Apr 8
17: 45: 48. 226: RADI US/ DECODE: EAP- Message fragnents, 23,
total 23 bytes Apr 8 17:45:48. 226:
dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: GET_CHALLENGE_RESPONSE Apr 8 17:45:48. 226:
dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48. 226:
dot 11_aut h_dot 1x_parse_aaa_resp: found session tineout
20 sec Apr 8 17:45:48.227: dotl1l_auth_dot1x_run_rfsm
Executi ng Acti on( SERVER_WAIT, SERVER_REPLY) for

0002. 8aab. 304f
Apr 8 17:45: 48. 227:
dot 11_aut h_dot 1x_send_response_to_client:

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45: 48. 227:
dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client _tinmeout 20 seconds Apr 8 17:45:48.232:
dot 11_aut h_parse_client _pak: Received EAPOL packet from
0002.8aa6.304f Apr 8 17:45: 48. 232:
dot11_auth_dot 1x_run_rfsm Executing Action
(CLIENT WAIT,CLIENT_REPLY) for 0002. 8aa6. 304f
Apr 8 17:45: 48. 232:
dot 11_aut h_dot 1x_send_response_t o_server:

Sending client 0002.8aa6.304f data to server Apr 8
17: 45: 48. 232: dot 11_aut h_dot 1x_send_r esponse_t o_server:
Started tinmer server_tineout 60 seconds Apr 8
17:45: 48. 233: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.234: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [l abapl200i p1] Apr 8 17:45:48.234: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48. 234:
RADI US(0000001C): Using existing nas_port 17 Apr 8
17: 45: 48. 234: RADI US(0000001C): Config NAS | P:
10.0.0.102 Apr 8 17:45:48.234: RADI US/ ENCODE( 0000001C) :
acct_session_id: 28 Apr 8 17:45:48. 234:
RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8
17: 45: 48. 234: RADI US(0000001C): sending Apr 8
17: 45: 48. 234: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/94, len 166 Apr 8 17:45:48. 235:
RADI US: aut henticator 93 B5 CC B6 41 97 A0 85 - 1B 4D 13
OF 6A EE D4 11 Apr 8 17:45:48.235: RADIUS: User-Nane [1]
9 "aironet" Apr 8 17:45:48.235: RADI US: Franed- MIU [ 12]
6 1400 Apr 8 17:45:48.236: RADIUS: Called-Station-1d
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.236: RADI US:
Calling-Station-1d [31] 16 "0002.8aa6.304f" Apr 8
17:45: 48. 236: RADI US: Service-Type [6] 6 Login [1] Apr 8
17: 45: 48. 236: RADI US: Message- Aut henticato[ 80] 18 * Apr
8 17:45:48.236: RADI US: EAP- Message [79] 41 Apr 8
17:45:48.236: RADIUS: 02 43 00 27 11 01 00 18 30 9F 55
AF 05 03 71 7D [?C?' ?2???20?U???7q}] Apr 8 17:45:48. 236:
RADI US: 25 41 1B BO F4 A9 7C EE F5 51 24 9A FC 6D 51 6D
[ ?A??22?] ?2?2QB??2nQn] Apr 8 17:45:48.237: RADIUS: 61 69 72
6F 6E 65 74 [aironet] Apr 8 17:45:48.237: RADI US: NAS-
Port-Type [61] 6 802.11 wireless [19] Apr 8
17:45: 48.237: RADIUS: NAS-Port [5] 6 17 Apr 8
17:45: 48.238: RADI US: NAS-|P-Address [4] 6 10.0.0.102
Apr 8 17:45:48.238: RADIUS: Nas-ldentifier [32] 16
"l abap1200i p102" Apr 8 17:45:48.242: RADI US: Received
fromid 21645/94 10.0.0. 3: 1645, Access-Chall enge, |len 50
Apr 8 17:45:48.243: RADI US: authenticator 59 2D EE 24 CF
B2 87 AF - 86 DO C9 00 79 BE 6E 1E Apr 8 17:45:48. 243:
RADI US: EAP- Message [79] 6 Apr 8 17:45:48.243: RADI US:
03 43 00 04 [?C??] Apr 8 17:45:48.244: RADI US: Session-
Timeout [27] 6 20 Apr 8 17:45:48.244: RADH US: Message-




Aut henticato[ 80] 18 * Apr 8 17:45: 48. 244:
RADI US(0000001C): Received fromid 21645/94 Apr 8
17: 45: 48. 244: RADI US/ DECODE: EAP- Message fragnents, 4,
total 4 bytes Apr 8 17:45:48. 244:
dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: GET_CHALLENGE_RESPONSE Apr 8 17:45:48. 245:
dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48. 245
dot 11_aut h_dot 1x_parse_aaa_resp: found session tineout
20 sec Apr 8 17:45:48.245: dot1l_auth_dot1x_run_rfsm
Executi ng Acti on( SERVER_WAIT, SERVER_REPLY)
for 0002. 8aa6. 304f
Apr 8 17:45:48. 245
dot 11_aut h_dot 1x_send_response_to_client:

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45:48. 246
dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client _tineout 20 seconds Apr 8 17:45:48. 249
dot 11_aut h_parse_client _pak: Received EAPOL packet from
0002. 8aa6. 304f Apr 8 17:45: 48. 250:
dot11_aut h_dot 1x_run_rfsm Executing
Acti on( CLIENT WAIT,CLIENT REPLY) for 0002. 8aa6. 304f
Apr 8 17:45:48. 250
dot 11_aut h_dot 1x_send_response_t o_server:

Sending client 0002.8aa6.304f data to server Apr 8
17: 45: 48. 250: dot 11_aut h_dot 1x_send_r esponse_t o_server:
Started tinmer server_tineout 60 seconds Apr 8
17: 45: 48. 250: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.251: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [l abapl200i p1] Apr 8 17:45:48.251: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48.251
RADI US(0000001C): Using existing nas_port 17 Apr 8
17: 45: 48. 252: RADI US(0000001C): Config NAS | P
10.0.0.102 Apr 8 17:45:48.252: RADI US/ ENCODE(0000001C) :
acct_session_id: 28 Apr 8 17:45:48. 252:
RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8
17: 45: 48. 252: RADI US(0000001C): sending Apr 8
17: 45: 48. 252: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/95, len 150 Apr 8 17:45:48. 252
RADI US: aut henticator 39 1C A5 EF 86 9E BA DL - 50 FD 58
80 A8 8A BC 2A Apr 8 17:45:48.253: RADIUS: User-Nane [1]
9 "aironet" Apr 8 17:45:48.253: RADI US: Franed- MIU [ 12]
6 1400 Apr 8 17:45:48.253: RADIUS: Called-Station-1d
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.253: RADI US
Calling-Station-1d [31] 16 "0002.8aa6.304f" Apr 8
17:45: 48. 254: RADI US: Service-Type [6] 6 Login [1] Apr 8
17: 45: 48. 254: RADI US: Message- Aut henticato[ 80] 18 * Apr
8 17:45:48. 254: RADI US: EAP- Message [79] 25 Apr 8
17:45:48.254: RADIUS: 01 43 00 17 11 01 00 08 50 9A 67
2E 7D 26 75 AA [?C????7?7?P?g.}&u7?] Apr 8 17:45:48. 254:
RADI US: 61 69 72 6F 6E 65 74 [aironet] Apr 8
17: 45; 48. 254: RADI US: NAS-Port-Type [61] 6 802.11
wireless [19] Apr 8 17:45:48.254: RADIUS: NAS-Port [5] 6
17 Apr 8 17:45:48.255: RADIUS: NAS-|P-Address [4] 6
10.0.0.102 Apr 8 17:45:48.255: RADIUS: Nas-ldentifier
[32] 16 "l abapl200i p102" Apr 8 17:45:48.260: RADI US
Received fromid 21645/95 10.0.0. 3: 1645, Access-Accept,
len 206 Apr 8 17:45:48.260: RADI US: authenticator 39 13
3C ED FC 02 68 63 - 24 13 1B 46 CF 93 B8 E3 Apr 8
17: 45: 48. 260: RADI US: Framed-| P-Address [8] 6
255. 255. 255. 255 Apr 8 17:45:48. 261: RADI US: EAP- Message
[79] 41 Apr 8 17:45:48.261: RADIUS: 02 00 00 27 11 01 00

17:45:48.262: RADIUS: C4 A3 CD 54 08 8C 35 7C 74 0C 6A




EF D4 6D 30 A4 [??2?2T??5|t?) ??2nD?] Apr 8 17:45:48.262:
RADI US: 61 69 72 6F 6E 65 74 [aironet] Apr 8
17: 45: 48. 262: RADI US: Vendor, Cisco [26] 59 Apr 8
17: 45: 48. 262: RADIUS: Cisco AVpair [1] 53 "Il eap: session-
key=G 3asi | ; mver AEJNYH JxI," Apr 8 17:45:48.262: RADI US:
Vendor, Cisco [26] 31 Apr 8 17:45:48.262: RADIUS: Cisco
AVpair [1] 25 "auth-al go-type=eap-|eap" Apr 8
17:45: 48.262: RADIUS: C ass [25] 31 Apr 8 17:45:48. 263:
RADI US: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 31 64 36
[ Cl SCOACS: 00001d6] Apr 8 17:45:48.263: RADIUS: 33 2F 30
61 30 30 30 30 36 36 2F 31 37 [3/0a000066/17] Apr 8
17: 45: 48. 263: RADI US: Message- Aut henticato[ 80] 18 * Apr
8 17:45:48. 264: RADI US(0000001C): Received fromid
21645/ 95 Apr 8 17:45:48.264: RADI US/ DECODE: EAP- Message
fragnents, 39, total 39 bytes Apr 8 17:45:48.264: found
| eap session key Apr 8 17:45: 48. 265:
dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: PASS Apr 8 17:45:48. 265:
dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48. 265:
dot 11_aut h_dot 1x_parse_aaa_resp: found leap session key
in server response Apr 8 17:45:48. 265:
dot 11_aut h_dot 1x_parse_aaa_resp: |eap session key length
16 Apr 8 17:45:48.266: dotll _auth_dotlx_run_rfsm
Executing Acti on( SERVER_WAIT, SERVER_PASS) for
0002. 8aab. 304f
Apr 8 17:45: 48. 266:
dot 11_aut h_dot 1x_send_response_to_client:

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45: 48. 266:
dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client_timeout 20 seconds Apr 8 17:45:48.266: %OOT11-6-
ASSCC. Interface Dot 11Radi 00, Station RKI BBE-W2K4
0002. 8aa6. 304f Associ at ed KEY_MAMI[ NONE]

state-machine /XY JOHBICFEB LTS EET W, AF—NE, XOKSICEHLET,

. EAP_START
. CLIENT_WAI T
. CLI ENT_REPLY
. SERVER VAI T
. SERVER REPLYE : 2D MRS I —>3 > TlE, cuient_wa taul ENT REPLYE T THA L,
SERVER WAI TSERVER REPLYE BEIE#EV) RE N B U[gEEN H VY £ T,

6. SERVER PASS
process FINY I TCRTFNTIAOAT—NRICEFZBELDATY THFRERENET, radius 7
NY T TRBIEY—NEVTAT > NEAOERBROBEFABRFRRENET, EAPFNNYVID—F
BELFERALZEE. ThThOAT—NTO state machine XY t—2 OB EHRETHET
9,

O hWON -

XTI —23a il AshORBARETDI E, WEBNFIEE hi-EHAH state-machine 7/
VYITRRENET, ROBDOISIBAYE—JFERELTLSEETV,

- cuient rmeour | . DR, VAT M EYIEREAALCKSELEN > ECEERLET
o MDVWTNHADEHICK2T, COBBN TEBRVRENRETDIAREN BYVET, U
SATUNYTRNDITICEENHD, EAPITAT > MDRA LT NE (Advanced
Security ® EAP Authentication DH# 727 ) A TL TV, —&B0M EAP ( 4 Protected
EAP (PEAP) ) TREBIAETIBETIL 0 DL WEEKAAWET, CORAT—IoK
% \ME (90 ~ 120 % ) #8ELEF. CLIENT TIMEOUT ORTHERICRLET. 3E: K



DAY E—DIZHULESATAIZ— XV E—272RRLTLKEEY,
9%DOT11- 4- MAXRETRI ES: Packet to client XxxX.XXxXX.XxXxx reached
max retries, renoving the client

E:CORDIBIZT—AYE—DIR, BEFRBRFOBEEZRLTVWDARENHY KT

- AP & RADIUS H—/\MITOHERBREOT—B : COOJHITIE. RADIUS ¥ —/NT AP
DSDRIAMEBERNIZHFANRSATVEBA, AP A SIE5IEHE RADIUS H—/NNERAIE
BEnErTH. HERMEREN —HLAVEY, RADIUS H—NTRERNMMEBEIhET,
DEBEZBATDICIE. AP LOHREMEREN RADIUS H—/NTHEAE D HBERZREER
UThdezMTHBLTLIEEL,

+ server_timeout . g@’lﬁﬁu %:IE'U' /‘fﬁiﬁﬂ]’&ﬁﬁﬂkﬁ”b’&b‘ c_tE/'_ﬁl/ivo
H—NAOBENf RET, CORBNTERVRENIREITZ AN GVET, chsD
REICKEELTVR L EBELET, AP TRIBEEY—NAND IP EHEHFEIETIhTVS,

X ERzERITBICE., pingdANY REFEATEERT, Y —NORAES LT HI VT4
JIDR—RBEHFELV, F: [V—N—XZX—TV|ZTHASKR—NEBESEBRETEEXT,
ALY —E AN EITH '(“1%%‘5[/’( W3, server_timeout DERITHIZRICRLUET,

. server_raiL . C DREEEF, Y—)HS, I—HFOIOLFU Y IVICEILKRBIECEKBL L
WOSRBENFBENEIEEZRLET, COXRMNIRETHEIO RADIUS 7/NY I T, RELY
—NICEFEhEI—HYENFRRENET, T—I\DNIOFAT O NOT O AZERLLEE
BHOFEMICOWTIE, SBEEY —/YD Failed Attempts O 2 F T v L TLEE WV, RIZ,
SERVER_FAIL A"REL EEZDHZRLET,

cDTAT DS ORBERL : COHITIE., RADIUS H—NICEK 2 TNA XYy E—D A AP
CEEEIhFETH., CONAAXYE—DEFAPICK2>TEHES N, 95472 NBEERT
ShET, BENIC, 94T 2RMNIELD A PADORERFITHhhEEA, LEN 2T, APT
FBHERAVNZAERIZEEL ERICFEABRI1THONET, AP Tk RADIUS A5 D get
challenge BEN VS ATV NIEEENET, V54T RTRIEEN TTHhnT, HFRUK
SAEHRICEELETH, CNIEFEEAPAKRBL, AP TRRIZA T MRRREEBRE hD C
EIWLBVYET, RADIUSHASNA XY E—DHN AP ICIEEEN, AP TRERCZONA XY t&—
INVFAT U NIEBEENETH, V9FA4T 2 RNTRERENFTOhEEA, AP TREREKY
RS EICEREL RICERABBRATONET, RIC, V94T MIK2TAPANDOH
FHOIDERFRTENETHN, OFAT ORI TIELRBRRINTAHICELTVWSD 0,
AP TR ZCODERNEREIET,

ATF—K X2 XY E—EBO process T/ Y J &£ =& radius F/NY J Ik, KBOBMEN
RENET,

EAP OFREFEICOVWTOFMIE. TRADIUS H—/N& ® EAP FEEs 2L TS IEZE L,

MAC =Bk

MAC FBAEDIZE. KOTNY TN RERIEET,

. debug radius authentication : AERIAH —NEFEATIE, COFNYTOHAFRXDEES
THREVET, RADUS

- debug dot11 aaa authenticator mac-authen : O F/NY T OHAFRXOTHFARNTHEY F
T, dot1l_auth_dotl1x_o

ChSOFNYTTR, ROBHBIRRENET,

- WA A4 F7AJ T, RADIUS ICBAD B HHOAHAE
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CEYETSNTWVWA MACT RLAE, BBEEE iz MAC 7 RL ADLEE

MAC 7 RL AFRIEIC/A S RADIUS H—/NZEAL TLWBIHFE. RADIUS /Ny A BREhE
T, COEKEEDHE, BAY—NEIVFATNEAOEBROBERABNIRRENET,

MAC 7 RLADVARNY, A—HFBENAT—ROF—ER—AELTTFNAARICO—DILTHE
RENTWBIHE, mac-authen FIXY T OHDEGFRRENET, PTRLAO—HFLEF—
BHNEREESNhDE, TOEANRRENET,

EF :MACPRLADTILTIZRY NXZRF BT NINLFETADLTLSEETL,

KIZ, O—A)I F—ER—AIZELD MAC FFEENXRILEEEZnHlaRLET,

MAC F2RE D B Zhfi

Apr 8 19:02:00.109: dotll auth_nmc_start: nethod_list:
mac_net hods
Apr 8 19:02:00.109: dotll auth_mac_start: nethod_i ndex:
0x4500000B, req: OxA7626C
Apr 8 19:02:00.109: dotll auth_nmc_start: client-
>uni que_i d: 0x28
Apr 8 19:02:00.110: dotll nmamc_process_reply: AAA reply
for 0002.8aa6. 304f PASSED
Apr 8 19:02:00. 145: 9%OOT11-6- ASSCC. Interface
Dot 11Radi 00, Station RKI BBE-WK4
0002. 8aa6. 304f Associ ated KEY_MGMI NONE]

KIZ, O—A) F—ER—AIZELD MAC I RBLEEZnHlERLET,
MAC FBSE D & B fl

Apr 8 19:01:22.336: dotll auth_mac_start: nethod_list:
mac_net hods
Apr 8 19:01:22.336: dotll auth_mac_start: nethod_i ndex:
0x4500000B
req: OxA7626C
Apr 8 19:01:22.336: dotll auth_nmc_start: client-
>uni que_i d: 0x27
Apr 8 19:01:22.337: dotll_mac_process_reply:
AAA reply for 0002.8aa6. 304f FAI LED
Apr 8 19:01:22.337: %OT11-7- AUTH_FAI LED:
Stati on 0002. 8aa6. 304f Authentication failed

MAC 7 RL ADQEBFEN KB L =BEE. MACT7RLAICAHENRTVWRXENELWCEETF
IVIOLTLKEEV, MACTRLADTILTZFRY NXFEZE/NXFETAALTVWD C E&ER
£¥9,

MAC ARl DERTE R EDFFMAIE, TCisco Aironet 7O A R4 MDD CiscolOS V7 NI
THRESHA K, 122(13)JAs © "BIARXATOBRE, 2BBLTLEEL,

WPA

Wi-Fi Protected Access (WPA ) ERIER A 7' TlRHYELAN,. XdI—->a>n7ON]
ILTY,
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-WPA T, APEYTAT N A—RBOXII—KNFThhET,
-WPAQF—EEBTRE, VT4 TMRBEAT—NTERICRAET LRI, XROI—N%E
TVWET,
- WPA Tl&, Pairwise Transient Key ( PTK ) & Groupwise Transient Key ( GTK ) OS5 %& ,
40IA4 NRIIAOVTEXRII—-NLET,
X WPATREICKDEAPHEEICEEL TWA ZENRELRLZY, WPAZFERATDHIIC, 75
AT NN EOEAPZFERALUTERICRIAETED L ZBRELTLSEZL,

WPA 2T —23>0FE. ROTNY ITFRERIEET,

- debug dot11 aaa authenticator process : —cDF/N\Y T DOHAEFE, XROTFARNTHEYVET
o dotl1l_auth_dot 1x_o

. debug dot11 aaa authenticator state-machine : cOF/NY T OHAE, XROTFANTHE
V)ET, dot11 _auth_dot 1x_run_rfsmo

CORFIXNOMOFEIEEICHEND E, WPAOTFNY T DBIREPTIFIEETT, PTK XV
T—IHNREEETh, RISTIIEENZEEINET, R, GTK XY E—IHREETHh, HETS
AOENZEEIET,

PTKXY =2 KR GTK XY E—I A EFENBEVERRE., AP OREXRERFYIRNTIT
LRIWICEBEN HBD AU HV)ET. PIKELERK GTKOREN VFZAT MY S5ZEShE
WERE., 94T N A—ROWPASTUAVKROREXREGYTIRNIIT LRILEFIY
LT EEL,

WPA X3 I—>3> 0OhHI

| abap1200i p102#

Apr 7 16:29:57.908: dotll_dotlx_build ptk_handshake:
building PTK msg 1 for 0030.6527.f74a

Apr 7 16:29:59.190: dotll_dotlx_verify ptk_handshake:
verifying PTK msg 2 from 0030.6527.£f74a

Apr 7 16:29:59.191: dot1l dot 1x_verify_eapol _header:

War ni ng:
Invalid key info (exp=0x381, act=0x109

Apr 7 16:29:59.191: dot1l dot 1x_verify_eapol _header:

War ni ng:
Invalid key | en (exp=0x20, act=0x0)

Apr 7 16:29:59.192: dotll_dotlx_build ptk_handshake:
building PTK msg 3 for 0030.6527.f74a

Apr 7 16:29:59.783: dotll_dotlx_verify ptk_handshake:
verifying PTK msg 4 from 0030.6527.f74a

Apr 7 16:29:59.783: dotl1l _dot 1x_verify_eapol _header:

War ni ng:
Invalid key info (exp=0x381, act=0x109

Apr 7 16:29:59.783: dotl1l _dot1x_verify_eapol _header:

War ni ng:
Invalid key | en (exp=0x20, act=0x0)

Apr 7 16:29:59.788: dotll_dotlx_build gtk_handshake:
building GTK msg 1 for 0030.6527.£f74a

Apr 7 16:29:59.788: dot1l _dot 1x_buil d_gt k_handshake:
dot 11_dot 1x_get _nulticast_key len 32 index 1

Apr 7 16:29:59.788: dotl1l_dot 1x_hex_dunp: GIK:
27 CA 88 7D 03 D9 ¢4 61 FD 4B BE 71 EC F7 43 B5 82

93 57 83

Apr 7 16:30:01.633: dotll _dotlx_verify gtk_handshake:
verifying GTK msg 2 from 0030.6527.£f74a

Apr 7 16:30:01.633: dotl1l dot 1x_verify_eapol _header:




Warning: Invalid key info (exp=0x391, act=0x301
Apr 7 16:30:01.633: dotl1l dot1x_verify_eapol _header:
War ni ng:

Invalid key | en (exp=0x20, act=0x0)
Apr 7 16:30:01.633: %DOT11-6-ASSOC: Interface
Dotl1lRadioO,

Station 0030.6527.f74a Associated KEY_ MGMT [WPA]
| abap1200i p102#

WPA OFREFECOVWTOFME. "WPAREDHE, 2ZRL TSEE L,

EHEFERIS LT HTTP FEE

TFNAAICHTRIEBRT I AZ, O—AILOI—HFEE/NAT— ROF—ER—AEIFIHEB
AT —NCREENTWARI—FICHRIDENTEERT, BEET VAR, RADIUS &
TACACS+ Dl A THR—RENATVET,

EEFADZE. XROTNY THFBRERIEERT,

. debug radius authentication = 7= (& debug tacacs authentication : O F/XY J O EH Bk, Ik
DVITNHLDEATHEY EFT, raD usizldTacacs,
. debug aaa authentication : COF/XY T OHHE, ROTFANTHEY ET, A AUTHEN.
- debug aaa authorization : COF/NY T OH N, ROTFARNTHREN ET. AW AUTHR.
CNSOTFNY I TR, ROBBARRENET,

. AR 4 7OYJ T, RADIUS £7zl& TACACS ICEED BB OAR
- RABLVHADLEOHD, FNARERAY—/NEOEBEORISI—>3>

RIZ. Service-Type RADIUS 7 kU E 2 — K A" Administrative ICEREE N TVBHEEIC, BE
AN RN e ZDHlZRLUET,

Service-Type PRUE1—RNEFERAL L EERIEORID
]

Apr 13 19:43:08.030: AAA: parse name=tty2 idb type=-1
tty=-1
Apr 13 19:43:08.030: AAA: nane=tty2 flags=0x11l type=5
shel f =0 sl ot =0
adapt er =0 port=2 channel =0
Apr 13 19:43:08.031: AAA/ MEMCORY: create_user (0xA1BB6C)
user =" NULL' ruser="NULL'
ds0=0 port="tty2' rem.addr="10.0.0. 25
aut hen_t ype=ASCI | servi ce=LOG NN
Apr 13 19:43:08.031: AAA/ AUTHEN START (3200017540):
port="tty2'
list="" action=LOG N service=LOG N
Apr 13 19:43:08.031: AAA/ AUTHEN START (3200017540):
using "default" list
Apr 13 19:43:08.031: AAA/ AUTHEN START (3200017540):
Method=tac_admin (tacacs+) Apr 13 19: 43: 08. 032:
TAC+: send AUTHEN START packet ver=192 id=3200017540 Apr
13 19:43:08. 032: AAA/ AUTHEN( 3200017540) : Status=ERROR
Apr 13 19:43:08.032: AAA/ AUTHEN START (3200017540):
Method=rad_admin (radius) Apr 13 19: 43: 08. 032:
AAA/ AUTHEN(3200017540) : Status=GETUSER Apr 13
19: 43: 08. 032: AAA/ AUTHEN CONT (3200017540) :
continue_login (user="(undef)') Apr 13 19:43:08. 032:



//www.cisco.com/en/US/products/hw/wireless/ps4570/products_configuration_example09186a00801c40b6.shtml

AAA/ AUTHEN( 3200017540) : St at us=GETUSER Apr 13
19: 43: 08. 032: AAA/ AUTHEN( 3200017540) : Method=rad_admin
(radius) Apr 13 19:43:08.032: AAA/ AUTHEN(3200017540) :
Status=GETPASS Apr 13 19:43:08.033: AAA/ AUTHEN CONT
(3200017540): continue_login (user='aironet') Apr 13
19: 43: 08. 033: AAA/ AUTHEN( 3200017540) : St at us=GETPASS Apr
13 19:43:08.033: AAA/ AUTHEN(3200017540) :
Met hod=rad_admi n (radius) Apr 13 19:43:08. 033: RADI US:
Pick NAS | P for u=0xAl1BB6C t abl ei d=0 cfg_addr=10.0. 0. 102
best _addr=0.0.0.0 Apr 13 19:43:08.033: RADIUS: ustruct
sharecount =1 Apr 13 19: 43: 08. 034: Radi us:
radi us_port _info() success=1 radius_nas_port=1 Apr 13
19: 43: 08. 034: RADI US(00000000): Send Access-Request to
10.0.0.3:1645 id 21646/48, len 76 Apr 13 19:43:08.034:
RADI US: aut henticator 91 A0 98 87 C1 FC F2 E7 - E7 E4 57
DF 20 DO 82 27 Apr 13 19:43:08.034: RADI US: NAS-IP-
Address [4] 6 10.0.0.102 Apr 13 19: 43: 08. 034: RADI US:
NAS-Port [5] 6 2 Apr 13 19:43:08.035: RADI US: NAS-Port-
Type [61] 6 Virtual [5] Apr 13 19:43:08.035: RAD US:
User-Name [1] 9 "aironet" Apr 13 19:43:08.035: RAD US:
Calling-Station-1d [31] 11 "10.0.0.25" Apr 13
19: 43: 08. 035: RADI US: User-Password [2] 18 * Apr 13
19: 43: 08. 042: RADI US: Received fromid 21646/ 48
10. 0. 0. 3: 1645, Access-Accept, len 62 Apr 13
19: 43: 08. 042: RADI US: authenticator C9 32 E7 8F 97 5F E6
4C - 6B 90 71 EE ED 2C 2B 2B Apr 13 19:43:08. 042:
RADIUS: Service-Type [6] 6

Administrative [6]
Apr 13 19:43:08.042: RADI US: Franed-|P-Address [ 8]
6  255.255. 255. 255
Apr 13 19:43:08.042: RADIUS: d ass [ 25]
30
Apr 13 19:43:08.043: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 36

[ Cl SCOACS: 0000366]
Apr 13 19:43:08.043: RADI US: 39 2F 30 61 30 30 30 30
36 36 2F 32

[ 9/ 0a000066/ 2]
Apr 13 19:43:08.044: RADI US: saved authorization data
for user A1BB6C at BOC260
Apr 13 19: 43: 08. 044: AAA AUTHEN(3200017540): Status=PASS
Apr 13 19:43:08.044: tty2 AAA AUTHOR/ HTTP(1763745147):
Port="tty2" list=""' service=EXEC Apr 13 19: 43: 08. 044:
AAA/ AUTHOR/ HTTP: tty2(1763745147) user="aironet' Apr 13
19:43: 08.044: tty2 AAA/ AUTHOR/ HTTP(1763745147): send AV
service=shell Apr 13 19:43:08.044: tty2
AAA/ AUTHOR/ HTTP(1763745147): send AV cnd* Apr 13
19:43: 08. 045: tty2 AAA/ AUTHOR/ HTTP(1763745147): found
list "default" Apr 13 19:43:08.045: tty2
AAA/ AUTHOR/ HTTP(1763745147) : Met hod=t ac_adni n (tacacs+)
Apr 13 19: 43: 08. 045: AAA AUTHOR/ TAC+: (1763745147):
user =ai ronet Apr 13 19:43:08.045: AAA/ AUTHOR/ TAC+:
(1763745147): send AV service=shel|l Apr 13 19:43:08. 045:
AAA/ AUTHOR/ TAC+: (1763745147): send AV cmd* Apr 13
19: 43: 08. 046: AAA/ AUTHOR (1763745147): Post
aut hori zation status = ERROR Apr 13 19:43:08.046: tty2
AAA/ AUTHOR/ HTTP(1763745147) : Method=rad_admin (radius)
Apr 13 19:43:08.046: AAA/ AUTHOR (1763745147): Post
authorization status = PASS_ADD Apr 13 19:43:08. 443:
AAA/ MEMORY: free_user (O0xA1BB6C) user='aironet'
ruser="NULL'" port="tty2' rem.addr="10.0.0.25'
aut hen_t ype=ASCI | servi ce=LOG N




R, ROBA—EBEEOTRNIE1I—KNZEAL T Mpriv-level

RN L e EDFlERLET,

N?ﬁ—ﬁﬁ@?FUEJ—hEﬁﬁthE%ﬁwﬁ
Zhéi

Apr 13 19:38:04.699: RADIUS: cisco AVPair ""shell:priv-
| vl =15""

not applied for shell
Apr 13 19: 38: 04. 699: AAA/ AUTHOR (380584213): Post
aut hori zation status

= PASS_ADD
Apr 13 19: 38:04.802: AAA/ MEMCRY: free_user (O0xAAOE38)
user =" ai ronet"'

ruser="NULL' port="tty3" remaddr="10.0.0.25
aut hen_t ype=ASCI |

servi ce=LOG N
Apr 13 19:38:04.901: AAA: parse name=tty3 idb type=-1
tty=-1
Apr 13 19:38:04.901: AAA: nane=tty3 flags=0x11l type=5
shel f =0 sl ot =0

adapter=0 port=3 channel =0
Apr 13 19:38:04.902: AAA/ MEMCRY: create_user (0xAA23BC)
user =" NULL'

ruser="NULL' ds0=0 port="tty3'" rem addr="'10.0.0.25

aut hen_t ype=ASCI | servi ce=LOG N
Apr 13 19:38:04.902: AAA/ AUTHEN START (1346300140):
port="tty3" list=""

action=LOG N servi ce=LOG N
Apr 13 19:38:04.902: AAA/ AUTHEN START (1346300140):
using "default" |ist
Apr 13 19:38:04.902: AAA/ AUTHEN START (1346300140):
Method=tac_admin (tacacs+) Apr 13 19:38: 04.902: TAC+:
send AUTHEN START packet ver=192 id=1346300140 Apr 13
19: 38: 04. 902: AAA/ AUTHEN( 1346300140): Status=ERROR Apr
13 19: 38: 04.902: AAA/ AUTHEN START (1346300140):
Method=rad_admin (radius) Apr 13 19: 38:04.902:
AAA/ AUTHEN( 1346300140) : Status=GETUSER Apr 13
19: 38: 04. 903: AAA/ AUTHEN CONT (1346300140):
continue_login (user="(undef)') Apr 13 19: 38: 04. 903:
AAA/ AUTHEN( 1346300140) : St at us=GETUSER Apr 13
19: 38: 04. 903: AAA/ AUTHEN( 1346300140) : Met hod=r ad_admni n
(radius) Apr 13 19:38:04.904: AAA AUTHEN(1346300140):
St at us=GETPASS Apr 13 19: 38: 04. 904: AAA/ AUTHEN CONT
(1346300140): continue_login (user='aironet') Apr 13
19: 38: 04. 904: AAA/ AUTHEN( 1346300140): Status=GETPASS Apr
13 19: 38: 04.904: AAA/ AUTHEN( 1346300140) :
Method=rad_admin (radius) Apr 13 19:38:04.904: RAD US:
Pick NAS | P for u=0xAA23BC t abl ei d=0 cfg_addr=10. 0. 0. 102
best _addr=0.0.0.0 Apr 13 19: 38: 04.904: RADI US: ustruct
sharecount =1 Apr 13 19: 38: 04. 904: Radi us:
radi us_port _info() success=1 radius_nas_port=1 Apr 13
19: 38: 04. 925: RADI US(00000000): Send Access-Request to
10.0.0.3:1645 id 21646/3, len 76 Apr 13 19: 38: 04. 926:
RADI US: aut henticator OC DD 2B B7 CA 5E 7C B9 - 46 90 FD
7A FD 56 3F 07 Apr 13 19:38:04.926: RADIUS: NAS-| P-
Address [4] 6 10.0.0.102 Apr 13 19:38:04.926: RADI US:
NAS-Port [5] 6 3 Apr 13 19:38:04.926: RADI US: NAS-Port -
Type [61] 6 Virtual [5] Apr 13 19:38:04.926: RADI US:
User-Name [1] 9 "aironet"” Apr 13 19:38:04.926: RADI US:
Calling-Station-1d [31] 11 "10.0.0.25" Apr 13
19: 38: 04. 926: RADI US: User-Password [2] 18 * Apr 13

=N
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LTWBBEIC, BE



19: 38: 04.932: RADIUS: Received fromid 21646/3

10. 0. 0. 3: 1645, Access-Accept, len 89 Apr 13

19: 38: 04.933: RADI US: authenticator FA A4 31 49 51 87 9D
CA - 9D F7 B3 9B EF C2 8B 7E Apr 13 19:38:04.933:

RADI US: Vendor, Cisco [26] 27 Apr 13 19: 38: 04.933:

RADI US: Cisco AVpair [1] 21 ""ghell:priv-
lvl=15""

Apr 13 19:38:04.934: RADIUS: Service-Type [ 6]
6 Logi n [1]

Apr 13 19:38:04.934: RADIUS: Franed-|P-Address [ 8]
6  255.255. 255. 255
Apr 13 19:38:04.934: RADIUS: d ass [ 25]
30
Apr 13 19: 38:04.934: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 33

[ Cl SCOACS: 0000363]
Apr 13 19: 38: 04. 934: RADI US: 61 2F 30 61 30 30 30 30
36 36 2F 33

[ a/ 0a000066/ 3]
Apr 13 19: 38: 05. 634: AAA AUTHOR (3854191802): Post
authorization status = PASS _ADD Apr 13 19:38:05.917:
AAA/ MEMORY: free_user (0xA9D054) user='aironet'
ruser="NULL'" port="tty2' rem.addr="10.0.0.25'
aut hen_t ype=ASCI | servi ce=LOG N priv=0

EEIITLL HHMEE, BUSKELARLPEEY—ER R4 TOFRUEI—NERET
BEHORIY—/NOREOTEATT. KIC, FELALOTRUEI—RNPEEY—ER &
A7OTRUEI—RFREENBA S LD, SEBIFAHLEEEORERLET,

RUFA—BEEOTF MJE1—BMX Service-Type P NJE
1—NFEELEWVES

Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
Port="tty3'

list='"' service=EXEC
Apr 13 20:02:59.516: AAA/ AUTHOR/ HTTP: tty3(2007927065)
user =" ai ronet"
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
send AV service=shell
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
send AV cnd*
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
found list "default"
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
Met hod=t ac_admi n (tacacs+)
Apr 13 20:02:59.516: AAA/ AUTHOR/ TAC+: (2007927065):
user =ai r onet
Apr 13 20:02:59.516: AAA/ AUTHOR/ TAC+: (2007927065): send
AV servi ce=shel |
Apr 13 20:02:59.516: AAA/ AUTHOR/ TAC+: (2007927065): send
AV cnd*
Apr 13 20:02:59.516: AAA/ AUTHOR (2007927065) : Post
aut hori zati on status = ERROR
Apr 13 20:02:59.517: tty3 AAA AUTHOR/ HTTP(2007927065) :
Met hod=r ad_admi n (radi us)
Apr 13 20:02:59.517: AAA/ AUTHOR (2007927065) : Post
aut hori zati on status = PASS_ADD
Apr 13 20:02:59.561: AAA/ MEMORY: free_user (O0xA756E8)
user =" ai ronet"

ruser="NULL' port="tty2' remaddr="10.0.0.25
aut hen_t ype=ASCl |




service=LOA N priv=0 vrf= (id=0)
Apr 13 20: 02:59.620: AAA/ MEMORY: free_user (O0x9E5B04)
user =" ai ronet"'

ruser="NULL'" port="tty3" rem.addr="10.0.0.25
aut hen_t ype=ASCl |

service=LOGIN priv=0 vrf= (id=0)
Apr 13 20:03: 04.501: AAA: parse name=tty2 idb type=-1
tty=-1
Apr 13 20:03:04.501: AAA: nane=tty2 flags=0x11l type=5
shel f =0 sl ot =0 adapter=0

port=2 channel =0
Apr 13 20:03: 04.502: AAA/ MEMORY: create_user (0xA9C7A4)
user =" NULL'

ruser="NULL'" ds0=0 port="tty2' rem addr='10.0.0.25
aut hen_t ype=ASCl |

service=LO3d N priv=0
Apr 13 20:03:04.502: AAA AUTHEN START (377202642):
port="tty2' list=""

acti on=LOA N servi ce=LOCd N
Apr 13 20:03:04.502: AAA/ AUTHEN START (377202642): using
"default" |ist
Apr 13 20:03:04.503: AAA AUTHEN START (377202642):
Met hod=t ac_admi n (tacacs+)
Apr 13 20:03: 04.503: TAC+: send AUTHEN START packet
ver =192 i d=377202642
Apr 13 20: 03: 04.503: AAA AUTHEN(377202642): Status=ERROR
Apr 13 20:03:04.503: AAA/ AUTHEN START (377202642):
Met hod=r ad_admi n (radi us)
Apr 13 20: 03: 04.503: AAA/ AUTHEN(377202642):
St at us=GETUSER
Apr 13 20: 03: 04.503: AAA/ AUTHEN CONT (377202642):
continue_login (user='(undef)')
Apr 13 20: 03:04.503: AAA/ AUTHEN(377202642):
St at us=GETUSER
Apr 13 20: 03:04.503: AAA/ AUTHEN(377202642):
Met hod=r ad_admi n (radi us)
Apr 13 20: 03:04.503: AAA/ AUTHEN(377202642):
St at us=CGETPASS
Apr 13 20: 03: 04.504: AAA/ AUTHEN CONT (377202642):
continue_login (user="aironet')
Apr 13 20: 03:04.504: AAA/ AUTHEN(377202642):
St at us=CGETPASS
Apr 13 20: 03:04.504: AAA/ AUTHEN(377202642):
Met hod=r ad_admi n (radi us)
Apr 13 20:03:04.504: RADIUS: Pick NAS | P for u=0xA9C7A4
t abl ei d=0

cfg_addr=10.0. 0. 102 best _addr=0.0.0.0
Apr 13 20:03:04.505: RADI US: ustruct sharecount=1
Apr 13 20: 03:04.505: Radius: radius_port_info()
success=1 radi us_nas_port=1
Apr 13 20: 03: 04.505: RADI US(00000000): Send Access-
Request to 10.0.0. 3: 1645

id 21646/59, len 76
Apr 13 20:03:04.505: RADIUS: authenticator OF BD 81 17
8F C5 1C B4

- 84 1C 66 4D CF D4 96 03

Apr 13 20:03: 04.505: RADIUS: NAS-IP-Address [ 4]
6 10.0.0.102

Apr 13 20:03: 04.506: RADI US: NAS- Port [ 5]
6 2

Apr 13 20: 03:04.506: RADIUS: NAS-Port-Type [ 61]
6 Vi rtual [ 5]

Apr 13 20:03: 04.506: RADIUS: User-Nane [1]

9 "ai ronet"




Apr 13 20:03:04.506: RADIUS: Calling-Station-Id [31]
11 "10.0.0. 25"
Apr 13 20:03:04.507: RADIUS: User-Password [2]
18 *
Apr 13 20:03:04.513: RADI US: Received fromid 21646/59
10. 0. 0. 3: 1645,

Access-Accept, |en 56
Apr 13 20:03:04.513: RADIUS: authenticator BB FO 18 78
33 D0 DE D3

- 8B E9 EO EE 2A 33 92 B5
Apr 13 20:03:04.513: RADIUS: Franed-|P-Address [ 8]
6  255.255.255. 255
Apr 13 20:03:04.513: RADIUS: d ass [ 25]
30
Apr 13 20:03: 04.514: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 38

[ Cl SCOACS: 0000368]
Apr 13 20:03: 04.514: RADI US: 33 2F 30 61 30 30 30 30
36 36 2F 32

[ 3/ 0a000066/ 2]
Apr 13 20:03: 04.515: RADI US: saved authorization data
for user A9C7A4 at A9C99C
Apr 13 20:03: 04.515: AAA/ AUTHEN(377202642): St at us=PASS
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
Port="tty2" list=""

servi ce=EXEC
Apr 13 20:03: 04.515: AAA/ AUTHOR/ HTTP: tty2(2202245138)
user =" ai ronet"'
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
send AV service=shell
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
send AV cnd*
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
found list "default"
Apr 13 20:03:04.516: tty2 AAA AUTHOR/ HTTP(2202245138):
Met hod=t ac_admi n (tacacs+)
Apr 13 20:03: 04.516: AAA/ AUTHOR/ TAC+: (2202245138):
user =ai r onet
Apr 13 20:03: 04.516: AAA/ AUTHOR/ TAC+: (2202245138): send
AV servi ce=shel |
Apr 13 20:03: 04.516: AAA/ AUTHOR/ TAC+: (2202245138): send
AV cnd*
Apr 13 20:03: 04.517: AAA/AUTHOR (2202245138): Post
authorization status = ERROR
Apr 13 20:03:04.517: tty2 AAA AUTHOR/ HTTP(2202245138):
Met hod=r ad_admi n (radi us)
Apr 13 20:03:04.517: AAA/ AUTHOR (2202245138): Post
aut hori zati on status

= PASS_ADD
Apr 13 20:03: 04.619: AAA/ MEMORY: free_user (0xA9C7A4)
user =" ai ronet"'

ruser="NULL'" port="tty2' rem.addr="10.0.0.25'
aut hen_t ype=ASCl |

service=LOA N priv=0 vrf=
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