A NO—FHh50T OEARA NOBES
FHEBRONZTIN>a—FT14209

2E

B
FIE-Eas

2

FEHRYIZAVR—Fb
JhO—SRXR—ADAPEEZOF R
(A1
(A2
A3
(R 4

BE
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Control and Provisioning of Wireless Access Points(CAPWAP)/Lightweight Access Point
Protocol(LWAPP) k> XA HHiE W2 BERZER TR LHOOFEAFICOVWTEHALET,

AR SR
BEH

APEOY MO—Z0ORE., BrEIN—TFTAVITERAYTFUIICEIZIERNBHABI D&
FHERENET,

FATAIR—FT b

CORFIXVRNOABRRK, BEDVYTZRIITRPN—RIITON-J32VICREENDED
TRHYEREA

CORFIXNOBERIF. BEODSARELHZTNAARICETVWTEREhELE, COR
FAXRNTEATEZINTOTNARR, JUTB (F74IK ) RETHEXRZRBLTLE
T ZEEBPORY ND—IOTR, FEOXNVRIEL>TRCDAEMI HE2EEZE THOEIELT
<EZW,

A MNO—SXR—AOAPEZE 7 OLEA

APE, OV NO—ZICBERIZLHICHROTOLAZEITLET,



1. APA SWLCADOCAPWAPT 1 AANU XYy £—JER,
2. WLCA SAPADTF 1 AANVBEAXAY -2,

3. APk, ZEULCAPWAPKREICEDVWT, MATAWLCZERLET,
4. MAZERNAPHA SWLCICEFENET,
5. 12 MA—ZRFAPZRIL., MARBEZEELET,

WLCADEFEEICAPTF Yy 7FryEhni-O7 :

Press RETURN to get started!

Tranglating "CISCO-CAPWAP-CONTROLLER"...domain server (255.255.255.255)

%CAPWAP-5-CHANGED: CAPWAP changed state to DISCOVERY

status of voice_diag_test from WLC isfalse

%SSH-5-ENABLED: SSH 2.0 has been enabled

Logging LWAPP message to 255.255.255.255.

%CDP_PD-4-POWER_OK: 15.4 W power - NEGOTIATED inline power source

%L INK-3-UPDOWN: Interface Dot11Radiol, changed state to up



%LINK-3-UPDOWN: Interface Dot11Radio0, changed state to up

%L INEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radiol, changed state to up

%SY S-6-LOGGINGHOST_STARTSTOP: Logging to host 255.255.255.255 started - CLI initiated

%LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to up Trangating "ClSCO-LWAPP-CONTROLLER"...dor

%CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip:

peer_port: 5246

%CAPWAP-5-CHANGED: CAPWAP changed state to

%CAPWAP-5-DTLSREQSUCC: DTLS connection created sucessfully peer_ip:

peer_port: 5246

%CAPWAP-5-SENDJOIN: sending Join Request to



%CAPWAP-5-CHANGED: CAPWAP changed state to JOIN

%CAPWAP-5-CHANGED: CAPWAP changed state to CFG

%LWAPP-3-CLIENTERRORLOG: Operator changed mode for 802.11g. Rebooting.

%L INK-5-CHANGED: Interface Dot11Radio0, changed state to administratively down

%SY S-5-RELOAD: Reload requested by CAPWAP CLIENT. Reload Reason: Operator changed mode for 802.11g.

%LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to down |OS Bootloader - Starting system.



SEAHI 1

1. APIZWLCH S BER T ZBEBRE N, AM Y TFHhSHERENhDE, APIZIPA BV ENRE
hnEd,

APADIZ Y —)LEHKREOOY



LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to up

%CAPWAP-3-ERRORLOG: Not sending discovery request AP does not havean Ip !!

Jy)i—>3r .

DHCPH—N\AVE—NIHBBEE. VLANTREE M TWBIPALN—T RLANOBE 8
MOBBEZEEL TKEEV, DHCPAO—AIIICEREE N TV SEEE, DHCPOBEEA &)
CEEBRLET, APICAZTA Y UIPERELE T,

APIZOJA4> L, ROOX> REZAHDLET,

capwap ap ip address <ip> <mask>

capwap ap ip default-gateway <ip>

T, AV NO—FDOIPTRLAZEETDZEETERT,

capwap ap controller ip address

2.IP7 RLAZEZEDAPHEFEETSH, WLCENEBEICKAKTDE, O NO—JIPOBRICKHK
FTHRAREMAHDEICEFELTLSEEL,



RXA Y Z—LY AT LADNS)DFERICAKL ~EBEESCAPASOOY :

<Date & time> %CAPWAP-3-ERRORLOG: Could Not resolve CISCO-CAPWAP-CONTROLLER.local doamin

Not in Bound state.

Viyi1—>3>:

NEDNSH—/NDBETREMZF IV ILET, AR THNIE, DHCPRATT v 1&hiz]
YRO—ZDIP7RLANFEANETHZ _EZHELET,

BIERE  APTOAY MNO—Z2FHTRELE T,

"capwap ap {primary-base | secondary-base | tertiary-base}controller-name controller-ip-address"

BAPH Y MO—ZICEFENTVD0OIC, HExService Set Identifier(SSID)D 7 O— RF +
ARDFRRENTVWEVZENDAYET,

(4402-d) >config wlan apgroup interface-mapping add <ap group name> <wlandi> <interfacename>

yi)i—>3ar
APH )L—7 D TFIZT A 4L ALAN(WLAN)EBML T & L\,

£ Bl 2

A4 Y FMNCisco Discovery Protocol(CDP)& A /N—ICAPARRENT ., APICEHREIATVWE A
Y F Herror-disabledREEIZBZE > TVWD & IFEEBEL TS EE L,

AAYFHASFyYyTFryani0O7 :

Dec 908:42:35.836 UTC: RSTP(10): sending BPDU out Te3/0/47STP: pak->vlan_id: 10

Dec 908:42:35.836 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable stateSTP: pak->vlan_id: 1
Dec 909:47:32.651 UTC: %I LPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: |IEEE PD

Dec 909:47:33.651 UTC: %l LPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted

Dec 909:47:53.545 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state

Dec 9 09:48:10.955 UTC: %ILPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: |EEE PD



Dec 909:48:11.955 UTC: %l LPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted

Dec 909:48:32.114 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state

Vyiyi—>3ar:

EQXSBRR/TE, APR7 VY 277ORINF—R2I1-Y NBPDU)H—REZEEFELEFE A
CNRFEASMYFRIOBETT., APZRIOZEZER—NIBEL, DEGYBFIVIEEEICAY
R—TIAABREZEBBEBLET,

EAH 3

U=E RAZ71ADEY NTY T TR, APEOY NO—F OB TCAPWAP R RN ZUH L
ICUiE B e E<, BAIRNEREEEZ/NTA—RIBEGELBATEARTY,

APOBXEEREBHATERE. JO-NILLRILEAPLRIILOEAETHRETEERT, JO—
NILRETE., ChSORENTFA—ENIXTOAPICERAEhET, D&Y, BEERERE D
RZAEHEFITXNTOAPTREL T,

WLCA S DREENCHZ0O7T :

*spamApTask6: Jun 01 17:17:55.426: %L WAPP-3-AP_DEL: spam_Irad.c:6088 1c:d1:e€0:43:1d:20: Entry deleted for AP: 10.209.36.5 (5256) reason : AP

BRE : IXNTOHY A NTRBENINBETSHESIE. Retransmit count & Retransmit interval 74 ¥ L A
O—NLO>74F2L—>23TEELET, IXNTOAPICEAEN B BEICEZBYRITAS
>3,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

cop High Availability

CDP State AP Heartbeat Timeout(1-30)
Ethernet Interface# DPF State Local Mode AP Fast Heartbeat Timer State
1-REAP Mode AP Fast Heartbeat Timer State
AP Pnmary Discovery Timeout(30 to 3600)
Back-up Primary C oller [P Address
DP State Back-up Pnmary Controller name
Back-up Secondary Controller IP Address

Back-up Secondary Controller name

i

J
v
v
Cd
Li

v
v
7
J

TCP MSS

Global TCP Adjust MSS

AP Retransmit Config Parameters

AP Retransmit Count

AP Retransmat Interval




TJO-—NILRETAPBRAGBRENTXA—RELEEITD AT 3>

BENMDOOVE—R YA NIBEETHZHEFE. Reransmit count & Retransmitinterval $FENDAP T <
DEEZRALET,

General Credentials | Interfaces High Awvailability Inventory Advanced

Regulstory Domans 802.11bg:-A 0802.11a8:-N Power Over Ethernet Settings

Country Code NZ (New Zealand) - PoE Status

isco Discov Protocol v
Cisco Discovery Protoce Pre-standard B02.3af switches
AP Gro me efsult-group =
sroup Na default-grouy Power lnjector State
Stabstics Timer 180
AP Core Dump
Rogue Detection J
AP Core Dump Enabled

Telnet

S AP Retransmit Config Parameters

TCP Adjust MSS AP Retransmé Count -
Link Latency AP Retransmit Interval a

Enable Link Latency

BEDAPTAPBREGRENIA—RZLETZAHA T3>

EAH 4

APA'WLCAH S T2 [CEEMNIT#HBREh, O MNO—FICBMATERLSZYET, FIOXILH
ECEAELTVSAEENHYET,

Cisco WLCEAPICBE T2 7 /N1 AFEFAEDBIERF RO EH Y TT,

o JAOALSHAENDIXNTOTFNA AR, F7AI)IMNTI0FOEMHBEZFDRE
FREBELTWET,

« CMIEEAEE. Cisco WLCEAPDEDFRIEICERENET,

- FIEAEZEMFEAL T, APEWLCIE ¥ 1 7 % Datagram Transport Layer Security(DTLS) k >
XILZEBILET,

AAEICEET22BEHOBEN BEL R L
FIEE1 : B WAP (WLCIZMAL =<\ ),

APADOIOY Y =)Lk, BBEOHBICKRIE, OJRBROLSICRRENET,

*Sep 13 18:26:24.000: %CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip: 10.1.1.1 peer_port: 5246
*Sep 13 18:26:24.000: %CAPWAP-5-CHANGED: CAPWAP changed state to

*Sep 13 18:26:24.099: %PK1-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed.

The certificate (SN: XXXXXXXXXXXXXX) has expired. Validity period ended on 19:56:24 UTC Aug 12 2018

*Sep 13 18:26:24.099: %L WAPP-3-CLIENTERRORLOG: Peer certificate verification failed

*Sep 13 18:26:24.099: %CAPWAP-3-ERRORLOG: Certificate verification failed!

BIRE2 : L VAPEHVWWLCIZMA L 12< 2L,



APAQOAY—=)IZ, ROXRSBIZ—HNRRENET,

[*09/09/2019 04:55:26.3299] CAPWAP State: DTL S Teardown

[*09/09/2019 04:55:30.9385] CAPWAP State: Discovery

[*09/09/2019 04:55:30.9385] Did not get log server settings from DHCP.

[*09/09/2019 04:55:41.0000] CAPWAP State: DTL'S Setup

[*09/09/2019 04:55:41.3399] Bad certificate alert received from peer.

[*09/09/2019 04:55:41.3399] DTLS: Received packet caused DTL S to close connection

yi)i—>3ar

1.NTPRECLIZER L TFBTHZIZEMICL., RELKT,

(Cisco Controller)> config time ntp delete 1
(Cisco Controller)> config time manua 09/30/18 11:30:00

2.NTPRGUIZEAL TFBTRAZEMCL, RELET,

g@ﬁ'ﬁ Controller > NTP > Server > Commands> Set Time 'J A rEenT L\éNTPﬂ_/\‘EﬁUB? L 353-0

L]
ciIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Commands Set Time

Download File

Upload File Current Time Tue Jan 31 17:47:08 2023
} Reboot
Date
» Restart
Month January il
Config Boot ) )
Day 31 ¥
» Scheduled Reboot ;
Year 2023
Reset to Factory -
Default
Set Time Time
Login Banner Hour I
» Redundancy
Minutes 47
Seconds 8
Timezone
Delta hours |0 mins a
Lacationd -Select Location- w

GUITFBITRZZRET SHH

2 MAO—Z0HRETTA VAN ENLAAZTMC)ZEMICLET, COONY R, &
MN—232TORERZFANSINET,



(Cisco Controller)> config ap cert-expiry-ignore mic enable
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