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CORFIXVRNOBRE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

. Cisco 10S XE Release 3.3.3% %179 2WLC 5760

. Cisco AironetOS V1) —X 7.6 #%£1TL TL 3 WLC 5508

. CiscoIOSXE ) 1)—RA 333 %ZFETLTWBHAAL Y F 3850
D)= 1.2 %#£17LTW5 Cisco ISE

E

ﬁl{!ll

X 20RO aVTHEATATVWS IOV ROFEMAEZFAXNSI(CIE. Command Lookup
Tool(BR1—HEMEFAL T £E L,

70-IC,. ROFEFEENET,

1. 1—HH Web B —E A v N&BIF (SSID ) ICBIEMR TS hET. <D IDF. EE
(& open+macfiltering TLA V3 F1 VT 1 EHYEEA,

2. 1— Y7o EREET,
BWLC T ARDR—=RIICUAALALIRNLET,
4. R—BZ ) TRIELET,
5.ISElk, TOI—HYAEMTHD 2D MO—FICRTE®HIC RADIUS BRAIZE ( CoA
-UDP R—K 1700 ) ZEfEL., KRBT I2EAXA I O—J)L VAN (ACL) BE®D
RADIUS EB&Z Y2 1L%ET,
6. 1—HETd URL OBERITZRRENET,
DA, PR Web FEE (CWA ) ZRBITH OO TETREIF A ZREL -3 BEEOE
AEY NPy 2ERLET,
MROS 1

5760 WLC " AR RO WLC ELTH#EEL, 7oA RA 2 M EILU 5760 WLC £ T#im
LET. V547> Mk, EE LAN (WLAN ) (C#fie h, ISE LKL TRIEETNET,
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E:TOA-NEEUTAOAVNO-FT, ABWLCABIOEED T4 MO—-FA5
TZAEVAEZRBIZEEVTAI—CI N THIEARBEZL<HNET, COFEE.
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—LCBEEhD1-9, #eELEEA,

F>ohH—&LTOWLC5508, EEUFT«4 O O—Z&LTO WLC 5760, EEVUFT 14 IT—>
IVKRBELTEAFTWLCELTD 380 AMYFEZELEYRNT YT TR, WTFhADOEST,
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1.1SE L DBE
2.WLC LD E
WLC 5760 A AZ> RF7O WLC &L TH#EEL, 1—H N ISEICKLTRIAEThET,

ISE LDEEE

1. [ISE GUI] > [Administration] > [Network Resource] > [Network Devices List] > [Add] ® M&IZiE#
RLU T, WLC Z# ISE LICRRRE, BBu, 8RTEFPHITA2T (AAA) 9514 FREL
TEMUET, RADIUS H—NTEMLEEDERUABREN WLC ETALEhEZ L
ZHELET, F:Anchor-ForeignZEBAT3HEIE. AFWLCZEMTZDEITTEAET
o PHN—WLC ZISELETAAMAVTATRELT EMTRIHXEGFHYEEA. AU
ISERRENCORFIXNADHBOINTOEASF)ATHERAEIAET,



Metwork Devices List » Surbg_S760

Network Devices

* Name| Surbg_5760

Description
* 1P Address: | 10.105.135.178 /|32
Model Mame v
Software Version v

* Mebtwork Device Group

Location| aj| Locations Set To Default

Device Type| aj| Device Types Set To Default

- Authentication Settings

Enable Authentication Settings
Protocol RADIUS

* Shared Secret | sssseses Shiow

Enable KeyWrap [ | @
* Key Encryption Key

* Message Authenticator Code Key

kKey Input Format ASCIT HEXADECIMAL

O * SNMP Settings
[ r Advanced TrustSec Settings

2.1SE GUI A 5., [Policy] > [Authentication] > [MAB] > [Edit] ®EIZEIRL T, BIARU> —%
ERLET, CORIAARV>—F, ABIVRRANEETIZAT RO MAC T RL
AZZIFTANET, [Options] JARTROATS a2 %BIRL E9, [If authentication
failed] ROY 7A> DARNND S, [Reject] Zi&IRL £, [If user not found] RO Y 7&A
> UAKRNS, [Continue] ZiBIRL £9, [If process failed] ROAY 77X D> UARAS,
[Drop] ZBIRLET, chSOAT> AV EFE>TERETDEEIC, MAC RATICKHKL
DFAT 2 RNRET AN R—=ZIICEZRFTT,



admivise-1-3 | admin | logos | Feediack |0

731 Home Operations| ¥ policy v Administration | v I

|2, Authentication | |@, Authorization [, Frofiing [#) Posture |1 Olent Provisioning | Security Group Accass & Policy Elemants

Authentication Policy

Define the Authentication Policy by selecting the pratooals that I5E should use to communicabe with the nebwork devices, and the identity sources thet it shoubd use for authentication,
Poiicy Type (O Simple (8] Rule-Based

B~ M P el MAB So | Allow Probocos | pafauk Metwark Aooess o ™ o
B Diafanilt ¢ Use | inigmal Endpoinds =
Tdetity Seurce | Internal Endpaints & |
Dptions
IF suthentication failed | Reject -
I user not fourd | Cortnee -
IF o Failed | Drop -
B oo C I Wired_l and
Wireles  Note: Far authenticstions usng PEAR, LEAR, EAR-FAST or RADILIS MECHAR
EAP-FAST I N it I'IEFIJDESIIHIETC! COntinie !:.ITEIBEE!'I'IQ Wher amnm ra_E of user is mot fourd.
- I rantinye option is selected inthese cases, requests will be rejected.

3.ISE GUI »* 5., [Policy] > [Authorization] > [Results] > [Authorization Profiles] > [Add] D JE(Z
BIRLET, FHMZEANDLT, [Save] VUV UL, BEAZ7O77A4 N E2ERLET.,
O7a77A4NE,. 94T TAN I—HR/INATD—RZANDTS MAC FRAF&IC
DZAT RN IRALINURLICURALIRNENDDZZELET,

E‘ﬂﬂ-lﬂ- 4 Home Operstions|v  Polcy| v  Adminkiration | v !

|4y Authentieation |®, Aushorization |4 Profiing |, Pestune |cg ‘Cllent Prensisioning |z, Security Group Acces . Polcy Elements
Dictionaries  Conditions | [Ressults

Autorston Pofias > CWA

Resiults
[ 7] Authorization Profile
N o * Nama 'm
e e e
[ Aunentication Description |
L0 Authorization * feress Type Im:ms_mpr -
| Aathorzation Profics
:m—mmm Sarvice Tempiste
:HMWNM!MH
T
5 Posture ¥ Cormemon Tk

¥ Wb Redinction (OWA, DRW, MDM, NSF, CFF)

Centrabzed Wb Auth »|  acL [ReEDmEcT | Reciet | pefaek -
¥ Swtic P/Host name 10.106.73.69
At Semaet Por
* advanoed Attributes Settings
[Setect an em o= @]
Aitributes Details
Moot Type = ACCESS_ACTEPT

asro-iv-pair = urredinect-ac = REDIRECT
CSOO-an-pair = ur-radinect=hitps- 10,106, 7355 porty puestportal’ gatewary Meessiondd = Sessiord e nBuaction = O

[ se= NI
4. ISE GUI A* 5., [Policy] > [Authorization] > [Results] > [Authorization Profiles] > [Add] DB
BIRLT, ELVWILF UYL ZERLEI—YANOT O EAZHFUITHEORT7O7



TAI)NEERLET,

atfiat]is

cisco Identity Services Engine 0> Home Operations| v Policy| v  Administration | v

agrmin

|2, Authentication |8, Authorization |4 Profiling |7 Posture |&5) Client Provisioning |Z) Security Group /
Dictionaries Conditions Results

Authorization Profiles > PermitAccess

Results =
| 5 | ) This is a reserved authorization profile and cannot be edited
— — Authorization Profile
@ e T-':: o '.Lr,'.r"r
* Name | permitAccess |
v [ Authentication
v [ Authorization Description | Default Profile with access type as Access-Accept

* || Authorization Prafiles * Access Type |ACCESS_ACCEPT - |

» || Downloadable ACLs
Service Template

¥ | =] Inline Posture Node Profiles
¥ | Profiing
* L Posture
» | Client Provisioning
* Common Tasks
v ] Securily Group Access
F Advanced Attributes Settings
¥ Attributes Details

Access Type = ACCESS_ACCEPT

Save Resat

RAIRUS —FERLET, BAARY ST — TGuest_Wirelessy &, UAAL I KNURL EY
AALIONACLEIDZAT N Y AVICTY2ILET, CoTTYv2a1ehs 70
7 7AINEEIRL I CWA TY, 5BA[RJZ— TGuest Wireless-Sucess, &, AN R
—RI)BHTERICRAECALETAN I—FILT7IN FTOoRAEZNELET, 1I—HS
ANR=—ZI)ILETEREICRIAENDE, WLC A SERRBANfEEENET, ChiZkl),
B "Network Access:UseBase EQUALS Guest Flows ZFBLTI9ZA4T7 > v a>
FERIAETNET, RERWERARUS —RFROKRSICEY)ET,

H st Winaless Sucress GLsisl Hebwor Aooess:UisaCasn FOLRLS Glast Flow ParmritAncess Echt |

B Cunst_Winekass Wisless A3 WA, Edt | v

[T

AT ZOBE. T7FILNONIILFR—FIILBRENEHENET, YEBIZISUT,
GUI TEETRCENTEEXRT, ISEGUI A5, [Administration] > [Web Portal
Management] > [Multi Portal Configurations] > [DefaultGuestPortal] D JEIZEIRL £,



samirdse-1-2 1 somin | Loy

i Home Administration | ¥

Operations | »

=i Systern  Zb Identity Management @ Metwork Resources  [sL Web Portal Management | |Ly Feed Service
Sponsor Group Policy Sponsor Groups Settings

Palicy | »

Settings Mult-Partal Configuration Lt > DefaultGuestPortal
eneral
= Multi-Portal
. ; . - " ”
. General Customization Authentication
v [0 Guest Guest Portal Policy Configuration
i= Details Palicy Guiest usars should agree o an aconptable use policy
= Mot Used
= Guest Roles Configuration 8 First Login
® [ Language Template ® Every Lagin
* [ Multi-Portal Configurations
= O [] Enable Self-Provisioning Flow
i2 DefaullGusstPortal Enabla Mobile Portal
= DRW Aimvgumstummludnngapammd
Portal Palicy [] Require guest users to change password at expiration 2nd first login

= [[] Guest users should download the posture client
= o [ Guest users should be allowed to do self service
* [ Time Profiles | Send self-registration credentials to whitelisted email domains

Internal, Guest, & KkT' AD 1—H'ZFFAI 9% Guest_Portal_sequence FMERE N E T,



4> Home Operations| v Policy v  Administration | v

ol System | &1 Identity Management | Metwork Rescurces i Web Portal Management |5, Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Sowrce Sequences List » Guest_Portal_Sequence

Identity Source Sequence

* Identity Source Sequence

*Name | |5uest Portal_Sequence

Description | a pyilt-in Identity Sequence for the Guest Portal

=

¥ Certificate Based Authentication
[[] select Certificate Authentication Profile

¥ Authentication Search List

A set of identity sources that will be accessed in sequance until first authentication succesads

Available Selecled
Internal Endpoints Internal Users
LDAP_BS Guest Users )
AD1
[»
| « ¥

¥ Advanced Search List Settings
Select the action to be performed if a selected identity store cannot be accessad for authentication

) Do not access other stores in the sequence and set the “AuthenticationStatus” attribute to “ProcessError
(®) Treat as if the user was not found and proceed to the next store in the sequence

Save Reset

7.ISE GUI »*' 5, [Guest] > [Multi-Portal Configurations] > [DefaultGuestPortal] ® JIEIZi#R L F
9, [ldentify Store Sequence] RO Y 7’A > UAKNN S, [Guest_Portal_Sequence] & i&
RULET,



cisco Identity Services Engine i H Operations [ v Plicy | v il =T

=l System Sl Identity Management B Metwork Resources |4 Web Portal Management . Fesd Service
Sponsor Group Policy Sponsor Groups Settings

Multi-Paortal Configuration List > DefaultGuestPortal

Settings
= Multi-Portal
» [ Sponsor
» [ My Devices General Operations Customizatian
- : Gt
i Details Policy * Identity Stors Sequence | Guest_Portal_Sequence |
i= Guest Rodes Configuratian Sponsor_Portal_Sequenoe
» [ Language Template MyDevices_Portal_Sequence
* || Mulli-Portal Configurations g'j:;:a;?;? Sequence
= OWA
iZ DefoultGuastPortal
i= DRW
= Partal Policy
= Password Palicy

k| Time Profiles
t= Usarname Policy

. (EXE [ Reset

WLC LDE&E

1. WLC 5760 £T ISE RADIUS H— N2 EHL X T,
2.CLI ZFRAL T, RADIUS H—/\, Y—NTI—7, BLUOARIJARNEZRELE T,

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE
aaa accounting identity ISE start-stop group ISE

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

3.CLI ZFERALTWLAN ZERELE Y,
wlan CWA_NGWC 10 CWA_NGWC
aaa-override
accounting-list ISE
client vlan VLAN0012
no exclusionlist
mac-filtering MACFILTER
nac



no security wpa
no security wpa akm dotlx
no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

no shutdown

4. CLI ZFERALTURA ALY NACLZRELEY, chid, ISENFTAN R—ZRI URAL
223 vAOUAAL YN URL £EEEICAAA F—/N\—F 4 REL TR url-redirect-acl T
T, T, AZT77ARTFT—FTIVF Y TREEAENATVAAALINACLTT, &5
. AZT7F7ART—FTIOFVIIBEERETIADZUN-AACLO—ETHS /N> by
ACL T9, DHCP, DHCP #—/\, DNS, DNS 4 —/\, 8LV ISEH—NN\DT7 It R%
TOYVFBRENHYET, BEIZISUT, www, 443, SRV 8443 DHZFALET
o CHISETARNR—RITIEAR—N 8443 N'fEAESHh, CZTRIACLEZFEALEVA
ALO2a2EMMBELET, TR, ICMP ABRIICHE2>TVERTH, EF2 VT4 )L—
NMCEDWTHERELRIFTTAENTERT,
ip access-list extended REDIRECT
deny icmp any any
deny udp any any eq bootps
deny udp any any eq bootpc
deny udp any any eq domain
deny ip any host 10.106.73.69

permit tcp any any eq www
permit tcp any any eq 443

ERHTTPSEBMICTHE, AT—FEUF A FRETCPUNBEARNEMBEN RETS
MEEMA B ET. YAIORHF—LFEELEVRY, ZhEEHCLAVTIEE W

5. 74 ¥ LAY RO—50 GUI A5, [AAA] > [RADIUS] > [Servers] DIEICER L £,
GUI TRADIUS =/, =N TI—7, BLTARVARNERELET., IXTONT
X—BZANL, CCTRELEHERBIZCOTF/NAAD ISE LTHRETNEEDE—HK
ITB5ZEEMIBLET, [Support for RFC 3576] ROY 7HD> JAKNAS, [Enable] %i&
RLULET,

EE=DRITElEss Controller Cr Home  Monitor | ¥ Comfiglration | v Administration | ¥ Help

Security Radius Servers
Radius Serwers > Edit
) ALA
= [ Method Lists -
Server Mame . s
canaral -
Server [P Address | 10.106.73.69
Authantication
Shared Secrat T
ACcounting Caonfirm Shared Secret e tala
ALtharizatian Auth Port (0465525 | 1545
* = Server roups ek Fort (0-65535) 1645
RLL Server Timeout [0-1000) secs| 10
Servers
- Retry Count (0-100) 3
Falback

Support far RFC 3576 El'lal'JE_"
TACACS+ Servers o

6. 74 VLA D RO—F® GUI iS5, [AAA] > [Server Groups] > [Radius] D JEIZERL £
¥, BABIER L 7= RADIUS H—NZEH—N JIIL—TIZEBMLET,



B oesess Lo ler £% Home  Moritor v Confouration | *  Admiistrztion | v Help

Radius Server Groups

Security
Radus Servar Groups > Bdit
o —F-E
= [ Mathad Lists
G Narme =y T
Gererd
_ Authentication MAC-deimitar [rone[~]
BrCOURTRG MaC-flterng | nane | =
Athaorzation D=ad-timez (0-1440) In mirtes | o
* [ Sareer Groupe Soup Tipe Radis
Radis
Available Servers Mssigned Servers
| | Tacacs+ s - H_]EE -
_ Loap Sarvers In This Group Microsoft )
I (<] 2]
* 5 ranius
__ Samvars - -

7.74VYLA D> rO—F® GUI A5, [AAA] > [Method Lists] > [General] DJBIZIEIRLET
» [Dot1x System Auth Control] FI Y VRY VRAZBFAVICLET, cOF T a2 2EMIC
LEBEIE. AA ADNBEELEEB A,

{ Home  Maritor | v  Configuration | v

Security General
v ann
Dotlx Systern Auth Control
~ [ Mathod Lists ——
IEararal Local Authentication

8. 74 VLA MO—FM GUI A5, [AAA] > [Method Lists] > [Authentication] O JIE (ZE1R
LET. A7 dotIX DREAARVARNEERLET . TIN—T 2A4TRBITIN—-T7TT,
ThZISEICRYYEVILET,

4% Home  Monitor |+ Configration | v adminktration [ v Help
Security Authentication
Satherticdion » EdiL
& asi
* 55 Mathod Lists
Method List Mame F e
_ Gererd -
e 1%
_ Authentication
_ #ocounting Graup Tyos aroup
__ #uthoreation Falhack ta kel Lisabled
~ [ server Groups Available Server Groups Assigned Server Groups
_ Radig Tac - by IE 3
: [5E
 Taracs+ Groups In This Method e IT T‘
_ Ldp wichor

= parm s

9.4 VYLA D> NO—F® GUI A 5. [AAA] > [Method Lists] > [Accounting] ® JIEIZEIR L
e BRAT TATUOTATAOTHITAVITARNVARNZERLET, ThZE ISE
EXYEYTILET,



Gk Home  Momitor | ¢ Corfiowsation |+ Adminsiration |+ Hep

Security Saeounking
Accourting = Edit
v nos
= [ Method Lists .
MHzthod List Name [ =S
_ Ganeral —
T ¥
Buthenticaton =
. Awailable Server Lroups Assigned Server Groups
I -t
_ Acoounting ACS a e i
_ Buthorization

15E
= o Groups In This Medhad Microsoft NP

victor
Racius

10. 74 VYLA > MO—Z® GUI A5, [AAA] > [Method Lists] > [Authorization] @ JIE 1Z#1R

LET. A7 XY RT—OORBAARVANEERLET, ThZISEICIYYEZTL
£9,

fit Home  Monitor |+ Confguration |+ Adminstrzoon v Hel

Security Authorization
Aukhorization > Edit
*E5 noa
= (5 Method List
’ Fzthiod List Marme amm -C
_ General -
T nabwo
_ Authertration e
_ Aooountng Group Tyos e
Authorzation #vallable Server Grougps Td Server Groups
5 cerver GOk g . =
G T Tris Methoo
Radus Bl Mircsalt P [<][=
vickor
Tacars+ - A
I dan

M. BEERHEREO MACHR—RNEFETEEH, BBAEETT, ZA4 7 XY RD—U DR
7R AN MACFILTER Mﬁﬁibi?o FhEISEICRYEYYLET,

Ire’ess Lomroler ] i {a# Homa  Monitor | ¥ Confguraton | v Administraton | v Helo

Security Authorization
Authorizetion = Edil
T ana
* 5 method Lits
Wethod List MName MACFILTER
Ganerd
o etk
Authentication
_ Brcounting Group Ths graup
~ Buthanzation Axvailable Server Groups Bssigned Server Groups
£ Sarver Goups :';E'—:' - I5E
1 —
Rarif Groups In This Methed Microsoft_HRS £ | »
vichar
 Tatacs u Ul
Lelan

12. 94¥ LAY RO—5® GUI /S, [WLAN] > [WLANs] DIEICBIRLET, CSICRT
NSX—2ZFERALTHLULVREZERLE T,



_' . Gk Homa Manitoe | m Acmkistraton | *  HEp |.

Wireless WLAN
Wlohd = Edit
5 wan Secuity (oe:5 v Folicy Mapzing Hichianzad
WLANE
v S —— Frofie Mame T _EWE
» £ £02.11a/njac Typs LA
+ B 202.11bfgin c5m CIA PG
v zr-meda Stream coatus ] Enzbled
F .0}
Secunty Foloes FEREIE
[Modificaton: done under sacunty tab wil appear after 2pphing the chanpes.)
Fadio Policy
Interfacefinterfacs Groupia)
Eroarcast S50 I
Mudticazt VLAM Faaturs O

13. [Security] > [Layer2] ®JEIZiEIR L F9, [MAC Filtering] 7 1 —JL RIZ, "MACFILTER,
EAALET,

4 Home  Monitor | ¢ Configuration | v administration | v+ Help

Wireless WILAN
WLAM = Edit
~ 5 wien Generd Q05 AYE Poiicy Mapping Advarced
 WLANS
Layars AfA Sarar
» £ Access Points
» £ e0z.113/jac Layer 2 Sacurity
» £ m02.11bjgin MAC Fitering
k E Medis Stresm Fast Transition EI
» B8 QoS Cver the DS
Reassociation Timeout

14. LAV 3 ZRETILERFIHY XA,

i Home  Monitor |+ Corfiguration | v fckninisteation |+ Help

Wireless WiLAN
WLAR = Edit
R Gerard SecLrity oS AVC Policy Mzpoing advarcad
» :E:l:ess Prirts Layeed SR
» [ B02.11afnjac Wk Py |
w02, 11higin Conditianal Yeb Redract |

Dizabled D
* & Media Stream Webalth Authentication List i3 ! !
WwWebauth Parameter Map Unconfigured !!I

Webauth Or-mac-fiter Falure N

Prezuthentication [Pvd ACL Urconfigured !i!

Presuthentcation [Pyve ACL none bt

v QoS

15. [Security] > [AAA Server] O JIEIZIEIRL T, [Authentication Method] RAY 7& > U XA
NAS., [ISE] Zi&IRL £, [Accounting Method] ROAY 7H D> UAKNAS, [ISE] &
RUET,



4 Home  Monitor v Configuration |+ Adminktration | v Help
wireless WLAN
WLAN = Edit
&5 wLan General Sarurity oS AYE Palicy Mapping Adwzrcad
T — Layerz Layerd
* [ Access Ponts
+ [ B0z.11a/nac Authentication Method P IS bel
» [ 202, 11bjoin Accounting Mathod iaingi 155 [0
* £ Mediz Stream Lacel EAP Authentication [l
» [ qos

16. [Advanced] Zi#IR L £, [Allow AAA Override] FT Y IRY OV REAVICLET, [NAC

State] FIYIRY DREAVICLET,

A frrove memwly crestinlv adwnevaton (v b
Wircless b
LAt o Falil
Bl GEn=ral Serinty et s Erly ManinG dverced
_wlank
v BB Aoce=s Foinks Al LA Qusice DH

Crvrr Az R HaR OStRcEnn Ll

[ieon |

* [ e ddagn/ac

CHTP Sever [P Acdress

0.0c.0

* [ B2, 115 Fasson Tmenk (3505
+ B Media Skeem Aiaret [E [l DHTP Ackbess assonment sequisd |
v 8 oo Ciagraste Chariel C DHF Qution &2 -
T
P27 Bzcdnp Aok [masabizd | = | CA A Ditioin 02 Fomat Hoe ~
Mecie Skeem tulbcet creck [ CHP Cestion B2 fur M= L1
Cznit Sidusion O P Oyshion B2 RIS Moo _
Mt Llowed Chent o AL
FLtC Exate &
T thannel Granning Defer
b1 2 3 =+ 5 8§ 7
EciDerrknoy O O = = R
Scan Defier Time = |
Override Interface AL
P4l |Ueonfgumd pe
Ievs AL
c 2 gn’ =)
17.GUI TWLC LOVA AL UM ACL ZRELET,
Auwress Gonbrol Lists
HiZls = ALCL debail
Details £
Hame: REDIRECT
T 1Pt Exterded
add Sequente Aamoe
520 Acton | Protocol SoLnoE [Py Mz Cestinztion 1P/Mazk Saurce Port Cestination Port oScP
O s deny  OTp zny any . .
O s deny  udo 2Ny any - eqE? -
[ derny  uda Ny any - g Ed -
[ 1o diery uda ang arm R0 53
[ dery any 10,105,735
O =za pamit oo any any - ag &0 -
O = pemit oo any any . 80 4493 .



RROD 2 OREH

FYRNID—UREHBICOVTR, hAROT 2 ZZRBL TS EE W,

DREL 2BEE7OLATT,
ISE LDFE

ISE LORER MROD 1 ORELERLUTT,

ISE LT72A— AV NAO—ZZEMIILERFHY) TR A, ISE LTHE WLC ZEML T,
AEWLC £ T RADIUS H—/NEEZL. WLAN O TICERARU S —%2XvECITBEGTT
o PUA—TEE, MAC7AIINEBVVTZBMICTBIETTT,

NDEREFTIE, 7oH—HEEL THEET S 2 DO WLC 5760 #FEAL T, WLC 5760 &7
/73 ELTERL, 3850 R4y FEROEEUT O NO—FADFEE) T4 I—>1T
NTHBDTUH—HABELTHERATIHERE., BUREICTDIENTEXRT, L, 3850 A
AYFHNSAEAEMBIZ22BNEEUT4 O NO—F LT WLAN 2R ETZIHER
HYEBA, 3850 A/YTFEFTOH—EL THEET S WLC 5760 ICc@TB T T,

WLC L DOR&E

1. AT, AAAD AAABGKXJANZFERALTISE H—/NZEEREL. WLAN Z MAC 7 1)L
SRBACIVEITILET, F: TUoH—EeEAFOEMAETUA AL U MNACLZRREL .
MAC7 1 LBUVTERELET,

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE

aaa accounting identity ISE start-stop group ISE
1

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

wlan MA-MC 11 MA-MC
aaa-override
accounting-list ISE
client vlan VLAN0012
mac-filtering MACFILTER



mobility anchor 10.105.135.244
nac

no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

no shutdown

CLIZERALTUA ALY NACLZRELEY, chid, ISEFTAN R—ZRI UXAL
22avAOUAAL YN URL £EEEICAAA F—/N\—F 4 REL TR url-redirect-acl T
¥ &y AZTFPART—FTIOFYTHREBATATVBIAALINACLTY, &5
. AZT7F7ART—FTIOFVIIBEERETIADZUN-AACLO—ETHS /N> by
ACL T9, DHCP, DHCP #—/\, DNS, DNS 4 —/\, 8LV ISEH—NN\DT7 It R%
TOY V0 FBRENGHYET, BEIZISUT, www, 443, SRV 8443 DHZFALET
o CHISETARNR—RITIEAR—N 8443 N'fEASEHh, CZTRIACLEZFEALEVA
ALO2a2EMMBELET, TR, ICMP ABRIICHE2>TVERTH, EF2 VT4 )L—
NMCEDWTHERELRHFTTAENTEFRT,

ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69

permit tcp any any eq www
permit tcp any any eq 443

ERHTTPSEBMICTHE, AT—FEUF A FRETCPUNBEALRNHBEN RETS
MEEMA B ET. YAIORHF—LFEELEVRY, ZhEEHCLAVTIEE W

ToN—LETEEVT 12K ELET,
wireless mobility group member ip 10.105.135.244 public-ip 10.105.135.244 group surbg
FE3850RM Y FEABELTRERETHESRK. TEEVTFT4 I NO—FTARAAMYFET T
L—7%2E&L, EEUFAOYNO—STRAIYFETIL—TEERTILEN B E
T, TNDERT, 3850 AMYFLETLERR CWAREZEBRLET,
TUH—LOHE, TA—LT, ISEREEERTILEIHEtA. BEEOR
WLAN BREXETTT,
wlan MA-MC 6 MA-MC

aaa-override

client vlan VLANO0O012

mac-filtering MACFILTER

mobility anchor
nac

nbsp;no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes

session-timeout 1800

no shutdown

TON—LETEEVTAZR/ELET, COWLC EOEEVT A4 XUN—ELTHD
WLC ZE&L KT,

wireless mobility group member ip 10.105.135.178 public-ip 10.105.135.178 group surbg

CLIZERALTIURAAMLINACLEZRELET, ik, ISENFTANKR—=FI VRXAL
223avEAOVAALIBNURL EEEIZAAA F—/N—F 4 RE L TIRT url-redirect-acl T
o T, IZT77ART7—FTIOF Y+ TREFAETNTVEIAANLINACLTY, &5
W, AZ77ART—FFIOFvICBEFEAECNDIN—AACLO—BTHD ")\ k]



ACL T9, DHCP, DHCP H#—/\, DNS, DNS #—/\, BXVISEH—N\DT7 IV tA%
J7OYVBRBENHYNET, BEIZHUT, www, 443, BLV 8443 DAZEFALET
o CHISETANR—RITIEAR—N 8443 NFfEAESHh, CCTRIACLEZFEALEVA
ALYYAVEMELET, COTR, ICMP ABMICE>TUVETH, EF1UF 4 JL—
NMCESVTERELEFTITBENTEET,

ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69

permit tcp any any eq www

permit tcp any any eq 443

EMHTTPSEENCTHE. AT —FEUT A A RETCPUOBEAROBBEN RET S
THEMA S ET. YATORMHF—LFERLEVRY, ChEAMCLEVTIEE L

o

hROS 3 DREH

FYRND—OREFHBICODVTR, bAROD I ZZRBL T LEEV,

ChE2EBE7O0EATY,
ISE LDEEE
ISE LOEERKNAROD 1 OBREERLTT,

ISE ETT7>H— AV MO—ZZEMIIHBELEHY TL A, ISE ETHEEWLC ZEML T,
I WLC LT RADIUS H—/NZE&ZL. WLAN O FICRRAARD > —&ZXYETITBEGTT
o PUA—TEE, MAC7AIILEBVV T ZBMICTRIETTT,

COBITIE, PohH—&L THAEET D WLC 5508 & AEZB WLC & L TH#EET D WLC 5760 %
LET, WLCH5508 27 hH—&LTEAL, AOEEY T I MNO—FANOFEUFT 1 IT—
SIVKNTHBD 3850 RAMYFENAEBWLC 2R TZHHEEIE. BUREICTDIENTEET,
=1L, 3850 A/ Y FHASAEAEZMEBTH 2 >BEOEEY T4 O NO—5 LT WLAN %
BRETHIHEREHYEBA, 3850 R4V FETH—EL THEET S 5508 WLC IZ@E T3 7T
T49,

WLC LD E

1. AEE WLC T, AAAD AAAFRJARNZERL TISE H—/VZREL. WLAN Z MAC 7
AIILERBAICIYEZTILET, ChE T H—LTREEBNEEA, F: T72H—
WLCEABBWLCOEETIUH AL U NACLZRREL . MACTZ A ILBUVTERELET,

2. WLC 5508 GUI #* 5, [WLANSs] > [New] D JEIZERL T, 7> H— 5508 ZREL£T. 7
MEANLT, MACT7AINRDT2BMILET,



aleal,

CIsSCO MONITOR  WLaks CONTROLLER  WIRELESS  SECURITY MAMAGEMEWNT  COMMAWDS  HELF
WLANS WLANs = Edit "5508-MA'
* WLANs General [ Security r Qos [ Policy-Mapping [ Advanced
WLAMNE

b Advanced Profile Hame S503-Ma
Typa wWLAn
S50 5505 -Ma
Status 1 Enabled
Sacunty Policies MAL Filtering

[Maodifications done wnder security tab will appear after 2pplying the changes.)

Rzdio Policy all -

Interface/Interface
=/ managemsnt -

GrouplG)

Multizast Ulan Feature [ Enabled
Brosdeast 510 ¥ Enzbled
MNA&SE-TD SE0E-MC

B.LAV2AT AL ERETILERH EHA,

TIT
CISCO MOMITOR  WLANs CONTROLLER  WIRELESS SECURITY  MAMNAGEMEN
WLANSs WLANSs > Edit 'S5508-MA'
* WLANS " General | Security [ QoS T Policy-Mapping T Advanced ]
WLANS
» Advanced Layer2 | Layer3 T AAA Servers I
Layer 2 Security 8 None -

MAC Filtering®

Fast Transition
Fast Transition | |

4 LAVIATS I ZREIIHLEFHEEA,

alear] e,
CISCO MOMNITOR  WlAaNs CONTROLLER WIRELESS SECURITY  MANAGEMENT
WLANSs WLANs > Edit "5508-MA’
v WLANs | General | Security | Qo5 | Policy-Mapping | Advanced
WLANS
b Advanced | Layer2 | Layer3 | AAA Servers |
Layer 3 Security L Mone -

5. COAZHNENGWCTAE T B ICIE. 7> H—AireOS WLCTAAAY —NZ BT D HELN



H)ET. AAAY—/\IE. [Security] > [AAA] > [RADIUS] > [Authentication] TRADIUSH# —/\
FRESNTVEREVERICDAK, PoH—WLCTEMICTERT

| | IMP Bookmarks || Cisco Live Australiz 2003 | | Cisco Live 2014 | | SURBG Device Access | Stud

1 (T
CIsSco MONITOR Is ¢ ] SECURITY MEMT
WLANS WLANSs > Edit ‘5508-MA’
R General | Security | QoS | Policy-Mapping | ddvanced |
WA NS
b Advanced | Layer 2 ] Layer 3 ] AAA Servers |

Select ARA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface | |Enabled

Authentication Servers Accounting Servers

| Enabled [#] enabled
Server 1 Mane »* None -
Server 2 Mone * MNone -
Server 3 Mons ~ Mone -
Serverd Mane = None -
Server 5 Mone * Mone -
Server 6 Mons = None -

Dadisic Goriias Aees ]

6. [WLANS] > [WLANS] > [Edit] > [Advanced] D JEIZEIRL £9, [Allow AAA Override] FI ¥
ORY HAEAUIZLET, [NAC State] ROY 7H ™S> UARAS. [Radius NAC] % iR
LET,

lll.l.Tll

CISCO ALAME  CORTROLLER  w@IRELESS  SECURITY  Ma CMMANDE  HELP  FEEDE
WLANS WLANs = Edit '5508-kA"
WA o ( i 1 i
= N‘ | General | security | Qo5 | Policy Mapping | Advanced
val_AH=
» Advanced Allow BRA Dwerride | Erakled DHLF
Covmrags Hole Datedion 5 Erakled L oF Smreer L] owerrice
Enable Teszion Timsouk 7 1R00
Segsion Tmeout (secs5) C=0F Addr, &segniment a Reqdirec
1 g
&roniet TF Herablec OEAE
Lisgriassic Charnsl TlEnatiec
aplt Tunne (Pareers) L] cnaslsd
dverride Inteface ACL IEwd Hone v [Bvh  Hane =
Larer? A pr— Managemant Frams Protecbios (MFP)
F2P Blocking ction Crisabilan - ;
WP Clict Pretection T Upzioral =
- o g 1 ol
Client E=dluzian Flerablec TimeaLt Valus [saes] DTIM Period (in beacan inbereals)
T walie e
Maximumn fllowsd
clants & ! BT Iladnil - 2880 1
Static T Tunrelng £ |Enablad 02 21kAgn il - 2EE L
wi-Fi Girmt Cliants — e
Palicy Crigablad - .
o HAC State Badics Wal =
1 i
LFarb g ST o0 Load Balancing and Dand Selsct

Clanls Par AP 2adio

7.Ch%Z WLAN OTF > H—ELTEMLET,

E LAY e o] o Y bl A Mg

- .
Tami
BLAY - e T B =]

‘I:I- T ] 3
Sivn s R

Rpinan
Pl il

Wikl A



8. O—ANICEmFiEs. ROKSIZ, [Control Path] & [Data Path] @@ 5 IC [UP] £ RREh
29T,

MOHITER  WiANs  SONTRRNSE MIRSIFRS GFRCHETTS MARACFMEMT  COMMSHDS FFRP FEFNPACE

Moty Anchaora

WLAN %L =hlE=Ha

Spitch 10 Addrmas [anchnr] Baka Erth Fantrnl Bath
el rn M

9.WLC ET UR ALY NACL ZERLET, Chid DHCP & DNS Z3 AL,
HTTP/HTTPs ZFFAIL £ T,

Access Control Lists » Edit

General
Acoess List Hame KLLLRLEET
Crary Commer s n
Destination
Seg Achion Spurce IPfMask  IPfMask Protocol Sopurce Port Cest Port SCP  Dwrecbhion  Rumber of Hiks
(RN M A n.n.n.n
1 Permic LoF any OIS &ny any ] (]
oo o.o.o.o
0,000 n.0.n.n
o mermm S Z Lor nMs Any &ny ANy n B
0000 o.o.0.0
0,000 10,106,735 5%
a4 mgemir I ARy Ay ArY Eny ANy n [~ |
[ ) 2ES.2ES 2ES IES
10105 73,69 0.0.0.0
A meern ! ARy By ARy Bry ANy n [~ |

F5E.FSE.ISE.OSR 0000

ACL DERBRIERDLSICHKVYET,

Security Access Control Lists
F ARA
» Local EAP Enable Counters [
e M T
b Priority Order ame Hhe
AL Prowisioning Redirect IPwd =2
¢ Certificate
REDIR IPvd [~ ]

= Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
LayerZ ACLs

10. WLC 5760 - T ISERADIUS H—NZE&L F T,
11.CLI ZERAL T, RADIUS H—/\, Y—NTI—7, BLROARJVARNERELET,

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE



12.

13.

14.

aaa authorization network ISE group ISE
aaa authorization network MACFILTER group ISE

aaa accounting identity ISE start-stop group ISE

aaa server radius dynamic-author

client 10.106.73.69 server-key Ciscol23
auth-type any
CLI "5 WLAN ZEREL £ 9,
wlan 5508-MA 15 5508-MA

aaa-override

accounting-list ISE

client vlan VLAN0O012

mac-filtering MACFILTER

mobility anchor 10.105.135.151

nac

no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

shutdown

COWLC EQOFEEVUT A XUN—ELTHO WLC ZEELET,

wireless mobility group member ip 10.105.135.151public-ip 10.105.135.151 group Mobile-1
FE:WLC 3850 /AEpE LTERETDHEE. EEUTAONA—FTRAIYFET I
—7ZE&L, EEUT AV NO—FTRAVFETIILN—TZERITIHBENHYE
I, TORT, WLC 3850 LETLRE CWAREZBHRLET,

CLI ZEALTUS AL I NACLZRELET. ChlF, ISEFTAN R—ZJI VAL
Lo2a>AOUR ALY KNURL EEEIZAA F—/N—F 1 RE L TIRY url-redirect-
acl T9, e, AZT77ARTFP—FTIOF v TREFAEATVBI A AL IMNACLTT
o TSI, AZT77FART—FTIOFYICEBEREAETHDIIUN-AACLO—ETHD "
/N> b1 ACL T3, DHCP, DHCP #—/Y, DNS, DNS #—/\, & &T' ISE H—/\\D
TORARZTOYITRRENHYET, BEIIHU T, www, 443, H LT 8443 D%
FALET, COISETAN R—ZI)ITRAR—BN 8443 NFEAEHN, CZTRTACL %Z
FERALEVAALO AV EHELET, TR, ICMP AFERCB>TLVERTH, &
FAUTAN—LNCETVTEERLREFATITDCENTEET,

ip access-list extended REDIRECT
deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain
deny ip any host 10.106.73.69
permit tcp any any eq www
permit tcp any any eq 443

AEHTTPSZEMICTRE, AT—ZEUTAFRRTCPUNEEAROBENRET D
AREMEABYERT. DAODORFAF—LANHERLEVRY, ChEeBMCLEVTEE
W

CITR, RENFNERICHELTLINESHERRELET,



TORNTYNADER=TURY—=) (BEI—HYER) E. $ED show ANV RZEHR—KL
TWET, show OXN ROEI OB MZRTT SIZE. Output Interpreter Tool ZFEAL £T .

RELESSDICVZAT M 2B LET, IPTRLAZZEFELT, 9F4F7>2 KD Web 3R
ABBREICES2ES, 79 2RELT, R—RINTIZATUN LTI vIL#ADL
= S

:f-ﬂ | hrps i niooke owa vl saan. oom: BE 43 guescoeal {Login acionTeession il mOaZ0 E FEEOOIOGO0LE ZEE 1108

| [P EN I AARIER S = BSter e BSppet | = TAC. = oD

= Adminisbrathe ﬂcﬂr Wireleas Welcome in the

sifisi]ue
CISCO Guest Portal

& & D A h

FREENRRIh L 7= 5. [Accept terms and conditions] FI Y P7RY VA ZFICLUET . [Accept] &
UV OLZET,

| Guest Fortal | +

stfearfn,
CISCO Guest Portal

Acceptable Use Policy

L

Flease mcoept the policy: -

1. You are responsible for
- maintaining the confidentiality of the password and
= all ACTIVAT1ES THAT OCCUE URder Your username and pasaword.

Z. Ci=co Syscems cffers che Ssrvice for activities soch as the sctive gse of =-ma1l, instant messaging, brows=ing the
World Wide Web and accessing COIporace incransts. High wolume data cransfera, especlally sustained high wolume data
cransfers, are not permicted., Hosting a web ssrver or any other server by use of gur Service ia prohibiced. Trying co
aoo=ss somecne =lse"s sacoount, sending un=solicited bulk e-mail, collection of other people's parsonal deta without
chelr kmowledge and incerference with other network usera are all prohibiced. |

3, Ci=co Systems reserves the right to suspend the Service if
= Cisco Syscems reascnably belisves that your use of che Service 13 unreasonably ENCESSlvE OF
= you are using vhe Jervice for criminal or illegal activicies,

"] Accept terms and conditions

| Dechne l




BBEXYVE-IHFRTEN, AVF—RY N 2HETERLSICBUET,

Guest Portal +

CISCO Guest Portal

Signed on successfully
You can now type in the original URL in the browser's address bar.

You can now type in the original URL in the browser's address bar.

ISELDOVZATN 7O0-RRODLSICBE)ET,

Basanmn B a R g TG Per=yicrrs At APy AT ST M e 1
ReaSm-madEnrE B a Burigy TG o T e e ] S0 M M S
0NN O I 18 T n & Cugm B e oty Pyl AR M P TTOO0CT |
PoddDE-0h & [0 00 KD W & LT g 1R [ 21 M E T P e TR T ] OO0OCT |

ST 1—hb
CoTH. BEORS A I-F AU ICBATEBEHRERLET,

TIORNTYNADER=TURY—=) (BB I—HYER) E. $ED show AN RZEHR—KL
TWET, show AN ROHEHI OB HZRERT SICIE. Output Interpreter Tool ZEAL E£T,

3 :debug AX > REFEAITSHIIC, Fdebug AV ROBEXEHI 28R TLE:
W

OAN—=2RTORAWLC Tl FNYITTREBELKNL—RAZRITIBDELEZHHAOLET,
Aironet OS 5508 WLC T (&. debug client <client mac>& debug web-auth redirect enable mac
<clientmac>Z AN 921 TY,

set trace group-wireless-client level debug
set trace group-wireless-secure level debug

set trace group-wireless-client filter mac 0017.7c2f.b69%a
set trace group-wireless-secure filter mac 0017.7c2f.b69%a

Cisco 10S XE £ & Aironet OS L DBEHID FEE A" Cisco Bug ID CSCun38344 IZEE&EE TV E
9,

EEZCWA70-ORL—RAZUTIERLET,

[05/09/14 13:13:15.951 IST 63d7 8151] 0017.7c2f.b69a Association received from mobile
on AP c8f9.£983.4260
[05/09/14 13:13:15.951 IST 63d8 8151] 0017.7c2f.b69%a gos upstream policy is unknown


https://tools.cisco.com/bugsearch/bug/CSCun38344

and downstream policy is unknown

[05/09/14 13:13:15.951 IST 63e0 8151] 0017.7c2f.b69a Applying site-specific IPv6

override for station 0017.7c2f.b6%9a - vapId 15, site 'default-group', interface
'VLANOO12'

[05/09/14 13:13:15.951 IST 63el 8151] 0017.7c2f.b69a Applying local bridging Interface
Policy for station 0017.7c2f.b69%9a - vlan 12, interface 'VLANQOO12'

[05/09/14 13:13:15.951 IST 63e2 8151] 0017.7c2f.b69%a
*x** Tngide applyLocalProfilingPolicyAction ****

[05/09/14 13:13:15.951 IST 63e3 8151] 0017.7c2f.b69%9a *** Client State = START
instance = 1 instance Name POLICY_ PROFILING_80211_ASSOC, OverrideEnable = 1
deviceTypeLen=0, deviceType=(null), userRoleLen=0, userRole=(null

[05/09/14 13:13:15.951 IST 63eb 8151] 0017.7c2f.b69a AAAS: Submitting mac filter

request for user 00177c2fb69a, uniqueId=280 mlist=MACFILTER

[05/09/14 13:13:15.951 IST 63ec 8151] 0017.7c2f.b69%9a AAAS: auth request sent

05/09/14 13:13:15.951 IST 63ed 8151] 0017.7c2f.b69a apfProcessAssocReq
(apf_80211.c:6149) Changing state for mobile 0017.7c2f.b69a on AP c¢8£9.£983.4260
from Idle to AAA Pending

[05/09/14 13:13:15.951 IST 63ee 8151] 0017.7c2f.b69%9a Reason code 0, Preset 4, AAA cause 1
[05/09/14 13:13:15.951 IST 63ef 8151] 0017.7c2f.b69a Scheduling deletion of Mobile

Station: (callerId: 20) in 10 seconds

[05/09/14 13:13:15.951 IST 63f0 211] Parsed CLID MAC Address = 0:23:124:47:182:154

[05/09/14 13:13:15.951 IST 63f1 211] AAA SRV(00000118): process author req

[05/09/14 13:13:15.951 IST 63f2 211] AAA SRV(00000118): Author method=SERVER_GROUP Zubair_ ISE
[05/09/14 13:13:16.015 IST 63f3 220] AAA SRV (00000118): protocol reply PASS for Authorization
[05/09/14 13:13:16.015 IST 63f4 220] AAA SRV(00000118): Return Authorization status=PASS
[05/09/14 13:13:16.015 IST 63f5 8151] 0017.7c2f.b69%9a AAAS: received response, cid=266
[05/09/14 13:13:16.015 IST 63f6 8151] 0017.7c2f.b69%9a AAAS: deleting context, cid=266
[05/09/14 13:13:16.015 IST 63f7 8151] 0017.7c2f.b69a Not comparing because the ACLs have

not been sent yet.

[05/09/14 13:13:16.015 IST 63f8 8151] 0017.7c2f.b69a Final flag values are, epmSendAcl 1,
epmSendAclDone 0

[05/09/14 13:13:16.015 IST 63f9 8151] 0017.7c2f.b69%a

client incoming attribute size are 193

[05/09/14 13:13:16.015 IST 63fa 8151] 0017.7c2f.b69a AAAS: mac filter callback

status=0 uniqueId=280

[05/09/14 13:13:16.015 IST 63fb 8151] 0017.7c2f.b69a AAA Override Url-Redirect
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’
set

[05/09/14 13:13:16.015 IST 63fc 8151] 0017.7c2f.b69a Redirect URL received for

client from RADIUS. for redirection.

[05/09/14 13:13:16.015 IST 63fd 8151] 0017.7c2f.b69%9a Setting AAA Override

Url-Redirect-Acl 'REDIRECT'

[05/09/14 13:13:16.015 IST 63fe 8151] 0017.7c2f.b69a AAA Override Url-Redirect-Acl

'REDIRECT'

[05/09/14 13:13:16.015 IST 63ff 8151] 0017.7c2f.b69%9a Local Policy: At the start of
apfApplyOverride2. Client State START

[05/09/14 13:13:16.015 IST 6400 8151] 0017.7c2f.b69%9a Applying new AAA override for
station 0017.7c2f.b69%a

[05/09/14 13:13:16.015 IST 6401 8151] 0017.7c2f.b69a Local Policy: Applying new
AAA override for station

[05/09/14 13:13:16.015 IST 6402 8151] 0017.7c2f.b69a Override Values: source: 2,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTimeout: -1

[05/09/14 13:13:16.015 IST 6403 8151] 0017.7c2f.b69a dataAvgC: -1, rTAvgC: -1,
dataBurstC: -1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:16.015 IST 6404 8151] 0017.7c2f.b69a Local Policy: Applying
override policy

[05/09/14 13:13:16.015 IST 6405 8151] 0017.7c2f.b69a Clearing Dhcp state for
station ---



[05/09/14 13:13:16.015 IST 6406 8151] 0017.7c2f.b69a Local Policy: Before
Applying WLAN policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:16.015 IST 6407 8151] 0017.7c2f.b69a Local Policy:Setting
Interface name e VLANO0OO012

[05/09/14 13:13:16.015 IST 6408 8151] 0017.7c2f.b69a Local Policy:Setting local
bridging VLAN name VLANOOl2 and VLAN ID 12

[05/09/14 13:13:16.015 IST 6409 8151] 0017.7c2f.b69%a Applying WLAN ACL
policies to client

[05/09/14 13:13:16.015 IST 640a 8151] 0017.7c2f.b69%9a No Interface ACL
used for Wireless client in WCM (NGWC)

[05/09/14 13:13:16.015 IST 640b 8151] 0017.7c2f.b69%a apfApplyWlanPolicy:
Retaining the ACL recieved in AAA attributes 255 on mobile

[05/09/14 13:13:16.015 IST 640c 8151] 0017.7c2f.b69a Local Policy: After
Applying WLAN policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:16.015 IST 64la 8151] 0017.7c2f.b69a WCDB_ADD: Platform
ID allocated successfully ID:259

[05/09/14 13:13:16.015 IST 641b 8151] 0017.7c2f.b69a WCDB_ADD: Adding
opt82 len 0

[05/09/14 13:13:16.015 IST 641c 8151] 0017.7c2f.b69%9a WCDB_ADD: ssid
5508-MA bssid c¢8f9.£983.4260 vlan 12 auth=ASSOCIATION(O)

wlan (ap-group/global) 15/15 client 0 assoc 1 mob=Unassoc(0) radio 0

m vlan 12 ip 0.0.0.0 src 0x506c800000000f dst 0x0 cid 0x47ad4000000145
glob rsc id 259dhcpsrv 0.0.0

[05/09/14 13:13:16.015 IST 641d 8151] 0017.7c2f.b69a Change state to
AUTHCHECK (2) last state START (0)

[05/09/14 13:13:16.015 IST 641le 8151] 0017.7c2f.b69a Change state to
L2AUTHCOMPLETE (4) last state AUTHCHECK (2)

[05/09/14 13:13:16.015 IST 641f 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:16.015 IST 6420 8151] 0017.7c2f.b69a WCDB_LLM: NoRun Prev Mob 0,
Curr Mob 0 llmReqg 1, return False

[05/09/14 13:13:16.015 IST 6421 207] [WCDB] ==Add event: type Regular Wireless client
(0017.7c2f.b69a) client id (0x47ad4000000145) client index (259) wvlan (12)
auth_state (ASSOCIATION) mob_state (INIT)

[05/09/14 13:13:16.015 IST 6422 207] [WCDB] ===intf src/dst (0x506c800000000f)/ (0x0)
radio_id (0) p2p_state (P2P_BLOCKING_DISABLE) switch/asic (1/0)

[05/09/14 13:13:16.015 IST 6423 8151] 0017.7c2f.b69a WCDB_CHANGE: auth=L2_AUTH(1)
vlan 12 radio 0 client_id 0x47ad4000000145 mobility=Unassoc(0) src_int
0x506c800000000f dst_int 0x0 ackflag 0 reassoc_client 0 1llm notif 0 ip 0.0.0.0
ip_learn_type 0

[05/09/14 13:13:16.015 IST 6424 8151] 0017.7c2f.b69%9a WCDB_CHANGE: In L2 auth

but 1l2ack waiting lfag not set,so set

[05/09/14 13:13:16.015 IST 6425 8151] 0017.7c2f.b69a Not Using WMM Compliance code
gosCap 00

[05/09/14 13:13:16.016 IST 6426 8151] 0017.7c2f.b69a Change state to DHCP_REQD (7)
last state L2AUTHCOMPLETE (4)

[05/09/14 13:13:16.016 IST 6434 8151] 0017.7c2f.b69%a Sending Assoc Response to
station on BSSID ¢8f£f9.£f983.4260 (status 0) ApVapId 15 Slot 0

[05/09/14 13:13:16.016 IST 6435 8151] 0017.7c2f.b69%9a apfProcessRadiusAssocResp
(apf_80211.c¢:2316) Changing state for mobile 0017.7c2f.b69%a on AP
c8£9.£983.4260 from Associated to Associated

[05/09/14 13:13:16.016 IST 6436 8151] 0017.7c2f.b69%9a 1XA: Session Push for
Non-dotlx wireless client
[05/09/14 13:13:16.016 IST 6437 8151] 0017.7c2f.b69%9a 1XA: Calling Auth Mgr



to Push wireless session for client 47ad4000000145 uid 280
[05/09/14 13:13:16.016 IST 6438 8151] 0017.7c2f.b69%9a Session Push for
wireless client

[05/09/14 13:13:16.016 IST 6439 8151] 0017.7c2f.b69a Session Manager Call
Client 47ad4000000145, uid 280, capwap id 506c800000000f,Flag 1 Audit-Session
ID 0a6987b2536c871300000118 policy name (null)

[05/09/14 13:13:16.016 IST 643a 22] ACCESS-CORE-SM-CLIENT-SPI-NOTF:
[0017.7c2f.b6%9a, Ca2] Session start request from Client[1l] for
0017.7c2f.b69a (method: No method, method list: none, aaa id:

0x00000118) - session-push, policy
[05/09/14 13:13:16.016 IST 643b 22] ACCESS-CORE-SM-CLIENT-SPI-NOTF:
[0017.7c2f.b69%a, Ca2] - client iif_id: 47AD4000000145, session ID:

0a6987b2536c871300000118 for 0017.7c2f.b69%a

[05/09/14 13:13:16.016 IST 643c 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%a, Ca2] Delay add/update sync of auth-domain for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 643d 243] ACCESS-CORE-SM-CLIENT-DOT11-ERR:
[0017.7c2f.b69a, Ca2] Invalid client authorization notification: NO method
[05/09/14 13:13:16.017 IST 643e 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of dc-profile-name for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 643f 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of dc-device-name for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6440 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of

dc-device-class-tag for 0017.7c2f.b69a / OxXFE000110

[05/09/14 13:13:16.017 IST 6441 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of dc-certainty-metric for
0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6442 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%a, Ca2] Delay add/update sync of dc-opaque for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6443 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of dc-protocol-map for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6444 22] [WCDB] wcdb_ffcp_add_cb: client (0017.7c2f.b69%a)
client (0x47ad4000000145): FFCP operation (CREATE) return code (0)

[05/09/14 13:13:16.017 IST 6445 22] [WCDB] wcdb_send_add_notify callback_event:
Notifying other features about client add

[05/09/14 13:13:16.017 IST 6446 22] [WCDB] wcdb_sisf_client_add_notify:

Notifying SISF of DEASSOC to DOWN any old entry for 0017.7c2f.b69%a

[05/09/14 13:13:16.017 IST 6447 22] [WCDB] wcdb_sisf_client_add_notify:

Notifying SISF of new Association for 0017.7c2f.b69%a

[05/09/14 13:13:16.017 IST 6448 8151] 0017.7c2f.b69%9a WCDB SPI response msg handler
client code 0 mob state 0

[05/09/14 13:13:16.017 IST 6449 8151] 0017.7c2f.b69%9a WcdbClientUpdate: L2 Auth ACK
from WCDB

[05/09/14 13:13:16.017 IST 644a 8151] 0017.7c2f.b69a WCDB_L2ACK: wcdbAckRecvdFlag
updated

[05/09/14 13:13:16.017 IST 644b 8151] 0017.7c2f.b69%9a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:16.017 IST 644c 8151] 0017.7c2f.b69a WCDB_CHANGE: Suppressing SPI
(Mobility state not known) pemstate 7 state LEARN_IP(2) vlan 12 client_id
0x47ad4000000145 mob=Unassoc(0) ackflag 2 dropd 1

[05/09/14 13:13:18.796 IST 644d 8151] 0017.7c2f.b69a Local Policy:
apf_ms_radius_override.c apfMsSumOverride 447 Returning fail from apfMsSumOverride
[05/09/14 13:13:18.802 IST 644e 8151] 0017.7c2f.b69%9a Applying post-handoff policy
for station 0017.7c2f.b69%9a - valid mask 0x0

[05/09/14 13:13:18.802 IST 644f 8151] 0017.7c2f.b69%a Q0S Level: -1, DSCp: -1,
dotlp: -1, Data Avg: -1, realtime Avg: -1, Data Burst -1, Realtime Burst -1
--More--



[05/09/14 13:13:18.802 IST 6450 8151] 0017.7c2f.b69%a Session: -1,
User session: -1, User elapsed -1
Interface: N/A ACL: N/A Qos Pol Down Qos Pol Up

[05/09/14 13:13:18.802 IST 6451 8151] 0017.7c2f.b69a Local Policy: At the start of
apfApplyOverride2. Client State DHCP_REQD

[05/09/14 13:13:18.802 IST 6452 8151] 0017.7c2f.b69a Applying new AAA override for
station 0017.7c2f.b69%a

[05/09/14 13:13:18.802 IST 6453 8151] 0017.7c2f.b69a Local Policy: Applying new AAA
override for station

[05/09/14 13:13:18.802 IST 6454 8151] 0017.7c2f.b69a Override Values: source: 16,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTimeout: -1

[05/09/14 13:13:18.802 IST 6455 8151] 0017.7c2f.b69%a dataAvgC: -1, rTAvgC: -1,
dataBurstC: -1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:18.802 IST 6456 8151] 0017.7c2f.b69a Local Policy: Applying
override policy

[05/09/14 13:13:18.802 IST 6457 8151] 0017.7c2f.b69%9a Clearing Dhcp state for
station ---

[05/09/14 13:13:18.802 IST 6458 8151] 0017.7c2f.b69a Local Policy: Before Applying
WLAN policy AccessVLAN = 12 and SessionTimeout i1s 1800 and apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 6459 8151] 0017.7c2f.b69%9a Local Policy:Setting Interface
name e VLANO0O012

[05/09/14 13:13:18.802 IST 645a 8151] 0017.7c2f.b69a Local Policy:Setting local
bridging VLAN name VLANOO12 and VLAN ID 12

[05/09/14 13:13:18.802 IST 645b 8151] 0017.7c2f.b69%a Applying WLAN ACL policies
to client

[05/09/14 13:13:18.802 IST 645c 8151] 0017.7c2f.b69%9a No Interface ACL used for
Wireless client in WCM (NGWC)

[05/09/14 13:13:18.802 IST 645d 8151] 0017.7c2f.b69%a apfApplyWlanPolicy:
Retaining the ACL recieved in AAA attributes 255 on mobile

[05/09/14 13:13:18.802 IST 645e 8151] 0017.7c2f.b69a Local Policy: After
Applying WLAN policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 645f 8151] 0017.7c2f.b69a Local Policy: After Applying
Site Override policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 6460 8151] 0017.7c2f.b69%9a Inserting AAA Override struct
for mobile MAC: 0017.7c2f.b69a , source 16

[05/09/14 13:13:18.802 IST 6461 8151] 0017.7c2f.b69a Inserting new RADIUS override
into chain for station 0017.7c2f.b69%a

[05/09/14 13:13:18.802 IST 6462 8151] 0017.7c2f.b69a Override Values: source: 16,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTimeout: -1

[05/09/14 13:13:18.802 IST 6463 8151] 0017.7c2f.b69%a dataAvgC: -1, rTAvgC: -1,
dataBurstC: -1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:18.802 IST 6464 8151] 0017.7c2f.b69a Local Policy: After ovr
check continuation

[05/09/14 13:13:18.802 IST 6465 8151] 0017.7c2f.b69a Local Policy:
apf_ms_radius_override.c apfMsSumOverride 447 Returning fail from
apfMsSumOverride

[05/09/14 13:13:18.802 IST 6466 8151] 0017.7c2f.b69a Local Policy: Calling
applyLocalProfilingPolicyAction from Override2

[05/09/14 13:13:18.802 IST 6467 8151] 0017.7c2f.b69%a
*x*%* Tngide applyLocalProfilingPolicyAction ****



[05/09/14 13:13:18.802 IST 6468 8151] 0017.7c2f.b69%9a *** Client State =
DHCP_REQD instance = 2 instance Name POLICY_PROFILING_L2_AUTH,
OverrideEnable = 1 deviceTypeLen=0, deviceType=(null), userRoleLen=0,
userRole=(null)

[05/09/14 13:13:18.802 IST 6469 8151] 0017.7c2f.b69%a Local Profiling Values
isvalidvlan = 0, vlan = 0, isVlanRecdInDelete = 0, isValidSessionTimeout = 0,
sessionTimeout=0, isSessionTORecdInDelete = 0 ProtocolMap = 0 ,applyPolicyAtRun= 0
[05/09/14 13:13:18.802 IST 646a 8151] 0017.7c2f.b69%a ipv4ACL = [1],

ipv6ACL = [], inQoS = [unknown], outQoS = [unknown]

[05/09/14 13:13:18.802 IST 646b 8151] 0017.7c2f.b69a Local Policy: At the End

AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 646¢c 8151] 0017.7c2f.b69a apfMsRunStateInc
[05/09/14 13:13:18.802 IST 646d 8151] 0017.7c2f.b69%9a Session Update for Non-dotlx client

[05/09/14 13:13:18.802 IST 646e 8151] 0017.7c2f.b69a 1XA: Session Push for Non-dotlx
wireless client

[05/09/14 13:13:18.802 IST 646f 8151] 0017.7c2f.b69%9a 1XA: Calling Auth Mgr to Push
wireless session for client 47ad4000000145 uid 280

--More--

[05/09/14 13:13:18.802 IST 6470 8151] 0017.7c2f.b69%9a Session Update for Pushed Sessions

[05/09/14 13:13:18.802 IST 6471 8151] 0017.7c2f.b69a Session Manager Call Client
47ad4000000145, uid 280, capwap id 506c800000000f,Flag 0 Audit-Session ID
0a6987b2536c871300000118 policy name (null)

[05/09/14 13:13:18.802 IST 6472 8151] 0017.7c2f.b69a Change state to RUN (20) last
state DHCP_REQD (7)

[05/09/14 13:13:18.802 IST 6473 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:18.802 IST 6474 8151] 0017.7c2f.b69a WCDB_LLM: prev Mob state 0 curr
Mob State 3 1llReq flag 1

[05/09/14 13:13:18.802 IST 6475 8151] 0017.7c2f.b69%9a WCDB_LLM: prev Mob state 0
currMob State 3 afd action 1

[05/09/14 13:13:18.802 IST 6476 8151] 0017.7c2f.b69a WCDB_LLM: pl handle 259 vlan_id
12 auth RUN(4) mobility 3 client_id 0x47ad4000000145 src_interface 0x506c800000000f
dst_interface 0x75e18000000143 client_type 0 p2p_type 1 bssid ¢8£f9.£983.4260 radio_id
0 wgbid 0000.0000.0000

[05/09/14 13:13:18.802 IST 6477 8151] 0017.7c2f.b69a WCDB_CHANGE: auth=RUN(4) vlan
12 radio 0 client_id 0x47ad4000000145 mobility=ExpForeign(3) src_int 0x506c800000000f
dst_int 0x75e18000000143 ackflag 2 reassoc_client 0 1llm notif 1 ip 0.0.0.0
ip_learn_type 0

[05/09/14 13:13:18.802 IST 6478 22] ACCESS-CORE-SM-CLIENT-SPI-NOTF:

[0017.7c2f.b69%9a, Ca2] Session update from Client[1l] for 0017.7c2f.b69a,

ID list 0x00000000, policy

[05/09/14 13:13:18.802 IST 6479 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:18.802 IST 647a 8151] 0017.7c2f.b69a WCDB_LLM: prev Mob state 3

curr Mob State 3 1llReq flag 0

[05/09/14 13:13:18.802 IST 647b 8151] 0017.7c2f.b69a WCDB_CHANGE: auth=RUN(4)

vlan 12 radio 0 client_id 0x47ad4000000145 mobility=ExpForeign(3) src_int
0x506c800000000f dst_int 0x75e18000000143 ackflag 2 reassoc_client 0 1lm _notif 0

ip 0.0.0.0 ip_learn_type O

[05/09/14 13:13:18.802 IST 647c 8151] 0017.7c2f.b69%9a AAAS: creating accounting start
record using method list Zubair_ISE, passthroughMode 1

[05/09/14 13:13:18.802 IST 647d 8151] 0017.7c2f.b69a AAAS: initialised accounting
start request, uid=280 passthrough=1

[05/09/14 13:13:18.802 IST 647e 8151] 0017.7c2f.b69a AAAS: accounting request sent
[05/09/14 13:13:18.803 IST 647f 207] [WCDB] ==Update event: client (0017.7c2f.b69%a)
client id: (0x47ad4000000145) vlan (12->12) global_wlan (15->15) auth_state
(L2_AUTH_DONE->RUN) mob_st<truncated>

[05/09/14 13:13:18.803 IST 6480 207] [WCDB] ===intf src/dst
(0x506c800000000£->0x506c800000000£f) / (0x0->0x75e18000000143)



radio/bssid (0->0)/(c8£9.£983.4260->c8£9.£983.4260) 1lm_notify (true) addr v4/vé6
(<truncated>

[05/09/14 13:13:18.803 IST 6481 207] [WCDB] Foreign client add. Final 11lm

notified = false

[05/09/14 13:13:18.803 IST 6482 207] [WCDB] wcdb_client_mcast_update_notify:

No mcast action reqgd

[05/09/14 13:13:18.803 IST 6483 207] [WCDB] wcdb_ffcp_wcdb_client_update_notify

client (0017.7c2f.b69%a) id 0x47ad4000000145 ffcp update with flags=0x0

[05/09/14 13:13:18.803 IST 6484 207] [WCDB] wcdb_client_state_change_notify:

update flags = 0x3

[05/09/14 13:13:18.803 IST 6485 8151] 0017.7c2f.b69%9a aaa attribute list length is 79
[05/09/14 13:13:18.803 IST 6486 207] ACCESS-CORE-SM-CLIENT-DOT11-NOTF: [0017.7c2f.b69a]
WCDB RUN notification for 0017.7c2f.b69%a

[05/09/14 13:13:18.803 IST 6487 8151] 0017.7c2f.b69%9a Sending SPI
spi_epm_epm_session_create successfull

[05/09/14 13:13:18.803 IST 6488 8151] 0017.7c2f.b69%9a 0.0.0.0, auth_state 20

mmRole ExpForeign !!!

[05/09/14 13:13:18.803 IST 6489 8151] 0017.7c2f.b69%9a 0.0.0.0, auth_state 20 mmRole
ExpForeign, updating wcdb not needed

[05/09/14 13:13:18.803 IST 648a 8151] 0017.7c2f.b69%9a Tclas Plumb needed: 0

[05/09/14 13:13:18.803 IST 648b 207] [WCDB] wcdb_sisf_client_update_notify:

Notifying SISF to remove assoc in Foreign

[05/09/14 13:13:18.803 IST 648c 207] [WCDB] ==Update event: client (0017.7c2f.b69%a)
client id: (0x47ad4000000145) vlan (12->12) global_wlan (15->15) auth_state (RUN->RUN)
mob_st<truncated>

[05/09/14 13:13:18.803 IST 648d 207] [WCDB] ===intf src/dst
(0x506c800000000£->0x506c800000000£f) / (0x75e18000000143->0x75€18000000143)

radio/bssid (0->0)/(c8£9.£983.4260->c8£9.£983.4260) 1llm notify (false)

addr v4/v6 (<truncated>

[05/09/14 13:13:18.803 IST 648e 207] [WCDB] wcdb_client_mcast_update_notify:

No mcast action reqgd

[05/09/14 13:13:18.803 IST 648f 207] [WCDB] wcdb_ffcp_wcdb_client_update_notify

client (0017.7c2f.b69%a) id 0x47ad4000000145 ffcp update with flags=0x0

[05/09/14 13:13:18.803 IST 6490 207] [WCDB] wcdb_client_state_change_notify:

update flags = 0x2

[05/09/14 13:13:18.803 IST 6491 207] ACCESS-CORE-SM-CLIENT-DOT11-NOTF:

[0017.7c2f.b69a] WCDB RUN notification for 0017.7c2f.b69%a

[05/09/14 13:13:18.803 IST 6492 207] [WCDB] wcdb_sisf client_update_notify:

Notifying SISF to remove assoc in Foreign

[05/09/14 13:13:18.803 IST 6493 386] [WCDB] wcdb_ffcp_cb: client (
client (0x47ad4000000145): FFCP operation (UPDATE) return code (0)
[05/09/14 13:13:18.803 IST 6494 386] [WCDB] wcdb_ffcp_cb: client (
client (0x47ad4000000145): FFCP operation (UPDATE) return code (0)
[05/09/14 13:13:18.803 IST 6495 243] ACCESS-CORE-SM-SYNC-NOTF: [0017.7c2f.b69a, Ca2]
Delay add/update sync of iif-id for 0017.7c2f.b69a / OxFE000110

[05/09/14 13:13:18.803 IST 6496 243] ACCESS-CORE-SM-SYNC-NOTF: [0017.7c2f.b69a, Ca2]
Delay add/update sync of audit-session-id for 0017.7c2f.b69%a / OxFE000110

[05/09/14 13:13:18.803 IST 6497 8151] 0017.7c2f.b69a Received session_create_response
for client handle 20175213735969093

[05/09/14 13:13:18.803 IST 6498 8151] 0017.7c2f.b69a Received session_create_response
with EPM session handle 4261413136

[05/09/14 13:13:18.803 IST 6499 8151] 0017.7c2f.b69%a Splash Page redirect client

or posture client

0017.7c2f.b69%a)

0017.7c2f.b69%a)

--More--

[05/09/14 13:13:18.803 IST 649a 8151] 0017.7c2f.b69a REDIRECT ACL present in the
attribute list

[05/09/14 13:13:18.803 IST 649b 8151] 0017.7c2f.b69%9a Setting AAA Override
Url-Redirect-Acl 'REDIRECT'

[05/09/14 13:13:18.803 IST 649c 8151] 0017.7c2f.b69a AAA Override Url-Redirect-Acl
'"REDIRECT'

[05/09/14 13:13:18.803 IST 6494 8151] 0017.7c2f.b69a AAA Override Url-Redirect
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’
set

[05/09/14 13:13:18.803 IST 649e 8151] 0017.7c2f.b69%9a Wireless Client mobility role



is not ExportAnchor/Local. Hence we are not sending request to EPM

[05/09/14 13:13:20.445 IST 649f 8151] 0017.7c2f.b69a WCDB_IP_UPDATE: new ipv4 0.0.0.0
ip_learn_type 0 deleted ipv4 0.0.0.0

[05/09/14 13:13:20.446 IST 64a0 207] [WCDB] wcdb_foreign_client_ip_addr_update:

Foreign client (0017.7c2f.b69%9a) ip addr update received.

[05/09/14 13:13:20.446 IST 64al 207] [WCDB] SISF Update: IPV6 Addr[0]
fe80::6cla:b253:d711:c7f

[05/09/14 13:13:20.446 IST 64a2 207] [WCDB] SISF Update : Binding delete status

for v6: =0

[05/09/14 13:13:20.446 IST 64a3 207] [WCDB] wcdb_sisf_client_update_notify:

Notifying SISF to remove assoc in Foreign

[05/09/14 13:13:20.448 IST 64a4 8151] 0017.7c2f.b69%9a MS got the IP,

resetting the Reassociation Count 0 for client

[05/09/14 13:13:20.448 IST 64a5 8151] 0017.7c2f.b69a AAAS: creating accounting interim
record using method list Zubair_ISE, passthroughMode 1

[05/09/14 13:13:20.449 IST 64a6 8151] 0017.7c2f.b69a AAAS: initialised accounting
interim request, uid=280 passthrough=1

[05/09/14 13:13:20.449 IST 64a7 8151] 0017.7c2f.b69a AAAS: accounting request sent
[05/09/14 13:13:20.449 IST 64a8 8151] 0017.7c2f.b69%9a Guest User() assigned IP Address
(10.105.135.190)

[05/09/14 13:13:20.449 IST 64a9 8151] 0017.7c2f.b69a Assigning Address 10.105.135.190

to mobile

[05/09/14 13:13:20.449 IST 64aa 8151] 0017.7c2f.b69a WCDB_IP_UPDATE: new ipv4
10.105.135.190 ip_learn_type DHCP deleted ipv4 0.0.0.0

[05/09/14 13:13:20.449 IST 64ab 8151] 0017.7c2f.b69%9a AAAS: creating accounting

interim record using method list Zubair_ ISE, passthroughMode 1

[05/09/14 13:13:20.449 IST 64ac 8151] 0017.7c2f.b69%9a AAAS: initialised accounting
interim request, uid=280 passthrough=1

[05/09/14 13:13:20.449 IST 64ad 8151] 0017.7c2f.b69a AAAS: accounting request sent
[05/09/14 13:13:20.449 IST 64ae 8151] 0017.7c2f.b69%9a 10.105.135.190, auth_state 20
mmRole ExpForeign !!!

[05/09/14 13:13:20.449 IST 64af 207] [WCDB] wcdb_foreign client_ip addr_update: Foreign
client (0017.7c2f.b69a) ip addr update received.

[05/09/14 13:13:20.449 IST 64b0 8151] 0017.7c2f.b69%9a 10.105.135.190, auth_state 20
mmRole ExpForeign, updating wcdb not needed

[05/09/14 13:13:20.449 IST 64bl 8151] 0017.7c2f.b69%9a Tclas Plumb needed: 0

[05/09/14 13:13:20.449 IST 64b2 207] [WCDB] SISF Update: IPV6 Addr[0]
fe80::6cla:b253:d711:c7f

[05/09/14 13:13:20.449 IST 64b3 207] [WCDB] SISF Update : Binding delete status for V6: = 0
[05/09/14 13:13:20.449 IST 64b4 207] [WCDB] wcdb_sisf_client_update_notify: Notifying SISF
to remove assoc in Foreign

[05/09/14 13:13:20.449 IST 64b5 243] ACCESS-CORE-SM-SYNC-NOTF: [0017.7c2f.b69%a, Ca2] Delay
add/update sync of addr for 0017.7c2f.b69%9a / OxXFE000110

[05/09/14 13:13:49.429 IST 64b6 253] ACCESS-CORE-SM-CLIENT-SPI-NOTF: [0017.7c2f.b69a, Ca2]
Session authz update requested cmd 5, mac 0017.7c2f.b69%a, attr-list 0x0 for Client[1]
[05/09/14 13:13:49.430 IST 64b7 253] ACCESS-CORE-SM-CLIENT-SPI-NOTF: [0017.7c2f.b69%a, Ca2]
Session authz update request sent to Client[1]

[05/09/14 13:13:49.430 IST 64b8 8151] 0017.7c2f.b69a 1XA: Processing update request from
dotlx. COA type 5

[05/09/14 13:13:49.430 IST 64b9 8151] 0017.7c2f.b69a AAAS: authorization init, uid=280,
context=268

[05/09/14 13:13:49.430 IST 64ba 8151] 0017.7c2f.b69a AAAS: initialised auth request,
uinque i1d=280, context id = 268, context regHandle Oxfefcl72c

[05/09/14 13:13:49.430 IST 64bb 8151] 0017.7c2f.b69a AAAS: Submitting mac filter request
for user 00177c2fb69%a, uniqueId=280 mlist=MACFILTER

[05/09/14 13:13:49.430 IST 64bc 8151] 0017.7c2f.b69%9a AAAS: auth request sent

[05/09/14 13:13:49.430 IST 64bd 8151] 0017.7c2f.b69a processing COA type 5

was successful

[05/09/14 13:13:49.430 IST 64be 8151] 0017.7c2f.b69%9a processing COA type 5

was successful

[05/09/14 13:13:49.430 IST 64bf 22] ACCESS-CORE-SM-CLIENT-SPI-NOTF: [0017.7c2f.b69%a, Ca2l
Session authz update response received for Client[1]

[05/09/14 13:13:49.430 IST 64c0 211] Parsed CLID MAC Address = 0:23:124:47:182:154
[05/09/14 13:13:49.430 IST 64cl 211] AAA SRV(00000118): process author req



[05/09/14 13:13:49.430 IST 64c2 211] AAA SRV(00000118): Author method=SERVER_GROUP
Zubair_ISE

[05/09/14 13:13:49.430 IST 64c3 211] Parsed CLID MAC Address = 0:23:124:47:182:154
[05/09/14 13:13:49.430 IST 64c4d 211] AAA SRV(00000000): process response req

[05/09/14 13:13:49.469 IST 64c5 220] AAA SRV(00000118): protocol reply PASS for
Authorization

[05/09/14 13:13:49.469 IST 64c6 220] AAA SRV(00000118): Return Authorization status=PASS
[05/09/14 13:13:49.469 IST 64c7 8151] 0017.7c2f.b69a AAAS: received response, cid=268
[05/09/14 13:13:49.469 IST 64c8 8151] 0017.7c2f.b69%9a AAAS: deleting context, cid=268
[05/09/14 13:13:49.469 IST 64c9 8151] 0017.7c2f.b69%9a Not comparing because the ACLs
have not been sent yet.

[05/09/14 13:13:49.469 IST 64ca 8151] 0017.7c2f.b69a Final flag values are,
epmSendAcl 1, epmSendAclDone 0

[05/09/14 13:13:49.469 IST 64cb 8151] 0017.7c2f.b69%a
client incoming attribute size are 77

--More--

[05/09/14 13:13:49.469 IST 64cc 8151] 0017.7c2f.b69a AAAS: mac filter callback status=0
uniqueId=280

[05/09/14 13:13:49.469 IST 64cd 8151] 0017.7c2f.b69a Local Policy: At the start of
apfApplyOverride2. Client State RUN

[05/09/14 13:13:49.469 IST 64ce 8151] 0017.7c2f.b69%9a Applying new AAA override for

station 0017.7c2f.b69%a

[05/09/14 13:13:49.469 IST 64cf 8151] 0017.7c2f.b69a Local Policy: Applying new AAA
override for station

[05/09/14 13:13:49.469 IST 64d0 8151] 0017.7c2f.b69a Override Values: source: 2,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
[05/09/14 13:13:49.469 IST 64d1l 8151] 0017.7c2f.b69a dataAvgC: -1, rTAvgC: -1, dataBurstC:
-1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:49.469 IST 64d2 8151] 0017.7c2f.b69a Local Policy: Applying override policy
[05/09/14 13:13:49.469 IST 64d3 8151] 0017.7c2f.b69%9a Clearing Dhcp state for station ---
[05/09/14 13:13:49.469 IST 64d4 8151] 0017.7c2f.b69a Local Policy: Before Applying WLAN
policy AccessVLAN = 12 and SessionTimeout 1is 1800 and apfMsTimeout is 1800

[05/09/14 13:13:49.469 IST 64d5 8151] 0017.7c2f.b69a Local Policy:Setting Interface name
e VLANOO12

[05/09/14 13:13:49.469 IST 64d6 8151] 0017.7c2f.b69a Local Policy:Setting local bridging
VLAN name VLAN0012 and VLAN ID 12

[05/09/14 13:13:49.469 IST 64d7 8151] 0017.7c2f.b69%a Applying WLAN ACL policies to client
[05/09/14 13:13:49.469 IST 64d8 8151] 0017.7c2f.b69a No Interface ACL used for Wireless
client in WCM (NGWC)

[05/09/14 13:13:49.469 IST 64d9 8151] 0017.7c2f.b69a apfApplyWlanPolicy: Retaining the
ACL recieved in AAA attributes 255 on mobile

[05/09/14 13:13:49.469 IST 64da 8151] 0017.7c2f.b69a Local Policy: After Applying WLAN
policy AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTimeout is 1800

[05/09/14 13:13:49.469 IST 64db 8151] 0017.7c2f.b69a Local Policy: After Applying Site
Override policy AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTimeout is 1800

[05/09/14 13:13:49.469 IST 64dc 8151] 0017.7c2f.b69a Inserting AAA Override struct for mobile
MAC: 0017.7c2f.b69%9a , source 2

[05/09/14 13:13:49.469 IST 64dd 8151] 0017.7c2f.b69a Inserting new RADIUS override into
chain for station 0017.7c2f.b69%a

[05/09/14 13:13:49.469 IST 64de 8151] 0017.7c2f.b69a Override Values: source: 2, valid_bits:
0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

[05/09/14 13:13:49.469 IST 64df 8151] 0017.7c2f.b69a dataAvgC: -1, rTAvgC: -1, dataBurstC:
-1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:49.469 IST 64e0 8151] 0017.7c2f.b69a Local Policy: After ovr check
continuation

[05/09/14 13:13:49.469 IST 64el 8151] 0017.7c2f.b69%9a Local Policy: apf_ms_radius_override.c
apfMsSumOverride 447 Returning fail from apfMsSumOverride



[05/09/14 13:13:49.469 IST 64e2 8151] 0017.7c2f.b69a Local Policy: Calling
applyLocalProfilingPolicyAction from Override2

[05/09/14 13:13:49.469 IST 64e3 8151] 0017.7c2f.b69%a
***%* Tngide applyLocalProfilingPolicyAction ****

[05/09/14 13:13:49.469 IST 64ed4 8151] 0017.7c2f.b69a *** Client State = RUN instance =
instance Name POLICY_PROFILING_L2_AUTH, OverrideEnable = 1 deviceTypeLen=0,
deviceType=(null), userRoleLen=0, userRole=(null)

[05/09/14 13:13:49.469 IST 64e5 8151] 0017.7c2f.b69%a Local Profiling Values
isvalidvlan = 0, vlan = 0, isVlanRecdInDelete = 0, isValidSessionTimeout = 0,
sessionTimeout=0, isSessionTORecdInDelete = 0 ProtocolMap = 0 ,applyPolicyAtRun= 0
[05/09/14 13:13:49.469 IST 64e6 8151] 0017.7c2f.b69%a ipv4ACL = [1],

ipv6ACL = [], inQoS = [unknown], outQoS = [unknown]

[05/09/14 13:13:49.469 IST 64e7 8151] 0017.7c2f.b69a Local Policy: At the End AccessVLAN
= 12 and SessionTimeout is 1800 and apfMsTimeout is 1800

[05/09/14 13:13:49.469 IST 64e8 8151] 0017.7c2f.b69a In >= L2AUTH_COMPLETE for station
0017.7c2f.b69%a

[05/09/14 13:13:49.469 IST 64e9 8151] 0017.7c2f.b69a AAAS: creating accounting interim
record using method list Zubair_ISE, passthroughMode 1

[05/09/14 13:13:49.469 IST 64ea 8151] 0017.7c2f.b69%9a AAAS: initialised accounting interim

request, uid=280 passthrough=1
[05/09/14 13:13:49.469 IST 64eb 8151] 0017.7c2f.b69a AAAS: accounting request sent

[05/09/14 13:13:49.469 IST 64ec 8151] 0017.7c2f.b69%9a Not Using WMM Compliance code gosCap 00

[05/09/14 13:13:49.469 IST 64ed 8151] 0017.7c2f.b69%9a In SPI call for >= L2AUTH_COMPLETE
for station 0017.7c2f.b69%a

[05/09/14 13:13:49.469 IST 64ee 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:49.469 IST 64ef 8151] 0017.7c2f.b69%9a WCDB_LLM: prev Mob state 3 curr Mob
State 3 11Req flag O

[05/09/14 13:13:49.469 IST 64f0 8151] 0017.7c2f.b69%9a WCDB_CHANGE: auth=RUN(4) wvlan 12
radio 0 client_id 0x47ad4000000145 mobility=ExpForeign(3) src_int 0x506c800000000f
dst_int 0x75e18000000143 ackflag 2 reassoc_client 0 1lm notif 0 ip 10.105.135.190
ip_learn_type DHCP

--More--

[05/09/14 13:13:49.469 IST 64f1 8151] 0017.7c2f.b69%9a apfMsAssoStatelInc

[05/09/14 13:13:49.469 IST 64f2 8151] 0017.7c2f.b69a apfPemAddUser2 (apf_policy.c:197)
Changing state for mobile 0017.7c2f.b69a on AP <¢8£f9.f983.4260 from AAA Pending to
Associated

[05/09/14 13:13:49.469 IST 64f3 8151] 0017.7c2f.b69a Reason code 0, Preset 4, AAA cause 1
[05/09/14 13:13:49.469 IST 64f4 8151] 0017.7c2f.b69a Scheduling deletion of Mobile Station:

(callerId: 49) in 1800 seconds
[05/09/14 13:13:49.469 IST 64f5 8151] 0017.7c2f.b69%9a Ms Timeout = 1800,
Session Timeout = 1800

[05/09/14 13:13:49.469 IST 64f6 207] [WCDB] ==Update event: client (0017.7c2f.b69%a)
client id: (0x47ad4000000145) vlan (12->12) global_wlan (15->15) auth_state (RUN->RUN)
mob_st<truncated>

[05/09/14 13:13:49.469 IST 64f7 207] [WCDB] ===intf src/dst
(0x506c800000000£->0x506c800000000f) / (0x75e18000000143->0x75€18000000143) radio/bssid
(0->0)/(c8£9.£983.4260->c8£9.£983.4260) 1llm_notify (false) addr v4/v6 (<truncated>
[05/09/14 13:13:49.469 IST 64f8 207] [WCDB] wcdb_client_mcast_update_notify: No mcast
action reqgd

[05/09/14 13:13:49.469 IST 64f9 207] [WCDB] wcdb_ffcp_wedb_client_update_notify client
(0017.7c2f.b69a) id 0x47ad4000000145 ffcp update with flags=0x0

[05/09/14 13:15:47.411 IST 650a 8151] 0017.7c2f.b69a Acct-interim update sent for
station 0017.7c2f.b69%a

[05/09/14 13:16:38.431 IST 650b 8151] 0017.7c2f.bé69%a

Client stats update: Time now in sec 1399621598, Last Acct Msg Sent at 1399621547 sec
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