CcDF—R—RNZ2IDAVLAICET S KM
BEECHERTS

2E

=303 1’}

arag

B
B4
ERTDIHR—F b
show client DHE T ICH 173 PEM REDHE
SFIVH1: D5 AFT > N TOWPAWPA2 PSKERETON A7 L —AXDEEERTE
SFUF2 DALY L ABE/N REY NT2x/7NA DALY LA TH—ERTY
TASER, & OBEEMFIC %
rROD
jol=t0k3
SFVA3 - OSA T NEWPARICEREE N2 A, APEWPA2ERICEREE N
SFUAAAAAD ) R —> 1— RELIFSEI— ROE
SFIAS  OFAT O RHFAPE QBEENFICKKHTS
FVAC - TARINBRALTINNCEKDISGATUORNDODTIST— 3R
&#
SFIVAT VI AV RALTINCEDISATUORNOTIST— 3> BB
g3
[EpEE
SFUABSWIANDEEICLDISAT U RNOTIST—S 3R
&
ElEE
SFV)AOWICH S DEHHEIRICEDISAT U RNOTIS T =3 R
E3id
SFIF0 B BRALTINNCEDITGAT O ROTIST T =3 @K
&#®
ElEE
SFUANAPQER Y NCKBDISATUORNOTISTI—S 3 EER (BER
[FrxI)
&%
B3 5

23 1) 712:802.1X "timeoutEvt, (ZB§ 9 B SymantecV 54 7> h DEE

BHE

E3i

{8 1E /B
SFUAIS  AX—=THFA VB2 TVWBImMDNSZEE DI T AT > MIxL TAIr
Print ServiceA"&R R & hds W\

E3i

EREE




F ) FA14  EMICE 2 TWBFast SSID Change A K TApple iOST S AT > b
PRYRNDT—TIZSMTERL

%t

B %
SFI)HAI OSAT > ROLDAPT IS T —2 3> OB
T UA16:LDAPTD IS AT > hNEREID kB

B3 %
3T UFAITWLCTDLDAPDERBREIC LD IVSA T NEER G OREE

B8 %

d-U7r18 LDAPY—NICEETEBVEEDISA T RTYS

I—>3>0F

\I

[\

B8 5%

719 : BEE(Sticky)A—S Y INFBREENTVWAEWApple V54T OO~

U
vl

n\!

@F

>+ ) A20.CCKMTOEEtLF1F7O—I 2 J(FSR)IOHEER
/d-u A21:WPA2 PMKIDF ¥ v > 1 #FH L EEEtTFITFO—IJ(FSR)DFE

WU

SFUA22  TAFIOTATHF—F vy 1% FHALELEREFITO—S2T
(ESR)D R
> F 1) A23:802 A rTCOEFEREFIFO—S 2 J(FSR)OFER

L &I

CORFIXNTER, " BAETAVLAORBEZT/NY U (BEFdebug client <mac
address> ) THFTLEF—R—RNICOVWTHALET,

Bl R SR
B4

CORFIAIXNCHETZPEEOVEHRHIEHEFEA.
FRITZAAR—F BN
CORFIXMNOERIE., TXTOAICOSIAY NAOA—FICEIKENDTT,

« 2 MNOA—73 : 440x. 5508, 5520, 75xx. 85xx, 2504, 3504, & KT'VWLC, WISM,
« Converged Access IOS®XEIY RO—FBXRTRAM Y FTRZLLOBENBALTITHN, H
HEFNYITHFBEANICELRD LD, CORFIXNOFRATT,

CORFIXNOERE. BEDTARREBICHZDTNAAICEIVWTERENhELE, COR
FAIARNTERATZIIRNTOFNA R, VUTFKR(F7AIN)E Er#%&ﬁ%brvi
T, RFEEPOZXY ND—O TR, EOAV RICE>TRCHAMNI H D HE R T 5
<FEEV,

show client D H B2 & (75 PEM IREED B E



show client& 7*/NY I THNTBICE. FTERADED 21— /L(PEM)DIREEAPFOIREZE
BRTBULENFHYIET,

« START: FILWIOSAT7 NI NUOFHAT—RA,

« AUTHCHECK : 2923 L2 FREERU S —A" WLAN ICH V) £,

*« 8021X_ REQD : V547> NE 802 1x FRAEZE T THDHENH V) F T,

« L2AUTHCOMPLETE : 9547 NEL2ARV S —ZEEICKRTLEL ., 7O ARKL3R
) — (T RLAZEEH, WebBfEHE ) ICEDL ZENTEEXRT, chHARLUEEUT1T)
—7AOO—I2T09S5A4FRTHBDHE, I NA—FREEVTATFI U RARIEE
LT, 0> RO—SASL3EHREFZFLET,

« WEP_ REQD : 9547 NEWEPRIEZETTTHADHLENHYET,

« DHCP_REQD : O rAO—Z &, L3 7 RLARAZIVZAT ORI SEFLET, Chik,
ARPER, DHCPEX, E#H., FLRKEEVTAJIL—7RHOMOI> NO—FhS5FFL
FERICK D TRITENET, HEX DHCP A WLAN TY—I&h TV BFAE,. DHCP
FEREEVTABHROANEAEIAETT,

« WEBAUTH_REQD : 9547 NI Web RIEEZTZTTTRIMENHYET (L3RI —

) o

« CENTRAL_WEBAUTH_REQD : 754 7> NECWAOT AV 2R T THDHEN BV ET,
WLCIECoOANZEZFHLF T,

« RUN: 9547 NEBEB L2 BLP LIRS —EEEICTETL, RZT14v0EXY
RDO—DICREETERDRSICBRYEL

LTO2FIUFTE, DAVYLAOEY RTYTTRIVHFIEBEREIACHITZTNYIDE
ERTERLTVET, B, BEEBZNFX—RBEAFTRLTVWET,

/7‘ ) 7.|'1 2Z74T > NTOWPA/WPA2 PSKEERED/NA 7 L

<{froot>

(Cisco Controller) >show client detail 24:77:03:19:fb:70

Client MAC AdAress. . ...t i 24:77:03:19:fb: 70
Client Username ........ouieirennennennennnennenns N/A

AP MAC AddressS. .. .vviiiiii i iiitntentnarnnnennsns ec:c8:82:a4:5b:c0
AP NamB. . . . Shankar _AP_1042
AP radio sTot TId.....cuviiiiiniinnnrnnnennennnnns 1

Cient State........... i Associ at ed



Client NAC OOB State......cviiinrnnennnnnnennennn Access

Wireless LAN Id..... .o iiiaaeeeens 5
Hotspot (802.10U) .. vciin i it e et eananennns Not Supported
BSSI D, .o ec: c8:82: a4:5b: cb
Connected FOr ....iii i et e e e naeas 0 secs
Channel . ... i e et e s 44
IP Address. ..o et e e Unknown
Gateway Address..........iiiiiiiinnnnnnnnnnnnnnns Unknown
Netmask. ..o e e Unknown
Association Id...... ..ot 1
Authentication Algorithm............. ... ..., Open System
Reason Code. ....cuii ittt e e 1
Status Code. ..o e e 0
SeSSToN TimMeOUL . .o oot i it e e aaeee e 0
Client COX VErSTON. .ot v ittt e i ae e e aaanns 4
Client E2E VersSioN. ... .uuiiiie e innannnns 1
QOS LeveTl. .t it i et e e et e Silver
Avg data Rate.....vuiiii i e 0
Burst data Rate...... ..ottt iiiaee e 0
Avg Real time data Rate.........ccvviiiiininnnann. 0
Burst Real Time data Rate..........c..iiiininnnnn.. 0
802.1P Priority Tag. . «eueeeernnnnnneeennnnnneeens 2
CTS Security Group Tag. .. vvvrrrrnenennnnnnnnnnns Not Applicable
KTS CAC Capabidity .o e e e e i i eeenens No
L Y T o o o J ol EnabTed
APSD ACS. ittt et e e i BK BE VI VO
Power Save. ... ..t s OFF
Current Rate.......vviiiiii ittt et e e e e e e ml5
Supported RatesS.....cuiiiiiiii ittt i 6.0,9.0,12.0,18.0,24.0,36.0,



Mobility State.....cuiiiiiiii it e it e e eaannn None

MobiTity Move Count......c.cuiiiimiinniannnnnnnnnn 0
Security Policy Completed......... ... No
Policy Manager State............... ... ... ... 8021X REQD

***This proves client is struggling to clear Layer-2 authentication.
It means we have to move to debug to understand where in L-2 we are failing

Policy Manager Rule Created..........cvvuuuuvnnn. Yes

Audit Session ID.......uueisiinnnnaieinnnnnneenn none

AAA ROTE TYPO. t ittt ittt ettt ennnnns none

Local Policy Applied. ... .o none

IPVA ACL Name. ittt ittt ittt s anes none
FlexConnect ACL Applied Status................... Unavailable
IPv4 ACL Applied StatuS......uiiiniinnnnnnnnnnnnn Unavailable
IPVOE ACL Name. ..ottt ittt sa e none

IPv6 ACL Applied StatuS......viiiniinnnnnnnnnnnnn Unavailable
Layer2 ACL Name. ... ...ttt i eeaaanennns none

Layer2 ACL Applied StatuS......coviiiinnnnnnnnnnn Unavailable
MDNS StatusS. ... oviiiii it ittt e e s e e e e e Enabled
mDNS Profile Name...........coiiiiiiiiiiiinnnnnn default-mdns-profile
No. of mDNS Services Advertised.................. 0

POTiCY TYPE. e ittt ettt i e e, WPA2
Authentication Key Management..............cc..... PSK
Encryption Cipher.. ...ttt CCMP (AES)
Protected Management Frame ............ouuuuvnnnn No
Management Frame Protection...................... No

EAP Ty . ittt i et it Unknown
Interface. ..o e e vlan2l

VAN . L e e 21
Quarantine VLAN. . ... ...ttt i e e eaaanens 0

Access VLAN. ..ttt ittt st 21

Client Capabilities:



CF Pollable......covvvii e e i e e e e e e Not implemented

CF Poll Request......vviiiiiiiiiinnnnnns Not implemented
Short Preamble...... ... ., Not implemented
2 Not implemented
Channel Agility...oereriinini e Not implemented
Listen Interval......c.oouiiiiiiinnnnennnnnn 10

Fast BSS Transition.......coeuiiinnnnnnnnn. Not implemented

Client Wifi Direct Capabilities:

WFD capable. ...ttt nenn No
Manged WFD capable.........ccciviiiiinn... No
Cross Connection Capable.............cooo.. No
Support Concurrent Operation............... No

Fast BSS Transition Details:

Client Statistics:

Number of Bytes Received................... 423
Number of Bytes Sent.............ccviuunn. 429
Number of Packets Received................. 3
Number of Packets Sent..................... 4
Number of Interim-Update Sent.............. 0
Number of EAP Id Request Msg Timeouts...... 0
Number of EAP Id Request Msg Failures...... 0
Number of EAP Request Msg Timeouts......... 0
Number of EAP Request Msg Failures......... 0
Number of EAP Key Msg Timeouts............. 0
Number of EAP Key Msg Failures............. 0
Number of Data Retries............covueeonn. 0
Number of RTS Retries..........ciiiuiueenn. 0
Number of Duplicate Received Packets....... 0
Number of Decrypt Failed Packets........... 0
Number of Mic Failured Packets............. 0

Number of Mic Missing Packets.............. 0



Number of RA Packets Dropped...............

Number of Policy Errors...............c.....

Radio Signal Strength Indicator............

Signal to Noise Ratio................cvun.

Client Rate Limiting Statistics:

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

Data Packets Received............
Data Rx Packets Dropped..........
Data Bytes Received..............
Data Rx Bytes Dropped............
Realtime Packets Received........
Realtime Rx Packets Dropped......
Realtime Bytes Received..........
Realtime Rx Bytes Dropped........
Data Packets Sent................
Data Tx Packets Dropped..........
Data Bytes Sent..................
Data Tx Bytes Dropped............
Realtime Packets Sent............
Realtime Tx Packets Dropped......
Realtime Bytes Sent..............

Realtime Tx Bytes Dropped........

Nearby AP Statistics:

Shankar_AP_1602(slot 0)

antennal: 0 SeCS aQ0. .. uuuunnvnrnvnrrnnnn

antennal: 0 SECS AQ0. .. uuvnvnrnrnrrnnnn

Shankar_AP_1602(slot 1)

antennal: 1 SeCS aQg0....uuuuunvnrnrrrrennn

antennal: 1 SECS aQg0. .. uueeuuunnnnnnnnnn.

Shankar_AP_3502(slot 0)

antennal: 0 SeCS aQ0. .. uuuunnvnrnvnrrnnnn

antennal: 0 SECS AQ0. .. uunnvnrnrnrrnnnn

dBm

dBm

dBm

dBm

dBm

dBm



Shankar_AP_1042(slot 0)

antennal: 0 SeCS aQg0. .. uuuunnvnrnvnrrnnnn -32 dBm

antennal: 0 SECS AQ0. .. uuvnvnrnrnrrnnnn -41 dBm

Shankar_AP_1042(slot 1)

antennal: 0 SeCS aQg0. .. uuuivnvnvnvnrrnnnn -50 dBm

antennal: 0 SECS AQ0. .. uuvnvnrnrnrrnnnn -42 dBm

DNS Server details:

DNS server IP ...t iiiiiiii it ieiennnnn 0.0.0.0

DNS server IP ...t iiiiiiii it ieiennnnn 0.0.0.0

Assisted Roaming Prediction List details:

Client Dhcp Required: False

Allowed (URL)IP Addresses

debug client ® 73 #f:

<#froot>

(Cisco Controller) >debug client 24:77:

*apf MsConnTask_4: My 07 17:03:56. 060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

03:19:fb:

24:77:03:

24:77:03:

24:77:03:

24:77:03:

24:77:03:

19:fb: 70 Association received fromnmobile on BSSID 08: cc¢

19:fb:70 Global 200 Clients are allowed to AP radio

19:fb:70 Max Client Trap Threshold: 0 cur: 0

19:fb:70 Rf profile 600 Clients are allowed to AP wlan

19:fb:70 Applying Interface policy on Mobile, role Unas



*apfMsConnTask_4:

*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:

*apfMsConnTask_4:

*apf MsConnTask_4:

May

May

May

May

May

May

May

May

May

May

May

May

May

May

**%*Client entering L2

*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:

*apfMsConnTask_4:

*apfMsConnTask_4:

May

May

May

May

07

07

07

07

07

07

07

07

07

07

07

07

07

07

07

07

07

07

07

07

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

060:

060:

060:

060:

061:

061:

061:

061:

061:

061:

061:

061:

061:

061:

061:

061:

061:

061:

061:

061:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

authentication stage

07

07

07

07

07

07

17:

17:

17:

17:

17:

17:

03:

03:

03:

03:

03:

03:

56.

56.

56.

56.

56.

56.

061:

061:

061:

062:

062:

062:

24:

24:

24:

24:

24:

24:

77:

77:

77:

77:

77:

77:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

Re-applying interface policy for client

0.0.0.0 START (0) Changing IPv4 ACL 'none' (AC
0.0.0.0 START (0) Changing IPv6 ACL 'none' (AC
apfApplyWlanPolicy: Apply WLAN Policy over PMI
In processSsidIE:4795 setting Central switched
In processSsidIE:4798 apVapIld = 5 and Split Ac
Applying site-specific Local Bridging override
Applying Local Bridging Interface Policy for s
processSsidIE statusCode is 0 and status is O
processSsidIE ssid_done_flag is 0 finish_flag
STA - rates (8): 140 18 24 36 48 72 96 108 0 0
suppRates statusCode is 0 and gotSuppRatesETel
Processing RSN IE type 48, length 22 for mobil
pemApfDeleteMobileStation2: APF_MS_PEM_WAIT_L2.
0.0.0.0 START (0) Deleted mobile LWAPP rule on
Updated location for station old AP ec:c8:82:a
Updating AID for REAP AP Client 08:cc:68:67:1f
0.0.0.0 START (0) Initializing policy

0.0.0.0 START (0) Change state to AUTHCHECK (2

0.0.0.0 AUTHCHECK (2) Change state to 8021X REC(

Central switch is TRUE

Not Using WMM Compliance code qosCap 00
0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP ru
apfMsAssoStatelnc

apfPemAddUser2 (apf_policy.c:333) Changing sta

apfPemAddUser2:session timeout forstation 24:7



*apfMsConnTask_4: May 07 17:03:56.

*apfMsConnTask_4: May 07 17:03:56.

*apfMsConnTask_4: May 07 17:03:56.

*apfMsConnTask_4: May 07 17:03:56.

*spamApTask3: May 07
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

*Dotlx_NW_MsgTask_0:

*Dotlx_NW_MsgTask_0:

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

*Dotlx_NW_MsgTask_0:

17:03:56.065:

May
May
May
May
May
May

May

May

May
May
May
May
May
May

May

07

07

07

07

07

07

07

07

07

07

07

07

07

07

07

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

062:

062:

062:

062:

24:77

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

065:

066:

066:

066:

066:

066:

066:

066:

066:

066:

066:

066:

066:

066:

24:77:03:19:fb:70 Stopping deletion of Mobile Station: (callerId

24:77:03:19:fb:70 Func: apfPemAddUser2, Ms Timeout = 0, Session

24:77:03:19:fb:70 Sending Assoc Response to station on BSSID 08:

24:77:03:19:fb:70 apfProcessAssocReq (apf_80211.c:8292) Changing

:03:19:fb:70 Sent 1x initiate message to multi thread task for
24:77:03:19:fb:70 Creating a PKC PMKID Cache entry for statio
24:77:03:19:fb:70 Resetting MSCB PMK Cache Entry O for statio
24:77:03:19:fb:70 Removing BSSID ec:c8:82:a4:5b:cb from PMKID
24:77:03:19:fb:70 Setting active key cache index 0 ---> 8
24:77:03:19:fb:70 Setting active key cache index 8 ---> 0
24:77:03:19:fb:70 Adding BSSID 08:cc:68:67:1f:fb to PMKID cac

New PMKID: (16)

[0000] d7 57 8e ff 2b 27 01 4e 93 39 Ob 1c 1f 46 d2 da

24:77:03:19:fb:70 Initiating RSN PSK to mobile 24:77:03:19:fb
24:77:03:19:fb:70 EAP-PARAM Debug - eap-params for Wlan-Id :5
24:77:03:19:fb:70 dotlx - moving mobile 24:77:03:19:fb:70 int
24:77:03:19:fb:70 EAPOL Header:

00000000: 02 03 00 5f

24:77:03:19:fb:70 Found an cache entry for BSSID 08:cc:68:67:

066:

24:77:03:19:fb: 70 Found an cache entry for BSSID 08:cc:68:67:1f:fb in PWID cache at index 0 of station

*Dot 1x_NW MsgTask_0: May 07 17:03:56. 066:

*Dot 1x_NW MsgTask_0: May 07 17:03:56. 066:

Including PWKID in ML (16)

[0000] d7 57 8e ff 2b 27 01 4e 93 39 Ob 1c 1f 46 d2 da

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Starting key exchange to nobile 24:77:03: 19:

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb: 70 Sendi ng EAPOL- Key Message to npobile 24:77: 0



state I NITPMK (nessage 1),

repl ay

count

*Dot 1x_NW MsgTask_0: May 07 17:03: 56. 066:

state I NITPMK (nessage 1),

*Dot1x_NW_MsgTask_0: May
*Dot1x_NW_MsgTask_0: May
*Dot1x_NW_MsgTask_0: May
*Dot1x_NW_MsgTask_0: May
*Dot1x_NW_MsgTask_0: May
*Dot1x_NW_MsgTask_0: May
*Dot1x_NW_MsgTask_0: May
*Dot1x_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

07 17:03:56.

07

07

07

07

07

07

07

07 17:03:56.

17:

17:

17:

17:

17:

17:

17:

repl ay

03:

03:

03:

03:

03:

03:

03:

56.

56.

56.

56.

56.

56.

56.

count

066:

066:

066:

066:

066:

069:

069:

069:

069:

er

24:

er

24:

24:

24:

24:

24:

24:

24:

24:

24:77:03:19:

00.

77

00.

77:

77:

77:

77:

77:

77:

77:

77:

00.

03:

00.

03:

03:

03:

03:

03:

03:

03:

03:

00.

19:

00.

19

19:

19:

19:

19:

19:

19:

19

00.

00.

:fb:

:fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

00.

170

00.

70

70

70

70

70

70

70

70

70

00. 00. 00
Sendi ng EAPOL- Key Message to nobile 24:77: 0

00. 00. 00

Allocating EAP Pkt for retransmission to mo
mscb->apfMsLwappLradNhMac = b0O:fa:eb:b8:f5:

mscb->apfMsBssid = 08:cc:68:67:1f:f0 msch-

dotlxcb->snapOrg

00 00 00 dotlxcb->eapol
mscb->apfMsLwappMwarPort = 5246 mscb->apfM
Received EAPOL-Key from mobile 24:77:03:19:
Ignoring invalid EAPOL version (1) in EAPOL
Received EAPOL-key in PTK_START state (mess

Received EAPOL-key M2 with invalid MIC from

*osapi BsnTimer: May 07 17:03:56.364: 24:77:03:19:fb: 70 802. 1x 'timeoutEvt' Tiner expired for station 24:

#*%]--—- MIC error due to wrong preshared key

*dot 1xMsgTask: May 07 17:

*dotlxMsgTask: May 07 17:
*dotlxMsgTask: May 07 17:
*dotlxMsgTask: May 07 17:

*dotlxMsgTask: May 07 17:

*Dotlx_NW_MsgTask_0: May
*Dotlx_NW_MsgTask_0: May
*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

03:

03:

03:

03:

03:

07

07

07

56.

56.

56.

56.

56.

17:

17:

17:

364

24:77:

364:

364:

365:

365:

24:77:

24:77:

24:77:

24:77:

03:56.366:

03:56.366:

03:56.366:

07 17:03:56.366:

03:

03:

03:

03:

03:

24:

24:

24:

19:

19:

19:

19:

19:

77:

77:

77:

fb:

fb:

fb:

fb:

03:

03:

03:

170 Retransnmit 1 of EAPOL-Key ML (length 121) for nobi

70 mscb->apfMsLwappLradNhMac = bO:fa:eb:b8:f5:12 msc

70

70

70

19

19

19

24:77:03:19

mscb->apfMsBssid

08:cc:68:67:1f:f0 mscb->apfMs,

dotlxcb->snapOrg = 00 00 00 dotlxcb->eapolWepBit

mscb->apfMsLwappMwarPort = 5246 mschb->apfMsLwapp

:fb:70 Received EAPOL-Key from mobile 24:77:03:19:

:fb:70 Ignoring invalid EAPOL version (1) in EAPOL

:fb:70 Received EAPOL-key in PTK_START state (mess

:fb:70 Received EAPOL-key M2 with invalid MIC from

*osapi BsnTimer: May 07 17:03:56.764: 24:77:03:19:fb: 70 802. 1x 'timeoutEvt' Tiner expired for station 24:

#**%|--—- MIC error due to wrong preshared key

e

M2 — DtimeoutEvtid RS A NELRENICOIS—HFRETH B THEA BV ETH. HE—ROEHEEN1D. PK/IRD



—ROB2LILTUIYI (KNFEPMXFZERBILEY, BHRXFZEU ) ZADLEI-—PHIERETERZVWIETT,

SFVFA2 : DA VLABFE/NY REY MNT2X/OT)A DA VLA TH—ERATIUT A S, £ OBEEMRTFICKKTS

SE  T95GEHEBNIAPANDT IS T =3 ICEKkHTSD - I—ID KBTS : TSPECQOSKRY Z—A"—B L 2\

[ =

Cisco Unified Wireless |P Phone % 8 L 7= WLAN.

RS 0 B4

AIR-CT5508-50-K9 //ZEFEME DA VL AOA NA—S D7 7—LADJITRTYTIL—RLTE, EFHEOBEENI ZHRTSshE

TA,

TNy oeny:

<tfroot>

apf MsConnTask_1: xx XX xX:50: XX. XXX:

*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx
*apfMsConnTask_1: xx

*apfMsConnTask_1: xx

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX 150 XX. XXX 1

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

50:

50:

50:

:50:

50:

50:

50:

50:

50:

50:

:50:

50:

50:

50:

50:

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XXX

XXX

XXX

XXX

XXX

XXX

XXX

XXX

XXX

XXX

XXX

XXX

XXX

XXX

XXX

1x

1x:

1x:

1x:

1x:

1x:

1x:

1x:

1x:

1x:

1x:

1x:

1x:

1x:

1x:

1x:

1x: xX: Ix: XX: Xx: xX Associ ation received fromnpbile on AP 3x: xX: cx: ¢

xx:Ixixxixx:xx 0.0.0.0 START (0) Changing IPv4 ACL 'none' (ACL

XX

XX

XX:

XX:

XX:

XX:

XX:

XX:

XX:

XX:

XX:

XX:

XX:

XX:

XX:

1x:

1x:

1x:

:1x:

1x:

1x:

1x:

1x:

1x:

1x:

:1x:

1x:

1x:

1x:

1x:

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

0.0.0.0 START (0) Changing IPv6 ACL 'none' (ACL
Applying site-specific Local Bridging override
Applying Local Bridging Interface Policy for st
processSsidIE statusCode is 0 and status is 0O
processSsidIE ssid_done_flag is 0 finish_flag
STA - rates (4): 130 132 139 150 000000 0
suppRates statusCode is 0 and gotSuppRatesElem
STA - rates (12): 130 132 139 150 12 18 24 36 4
extSuppRates statusCode is 0 and gotExtSuppRat
Processing RSN IE type 48, length 22 for mobile
CCKM: Mobile 1is using CCKM

Received RSN IE with O PMKIDs from mobile 1x:xx
Setting active key cache index 8 ---> 8
unsetting PmkIdvValidatedByAp

Sending Assoc Response to station on BSSID 3x:x


https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Scheduling deletion of Mobile Station: (caller

Vol P Call Failure: '1x:xx:1x:xx:xx:xx'" client, detected by 'xx-xx-xx' AP on radio type '802.11b/g'. Re:

***Means platinum QoS was not configured on WLAN

1x:xx PM

Client Excluded: MACAddress: 1x: xx: 1x: xx: xx: Xxx Base Radi o MAC : 3x: xx: cx: 9x: x0: x0 Slot: 1 User Nane: dwpv\

WLCOFNY T T, APFTYII—2 3V AT—RAO— R201ZRT 12, 7925GH T Y I —2aVICKRBRLEZEN TR
ENFET,

Zhid, WLANRREICER T\ REY MNMEBASORT 714 Y VAKRTSPEC)ERICKDEN T, ERERTI S WLAN

7925Gld, HEIZFELU TPatinum(UP6,7)TlE%& <, Silver(UP03)MQoSTO7 7 A IILTHREEhET, hik, WLANICKD/\>
REY RASOEERNT 749 0ETO2aVTL—LOTRICT U TCTSPECOFR—HESIERIL, BRNICIKAPY SERE
h&Ed,

7925G/\> Rty RERAMQSZ’'A7 7 A4 LPlainumZEA L THL VWLANZER L, BAENIERANTSIT1AILLHKS T,
B KT T7925G Deployment Guides NDEZFICHE> TRELE T,

Cisco Unified Wireless | P Phone 7925G/7925G-EX/7926G B A H A4 R
ELLEETDE, BERBRLET,
SFVAZ VTAT Y NEWPARICEREE NS A, APIEWPA2ERICEREE 1D

debug client <mac addr>:

<#root>

Wed May 7 10:51:37 2014: xX.XX.XX.XX.XX. XX Scheduling deletion of Mdbile
Station: (callerld: 23) in 5 seconds
Wed May 7 10:51:37 2014: xX.XX.XX.XX.XX. XX apfProcessProbeReq

(apf_80211. c: 4057) Changing state for npbile XX.XX.XX.XX.XX.XX on AP

fromldle to Probe


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf

***Controll er adds the new client,

Wed May 7 10:51:37 2014:
Station: (callerld:
Wed May 7 10:51:38 2014:
Station: (callerld:
Wed May 7 10:51:38 2014:

Station: (callerld:

***AP is reporting probe

Wed May 7 10:51:41 2014:
Station: (callerld:
Wed May 7 10:51:41 2014:
Station: (callerld:
Wed May 7 10:51:41 2014:
Station: (callerld:
Wed May 7 10:51:41 2014:
Station: (callerld:

Ved May 7 10:51:44 2014:

XX. XX. XX

24) in 5

XX. XX. XX.

24) in 5

XX. XX. XX.

24) in 5

activity

XX. XX. XX.

24) in 5

XX. XX. XX.

24) in 5

XX. XX. XX.

24) in 5

XX. XX. XX.

24) in 5

XX. XX. XX.

nmovi ng i nto probing status

seconds

. XX. XX. xx Scheduling del etion of Mbile

XX. XX. XX Schedul i ng del etion of Mbile

seconds

XX. XX. XX Schedul i ng del etion of Mbile

seconds

every 500 ns as configured

XX. XX. XX

seconds

XX. XX. XX

seconds

XX. XX. XX

seconds

XX. XX. XX

seconds

XX. XX. XX

Schedul i ng del etion

Schedul i ng del etion

Schedul i ng del etion

Schedul i ng del etion

Schedul i ng del etion

of

of

of

of

of

Mobi | e
Mobi | e
Mobi | e
Mobi | e
Mobi | e



Veed

Veed

Veed

Veed

Veed

Veed

Station: (callerld: 24) in 5
May 7 10:51:44 2014: XX.XX.XX.
Station: (callerld: 24) in 5
May 7 10:51:44 2014: XX.XX.XX.
Station: (callerld: 24) in 5
May 7 10:51:44 2014: XX.XX.XX
Station: (callerld: 24) in 5
May 7 10:51:49 2014: XX.XX.XX.
Expiring Mbil e!
May 7 10:51:49 2014: XX.XX.XX.
LWAPP rule on AP []
May 7 10:51:49 2014: XX.XX.XX
(0)

***After 5 seconds of inactivity,

seconds

XX. XX. XX Schedul i ng del etion of Mbile

seconds

XX. XX. XX Schedul i ng del etion of Mbile

seconds

seconds

. XX. XX. XX Scheduling deletion of Mbile

xX. xx. xx apf MsExpi reCal | back (apf_ns. c:433)

XX. XX. XX 0.0.0.0 START (0) Del eted nobile

client is deleted,

never

. XX. XX. xx Del eting nobile on AP

nmoved into authentication or association phas

FYFAAAAD Y 24— O— REHFBEI— ROBEIFT

PDEEOTERET A O CRITTIVENBBE TNy T :

(YA a>rO-7)
(YA 3a>hO-5)

(FEE)

(YA 3> hO-7)
(YAJ 0> RO-5)
(¥R a>kO-7)

>debug client <mac>
>debug aaa events enable
>debug aza errors enable

>debug mac addr <mac>
>debug aaa events enable

RSy THENEBEE. AAABGEEEZICKYYSNMPRS Y ZHERENET,

TNV THAH (R :

<#root>

*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 Invalid RADIUS message authenticator for



*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:al1:69:7b:e7 RADIUS message verification failed from
*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:al1:69:7b:e7 Returning AAA Error 'Authentication Fail
*radiusTransportThread: Mar 26 17:54:58.054: AuthorizationResponse: 0x4259f944

Ret urni ng AAA Error 'Success' (0) for nobile

Successful Authentication happened, AAA returns access-accept prior to Success (0) to confirm the same.

Returning AAA Error 'CQut of Menory' (-2) for nobile

***it's the rare reason. Cisco bug ID CSCudi12582

Returning AAA Error 'Authentication Failed (-4) for nobile


https://tools.cisco.com/bugsearch/bug/CSCud12582

***jts the most common reason seen

EZS5SN3ERH

LA—Y THIVRELBNRAT—R (FEBTOFES ) &,

2AVELI—ZHFRXAZVOXYN=IZBE>TVEWV (AD IOBE )

JAHET—EANELLBELEERA.

4. H—/)NGEREANHRY N, FEBFEAETATLEL.

5.RADIUS O FREN FE L.

6. TV RAF—HE>TAIENE L, AXFENMNEFNFXBENET (SSIDERE) -

7. Microsoft DIEEZTOT S LADEFHN BE

8.EAPZ AN —

9. 94T MY —NICREE h iz EAP FEN TEL

10. V54T NEEREAN BRI N, FLBEEATATLAWV

ENMILOBEFAAAL T —RA LT IN-5)ZRT
AAA H—N\HBIETEER =S, VT4 T NARAMHBRENEL 1=,

LTRICHZZRTET,

<#root>

Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 Max retransmission of Access-Request (id 100) to 209.165.20
Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 [Error] Client requested no retries for mobile 00:13:CE:1A:

Wed Cct 26 20:08:50 2011: 00: 13:ce: la: 92:41 Returning AAA Error 'Timeout' (-5) for nobile 00:13:ce: 1a: 92



Wed Cct 26 20:08:50 2011: 00: 13:ce: la: 92:41 Processing AAA Error 'Tineout' (-5) for mobile 00:13: ce: la: ¢
Wed Cct 26 20:08:50 2011: 00: 13:ce: la: 92:41 Sent Deauthenticate to nobile on BSSI D 00: Ob: 85: 76: d3: e0 sl ¢

Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 Scheduling deletion of Mobile Station: (callerId: 65) in 10

ENAILOBAGAAALS —HEIS—(-6)%EKT

BHA—BUEEA. AAANEEITIBEUATEERLETEYT (REFBE>TVS ), WLCIZEMRE LT, WLCEEBRMEA
L, WLCH' DeathX v £—T ZFEFEL, VW THTBIZ—X v - EEFEENET, Interna Error 4 : Cisco Bug ID
CSCum83894 AAAE R UFRREN RBAL . 7O ARRICFHEEREN EE NS,

ATl zETET,

*radiusTransportThread: Feb 21 12:14:36.109: Aborting ATTR processing 599 (avp 26/6)

*radiusTransportThread: Feb 21 12:14:36.109: 40:f0:2f:11:a9:fd Invalid RADIUS response received from server 192.0.2.254 with id=9 for mobile 40:f0: 2f
*radiusTransportThread: Feb 21 12:14:36.109: 40:f0:2f:11:89:fd [Error] Client requested no retries for mobile 40:F0:2F:11:A9:FD
*radiusTransportThread: Feb 21 12:14:36.109: 40:f0:2f:11:a9:fd Returning AAA Error 'Internal Error' (-6) for mobile 40:f0:2f:11:a9:fd
*radiusTransportThread: Feb 21 12:14:36.1009:

resultCode........covvvevrreereerernene -6

*Dotlx_NW_MsgTask_5: Feb 21 12:14:36.109: 40:f0:2f:11:89:fd Processing AAA Error 'Internal Error' (-6) for mobile 40:f0:2f:11:a89:fd

ENAIILDEE. AAALS—No Server (-7)Z2RLE T,
RADIUSHIELLKEREENTVWAWA, HR—KREATVEVRENfFRAEATVET,

UTICHlZz%TET,

*Jun 22 20:32:10.229: 00:21:€9:57:3c:bf Returning AAA Error 'No Server' (-7) for mobile 00:21:€9:57:3c:bf
*Jun 22 20:32:10.229: AuthorizationResponse: Ox1eebb3ec

2FIVAS OTAT U NFAPE DBEERTFICAMT S
ERTR TNV T .

debug client <mac addr>

#mmga07:

Sending Assoc Response to station on BSSID 00:26:¢h:94:44.c0 (status 0) ApVapld 1 Slot 0


https://tools.cisco.com/bugsearch/bug/CSCum83894

+  Slot0=B/G(2.4) Radio

¢ Slot1=A(5) Radio

o TYII-IVHEBEARAT—RA0=RIEEE

Status OSA A D & IE Failure T3

— N BEEMSTREAT—RAO—RIEFE, ROV THERTEET, 802.11 Association Status, 802.11 Deauth Reason Codes

2FVA6: TARIMRALATINIRBDITZATRNOTIII—2 3V #ER
FERTBDTNYY .
debug client <mac addr>

mirga0Y
Received Idle-Timeout from AP 00:26:ch:94:44:¢c0, slot 0 for STA 00:1e:8c:0f:a4:57

apfMsDeleteByMsch Scheduling mobile for deletion with deleteReason 4, reasonCode 4
ENAINAT— 3 (calerld:30)DHEIBRE 1M TAT S 1—)L
apfMsExpireCallback (apf_ms.c:608) Expiring Mobile!

Sent Deauthenticate to mobile on BSSID 00:26:¢h:94:44:c0 slot O(caller apf_ms.c:5094)
ES 5

DZATVRDERTZ T AV INEEENBADERIIRELET,

77 #) N OEBIE3008 T,

[B) 8 5

TARILEALTIREWLCH ST O—/NILIZEX T A, WLCH SWLANZ & ([Z# X 9 GUI>>Controller>>General
GUI>WLAN>ID>>Advanced.

SFVAT YD IVERALTINCKRBDIZAT O ROT IS I -2 a2V BER

\

ERTZ TNV .


https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055

debug client <mac addr>

#2070

apfMsExpireCallback (apf_ms.c:608) Expiring Mobile! apfMsExpireMobileStation (apf_ms.c:5009) Changing state for mobile 00:1e:8c:0f:a4:57 on AP Of

E30

ATT1—)ENEHBICRELET (BIERK1800% ) o

WEBAUTHI—HICBUWEBAUTHZ&HIL £7,

(1388 5%

WLCHSOWLANZ EDEY S IV RA LTI NEEMELGT 1 £—7)LIC L FF( GUISWLAN>ID>Advanced),
SFUFABWLANDEEIL LD ITA T RNOT YT —2 a2k

FRIZDTNVT

debug client <mac addr>

®mmIa07:

apf SendDisA ssocM sgDebug (apf_80211.¢:1855) Changing state for mobile 00:1e:8c:0f:a4:57 on AP 00:26:¢ch:94:44:¢c0 from Associated to Disassociated

St
WLANZZE TS L, WLANAEXMICKEY, BEEMICKYET,
BB R

CNRREEBERETT, WLANICEEZMA R E, 94T ROT IS I—2 a2V @lEn, BPYSI—-2aVHFERTEN
ESCH
T VAOWLCA SOFHHIRICKZD VTSI T ROT Y

T—> 3 @k

\
\!

FERTB TNV .
debug client <mac addr>

By a07:

apfMsDeleteByMsch Scheduling mobile for deletion with deleteReason 6, reasonCode 1 Scheduling deletion of Mobile Station: (callerld: 30) in 1 seconds

E30

GUIA* S : Remove Client

CLI A5 : config client deauthenticate <mac addr ess>



SFIF10 : BEREFA AT INIKBDIZATRDOTY

\’I
T
\’l
w
\V
E
»

FERIZDTNVT .
debug client <mac addr>

BfrTad07:

Retransmit failure for EAPOL-Key M3 to mobile 00:1e:8c:0f:a4:57, retransmit count 3, msch deauth count 0 Sent Deauthenticate to mobile on BSSID 00::

E3 0

RALFR LR F—RBOBEEORAEIHICEE

[ 68 5

DZATFT2RNRZAN, EF1UTABK, AIASREZHEBL, EHMLET,
SHUAITAPOER) Y NCKDIZATURNOTIS I3V @k (BRIFY=IL)

FERIZ TNV
debug client <mac addr>

@iy a07:

Cleaning up state for STA 00:1e:8c:0f:a4:57 due to event for AP 00:26:ch:94:44:c0(0) apfSendDisAssocM sgDebug (apf_80211.¢:1855) Changing state for

ES0S

APRIZA T NOBERTERBRLETH, WLCRRI M) ZHIBRLEE A,
[EpidS

FHRENDEETT,

4 1) #12:802.1X TtimeoutEvt) (ZB8 Y % Symantec” 54 7> N DRIE

il

Symantecy 7RI ITEZRITLTWBRITAT MG, AT—230BLPXY E—I=M3OD XY E£— T802.1X timeoutEvt.
Timer expiredy TPYSI—2 a2 BRLUET,

Intel/BroadcomB— R THERAE N TV B A/GERZIZEFEE L, EAPEapol 7OEANTT L EH A, wep, wpa-pskEFERHTBESE
EEHYEBA.

e
WLCO—RBEETREHIEEA,
AP-IXTOEFIN - IXTA—-ALE—K,

wlan 3 - WPA2+802.1X PEAP + mshcapv2
SSIDA"7O—RFYARENET,



RADIUS H—/Y : NPS 2008.
Symantec 7 FIANA VT RIITHFIRNTOPCIZAVARM—ILiEk.

Asus, Broadcom, Intel - win7, win-xpZERHL £9,
SHE®EZ(T3 0S: Windows 7 8 &K U XP
HEEZIBVAVLATRT R : Inte (6205 ) & KT Broadcom

ZETBRFANYTUAUN 1152019, KA TATHTVAY N 2ERA
{EIE/EI5# R

Windows7 8 KU XP T, Symantec V7 R I ITFICKDRY ND—VREB R T 7ATIA—)LZEIZLET, Zhlk., Win
7TERTXPOSIC BT % SymantecDEET T,

FNYITHL

*dotIxMsgTask: Apr 12 11:45:39.335: 84:3a:4h:7a:d5:ac Retransmit 1 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af
*dotIxMsgTask: Apr 12 11:45:44.336: 84:3a:4b:7a:d5:ac Retransmit 2 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af
*dotIxMsgTask: Apr 12 11:45:49.336: 84:3a:4b:7a:d5:ac Retransmit 3 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af



EB2CFERDOESBI Y RO—LNBYET (ULBION—23 0 TERSKhET ),
-OSATRNAPAS M1 EZ(E

SOSAT RN M2 BREE

-OSAT RN APHA S M3 EZE

-OTAT NI MABREETDHIC, FHlhF— RT7EHBEKIAK

—OZAT Y NEFLVWF—APTHEES(LENEMAZEFEL, MAXY -2 % TESHKIZS—, ELTROYZTLET,
-WLCFNY T OSA T NE, M3BEETRALTIRNLECEEZRLET, BSAIC, ZhiEMicrosoft& Symantecd B 0 B &
THY., IndBEEOBEBTEHY) A, EEERE, SymatecZHIBRT D & TT,

-ChiEB TS < WindowsBIO/NT THY), Symantec YV 7R TITHARNIAEB>TRETDIEERASNE T, EAPRAN—%F
BLTEH, COBBERBRLEEA,

- ZOMEICEL T, Cisco TACK 31— % SymantecdS & U'MicrosoftlC Bzl L E § o



SFVUFB AR=THAVICB 2 TVWBMDNSZERFE DU 5 4 7> MMZAIr Print Service A R & iz

MDNSAX—7AFUICBI2TVBEEIZ, Apple/\ RAL RIS A T2 RTINS ATAIrPrinth —ERAZRET 2 F7/N1 AN
AT MNCRREhBEW,

eSS0

7.6.100.017" %@ 9 55508 WLC,

MDNSAX—7Z#EBMZTD &, AirPrint—ERAZRETD2TFNA ANWLCOY—ERA LI a2V ICUARNENRET,
FTRENROMDNSIO7 7 A )ik, WLANEA VR —T I/ AICELLKYYEYTENRTVET,

LAL., 954F7 > MEIZSHhS O AirPrint FINA AFRRENER A,

FERTZTNY T .
debug client <mac addr>

debug mdns all enable

*Bonjour_Msg_Task: Apr 15 15:29:35.640: b0:65:bd:df:f8:71 Query Service Name: _universal._sub._ipp._tcp.local., Type: C, Class: 1. *Bonjour_Msg_T
*Bonjour_Msg_Task: Apr 15 15:29:35.640: Sending Query Response bonjSpNameStr: _dns-sd._udp.YVG.locdl ., bonjMsal ServiceName: HP_Photosmart

S&Izl

B .

V54T Na&, or_ipp._tcp.local F7zlE_ipp._tcp.local string® ;4> +) IZ_universal._sub._ipps._tcp.local & 7= l&
_universal,_sub._ipp._tcplocd ZER L £,

LA T, BMERLZAIMPItT—ERAGBELEEA, T EAXFINFrFEE N, EREhET—ERAXFEIN
HP_Photosmart_Printer_1.

CNERUY—EAN, WLANIZXYEIJEnE7O7 74 LICEMERTVETS, FNS ARG —EANRRENEL
Ao

RXA BN BMEh, RXSENBME hidnssd._udp.YVGlocd /T2 9S4 T NI T UNRET, F—ER—AILEF
£ L 7% L dns-sd._udp.YVG.localBonjour/S7 Y N ZEWLCHAMEBTERW EAYBALEL =,

EUBEICEL T, BEDOHLR/NY ZFEFR - Cisco Bug ID CSCuj32157,

(1388 5%

ME—DEEEKE, DHCPA 7315 ( RXM VB ) BENCTEH, VFAT VRIS RXAVBEBBRTRDZETT,
A4 FEIIC 4R 2 TV BFast SSID Changed' R R TAppleiOSTZA TV MY RDO—2ICSMTER

&

FEAEDAPPIEIOSTINA ATIE. 77 %)L K ® fast SSID change disabled% £/ L TR U Cisco WLC LM & 2 WLANA S B0
WLANICBE T2 ERIBEARELET,

ZOREICKY), AT RDBOIOSATMMOBERTERTIRE, I MNO—FRFBEEOWLANASISATRD
AL EMHBRLUET,

—MA R, i0ST/NA ATH nableto Join the Network" Umessages T9 .
D9Z4T > NORTR

(jk-2504-116) >show network summary

<F &>

BIESSIDZEE ..o, Disabled


https://tools.cisco.com/bugsearch/bug/CSCuj32157

FRTZTFNYY :

<#root>

(jk-2504-116) >

debug client 1c:e6:2b: cd: da: 9d

(jk-2504-116) >

*apf MsConnTask_7: Jan 30 21:33:14.544: 1c:e6: 2b: cd: da: 9d Associ ation received from nmobile on BSSI D 00: 2!

**%*Apple Client initiating switch from one wlan to another. *apfMsConnTask_7: Jan 30 21:33:14.544: 1c:e

*apf MsConnTask_7: Jan 30 21:33:14.544: 1c:e6:2b:cd:da:9d Deleting client imediately since W.AN has char

*apfMsConnTask_7: Jan 30 21:33:14.544: 1c:eb6:2b:cd:da:9d Scheduling deletion of Mobile Station: (calle

*apf Recei veTask: Jan 30 21:33:15.375: 1c:e6:2b: cd: da: 9d Sent Deauthenticate to nmobile on BSSID 00: 21: a0:

*apfReceiveTask: Jan 30 21:33:15.375: 1lc:e6:2b:cd:da:9d Found an cache entry for BSSID 00:21:a0:e3:fd:

*penRecei veTask: Jan 30 21:33:15.377: 1c:e6:2b:cd:da:9d 192.0. 2. 254 Renoved NPU entry.

*apfMsConnTask_7: Jan 30 21:33:23.890: 1c:e6:2b:cd:da:9d Adding mobile on LWAPP AP 00:21:a0:e3:fd:b0(1
**%*No client activity for > 7 sec due to fast-ssid change disabled *apfMsConnTask_7: Jan 30 21:33:23.89



*apf MsConnTask_7: Jan 30 21:33:23.891: 1c:e6:2b:cd:da:9d Sendi ng Assoc Response to station on BSSID 00:

*apfMsConnTask_7: Jan 30 21:33:23.892: 1c:e6:2b:cd:da:9d apfProcessAssocReq (apf_80211.c:8292) Changin

=55 SR
WLCH & Ofast-ssid change® B %11t GUI > Controller>General.
FVAFAI5: V54T NOLDAPT Y I —2 a2 O

EFITLDAPIE, O NOA—FETLSEFRTHLDAPH —/NEOEHKZRETDINDICKILIBET, CcOBEERF, I NO—FY
TRIITFN=23 V76 ETHR—REhTVWET,

I hNO—5HA5 LDAPH—/NICIK, RO 2BEEOI IV EREETEET,

1.ER

CORATTR, VATV NEFETRHENHBEEIC. OV NO—F A SLDAPH—NICRAEBRAEFENET,
LDAPH—NRBE I IV DORERZBLET, CORBOBRT, V74T MOI—HYEENAD—RZECINTOBERRE I VT
THFARNTEFBENET ., LDAPH—NEE. NA Y RI—HE/NADT—RFBHMEATVWBRY, #EASOIVIVICERELET

o
2. 3%

CDRA7 T, O O—3 . LDAPHY—N\THES XA TR -HICEATII—HFEENAT—RTEEETNET, /NAD
— REFEMD5SASLTRES{bLEe h, BIE7OEABICLDAPH—NICEEEhET, Chickl), LDAPH—/NFEIEERDXET
BELLK#BRITEET, =L, A MO—FOIDRRBEENE TN, V94T NOFMBEIVTTFANTREEENE T,

LDAPover TLSOARLE N ——XiEk, 954 T RBIATF—RETOMO NSO YU aVFBESLENTICETEND, Chs
2OMBATICE2THELESETNZDEFIVTFAORBYUICKDENDTT,

BN

WLCRHY 7 RDITTFPN—232760BZERITLET,
Microsoftt —/NIELDAPEERAL £ 9,
ERTBT/NVY

debug aaa ldap enable

*LDAP DB Task 1: Feb 06 12:28:12.912: IdapAuthRequest [1] called Icapi_query base="CN=Users,DC=gceaaa,DC=com" type="person" attr="sAMAccc

2+ 1) F16.LDAPTD IS A T NRIED KK
ERTE TN :

debug aaa ldap enable



*LDAP DB Task 1: Feb 07 17:19:46.535: LDAP_CLIENT: Received no referralsin search result msg *LDAP DB Task 1: Feb 07 17:19:46.535: LDAP_C

[E] 58 5%

LDAPH—NZFIv oL, EEERZHIELET,

2 FUF1TWLCTOLDAPDRRRREICL D VT4 7 NEEN T ORE
FERIZ TNV :

debug aaa Idap enable

*DAP DB Task 1: Feb 07 17:21:26.710: |dapinitAndBind [1] called Icapi_init (rc = 0 - Success) *LDAP DB Task 1: Feb 07 17:21:26.712: IdaplnitAndB

[E1388 5%

94TV NWLC BT LDAPH—NBETR RN EhBD L FUI v L ZRIALET,
2 FUF18LDAPT—NICEETE L VBEDISAT U RTIYII-2 3V OBE
FHIDZFNYY

debug aaa ldap enable

*LDAPDB Task 2: Feb 07 17:26:45.874: |daplnitAndBind [2] configured Method Anonymous Icapi_bind (rc = 1005 - LDAP bind failed) *LDAP DB Tas

) 3R

WLC S KT LDAPH—NNDFRY ND— U EGRBEERIEL T,

2F VA9 BESicky) A—Z I NMRES N TVWAVWAppleZ ZAT7 > NOO—Z 2 JBE
&

AIR-CT5508-K9/ 7.4.100.0

Appled FINA AL, ROEDZFERTEIVAVLARY ND—Oh5YlichEd,
-WPA2/R) 2 —

- WPA2BE 5{LAES

— SREE802.1X A" %

Cisco ISEIC & B LS R UFER

AppleT/N1 Ak, 7O—RF v ARSSIDASEHNICHENE T, LexF. BUBMICH2BOEFTRIEREATVDE
ICYIHTE NDiPhone’  ETTo LENDT, ChRSUAALICRELET (BEEER).
BEOBEWSYTRNYTISA4T > NEUSSIDICERT S

COEER, O—I2VIEARNAE—REBVBEOBEFRICRELET,



WLANTE, BIEZEIZRTHAEMOH D TNTOREN T TIZHIBRE 1TV E T (aironet ext),
FRTZTNY Y :

debug client <mac addr>

<#froot>

*apf MsConnTask_5: Jun 11 16:12:56.342: f0:d1:a9: bb:2d:fa Received RSN IE with 0 PWIDs from nobile fO0:d:

**%At 16:12:56 in the debugs we see a client re-association. From there the AP is expecting the client
**%*At this point it does not! From the above message the AP/WLC didn’t receive a PMKID from the 1iPhone.
***This is kind of expected from this type of client.

***Apple devices do not use the opportunistic key caching which allows clients to use the SAME PMKID at
***Apple devices use a key cache method of Sticky Key Caching.

***This in turn means that the client has to build a PMKID at EACH AP in order to successfully roam to
***%*As we can see the client did not present a PMKID to use so we sent it through layer 2 security/EAP a
***The client then hits a snag in the EAP process where the client fails to respond to the EAP ID or re
***This is going to be normal and EXPECTED behavior currently with Sticky key cache clients.

[B138¢ 5%

Sticky Key Caching(SKC)Z 24 7> M Z2EA L., WLCO— R72EZHEAL TWAHERICHL T, SKCOO—Z I HR—K
ZEYMCTEDRRSICBYELE, 74 MTRE, WLCIEOpportunistic Key CachingOKC)D & & HR—KL&ET, V547> b
HFEAPTERL EHVPMKIDZEFEATEDRSICTDIIIE, WLCCLITENZAMICTHHEN B ET,

config wlan security wpa wpa2 cache sticky enable <1>

Zhigskcota L, MHBO—I2J%2REBITHENOTREVCEICEEZELTLEEY, £FEL, BLAPAOEGEOO—Z>2Y
FHEENET (EETRHEET ), 8SODAPHFHIBMTEZFVWTVBREBB{BLTLKEET VY, RANDIA—T AN —IF. BAPTH
1 ~2REOEZEEZ#S> T2 BBEERIISEBREIhET, BRICIELTRDE, 947 NEEALT Y I—23VICRES
EEIZL8BODND—ENDPMKIDZRRLET,

SKCHAR—RHFEHMICE>TVIHBE, APRELBRIAZBEBIDIHLERFH)ELTA, ChIZKVEENEHEEN, 94T
NEESRENEEFICAYET,

2 F 1) A20.CCKMTOEEEF 1 T7O—Z> Y (FSR) DR

CUWN T® 80211 WLAN O—=2>Jtgit*ar7 O0—=25

ERTZTFNY T .

debug client <mac addr>


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html

<#root>

*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5¢

CCKM Recei ved REASSOC REQ | E

*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5c

Reassoci ation received fromnobile on BSSID 84: 78: ac: f 0: 2a: 93

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c Processing WPA IE type 221, length 22 for mob

CCKM Mbdbile is using CCKM

***The Reassociation Request is received from the client, which provides the CCKM information needed i

CCKM using HVAC MD5 to compute M C

***WLC computes the MIC used for this CCKM fast-roaming exchange. *apfMsConnTask_2: Jun 25 15:43:33.75

CCKM Initializing PW cache entry with a new PTK

**%*The new PTK is derived. *apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c Setting active key

Creating a PKC PWKID Cache entry for station 00:40:96: b7:ab: 5c (RSN 0) on BSSID 84:78: ac: f 0: 2a: 93



***The new PMKID cache entry is created for this new AP-to-client association. *apfMsConnTask_2: Jun 2

Sendi ng Assoc Response to station on BSSID 84:78:ac:f0:2a:93 (status 0) ApVapld 4 Slot 0O

**%*The Reassociation Response is sent from the WLC/AP to the client, which includes the CCKM informati

Ski ppi ng EAP- Success to nobile 00: 40: 96: b7: ab: 5¢

**%EAP is skipped due to the fast roaming, and CCKM does not require further key handshakes. The clien

FIERTELDIC, FLLEEF—ABIEHZEHE A TVETH, CCKMROAS I -2 a2 AF—AILETVWTVWS o, EAPR
7L —ALXESICZLD4FH/NROIAVZBETZEHIC, 8FEFIT7O-IVIFRTENET, Cchix, O—Z>
SOBBEENTIL—LE., 94T RBEVOPWLCICE > TUHEIICEF Y Y 1&dn - EHREFEHALTETLE Y,

2 FUA21:WPA2PMKIDF v ¥ 2 1 AL EBEEF 1 70— J(FSR)DHERR

FERATITFNY T

debug client <mac addr>

<#froot>

*apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:15:39:32

Reassoci ation recei ved fromnobile on BSSID 84:78: ac: f0: 68: d2

***This is the Reassociation Request from the client. *apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:1

Processing RSN | E type 48, length 38 for nobile ec:85: 2f: 15: 39: 32



**%*The WLC/AP finds an Information Element that claims PMKID Caching support on the Association reques

Received RSN IE with 1 PWIDs from nobile ec:85: 2f: 15: 39: 32

**%*The Reassociation Request from the client comes with one PMKID. *apfMsConnTask_0: Jun 22 00:26:40.7

Searching for PMKID in MSCB PWKI D cache for nobile ec:85:2f: 15: 39: 32

***WLC searches for a matching PMKID on the database. *apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2f:

Found a valid PMKID in the MSCB PMWKID cache for npobile ec:85:2f:15:39:32

***The WLC validates the PMKID provided by the client, and confirms that it has a valid PMK cache for

Sendi ng Assoc Response to station on BSSID 84:78:ac: f0: 68: d2(status 0) ApVapld 3 Slot 0

***The Reassociation Response is sent to the client, which validates the fast-roam with SKC. *dotlxMsg

Initiating RSN with existing PMK to nobil e ec: 85:2f:15: 39: 32

#***%WLC initiates a Robust Secure Network association with this client-and-AP pair based on the cached

Including PMKID in ML(16)



**%*The hashed PMKID is included on the Message-1 of the WPA/WPA2 4-Way handshake. *dotlxMsgTask: Jun 2

SFVA22 . TAT VT AT F—F vy 12FALLEEEEFITO—Z 2 Y (FSR) DR

FERATRITFNY T

debug client <mac addr>

<#froot>

*apfMsConnTask_2: Jun 21 21:48:50.562: 00:40:96:b7:ab:5¢

Reassoci ation received fromnobile on BSSID 84: 78: ac: f0: 2a: 92

***This is the Reassociation Request from the client. *apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b
***However, since the client performs PKC/OKC and not SKC (as per the following messages), the WLC comp

FNYITOBRDCRTESIC, 94T UMD SOBRAENITEREZZELELRICPMKIDZEFTETZHEN HWET., Nk,

PMKID ZRIETZDCET, FYYIAETNhEPMK A WPA24T I A4 N R IAVICERAETh, BELLF—IERES N, BF
ETFIT7 O-—ZVINETUECLEEBRIDEDICHEERYET, FNYITDOCCKMIV NUEBRBLABWVWTLSEEW, Z
hid, 9TICHALEKLSIC, CCKMTIRBE<KPKC/IOKCERTITDEHICHERAENET, Tk, CCKMIF, PMKIDZEETET
PEHICEZLBIZIBEHROBABE, ChSOEIDEDIZWLCICE > THEAET D ELDZEFTT,

23 1) A23:802 1 r O FEEF 1T O—I 2 J(FSR) D RERR

FERATRIFNY T :

debug client <mac addr>

*apfMsConnTask_2: Jun 27 19:25:48.751: ec:85:2f:15:39:32 Doing preauth for this client over the Air ***WLC begins FT fast-secure roaming over-the-A
because the client asks for thiswith FT on the Authentication frame that is sent to the new AP over-the-Air (before the Reassociation Request). * apfMsCor



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



