WLC u%%m ?—37:; L Lightweight AP ® RS )L

ERATBI A2 b
WLC FA RANY ST Ot ADBE
I hO-5ASOFTNYY

debug capwap events enable

debug pm pki enable
AP A5 OFNY T

BHE1:. OV MO-SOBANMAECEVHEBATHS

HRE 2 |RXAL>DF—

BE3 . WLC TAPRFIVANABNICBESOTWVS, LAP AFFAURABNICAEL

B84 AP (CEFEAE

BES . A RO—FAROLVIANTAP FARANVXYE—FZZELTVD (T4 AN
NIXY =S QFNY TERFTENDHN, BERBRTENEL )

BEE6 . APHAWICICBMTEY, J7ATIA—NNFMUEER—RETOVHILTVS

BEE7 . ZYRNI—VAQIPTRLADEE

B8 . XY a1/ X—I%ED LAP A WLC ICZMTER L

B #89:Microsoft DHCPO 7 RL AN L <&\
BEtER

FL®IC

CORFIXYNTE, AireOS T4 YL ALAN I RO—F (WLC ) OF 14 RAANV M7
OtACOVWTHALET,

AR SR

=2
ADEEICETIABF B2 EFERENFTT,



« Lightweight7 7 AR 4 > N (LAP)# & O Cisco AireOS WLC D ERE (ZBE ¥ 2 E /&5
- Lightweight Access Point 7’0 k1)L ( CAPWAP ) (B89 % E #0538
FRTD IVAR—FUK

CORFIXDNTIFAIreOS WLCZHWICFBAL, Catalyst 9800IC DWTHERBALEE A, 12
EL, Z2m70tAREEAELERUTT,

CORFIXVNOERE. REDFARELCLHAZITNARAICETVWTERENELEZ, COR
FAXVRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE

T BEEBPORY ND—OTR., FEONVRICE>TRCDAEMNI HE2FEZ TOEIELT
<EEL,

£k
REZFOFMIODVWTIE., TROATIZHAINTAVITADOREEL 2SRBLTLEZTL,
WLC F14 AANVESM7OEAOHEE

Cisco Unified Wireless Network Tld LAP DA VYL A 9547 MR UL TH—ERZREHT
ZHICWLC 2R HLU TEHKTIHVEN BV ET,

LAL, ChIZRROEBRFHYET, A NO—FHFELEZFTZRY MIELTVWREE,
LAPEZNI RO—ZOEEIPTRLAZEDESIZROFLEOTL &S A,

LAPIZX L T, DHCPZ# 7S 3 >/43, Cisco-capwap-controller.local_domain®Domain Name System ( DNS ; K X A > %
—LVATALA)RR, TR 22 T4 v 2 BREENLTOIMNO—SOBFRZEEAMLAEVES. LAPTR. 2y N 7—JRD L
CTAYO—FDEEB, V23— TJIM AERRThELVWhAREEIh TR A,

ChsoFEUMICE. LAP IE 255.255.255.255 o—A)L 7O—RF vy AREFEALTaY ta—Fno—AlY TRV hNEE
BRCRELET, £1-. LAPRIY FO—F0BERBIPT FL22EEBL. V7ML EEYTAETELTHEETSI b0
—SERIBLET, L. APRBIOWLCEMAT A LT CLE. ZDOFHLVWWLCEZDEEY T4 E7DIPEFEEEL. WHi
ODWLCOIPREELEE A, ZDH®, BIEBA VY 2—T7IAADA—AIYTZYNEL LAPEBRAWCEBTSL. 1> bo—
TOEEBS v 2—TIAANKRESh, PRL2NEREENET, ChRT5430 7t EhE T, LAPERERTERRZ 315
A.a1vbta—ZBHEEhE<ENET, LIcH>T. DHCPA 7> a > 43 £ DNSHARXOFRE#ERL £ T,

LAPRHAT. T 2INVERLCL-TRPLIV PO —FDEESI V2—TI(AD7FL2ALEHRLET, Zo&Ea > b+
—JRLAPEVAY3APRA—DH AV R—TIAAR(F7ANITERBACTACELAEE)DIPT7 FL2EBEHL. LAP
BRECAPZ A=Y AV E—TIAALSMEREBRETESLS5LLET,

AP REEBSICAD TOL 2 EEFTLET,

o LAPIXUTURBICEMNIPZ FL2AENHTSATVWEWGAILE. LAPRT—KRTB3EIP7 RV 2ICDHCP %
#FHL T,

o LAPHKHEBET(2H~Y ZHITYInEFERALTIY PO —SLTF( 23SV EREZREL. 2V bD—5 UARE


https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

ERLET., REWNICE. LAPRARDAETHEELRIZCDIY bO—S0EHB, Y 24—TIA AT RLAEWMBL ¥
?O

aDHCPA 7Y 3> 43 (474 2¢32 ba—ShHREEIKRBECHS 70— /N)LEECELTWET),
cisco-capwap-controller

e ODNSTIY Y (B—AIEZZRALELTWS, HBROAPKSNT 3152 R 35w CLERTEEY
) - CAPWAP%FEMH T 3184 . cisco-capwap-controller®DNSLT Y MU HD & ZBEBLE T,

o LAPHLFICREEBLIEaY bE—F0BERBIPT FL 2.
s H¥T7AYIFTOLALAY 3 To—RFrAN.
o BHICERE & h i 1HER.

e« APHEBRBLSMMULI: WLCODEYYTF4INV—T1LHB3aY bn—5,

tRRoPTLHICEHREELOR., 3V PO —FDEBSI Y 2—TIAAELBALY T2y M LAPEREREL. LAPDL A Y
370—RFYANEFEALTIY o—FEBETEIHETT. MIEE LAY b7—0N0H Y. o—AHJ)L DNS 4 —/N—
EFELTWEWDER, CoFEEFERTISNENSVET,

REBHRELREAAEERZ. DHCP TDNST Y b EFEHTEIHETT. @—DNSBOT> b Y EERFEATEEY. Ch
C&) LAPHEHD I bo—S5HETEEd, $XTOaAY ba—5H1 sfIcEMh. O—HILDNSH—/N\—%
FFALTWALER. COoFEEERTIMENSVET, $1c. RO DNSH 72 2%2FHALTEY. 2V -5
BH 74220 &->TRHENhTWEIBACLIDFEEFEALET,

DHCP# 7Y a > 43 li. KEENDHCP L &> THEBEN—HTA XT3 v CEAEhET. COFER. 120
DNSH 7 4 2 2% BRATAKRLENFEALET, LEAEY22KM,. F—ARSUT, XBCENVEFRBELTVWET
o LAPH Y FA—FCO—AITORERTAELSCTEIHER. P2ITRHDNSTY b)Y EFHTEZWVWIcH. DHCP
#7var 3EBEFHALTLAPEELA—A) AV NO—S0EBIP7 FL 2EBHTIMLENH VT,

BREIC. DHCPH—N—bitWiy 7=k, BNRELNFEREhET, a2 v—IKR—r LT APCLI 2FERAL
T, A ba—JLERTIAEHICHELRBESFNICRETE S, APCLIEEARALTIY Fo—JHRESFNICRTE
TRAREEERTAICE. Roa<y FEEAL 7.

AP#capwap ap primary-base <W.CNane> <W.Cl P>

o UZANEOIXRTOOAVRNA—ZFZILTFA1AANVVIITARNEREL, YATALAB, APNZX—JYDIPTRLA,
BEAPYZ—CVYA U B—TIAAICTTICELRENATUVS APOHK., LTI NO—S02ENEBRESEXZESC I
RO—ZDOF 1 AANVEEEZFEET,

« OhO—Z VARNZSEL, ROVANDEFCH>TIAYMNO—JICEREREZEXEFELET (AP NO—F


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html

AESOTAAANVREERELIEBEOH ).

aZZA4XVIANA—F NI AT LB (LAREIC LAP THREZ ) o

b.£AYAVIAYRO—F DI AT LR (LABIIC LAP TREE® ) o

2= v UV NO—F O AT LR ( ABIC LAP TREEHR ) o

d 724XV MO—F (LAPHFRBICTZAXY, AR, £12@E2—2v UV RO—SHTREEIT
WEWES, ILVWLAPASMIZ O NO—ZZ2BICBEL TS LEHICEAEIET ),

e LROFHOVTIZEHTRESBWES, TAAANURBOBRBEELZEATA LT, IV NO-5H
OA—RNZU2VTETVET,

220 MA-ZOREF YN TAHAA—DOBE. T4 ANDNVERLERLTT 1 AAN)BETHRADCHE
LEJYMO-ZICEREREZEEFELET. 1200 NO—FTEBOA >V Z—T I A AICERO APYR—2
YABHBDEEE. APODBNREDLBEVAPYR—IFY 12 R—T I/ AZEBRL T LT,

A2 O—Z&, AAEODTFIVIXERAPILT VI YILBELTINTOT A RAANVERICBELET, &
U, A MNO—ZHSSMEZEZMBITRICE,. SMERCAVDSAASEIVETT. LAPRK, BRLEOV S
A—2A8mEEZZELEVES. IV MN—Z/REZFHOIANO—F (TZAIV/ AR /IZ—2
YU )THEVWAEY, UANAOXROIDY NO—FZRATLET,

o APRERISEBEZZETIE, APILEFNTVRAA—IH IV NO—FERALUTHZI L ZBRBELET., OO
—SERLUAX=DHAEERTVAEVES, APRIOVRNAO—FAS8AX—22FTO0-RLTUT =KL, FILLA X
—%0O—RL, COTOEAZRATY T 1 HSBUOERITLET,

« BAULYZRIITAX=DHFEBENTVWRES, IVMO-JCRHUTHREZERL, OV NO-FTERREICLE
TLET,

BREOAIVO—RE, ILLREZEMCITZEHICAPHES—EUO—REhBENFHBYET, LEN>TU0O
— R 1T EARDICRTEIDZENBVETH, ChBBEOBHETT,

> hO-ZA50FNY YT

A RO—ZFCE, CLIT7TOCA2BEZRTTDLEHICEATE 2debug AX Y RAVK 2D H Y ET,

.

debug capwap eventsenable /NI Y RESINT Y RERRLET,



debug capwap packet enable® /N7 Y RESMNT Y NOBEHRENT Y RLRILTERRLET,

debug pm pki enablefFBAENRIE7OELAZRRILET,

debug disable-all: /XY I &2 F7ICLE T,

O 774ANMCHEAZEF Y TF¥TERR—IFIIT7U5—>arEERALT, A b O—ZICa0VY =) 4>k M
O—5ANDX£%E T)L (SSH) ftenet L, XOIAX REAHALET,

<#froot>

config session tineout 120

config serial timeout 120

show run-config



(and spacebar thru to collect all)

debug nmac addr <ap-radi o- mac-address>

(in xx:xx:xx:xx:xx format)

debug client <ap-nac-address>

debug capwap events enabl e

debug capwap errors enabl e

debug pm pki enabl e

FNvIT'EFYTF ¥ LR, debugdisshleadl AN RZFEAL T, IXTOFNY T EZEMICLET,



LEOEISa TR, LAPFIY RO—FICBERLTVRBAO NS Ddebug AN ROEHERLE T,

debug capwap events enable

COORVREFERATDE, CAPWAPTF A RAANVUTAORARES M7 OEARICEES CAPWAPAR RNETITS—ICBT 5 1EH
EWBTEET,

WLCERLU A X—J A EENTVWBLAPIZX T B debug capwap eventsenable X ROE A EXRICRLET,

E o HBENETO—8E, AR—ADHWIZRY) 2TECBBL TVET,

<#root>



debug capwap events enabl e

*spamApTask7: Jun 16 12:37:36.038: 00:62:ec:60:ea:20 Discovery Request from 172.16.17.99:46317

1--- CAPWAP di scovery request sent to the W.C by the LAP.

*spamApTask7: Jun

1--- WLC responds

*spamApTask7: Jun

l--- LAP sends a j

*spamApTask7: Jun
*spamApTask7: Jun

*spamApTask7: Jun
*spamApTask7: Jun
*spamApTask7: Jun

*spamApTask7: Jun
*spamApTask7: Jun

16 12:37:36.039: 00:62:ec:60:ea:20 Discovery Response sent to 172.16.17.99 port 46317

to the discovery request fromthe LAP

16 12:38:43.

oi n request

16
16

16

16

16

16
16

12:
12:

12:

12:

12:

12

12:

38:
38:

38:

38:

38:

:38:
38:

33.
43.

43.

43.

43.

43.
43.

469: 00:62:ec:60:ea:20 Join Request from 172.16.17.99:46317

to the W.C

039:
469:

472:

473:

473:

473:
473:

00:
00:

00:

00:

00:

00:
00:

62:
62:

62:

62:

62:

62:
62:

ec:

ec

ec:

ec:

ec:

ec:
ec:

60:
:60:

60:

60:

60:

60:
60:

ea:
ea:

ea:

ea:

ea:

ea:
ea:

20
20

20

20

20

20
20

Join Priority Processing status = 0, Incoming Ap's
Join Request from 172.16.17.99:46317

Join Version: = 134256640
apType = 46 apModel: AIR-CAP2702I-E-K9
Join resp: CAPWAP Maximum Msg element len = 90

Join Response sent to 172.16.17.99:46317
CAPWAP State: Join



l--- WLC responds

*spamApTask7: Jun

*spamApTask7: Jun

I--- LAP requests

*spamApTask7: Jun
*spamApTask7: Jun
*spamApTask7: Jun
*spamApTask7: Jun
*spamApTask7: Jun

I--- WLC responds

*spamApTask7: Jun

*spamApTask7: Jun
*spamApTask7: Jun

*spamApTask7: Jun

*spamApTask7: Jun

with a join reply to the LAP

16 12:38:43.964: 00:62:ec:60:ea:20 Configuration Status from 172.16.17.99:46317

16 12:38:43.964: 00:62:ec:60:ea:20 CAPWAP State: Configure

for the configuration information fromthe WC,

16
16
16
16
16

by

16

16
16

16

16

12:
12:
12:
12:
12:

38:43.964:
38:43.964:
38:43.964:
38:43.964:
38:44.019:

provi di ng al

12:

12:
12:

12:

12:

38:46.882:

38:46.883:
38:46.883:

38:46.883:

38:46.883:

00:62:ec:60:ea:20 Updating IP info for AP 00:62:ec:60:ea:20 -- stati
00:62:ec:60:ea:20 Updating IP 172.16.17.99 ===> 172.16.17.99 for AP |
00:62:ec:60:ea:20 Running spamDecodeVlanProfMapPayload for00:62:ec:6
00:62:ec:60:ea:20 Setting MTU to 1485

00:62:ec:60:ea:20 Configuration Status Response sent to 172:16:17:99

the necessary configuration infornation to the LAP

00:62:ec:60:ea:20 Change State Event Request from 172.16.17.99:46317

00:62:ec:60:ea:20 Radio state change for slot: 0 state: 2 cause: 0 d
00:62:ec:60:ea:20 Change State Event Response sent to 172.16.17.99:4

00:62:ec:60:ea:20 CAPWAP State: Run

00:62:ec:60:ea:20 Sending the remaining config to AP 172.16.17.99:46

l--- LAP is up and ready to service wireless clients.



*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmInterferen
*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmNeighbourC
*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmReceiveCtr

*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for CcxRmMeas pay

l--- WLC sends all the RRM and other configuration parameters to the LAP.

BOETHALELDSIC, WLCIZBEBEhL LAPK, O MO—FAUAX—DH LAPICH DA ESH EEFRLET, LAP
EWLC DA A—DHERDEES, LAPRKBRIICWLCASHLWAX—22ATUO—RLULET, LAPICAULAX—H$H 25
k. RELZTOHONTA—REWLCHASEDO—RLET,

LAPAZEZE7OLAO—HELTIAYMA—FHh 5/ X—2EFAVO—RTBHEEE. debug capwap eventsenable I > R
HIZROXY =N RRENET,

*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Sending image data block of Tength 1324 and msglLen
*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Image Data Request sent to 172.16.17.201:46318

*spamApTask6: Jun 17 14:23:28.693: 00:62:ec:60:ea:20 Image data Response from 172.16.17.201:46318

AX=DORIVO-—RARTTRE, LAPHFUT KL THREZERTL, PIDdVAXLICBESMLET,

debug pm pki enable

SH7O0EA0—RELT, WLC FEEHENDEMMZEREL T LAPERILF T,

AP(E., CAPWAPSIER%Z WLC I[CEFE TR EEIC, X509FBHESR CAPWAP X Y E—J (LB HIAKRET, APRZ ALty
2aAVIDEERLET, ChE CAPWAPSMERICEENE T, WLC IE CAPWAPSIMERZZEITS L, APOLHF—%FE
AUTXB50RIAENERZRIIL, EHEENIHAEBEICK > TREAENRITENTVB L ZRBAELET,

e, APOFIRENAWEEROFEKBRZHEL, TOEANKLVRZZ, BENHEANS LB ELRLET (LN 2T



O MO-Z070Y ORRBREORARESICERETAIHSEN BV ET ), XS0 HAENERE NS, WLCIFZ A L AES
BELE—ZERLET, WLCIE, COAESF—E2BESHIVSVICEBEBETZNT, SHB AP LTS CAPWAPHIHIX Y
—JOEBILEESZETSCENTERT, 7—XNTYRNE, LAPEOMO—50OBO CAPWAP R RILTRIVUTTFRA
RTEBENDCEICERELTLIEEL,

debug pm pki enable AN > Ri&, IV MA—S0OEFEHT7 I —ATERITENBAAERA7OLAZRRLET, £, LWAPPE
BTOVTALICK D THEREN B BRIABEE(SSCO)NAPICH BFEICIE. debugpm pkienable A REFERAT S &, joinT
OEATOAPNY > 1F—ERRFENET, APIZRETTA VAN ENBFHE (MIC) FHBHE, NV 1F—EFRR
EhELA,

302006 £ 6 ALBICEGEE N APICIEAT MICARVTVET,



MICD & BLAPA > NO—F IC## T 2 BA Ddebug pm pki enable XY ROBHZRIZELE T,

E o HDENETO—8E, AR—ADHWIZRY) 2TECBBLTVET,

<#root>

*spamApTask4: Mar 20 11:05:15.687: [SA] OpenSSL Get Issuer Handles: locking ca cert table

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: x509 subject_name /C=US/ST=Californ
CN=AP3G2-1005cae83a42/emailAddress=support@cisco.com
*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles:



i ssuer_name / O=Ci sco

*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:

*spamApTask4:

Cert

*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:

*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:

Verify User Certificate:

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

Mar

Mar

i s issued by

Mar
Mar
Mar
Mar

Mar

Mar
Mar
Mar

Mar
Mar
Mar
Mar
Mar
Mar

Mar

20
20
20
20
20
20
20
20
20

20

20

Syst ens/ CN=Ci sco Manuf act uri ng

11:
11:
11:
11:
11:
11:
11:
11:
11:

11:

11:

Ci sco

20
20
20
20

20

20
20
20

20
20
20
20
20
20

20

11:
11:
11:
11:

11:

11:
11:
11:

11:
11:
11:
11:
11:
11:

11:

05:
05:
05:
05:
05:
05:
05:
05:
05:

05:

05:

15.
15.
15.
15.
15.
15.
15.
15.
15.

15.

15.

688:
688:
688:
688:
688:
688:
688:
688:
688:

688:

688:

Syst ens.

05:
05:
05:
05:

05:

05:
05:
05:

05:
05:
05:
05:
05:
05:

05:

15.
15.
15.
15.

15.

15.
15.
15.

15.
15.
15.
15.
15.
15.

15.

688:
688:
688:
688:

688:

688:
688:
688:

688:
688:
691:
691:
691:
691:

691:

[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]

[SA]

[SA]

[SA]
[SA]
[SA]
[SA]

[SA]

[SA]
[SA]
[SA]

[SA]
[SA]
[SA]
[SA]
[SA]
[SA]

[SA]

Get
Get

OpenSSL
OpenSSL
GetMac:
OpenSSL
OpenSSL
OpenSSL
GetMac:
OpenSSL
OpenSSL

Get
Get
Get

Get
Get

OpenSSL Get

OpenSSL Get

MAC:

MAC:

CN AP3G2-1005cae83a42
issuerCertCN Cisco Manufacturing CA

Issuer Handles:
Issuer Handles:
1005.cae8.3a42
Issuer Handles:
Issuer Handles:
Issuer Handles:
1005.cae8.3a42
Issuer Handles:
Issuer Handles:

openss1 Mac Address in subject is 1
CN AP3G2-1005cae83a42
issuerCertCN Cisco Manufacturing CA

openss1 Mac Address in subject is 1
Cert Name 1in subject is AP3G2-1005c

Issuer Handles: Extracted cert issuer from subject

Issuer Handles:

Retrieving x509 cert for CertName cscoDefaultMfgCaCert

sshpmGetCID:
sshpmGetCID:

called to evaluate <cscoDefaultMfgCaCert>
Found matching CA cert cscoDefaultMfgCaCert in row

Found CID 260e5e69 for certname cscoDefaultMfgCaCert

CACertTable:

Found matching CID cscoDefaultMfgCaCert in row 5 X

Retrieving x509 cert for CertName cscoDefaultNewRootCaCert

sshpmGetCID:
sshpmGetCID:

called to evaluate <cscoDefaultNewRootCaCert>
Found matching CA cert cscoDefaultNewRootCaCert in

Found CID 28d7044e for certname cscoDefaultNewRootCaCert

CACertTable:

Verify User
Verify User

sshpmGetCID:
sshpmGetCID:

Found matching CID cscoDefaultNewRootCaCert in row
Certificate: X509 Cert Verification return code: 1
Certificate: X509 Cert Verification result text: ok

called to evaluate <cscoDefaultMfgCaCert>

Found matching CA cert cscoDefaultMfgCaCert in row

OPENSSL X509_Verify: AP Cert Verfied Using >cscoDefaul t MgCaCert <



*spamApTask4: Mar 20 11:05:15.691: [SA] OpenSSL Get Issuer Handles:

Check cert validity times (allow expired NO

*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: called to evaluate <cscoDefaultIdCert>
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: Found matching ID cert cscoDefaultIdCert in row 2
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmFreePublicKeyHandle: called with 0x1b0b9380

*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmFreePublicKeyHandle:

freeing public key

APASOFNY Y

A RNA=—ZOFNY I TEMERN RENBVEE, APICOVY—ILR—MFHNEAPLSTOCAETNY I TEET,
ROEIAIVRTAPORB7OCRAZERETERIN, BICAR—TILE—RICAZDBENSVET (F7FILRNONADT—
|\'Ui rCiSCOJ )o

debug dhcp detail :DHCP #7°> 32 43 OEHRERTLET,

+  debugip udp: AP EZFEL T XTOUDPNT Y RERRLET,

debug capwap client event :AP @ capwap f R R ERRLE T,



+  debug capwap client error:AP @ capwap T —%&&XRRLE T,

+ debugdtisclient event: AP ® DTLS AR R ERRJLET,

« debugdtiserror enableAP ® DTLSTS—%#&KRLE T,

undebug allAP TOF/N\NY T ZBEMICLE T,

debug capwap

IRV ROBABIZERICTLET, COFBINEHAAS, APFIVNO—FEZRELEMIZD EHICBETOLARICERET
DNTYRODABRADANET,

<#root>

AP can discover the WLC via one of these options :

1--- AP discovers the W.C via option 43

*Jun 28 08:43:05.839: %CAPWAP-5-DHCP_OPTION_43: Controller address 10.63.84.78 obtained through DHCP
*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.78 with discovery type set

1--- capwap Discovery Request using the statically configured controller information.

*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.32 with discovery type set

l--- Capwap Discovery Request sent using subnet broadcast.



*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 255.255.255.255 with discovery type

1--- capwap Join Request sent to AP-Manager interface on DHCP di scovered controller.

*Jun 28 08:40:29.031: %CAPWAP-5-SENDJOIN: sending Join Request to 10.63.84.78

LAPA Y RO—ZICEHELAVERICOWT

EAXEHEOME

APE WLCHBIETEZAESHZHIALET,

.

APA" DHCPAST7 RLARAZEEBLTVWA L 2BRELET (APD MAC 7 RL AIZWT S DHCP ' —/\—1) — R Z &R
LET),

J>hO—ZH5 APIZ ping 2RTLET,

VLANADONT Y RATAOY 72 nBVKRSIC, RA4YTFOSTPRENELVWAESH ZBRELET,

ping A EEICKRTENDHBAEK. 1 2ULEOWLCOV Y=L ZRETIFE, $RCEI2 MO—FIC telnet/ssh #H L T
FNY T ERITTEDFERNAPICI DU EHZEZRBELET,



APV 7 —RNEBIZER WLC T 1 RANY =45 A %FEL. APOREZERITLET. APEUT—KL., APA WLC
CERTINESHERIELET,

LAPA WLCICEHLAVWVRERERD LS HABBICOVWTHBELET,

Field Notice :

SEEAE O HABR Y 1 - FN63942

N—RIITICHIAENIHAER, HER 10 EHENTT. APELREWLCHA 10 EULFINOENTHZBE. HERETIAD
SAEN EETAPDEKICEABENINr EUDBTNNHYET. COBBEOFMIC OV T, Z DOFieddNotice(Field
Notice: FN63942) % S B L T & L,

REZETDRENZREE : F

BE1: I MO—Z0RZANFEAZTORFVHEBATHS

COBBEORNS TN 1—TFT 42 T%T5EF, ROFIEZRTLET,

«  APTdebug dtls client error + debug dilsclient event 1N > RERITLE T,

<#root>

*Jun 28 09:21:25.011: DTLS_CLIENT_EVENT: dtls_process_Certificate: Processing...Peer certificate \

*Jun

28 09:21:25.031: DTLS_CLIENT_ERROR:

. ./capwap/base_capwap/capwap/base_capwap_wtp_dtls.c:509 (

*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_send_Alert: Sending FATAL :

Bad certificate Al ert

*Jun
*Jun
*Jun
*Jun

28 09:21:25.031: DTLS_CLIENT_EVENT:
28 09:21:25.031: DTLS_CLIENT_EVENT:
28 09:21:25.031: DTLS_CLIENT_EVENT:
28 09:21:25.031: DTLS_CLIENT_EVENT:

dtls_client_process_record: Error processing Certificate.
dtls_disconnect: Disconnecting DTLS connection O0x8AE7FDO
dtls_free_connection: Free Called... for Connection Ox8AE
dtls_send_Alert: Sending FATAL : Close notify Alert

COBRE. I NO—F0ORKZAN APOIHEEVNHEATHZ CEEZBABICRLTVET, Tk, AP MO
—JILBEBTEFELA APICA VAN =ILENTVBIAHAEILERF, EVHEABHICERESATVET, I NO—50
BZE. APOIIAENIRAEEMNPEANTHRETIHEN HVET,


https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html

e AVMO—JICHRECATVZHNEEBZINFEMHEANTHZ EZERTIEHIC, I MNA—FDOCLIA S show
time N RZERTLET, A NO—SOBZN COREOEMBBOTRICEA > TVREEE. BEARNICEDLS
O O—-SOBZELTELET,

FOMO-FTHRIAELLEREESATVEVEES, O NO—2 OGUITE— R TCommands > Set Time%
BRTSH, O MO—FOCLITeonfigtime N> RZRITLTIA MNO—FORKAZRELET,



o CLUCT U tATEERAPT, APCLIA Sshow crypto cacertificates 1V RESRTLU CREAEZERELE T,

COONVRTRE, APTREECATVRIAHEOEMHBZHETEET. RICHZERLET,

AP00Oc1.649a.be5c#show crypto ca cert

Certificate

Status: Available

Certificate Serial Number (hex): 7D1125A900000002A61A
Certificate Usage: General Purpose

Issuer:

cn=Cisco Manufacturing CA SHA2

o=Cisco

Subject:

Name: AP1G2-00c1649abe5c

e=support@cisco.com

cn=AP1G2-00c1649abe5c

o=Cisco Systems

1=San Jose

st=California

c=US

CRL Distribution Points:
http://www.cisco.com/security/pki/cril/cmca2.crl
Validity Date:

start date: 01:05:37 UTC Mar 24 2016

end date: 01:15:37 UTC Mar 24 2026

Associated Trustpoints: Cisco_IOS_M2_MIC_cert
Storage:

COOARVROEAIZEZHOBEXMHEANFBEENFTSNTVR AN HB L. HHE2EFRRENTVEIDITTES

V) EE A, Associated Trustpoint: Cisco 10S MIC cert TIEEE N, BHI7 41— RIZBEETS APENANEhTVRENM

HEOKEEBLET., cOBELHITIE. Name: C1200-001563e50c7e TF, ZEBTIHLEN HDEBOIHAEHENM
BBk OSSP T,

e CiscoBug ID CSCuq19142


https://tools.cisco.com/bugsearch/bug/CSCuq19142

LAPWLCOMICE = IESSCHT A 7 2 A LARRTINIC K ZDTLSEEZE DML, CiscoBuglD CSCuql9142; #38BL T
EEW,

BE2: RERXAOF—H

debug capwap eventsenable AN > RHAICKDX Y E—HARRENET,

<#root>

*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 AP 00:cc:fc:13:e5:e0: Country code is not configure


https://tools.cisco.com/bugsearch/bug/CSCuq19142

*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask?7:
*spamApTask?7:

Jun
Jun
Jun
Jun
Jun
Jun
Jun

28
28
28
28
28
28
28

11:
11:
11:
11:
11:
11:
11:

56:
56:
56:
56:
56:
56:
56:

49.
49.
49.
49.
49.
49.
49.

177:
177:
177:
177:
177:
177:
177:

WLC nsgl og show these nessages :

00:
00:
00:
00:
00:
00:
00:

ccC:
CccC:
CcC:
CC:
CC:
CcC:
CcC:

fc:
fc:

fc:
fc:
fc:

0 13:
13:
13:
0 13:
13:
13:
13:

e5:
e5:
e5:
e5:
e5:
e5:
e5:

el
el
el
el
el
e0
e0

AP 00:cc:fc:13:e5:e0: Country code is not configure
Setting MIU t 01485

AP 00:cc:fc:13:e5:e0: Country code is not configure
Regul atory Dormain M smatch: AP 00:cc:fc: 13: e5:e0 nc
Fi ndi ng DTLS connection to delete for AP (192: 168: ¢
Di sconnecting DTLS Capwap-Cirl session 0x1d4df 620 f
acDt| sPl unbControl Pl aneKeys: |rad: 192. 168. 47. 29( 603

*spamApTask5: Jun 28 11:52:06.536: %CAPWAP-3-DTLS_CLOSED_ERR: capwap_ac_sm.c:7095 00:cc:fc:13:e5:e0: DT
closed forAP 192:168:47:28 (60389), Controller: 10:63:84:78 (5246) Regulatory Domain Mismatch

COXY =T, LAPE WLCOBBIRXA VT —BNFHD & ZHABICRLTVET, WLC RERORFIR XA &2 HR
—RhLTVETH, APHFETORXAANSEMTBICE., ThTNOBRFRX AV EZHSHAUHBRLTHKBEN HYET,

FEAEBRFRX A -AZFERATD WLC TR, BEIRXAY -ARFERATDAPULAFERATEREA (HOBEEREEK ) . BH
DAPEBATDHIE, APORFIRXAUARBLTVS L EZBRALTLKEE VL, ThUADBERE, APIE WLC ICBERTE

A



EBE—0APICHL, 802.1b/ig & 802.1M1aMmA DEMARUREIRX AV IZBELTVWRBEN BV ET,

BRE3: WLC TAPERRVARARNFEMICE>TVS, LAPAFITUARMIEW

ZD&S5EBE, > NO—F Tdebug capwap eventsenable 1Y > ROBHICKDA Y E—JHFRENE T,

<#froot>

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received CAPWAP DISCOVERY REQUEST



from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to ff:ff:ff:ff:ff:ff on port '1’

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 Received CAPWAP JOIN REQUEST

from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 AP ap:51:5a:e0: txNonce 00:0B:85:33:52:80
rxNonce 00:0B:85:51:5A:EQ0

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 CAPWAP Join-Request MTU path from
AP 00:0b:85:51:5a:e0 is 1500, remote debug mode is 0

Wed Sep 12 17:42:50 2007:

spanRadi usProcessResponse: AP Aut horization failure

for 00:0b:85:51:5a:e0

IV —=I)R—NZ2BXLAPEER T 254k, debugcapwap clienterror AN RERKTITDERDXAY E—IHNRRENET

o

<#froot>

AP001d.a245.a2fb#

*Mar 1 00:00:52.267: LWAPP_CLIENT_ERROR_DEBUG: spamHandleloinTimer: Did not receive the
Join response

*Mar 1 00:00:52.267: LWAPP_CLIENT_ERROR_DEBUG:

No nore AP nmanager | P addresses remain



ZhE, LAPHF IO RNO—S0OAPHFAUARNIEETENTVEVC EZBARBICRLTVET,

KON REZEALT, APHFAVARNDAT—RAZRRTERT,

<#froot>

(Cisco Controller) >

show aut h-1i st

Authorize APs against AAA . ... .. ..t enabled
Allow APs with Self-signed Certificate (SSC) .... disabled

LAPZAPSEEEY) A MZBMNT B IZIE, config auth-list add mic <APMAC Address> N> REFERALET. LAPRIENRESEDE
#MIZDOWTIE., FCisco Unified Wireless Network T® Lightweight 7Ot R R4~ N (LAP) SBEFTQHREH. #SHBL T EE L,

BIRE 4 AP ICRIAE R B LNRAF—DREN 2

SERAEORBEARRAT LAPA I NO—JICEHKELEE AL

debug capwap errors enable 1~ > R &debug pm pki enable AN > RERITLET, HEBEL TV RIHAEFLEF—ERT XY £—
INFRRENET,


https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html

E o HIEIETO—8E, AR—ADHWICRY) 2TECBBL TVET,

<#root>
Tue Aug 12 17:36:09 2008: 00:0f:24:a29:52:e0

CAPWAP

Joi n Request does not include valid certificate in CERTIFI CATE_PAYLQAD
from AP 00: Of : 24: a9: 52: e0



Tue Aug 12 17:36:09 2008: 00:0f:24:29:52:e0
Deleting and removing AP 00:0f:24:a9:52:e0 from fast path
Tue Aug 12 17:36:09 2008: 00:0f:24:a9:52:e0 Unable to free public key for AP

ROD2O2O0FA72a>rEE5 EFEALT, BMEEFBRLTLSEETY,

« MICAP-BBHFT (RMA)ZUIITAKNTD

e LSCAP-LSCEIHEZHB O3 _>J9%.

BES: O RO—FSHEB2EVLAN TAPTFARAANUXAYE—IJEZELTVS (FAAANIXY =20 FNY TREERR
EThah, RERERREAALLD)

debug capwap eventsenable AN > R HIZRDX Y E—I A KRRENET,

<#froot>

Recei ved a Di scovery Request wi th subnet broadcast with wong AP I P address (A.B.C. D)!

ZOAYE—JR, OMNO—ZH,. O MNO—S0H7RY MRELCEENATVEVREET IPTRLAZZED>7O—RF¥ R
RIPPRLAICK2TFIRAANVERZZELECEZRLET, Chik, A NO—SHFNTYRZROYVTITDREEE
BRLUET,

Bk, APHBEIPFRLACFARAANVERZEELEOTRHREVEVWSZETT, O MNO—Zk, O O—ZICEKE
ENTVEVWVLANASOT7O—RFYAN FARAADNVEREZERBELET. ChIEEE., NS UH VLAN ZFTL., 2hs
EFIAVYLAVLAN ICHRBRLEL > EBEICRELET,

COBMBZEBARTBICE, ROFIEEZRITLET,



o OMO—ZHMBIOHTRYNLEICHZEBE. APROVNO—FDOIPTRLAZETI43IV5F2H, EEFEAPK
WTFhADOTFA AANVAFEEZEALTIO NO—SDOIP7RLAZZETIHREN HYET,

o RAVFI, OMO—FLIZBEV—EDO VLAN ZHFTTEELDICRETNTVET, COLDICEHFTENTVDS
VLAN Z RSV THIRLET,

6 : AP WLCIZSMTES, 774774 —)IFBEBELER—K E7OYILTVS

IVER—TSAXZXRYRND—=UTITIT7AT I A=) NFERAEATVRHERE. LAPAIY NO—JICEKEL TERTER LS
ITATIA=LNTIASOR—RIABHICBE>TVRD EEZRABLET,

ROR—RNEAZR—T NI TRIBENBYVET,

RO UDPAR—N (CAPWAP RZT74Y 9 ) BAZ—TIICLET,

F—R : 5247

#H|# - 5246

FEUTA RSTAYIODEHIIRO UDPR—KNEZBMICLET,

16666 ~ 16666

16667 ~ 16667



CAPWAP RS 74 YU DHIZ UDPR—N 5246 & 5247 #BMICLE T,

SNMP D 7=8 2 TCP161 B KT 162 ZHXIC L F£ 3 ( Wirdess Control System ( WCS ) D& )

RTOR—NEFT>a2TT (BEHICR>TEBYET ),

UDP 69 ( TFTP )

TCP80 #3 R Tf 443 (HTTP &zl HTTPS, GUI 7 7 EATHER )

TCP23B KRV 22 ( Telnet £l SSH, CLI 7V ATHER )

BE7.XYRNI—JROIPTRLADEE

k. APHFWLCIZBMULKRSETBHEZICRSNDES 1 20— BWEBETT, cOIZ—XvE—2l@, APAONO
—JIEEMLELSELEEELCRTENET,

<#froot>

No nore AP manager | P addresses remain



CODIT— AV E—IHFRRENZIEHD1DIC, KYRNID—IULETAPIYZ—2V IPTRLAE—HBTIZDEEIPT RLAKNE
ETRCENDBYET, COLRSBBE, LAPREFROBRAZFRALET. O MNO—ZICSNTEEE A,

FNY T T, WLCH APH S LWAPPTF A AANVEREZEL., LWAPPTF A RAANVIGEZE APICEFE TR ENRENT
WET,

LU WLC IF LWAPPEGERZ APHSZELEEA,

CORBEORS TN 1—F 1092 TF51C, APYZ—YERU IPHTRY NAOBEBRARDSS APYZ—2FICLT
ping ZRTLET, RICARPF YY1 EFANET, EETD IPTRLANBEION 2 EHEEFE. EEITD IPFTRLAZRE DT
NARAZHIBRTDHD, IYRND—TLET—ZBEDIPTRLAEZE DIDICFNAADIPTRLAEZEELET,

TNHAPIE WLC ICEHKRTEET,

BES: XvTaA X—2&EDLAPA WLCICSIMTERZW

Lightweight 772X R4 hA" WLC ICBFEREhEH A, OJICRK, ROIF— XY E—IHFRTENET,

AAA Authentication Failure for UserName:5475xxx8bf9c User
Type: WLAN USER

Zhik, Ligntweight 7O A RA U NIXY 21 A X=DHEHENTEY, COTIERARANFT VYD E—ROBE
CRELET, LAPEXYZ 1 VT RIITZHBTRIELLEBEERE. LAPZ APRRREVARNCEMTRDSENFHYET,
[Security] > [AP Policies] Zi#IRL T AP ZFREEV ANIZEBMLET, TOH. APRERSNNL, OV NA—FAS5AX—2F DO
—RLTAS, FUYZE—RTWLCILERIDHLENHYVET, XIZ. APEO—N)L E—RIZEELET, LAPRRA X—2
ZAUO—RLTUT—KL, O—ALE—RTOAMO—JICERLELET,

fIRE9:Microsoft DHCPO 7 RL AN EL < #& W

TORARLA ME, WLCADMAZRALEZIZIPP RLAZRARICEFTEE T, <hiZ&kY) ., WindowsDHCPH—/Nid o h
S (MIPZEBAD_ADDRESSE LTY—2 L., DHCPZ =LA <ICHIB I D AIEEMAN BV E T, FHMICOVWTIE, FCiscooA4 YL
RARNO=FA07AFIL =23V HAR, VI)—R82: O "9ZAFRO—S20, OFEZSBLTLKEEV,

BETER

e J2ADFI9=—HNMHYKR—REXIB—R



https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0101000.html#dhcp-release-override-on-aps
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0101000.html#dhcp-release-override-on-aps
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0101000.html#dhcp-release-override-on-aps
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

o Catalyst 9800T DAPHIA 7B £ 2



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



