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-Co) CiSCO IOS® N GUI £ CLI
. 5508 1 J—XAWLC TO GUI BT CLI7TIZEA
. H—ER+EYNID(SSID) DHRE
- Web FREER.

FERATIIAVR—F2 b
CORFIXNOBERE. ROVYTRIITEN-RIITON—JIVICETVTLET,

- Cisco 5760 1J ') — A 3.3.3 ( Next Generation Wiring Closet [NGWC] )

. Catalyst 3850 1) —X AA Y F

. Cisco 5508 ~!1J—AX WLC J1)—2RA 7.6.120

. Cisco 3602 </ !J—X Lightweight AP

. Cisco Catalyst 3560 1) —X A Y F

CORFIXYMOBHRE, BEDTRARELHDTNAACEIVWTERENELL, COR
FAIXKNTERATIINTOTNAARG, FIA(F72)D ) REDRELSEBLTVERT
o NRDEXY NT—IONERBBPITHREEICIE., ENLKSBIOANRICODVTE, TOEEN
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Wireless LAN Controller

WLC 5508 acting as cuest anchor
1P address - 10.105.135.151

Laer 3 Switch
Wireless LAN Controller

wWLC 5780 acting as mobility Conmtroller
IP Address - 10.105.135.244

Layer 3 switch

R W inebess LAN Controller

WLC/switch B30 Aacting as mobility agent ta 5760
m:t*lnﬁ as Foreign wWLC To anchor 5508
Ip Address - 10.10%,135.226

client Traffic Flow /
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L A LAN (WLAN ) 2B L% Y,

i
CISCO MONITOR  WLANs  CONTROLLER  WIRELESS SECURITY MANAGEMEMNT COMMAMDS HELP
WLANS WLANs > Edit "CLWHN'
* WLAMNS |
General -Mappin Advance
VLAN: | Security | QoS | Palicy-Mapping | d |

- BT Profile Name CUWN
Type WLAKN
S5ID CLWN
Seatus [ Enabled
Securtty Policies WEB POLICY, Web-Auth

(Maodifications done undar sacurity tab will appear after applying the changas.)

Radio Policy all -
Interface/Trterface wlansD -
Group(G) an
Multicast Wlan Feature | Enabled
Broadeast SSID [¥ Enabled
MNAS-ID 5508

2. [WLAN] > [WLAN Edit] > [Security] > [Layer 3 enabled Web-authentication] D EICY T A D
RA>2%EEDE T, [Layer 3 Security] #RELFY,

CISCO MONITOR  WLAN: COMNTROLLER  WIRELESS SECURITY MAMNAGEMENT COMMAMDS HELF FEEDES

WLANs WLANs = Edit "CUWN'

- \':U'I::: Eunra Security -FIS ] Paolicy-Mapping | .Hl'lnu-
 Advanced [ikaver2yl| tover3 [ Serversy]

Layer 3 Security L web Policy =

@ authentication

) Passthrough

2 Conditiznal Wab Redirect

1) Splash Page Web Redirect

1) Gn MAC Filter FailureZ®

Preauthsntication ACL IPv4 None * IPvé None =  ‘WebAuth Flexhcl Mone =

Sleaping Client 7] Enable

Over-ride Global Config [7] Enable

3.WLAN OFEEVF 4 FUOA—READT 14> RIT, [Anchor] D7 RL A% [local] LT
. 5508 1)—X WLC % [Anchor] £ LTEMLE T,



MOHITOR  BLANS

CONTROLLER:  WIRELESS SECURITY PMAMAGEMENT  COMMANDE

Mobility Anchors

WLAM 5510 e

Smitch IF Address {Anchar)
loscal

Ll Amrkor Creats

HELF  FEEDEACK

Data Paih

Contral Path

4. [Security] > [Webauth] > [Webauth page] DMEICNVADKRA > REEDE T, Web BBIENR
—TIBIVFATNOBIACHEATHIELISCRELET,

RDOFITIE, WLC ® [Internal] Web FREER—I A BIRE N TVET,

MANAGEMENT

NIHIT
CISCO MOMITOR  WLANs CONTROLLER WIRELESS SECURITY
Security Web Login Page
* AN 2
Wab futhenscation Type Internal (Defaulk) -
Genaral
- RADIUS Redirect URL after login
o . ) ) )
uthentication This page allows you to customize the content and appearance of the Login
Accountng page, The Login page is presanted to wab users the first time they access the
Fallback WLAN if "Web Authentication® is turned on {under WLAN Security Policies).
OkS
» TACACS+ Cigca Lago @ show (T Hide
LDAaR Headline
Local Met Usears Message
MAC Filtering

Disabled Clients
User Login Policies
AP Policies

COMMAMDS  HELP

EEEDBACK

5.0—A) %Y h I—FEERLET, COL—FEE/NRT—RORTE, Web BIR—
STTAVTRMFRRENLEZCI-YHFERALET,

CISCO MONITOR  WLANS

Security Local Net Users > Edit
v AAA User Name
Genearal
» RADIUS Password
Authentication Confirm Password
Accounting
Fallback Creation Time
DHs Remaining Time
P TACACS+
LOAP WLAN Profile
Local Met Users Description
MAC Filkering

Film bl s mb-

CONTROLLER

WIRELESS

surbg

SECURITY

MANAGEMENT

(11
Mon May 19 12:00:41 2014

W&

Any WLAN -

surbg

Co

=K 2 -5508/5760 ') —X WLC & Catalyst 3850 > U—X R4 Y FEOIAIN\— R F Y

A EEVUT 1 OBGE

1.5508 1) —X WLC £T, 5760 2!J—X WLC % [Mobility Peer] &L TIEBML £,



nlhlll.

CISCO MONITOR  WiAkk  CONTROLLER  WIRELESS  SECURITY  MANSIEMENT COMMANDS
Confraller Static Mobility Group Memibers
Ginieral
Pr— Local Mobily Group  Mobis-1
Interfaces HAL Address 1P Address Publs [P Addross Group Mame Stulticast 1P Status
Interfare Groups Sl D e B LE0E 13815 20.06,095,191 EECTES w00 up
multicast
Melmark Rautes DA0G00; 03:00:60 18108135 174 A0L05 .3 76.178 sartig a0 up
0E:00:00; 03:00:00 18.105.135 244 E0.LDS.035.3H wrbg &04.0 up
¥ Redwndancy

* Intemal DHCP Server

= paslility Managessent
Pabilty Canfhgunstion
Wakilty Groups

2.FEVUFT«4 AV NO—5 &L THEET S 5760 1) —X WLC T, 5508 1) —X WLC %
[Mobility Peer] £ L TIBMMLE T,

rﬂm Moritcr |+ Confgurston |+ sdmestsbon v Help -

Contraler Mobit; Poor
=[5 Grsbem bam Rarom
_ Gerend " IP addhe | Publc 1P Address | Group Hame | Mutcast P | ool Lk Status ' Duta Lk Stabe
Multict O 10.105.135 244 . surbig 00ag -
» B Weterisces O 105155151 10,108 135,151 o1 P e
* B O wasisme 100106, 135,178 g i F L3
» 20 Irternal DHCP Server
* 55 Maragemant
= (£ Mobity Maragemenit
Wity Global Corilg
_ Switch Peer Geug

3. ZNATY T RIIEEIZCEETT, Catalyst 3850 U —X A4 Y F%&. [Mobility
Management] @ T ® [Switch Peer Group] X 7 T 5760 /') —X WLC £ ® [Mobility Agent]
ELTEMLET,

Iﬁm Moracr v TConfuaten] v Admwstatcn v b ‘

Controlier Swilch Peer Group > SURBG-SPG
Switch Pesr Group: > SURBG-SPG

" System
4 P P
phkicast 1P Ackdress Publc TP Address Conkral Link Stans Diata Link Status

b Irkerfaces 0 waosizszze 10,105, 135,226 up —

» L vLan
* [ Interrall DHCP Server
* [ managament
* |5 Mabiity Managermerit
__ Mobity Gobal Condg
Motdity Peer

Siwibch Pesr Group

4. Catalyst 3850 1) —X A/ Y F LT, 5760 !1J—X WLC % [Mobility Controller] &L Ti&
MUET, COBMZERITTSDE, Catalyst3850 U —X A/ Y FIFEEUFT 4 O8O
—Z 5760 S AP D coult ZA 2 AZBEBLET,



nm
cisco  Wireless Controller

4 Home  Mornitor | v Configuration |+ Administratior

Controller

* 5 System
_ General
Muilticast
» [ Interfaces
v B3 vLAN
v (2 Internal DHCP Server
+ [ Management
* & Mobiity Management
~ Mobiity Global Config}

Mabiity Peer

Muobility Agent Configuration

Mohiity Role Mobiity Agent ~

Mcbity Controler 1P Address 10105135244 |
Control Link Status P

Data Link Status e

Mobility Protocal Port 16666

Mckiity Switch Peer Group Name SURBG-5PG

DTLS Mode Enabled

Mobility Domain 1D for 802.11r =609

Mobiity Keepalve Interval (1-30)sec 10

IN— 3 : SAEBCatalyst 38503 1) —X A1 Y FORE

1. [GUI] > [Configuration] > [Wireless] > [WLAN] > [New] DJEIC NV ADRA > R EEHE T,
Catalyst 3850 1) —X A4 ¥ F L TIE#% SSID/WLAN ZEEL T,

i
€150 Wireless Controller

{i¥ Home  Monitor | v Coofiguration| v Administration | v Help

Wireless

WLAN

WLAN > Edit
EEEER sooorr 005 AMC PolorMapping  Advanced
Frofie Mame CLWH
Tlﬂ:E WLAN
= I LA
Status [+ Enabled
‘Web-Auth
Sapurity Policies

{Mcckficatiors dore under security tab wil sppesr after apphing the changes. )
Rasko Pkey L ]
InkerfaceyIrterface Group(3) [VLANDOGD O]
Eroadcast 51D
Multicast: VLAN Feature O

2. [WLAN] > [WLAN Edit] > [Security] > [Layer 3 enabled Web-authentication] D HICY T A®D
RA2E2EGDE T, [Layer 3 Security] ZBELF T,



il =l il 4 Home  Moritor | ¥ Comfiguration | Adminstration [ v Help
Wireless WLAN
WLAN » Edit
TES WLAN General Security 05 B Polcy Mapping Advanced
_ WiLAMS _
Layer2 Layer3 AR Server |
* [ Accass Ponts _hasee
* [ 802 11a/njac Wb Palcy
» £ 202.11b/g/n Conditional Web Redirect ]
N o
» BB Media Stream Webauth Authentication List Cisabled ] ;
= Wabauth Paramertar Map weh [-J
b Q05
Webauth On-mac-fites Falre [
Preauthentication 1Pv4 ACL |Uncorifigured el
Praauthentication IPe ACL none [ &

3. [WLAN] ® [Mobility Anchor] ®ERE T, 5508 1) —X WLC M IP 7 KL A% [Anchor] & L

EmMULET
| i
atlnanfia ——
isco  Wireless Controller 4 Home  Monitor | v Configuration | v Adminstraton [ v Help
Wiraless Modillity Anchors
‘WLAN > Edit
BN WLAN
WLANS
— WLAN Profie LN
* | Access Ponts
Switch P n.l:i:ife-ssl
* & 802, 11afnfac Craata Mobiity Anchor
» £ a0z.11bfgjn ; '
— Remove Archor
* ] Media Stream
1P Address
* [ Q05

O 10108138251

CoTH., RENERCHELTVAHES A ERBLET,

WLAN @ Cisco Unified Wireless Network ( CUWN ) ICO9 S A 7 M eERELET, 7—2 70
—ZRICRLET,

1. 94T RN IP7RLAZZELET,

2.9SAT Y NFT SO EBE, FEO Web A NZTFIVEALET,

B.UVSAT U RDSEEENERIO TCP /N Y & WLC A*/\NAZ+ v oL, WLC I& Web
RANR—D A B2—ETRNLTASEELET,

4. DNSHALELLKEREENTWVD E, 94T M Web FBEER—DZEEBLFT,

OTAT RN, BHEZTZEHICRI—YTBRBENRAT—READNTIHRENBYET,

6. AN KT DE, VAT RNERODTIVELAR=DICUAALIRNENET,
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GQ 2 https://192168.2001 O ~ @ C2 € X || (2 Web Authentication x

Login

Welcome to the Cisco wireless network

Cisco is pleasedto provide the Wireless LAN infrastructure for

your network. Please login and put your unified wireless
solution to work.

User Hame

Password

7.9ZAT RN ELWILTFUIYINEANTRE, VFAT 2 NEREREIC/NAL KT,

e’:; t .,;' @ hittp://www.google.com/ P~CX (2 Internet Explorer cannot dis... *

(= Logout - Windows Internet Explorer | = || = [|o23s] ﬁ
0 e rebpage

Web Authentication

Login Successful !

You can now use all regular network services
aver the wireless netwaork.

FPlease retain this small logout window in order
to logoffwhen done. Mote that you can always
use the following URL to retrieve this page:
hitps:4192 168 200 1logout html

Logout |

H100% -




REERNTZ TN 21—TFT420FBICR. TANTH—ELTHEET S 5508 1) —X WLC

FTEUT® Debug ZA AL TS EE L,

Debug Client

Debug web-auth redirect enable mac

BLTRA—fITY,

Debug Client 00:17:7C:2F:B6:9A

Debug web-auth redirect enable mac 00:17:7C:2F:B6:9A

show debug

MAC Addr 1...... ...

Debug Flags Enabled:
dhcp packet enabled.
dotll
dotll
dotlx events enabled.
dotlx states enabled.
FlexConnect ft enabled.
pem events enabled.

mobile enabled.
state enabled

pem state enabled.
CCKM client debug enabled.
webauth redirect enabled.

*mmMaListen: May 19 13:36:34.276:
00:00:00:00:00:00(0)
*mmMaListen: May 19 13:36:34.277:
marking intgrp NULL
*mmMaListen: May 19 13:36:34.277:
Mobile, role Unassociated. Ms NAC

*mmMaListen:
for client

May 19 13:36:34.277:

*mmMaListen: May 19 13:36:34.277:
ACL 'mone' (ACL ID 255)
*mmMaListen: May 19 13:36:34.277:
ACL 'mone' (ACL ID 255)
*mmMaListen: May 19 13:36:34.277:

===>

===>

'none’

'none'’

00:17:7C:2F:B6:9A

00:17:7c:2f:b6:9a Adding mobile on Remote AP

00:17:7c:2f:b6:9a override for default ap group,

00:17:7c:2f:b6:9a Applying Interface policy on
State 2 Quarantine Vlan 0 Access Vlan 0

00:17:7c:2f:b6:9a Re-applying interface policy

00:17:7c:2f:b6:9a 0.0.0.0 START (0) Changing IPv4
(ACL ID 255) =---
00:17:7c:2f:b6:9a 0.0.0.0 START (0)
(ACL ID 255) --- (caller apf_policy.c:2240)

00:17:7c:2f:b6:9a apfApplyWlanPolicy: Apply WLAN

(caller apf policy.c:2219)
Changing IPv6

Policy over PMIPv6 Client Mobility Type

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a override from intf group to an
intf for roamed client - removing intf group from mscb
*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:06:9a 0.0.0.0 AUTHCHECK (2) Change

state to L2AUTHCOMPLETE (4)

*mmMaListen: May 19 13:36:34.277:

last state AUTHCHECK

(2)

00:17:7c:2£f:b6:9a 0.0.0.0 L2AUTHCOMPLETE (4)



Change state to DHCP_REQD (7) last state L2AUTHCOMPLETE (4)

*mmMalListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Resetting web IPv4 acl from
255 to 255

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Resetting web IPv4 Flex acl
from 65535 to 65535

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Stopping deletion of Mobile
Station: (callerId: 53)

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) Adding
Fast Path rule type = Airespace AP - Learn IP address

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255, IPv

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) Fast Path
rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging Vlan = 60,
Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) State
Update from Mobility-Incomplete to Mobility-Complete, mobility role=ExpAnchor,
client state=APF_MS_STATE_ASSOCIATED

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Change state to DHCP_REQD (7) last state DHCP_REQD (7)

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
pemAdvanceState2 5807, Adding TMP rule

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Replacing Fast Path rule

type = Airespace AP - Learn IP address

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255,

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)

Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local

Bridging Vlan = 60, Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags 0x4

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Sent an XID frame
*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags 0x4

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Pushing IPv6 Vlan Intf

ID 13: fe80:0000:0000:0000:6cla:b253:d711:0c7f , and MAC: 00:17:7C:2F:B6:9A ,
Binding to Data Plane. SUCCESS !! dhcpvébitmap 0

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Calling mmSendIpv6AddrUpdate
for addition of IPv6: £e80:0000:0000:0000:6cla:b253:d711:0c7f , for MAC:
00:17:7C:2F:B6:9A

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a mmSendIpv6AddrUpdate:4800
Assigning an IPv6 Addr fe80:0000:0000:0000:6cla:b253:d711:0c7f to the client in
Anchor state update the foreign switch 10.105.135.226

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Link Local address fe80::
6cla:b253:d711:c7f updated to mscb. Not Advancing pem state.Current state: mscb
in apfMsMmInitial mobility state and client state APF_MS_STATE_AS

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Replacing Fast Path rule

type = Airespace AP - Learn IP address

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255,

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)



Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging
Vlan = 60, Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*pemReceiveTask: May 19 13:36:34.298: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel for
00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry of
type 9, dtlFlags 0x4

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a Static IP client associated to
interface vlan60 which can support client subnet.

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 DHCP_REQD (7)
Change state to WEBAUTH_REQD (8) last state DHCP_REQD (7)

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
pemAdvanceState2 6717, Adding TMP rule

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Replacing Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL
*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging

Vlian = 60, Local Bridging intf id = 13

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a Plumbing web-auth redirect rule
due to user logout

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a apfAssignMscbIpAddr:1148
Assigning an Ip Addr 60.60.60.11 to the client in Anchor state update the foreign
switch 10.105.135.226

*dtlArpTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Assigning Address 60.60.60.11
to mobile

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel for
00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a 60.60.60.11 Added NPU entry
of type 2, dtlFlags 0x4

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Pushing IPv6:
£e80:0000:0000:0000:6cla:b253:d711:0c7f , and MAC: 00:17:7C:2F:B6:9A , Binding to
Data Plane. SUCCESS !!

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Sent an XID frame

(5508-MC) >
(5508-MC) >
(5508-MC) >*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP received
op BOOTREQUEST (1) (len 314,vlan 0, port 1, encap 0xec07)
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP (encap type 0xec07)
mstype 3ff:ff:ff:ff:£ff:£ff
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 0.0.0.0 VLAN: 0
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP selected relay 1 -
60.60.60.251 (local address 60.60.60.2, gateway 60.60.60.251, VLAN 60, port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP transmitting DHCP
REQUEST (3)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP op: BOOTREQUEST,
htype: Ethernet, hlen: 6, hops: 1
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP xid: Oxad00ada3
(2902502819), secs: 3072, flags: 0
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP chaddr:
00:17:7c:2f:b6:9a
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP ciaddr: 0.0.0.0,
yviaddr: 0.0.0.0
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP siaddr: 0.0.0.0,



giaddr: 60.60.60.2
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP requested ip:
60.60.60.11
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP sending REQUEST to
60.60.60.251 (len 358, port 1, wvlan 60)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP selecting relay 2 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 60.60.60.2 VLAN: 60
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP selected relay 2 -
NONE (server address 0.0.0.0,local address 0.0.0.0, gateway 60.60.60.251, VLAN 60,
port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP received op BOOTREPLY
(2) (len 308,vlan 60, port 1, encap 0xec00)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP setting server from ACK
(server 60.60.60.251, yiaddr 60.60.60.11)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP transmitting DHCP
ACK (5)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP op: BOOTREPLY, htype:
Ethernet, hlen: 6, hops: 0
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP xid: Oxad00ada3
(2902502819), secs: 0, flags: O
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP chaddr:
00:17:7c:2f:b6:9a
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP ciaddr: 0.0.0.0,
yiaddr: 60.60.60.11
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP siaddr: 0.0.0.0,
giaddr: 0.0.0.0
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP server id:
192.168.200.1 rcvd server id: 60.60.60.251
*webauthRedirect: May 19 13:36:47.678: 0:17:7c:2f:b6:9a- received connection

*webauthRedirect: May 19 13:36:47.680: captive-bypass detection disabled, Not
checking for wispr in HTTP GET, client mac=0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Preparing redirect

URL according to configured Web-Auth type

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Checking custom-web
config for WLAN ID:4

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- unable to get the hostName
for virtual IP, using virtual IP =192.168.200.1

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Global status is enabled,
checking on web-auth type

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Web-auth type Internal,
no further redirection needed. Presenting defualt login page to user
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- http_response_msg_bodyl
is <HTML><HEAD><TITLE> Web Authentication Redirect</TITLE><META http-equiv=
"Cache-control" content="no-cache"><META http-equiv="Pragma" content="n
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- http_response_msg_body2
is "></HEAD></HTML>

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- parser host is
www . facebook.com

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- parser path is /
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- added redirect=,
URL is now https://192.168.200.1/login.html?

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- strl is now
https://192.168.200.1/login.html?redirect=www.facebook.com/
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- clen string is
Content-Length: 312

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Message to be sent is
HTTP/1.1 200 OK
Location: https://192.168.200.1/login.html?redirect=www.facebook.com/



Content-Type: text/html
Content-Length: 312

<HTML><HEAD

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- send data length=448
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Web-auth type External,
but unable to get URL

*webauthRedirect: May 19 13:36:47.681: 0:17:7c:2f:b6:9a- received connection

*emWeb: May 19 13:36:48.731: SSL Connection created for MAC:0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:51.795: 0:17:7c:2f:b6:9a- received connection

*webauthRedirect: May 19 13:36:51.795: captive-bypass detection disabled, Not
checking for wispr in HTTP GET, client mac=0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:51.795: 0:17:7c:2f:b6:9a- Preparing redirect URL
according to configured Web-Auth type

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Checking custom-web
config for WLAN ID:4

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- unable to get the hostName
for virtual IP, using virtual IP =192.168.200.1

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Global status is enabled,
checking on web-auth type

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Web-auth type Internal,
no further redirection needed. Presenting defualt login page to user
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- http_response_msg_bodyl
is <HTML><HEAD><TITLE> Web Authentication Redirect</TITLE><META http-equiv=
"Cache-control" content="no-cache"><META http-equiv="Pragma" content="n
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- http_response_msg_body?2
is "></HEAD></HTML>

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- parser host is

www . facebook.com

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- parser path is
/favicon.ico

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- added redirect=, URL is
now https://192.168.200.1/1login.html?

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- strl is now
https://192.168.200.1/1login.html?redirect=www. facebook.com/favicon.ico
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- clen string is
Content-Length: 323

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Message to be sent is
HTTP/1.1 200 OK

Location: https://192.168.200.1/login.html?redirect=www.facebook.com/favicon.ico
Content-Type: text/html

Content-Length: 323

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- send data length=470
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Web-auth type External,
but unable to get URL
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP received op
BOOTREQUEST (1) (len 308,vlan 0, port 1, encap 0xec07)
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP (encap type 0xec07)
mstype 3ff:ff:ff:ff:£ff:£ff
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 60.60.60.251, dhcpNetmask: 255.255.255.0,

dhcpGateway: 60.60.60.251, dhcpRelay: 60.60.60.2 VLAN: 60

*emWeb: May 19 13:38:35.187:



ewaURLHook: Entering:url=/login.html, virtIp = 192.168.200.1, ssl_connection=1,
secureweb=1

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:47.215:

ewaURLHook: Entering:url=/login.html, virtIp = 192.168.200.1, ssl_connection=1,
secureweb=1

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Username entry (surbg)
created for mobile, length = 5

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Username entry (surbg)
created in mscb for mobile, length = 5

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD
(8) Change state to WEBAUTH_NOL3SEC (14) last state WEBAUTH_REQD (8)

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a apfMsRunStatelInc
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_NOL3SEC
(14) Change state to RUN (20) last state WEBAUTH_NOL3SEC (14)

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Session Timeout is 0 -
not starting session timer for the mobile
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 RUN (20)
Reached PLUMBFASTPATH: from line 6605
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 RUN (20)
Replacing Fast Path rule
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