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PEAP-MSCHAPV2 ( user1)



TANOZA4T > RTE, Intel 6300-N RZ A /Y /N—2 32 14.3 IS D Microsoft Windows 7 &
AT747T BTVAVRNEFERALET, TARTR, ROFA—DSEHFORSTANZBMEBL THEH
TREEHRLET,
RDOFEZZEITL T, Windows Zero Config (WZC ) ®7’O7 7 A )L &ZERLET,
1. [Control Panel] > [Network and Internet] > [Manage Wireless Networks] IC# &L £ 7,
2.[Add] 27 &2OVUYOLET,

3. [Manually create a network profile] 22 Y VL&Y,

How do you want to add a network?

Manually create a network profile

«  This creates a2 new network profile or locates an easting network and saves a profile
for the netwark on your cornputer. You need to know the network name (5510) and

security key (if applicable).

[

X Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

4. WLC THRELLEESY) ICHFHEEEMLET,
3 :SSIDTCRAXFENTLENXBIENET,
5. [Next| Z0 )Y OL&EY,



[ Hide characters

[¥] Start this connection automatically
[¥] Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk,

[ Nea ]| cance |

6. [Change connection settings] 27 Y VL TR EZBERIELE T,



Successfully added goa

% Change connection settings
Open the connection properties so that | can change the settings.

7.PEAP A"BMICB>TVWB L ZRRBLE T,



goa Wireless Network Properties

caliiih JERREr T
Connection | Security
Security type: | WPA2-Enterprise v
Encryption type: |.l|.E5 -r]

Advanced settings




Choose a network authentication method:
Microsoft: Protected EAP (PEAP)

Remember my credentials for this connect
time I'm logged on

Advanced settings |

Ok Cancel

8. COBITEF, Y—NAABRERIALFTRA, COFIVIRY VRAZAVICLTEERTE
BWEER., BEEZEMICLTHLSBETANLTHTLSEZL,



Trusted Root Certification Suthorities

- AAA Certificate Services -

] AddTrust External CA Root E
Class 3 Public Primary Certification Authority

| Class 3 Public Primary Certification Authority

| DigiCert Assured ID Root CA

| DigiCert High Assurance EV Root CA

|| DST Root CA X3 -
‘| 10 [

| | Do not prompt user to authorize new servers or frusted
certification authorities.

Select Authentication Method:

EMMEAPWvﬂ - m

/| Enable Fast Reconnect
|| Enforce Network Access Protection
|| Disconnect if server does not present cryptobinding TLV

| Enable Identity Privacy |

9. EANICE, Windows ZLFo¥)lTOTJA > TEET, L, COBITRERETORESR



AWEEA, OK|ZVUYILET,

Automatically use my Windows logon name and
password (and domain i any).

10. [Advanced settings] 227 Y 9L TI1—HRE/NADT—RERELE T,



Choose a network authentication method:

|Microsoft: Protected EAP (PEAP) v || settings

i Remember my credentials for this connection each
time I'm logged on




| | Delete credentials for all users

["] Enable single sign on for this network

(@) Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): | in .%
|/] Allow additional dialogs to be displayed during single
sign on

| | This network uses separate virtual LANs for machine
and user authentication




e

Save credentials
Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates),

CNT, 954FYNI—F AT A TERETHIERBIBEVELE,
EAP-FAST ( user2)

TANO9ZA4T > MNTR., Intel 6300-N RZ 4 /N )N—2 3> 14.3 F S D Microsoft Windows 7 X
AFATHTVA RN E2EALET, TARNTR, RA—DISEHFORSTANEZREL TER
THRDEEHRBLET,

ROFIEZERTLTWZC T7O7 7ML ZEERLET,
1. [Control Panel] > [Network and Internet] > [Manage Wireless Networks] ICBEL £ 7,
2.[Add] 27 &2 VUV OLET,

3. [Manually create a network profile] 22 Y 2 L&Y,



How do you want to add a network?

This creates a new network profile or locates an existing network and saves a profile
for the netwerk on your cornputer. You need to know the netweork name (S5ID) and

security key (if applicable).

g Manually create a network profile

f-ﬁ Create an ad hoc network
This creates a temporary network for shanng files or an Internet connection

4. WLC THRELLEESY) ICFMEEZEMLET,
i SSIDTRANXZFENIENARBENET,
5 [Next] 22U YO LET,



Metwork name:

Security type:

Encryption type:

Security Key: L | [Oridecharacters

[¥] Start this connection automatically

| Connect even if the network is not broadcasting
Warning: if you select this option, your computer’s privacy might be at risk,

L Nez |

6. [Change connection settings] 27 Y VL TR EZBERIELE T,



Successfully added goa

= Change connection settings
Open the connection properties so that | can change the settings.

7. EAP-FAST ABMICBE>TVWA L %#BELET,

ETFT7FIRTR, WZCORERLEFRIEEAP-FASTTRR S ER A, H—RN—FT 1 XY
A—DS8A—TFTA4)T12X V2 O0—RIBVBENFHYNET. COFITE, Intel H—R%Z
FRATRIO., AT LI Intel PROSet "1 AR —ILEhTVET,



Choose a network authentication method:

——— -

Microsoft: Smart Card or other certificate
Microsoft: Protected EAP (PEAF)

Cisco: LEAP

Cisco: PEAP

Intel: EAP-SIM

Intel: EAP-TTLS

Intel: EAP-AKA

|| cancel




goa Wireless Network Properties i

Security type: | WPA2-Enterprise v

Encryption type: |.!|.Es -]

Choose a network authentication method:
| Cisco: EAP-FAST

Remember my cedentials for this co
time I'm logged on

Advanced settings

oK || cancel

8. [Allow automatic PAC provisioning] Z 7> IC L T, [Validate server certificate] /¥ 77 (7% 2
TWB e ZBRBRLET,



¥ Use anonymous outer identity anonymous
¥ Use Protected Access Credentials (PAC)
Eﬁhvautnnﬂﬁcmﬂm

|| AddTrust External CA Root

|| Class 3 Public Primary Certification Authority
|| Class 3 Public Primary Certification Authority
" DigiCert Assured ID Root CA

| DigiCert High Assurance EV Root CA

] DST Root CA X3 -

Do not prompt user to authorize new servers or trusted certification authorities.

Lo [ cancel || ree

9. [User Credentials] 2 7 %21 Yy LT, user2 DILFUI ¥ EANLET, EHNICE,
Windows 7L 7> ¥ )L TOTJA 2 TEET, LEL, COPITREOIFZEZZAVEEA

o



() Use certificate on this computer

() Use one-time password
(") Use Windows username and password
() Prompt automatically for username and password

10.[OK] Z2 VY I LET,



|Cm1ecﬂm User Credentials Abo

Select authentication method:

[M’fmei'nd - i{:ﬂnﬁgure

Enable Fast Reconnect
[ ] Enable Posture validation

<

ok J| cancel || hep

S

CNT, 94T N 1—FT 14T 1 Tuser2 IZIERITIDERBNIBVEL I,

E :usen2 AR E S A B . RADIUSH—/NNIEPACEEELET, PACEZ T ANTEEII 2T
TULEY,



l_\ Automatic PAC provisioning is enabled for this profile,
= However, a valid PAC that matches the server to which
the client is connecting could not be found. Do you

wish to obtain a new secunty credential (FAC)!

$ Yes No

CoTR., BENERCHMELTVIAES A ERELET,

Output Interpreter Tool ( OIT ) ( BRI—HYEM ) TR, BHEOD show X RAHYR—KEh

TVWET, OITZFEAL Tshow A RBEIOBEHZERRLET,
user! ( PEAP-MSCHAPV2 ) O

WLC GUI #* & [Monitor] > [Clients] ICBEL TMAC 7 RL AZERLET,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
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WLC RADIUS DAT—R A :

<ffroot>

(Cisco Controller) >

show radius auth statistics

Authentication Servers:

Server INdeX. ..o eeee it 1

Server Address. . ... i it 192.168.150.24
Msg Round Trip Time........cvviiinnniinnnnnnns 1 (msec)

First ReqUEStS. .t iiii it ennnns 8

Retry RequestsS. ... vttt it it s i eens 0

Accept Responses. . ....iiiiiiiiiii ittt eanannn 1

Reject Responses. ... viiiiniiiniiii et 0

ChalTlenge ReSpONSeS. .. v iiiii i iiiini e 7

MaTformed MsSgS. ... .cr it aeenans 0

Bad Authenticator Msgs........coviiirinnnnnnnenns 0



Pending ReqUESLS. .. it i i it i ieanns 0

TimeoUt REQUESTS. it i ittt nnnnnn 0
UNKNOWNTYPE MSOS . i ittt ettt ettt enensnennnnnns 0
Other DropS. . .vvii ittt it ettt e eanaanannnnnnnnns 0
ACS O7 :
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COtEI2aAVTR, REORNZ TN 1—FT 42T IRIDBREBNLET,

NZTN1A—FT42T0EHOIAIUR

Output Interpreter Tool ( OIT ) ( BRI —HYEH ) TR, BHEOD show X RAHYR—KEh

TVWET, OIT ZFEAL Tshow AN RELOEHZRRLET,

7 i debug ANV RZFEATHHEIC., Tdebug INY ROEBELXIEHL 2SRBL TKEEL,

1. BENFRELIZBEE. WLC TROONY REZRITLETD,

debug client <mac add of the client>

debug aaa all enable

show client detail <mac addr> : RS — X Zx—2 v DREBZHERLFT,
show radius auth statistics : XBDRRZHEL T,

debug disable-all : /XY J & A 7ICLE T,

clear stats radius auth all ;: WLC £ ® RADIUS #iHESHRZBIBRLE T,

2.ACS OV ZHEL TAMORRZRLE T,

BYE R ¥
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