FlexConnect @774 VYL A BYOD MAHA K

A&

BE

BIE&RMY

=4

FRIZ I R—F b

hAROD

FNARAQEBEFREY TV A 7O I Y
BEZEFRR—2I

BE2ERR—XI)

Rt 7OE>a—_>y

iOS (iPhone/iPad/iPod ) @7’ OE>3a =245
Android @7’ O 3a_—>J

T17F7)J)LSSID 74 YL ABYOD HEE&R

> ) SSID A4 YL A BYOD HE E#&
BEE D ERTE

WLAN F&7E

FlexConnect AP 5% %€

ISE DE&TE

A—HY TOARYIVAR:i0So7OE>a—>J
71T )L SSID

> %)L SSID

A—H TOARYI VA : Android 7’ OE>3a-—>4d
721 7FJL SSID

TINA A R—=F)L

s#  GIHE

B E B R

B=

ENAN FNAAG, BRL2ICOVEI—RIZETVTEDICKEY, HEEETOARIEBLTY
£F9, ABAEOFNAAY, I—F0AZ1=45—>3> &5 RL—23a > &08EICTS I
HIZ, SEWi-Fi 28EHL THEBEICIRFTEIhET, HEEEF., chsOENSAIL FNA AN E
ESTHEEMOMLEICENT, BANBRZEEZEZBICESAESELTVET, chllkl),
BENOBAMET/NAAEEIAK (BYOD ) YV J1—23a  OMENBEXENfr £UTVET,

CORFIXVNTRE, BYOD VYV 1—23207 S0 FEACODVTIHALET., REERE.
BoOFHLWiPad ZFEAL TEEOH—ER £y NEBBIF (SSID) ICEHL., BEERR—2R
WA AL MENET, Cisco ldentity Services Engine ( ISE ) Ik, 11— %Z B0 Active
Directory (AD ) [CX U TEREEL, #HAKIAKD iPad MAC 7 RLARED—HYENEENLIHEE



. dot1x ##t D FH % & L T Extensible Authentication Protocol-Transport Layer Security ( EAP-
TLS ) OERAZ@RETHAIHTVAN 707 74T Pad IZATO—RULET, ISET
OFARI—CEIVT, I—HF dotIx EFEAL TESKEL., BUBEIY—ANDTIEAR%E
BELET,

V7RI F7 V)—RA721100 &KYWEIETE, AT T4 VYL ALAN I RO—5 0 ISE #
fEld FlexConnect 77 A R4 N (AP ) ZN UL TEERGZO—HIN AAYFT 954F
RhEHR—RNLTVWEEBATLE, VU—RX 721100 TEAThIECNS® ISE #eElE. O
—HN AAYFUOITERRTRIESNEIZTA T MO E®HIC FlexConnect AP THR—KEh
BRI ELE, 5I2, ISE111 £EHEETNEVUDU—RA7.21100 Tk, XRODAL VYL A
A(RODEDICREENELA ) DBYOD V) 1—a Mg BHENET,

cTFNAAOTATFA VT ERAF*
- TFENAAORFGEYTUA NOTOBD I Z Y
ABARTNAADF > R—F 14> (i0S £izld Android /N4 RO 7O 3= )

FEPCREBMacTAYLATZYTRNYTRD—IJAT—2a2BEQMDOTI/INAARGY
R—=RENTVETH, COHSARIIEFEENRTLVEEA,

IR &4

B

CORFIXNIBEOERHREHYEEA,

FERATDHIAVR—FT b
CORFIXYNOBERE. KOYTRTITEN—RIITON—DIAVIZETVTVET,

. Cisco Catalyst A1 ¥ F

. Cisco 74 YL ALAN (WLAN ) O NA—Z

. CiscoWLAN O "NA—Z (WLC) VY7 oI T J1)—RA7.2110.0 A&

- FlexConnect E— R® 802.11n AP

. CiscoISEV 7 RhITT7 VUJ—RA1.1.1 AR

- Windows 2008 AD. 28E/E (CA) DA 2 A KR—)L&EH

- DHCP H—N

c RXA2 R—L 2ATL (DNS) H—N

- Network Time Protocol ( NTP )

CODANYLRIDSATUONTYTRY T, AXN—KNT x>, B7L Y N (AppleiOS,
Android, Windows, Mac )

E ZOYTRIITVI)—RICEIZIEELBRICOVTIE, FCisco Wireless LAN
Controller& Lightweight 7 2 2 ARA >~ K1) 1) —RA7.2.110.00JV J—RA /—hk4 #S8BL T
<EEW, YV7RIIT7ZO—RULTTARNTSHEIIC, Cisco.com DY MNZOJ142LT
BHOVU)—A /—hESBLTLKEZL,



//www.cisco.com/en/US/partner/docs/wireless/controller/release/notes/crn7_2_110_0.html
//www.cisco.com/en/US/partner/docs/wireless/controller/release/notes/crn7_2_110_0.html

CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR

FAXRNTEATEZINTOTFNARRG, A (F7FIIN ) REOREASBELTVET

o MROXY RT—INEBBHITHBIBERICE, EOXSIBIOANU RIZDVTE, TOEEN
HEIODVTHRIERLTEBENF ®VET,

hROSD

ChSDBEZELSKREELTTARNTZICR, RORICRTRSBRNRORY ND—URE
FBETTI,

/_ \ Internet
T : hifipc/ et CIROD SO

AL, D5, DHCP, Ci Server ) .
Ht:l: AP
@ |

|

I Corporate Employee/
| CantractorPervonal
d Dewices

I5E 1.1MnR

WILC K-MR1

LoEs] Server

(File, DHCP. ) _,/I

== [Datalenter Data Trafhc interfoce Ethernetdl s

= Branch Data Traf desoription Site-B-Flexdd
witchport trunk allowed vian 1.30.EL
wwi tchport trunk rotive vlan 1
o TChport mode T runk

Data Cantaf

B
A
l

CDIZTaAL—>3>2 T, FlexConnect AP Z{gx =%Yy ND—%, O—AJL DHCP, DNS,
WLC, BLTISEZECO—AI A RNELEFEVUE—N A4 M YBETT, FlexConnect AP &
. BEBOVIAN 2RALAEO—HDIL RAYF I ETARNTDIEDICNT DV VICERENATVE
9,

TINAADBRJBEGTVA NOTOEDIZ2T

dotIx BREERICRATA 7 HT VAV NETOED I 2200 F3 1@, FNAAEERTIHE
FHYET, ELVRIERV—ICETVT, I—HRITARMR=DIZVASLIRNEN, TD
I—OREEIVLF OOV IINZEFERALTRIEENET, I—HICET/NSA ABER—TIHF KRR
eh, FNAABHREANTEDLISKROSNE T, FNAAO7OED I =T 7OANHE
LET, ARL—FT AT RAFTAL(0S)A7OED a2 ITHR—RENTVEWES,
T DO TF /N4 A% MAC Authentication Bypass (MAB ) 77 AAICN—09 3 HIC. 1—HFE&
BEBEFR—ZINICIVAZALIRNENET, OSHHR—RNENTVWREHE, BEIOLANH
BEN, dotIx BIEDLEDIZTFNARAORAT AT BTV A KM% ;"E"E‘Shiﬂ'o

REZRR—2)



BEEBRR—ZIIEG, #ESNFBAECBERTOCLALCLI>TIVRRA VI NOAR—F 12T
ZRITEDLSICTBISETSY NI —LDEETT,

EIE &L, [endpoints identities] R— A SEEZHIBRTEE T, ThThORERR. BRLL
BEDRE. IR, BRETSYITVARNADEBERETOICENTEET, 7Y IVARNCE
BENEIVRRAVNETIVIVANIDIL=TICEYE TSN, TS5V IVARANIBREE
NIETIVRRAVBNCKRDRYRNT—IOANOT IO ARZBFIET B EHICEFRIAR S —NERE h
9,

HEE&R—2IL

R Web 335E (CWA ) 7O—TR, #X&E, VLT vI)LZABL, BALTAS, B
TRARENDEEDRHUEDANIELCENTERR—FILICVEALINENET, CDOR—X
Lk, BE7OEZ 32T R=2)LEFEN, FNAABER—FILEBATVET, TR
 EBREMACT7RLARE, IVRERAZVRODAYRPTVHBZANTEERT,

REEE7OE>a=>J

RESNBCEBAR—FI)INZBRTDE, 7OEZI 2T J1—XICHBEDHIC, BME—F
DREBILTUVIVILEZEETDEIOSROSINET, EEICRIAETNDE, TVRRSAMUMNE
IVRARAN F=ER=RAIC7OEZ3aZ_2JTE, IV RRSANOMAENfrERENET
o R=TEDOUVOEMAHL T, % E(F Supplicant Pilot Wizard (SPW ) 220> 00— RT&

7,

F BYODDHF DFlexConnectrEN N Y VA ZERTDICE, ATNREE "
FlexConnect#$gEX R U Y VA SR L TLKEE L\,

iOS ( iPhonef/iPad/iPod ) ®7’'OE>a =Y

EAP-TLS BREMIHE. ISE & Apple @ Over-the-Air (OTA ) B 7O AICRVWET,
CERICRIEEEND E, FMETI 0N, Y7UAN A7 7ANCBZOSATONOT
O >a->J RUS—#FMELET,
CHTUAYN AT 7 AN EAP-TLS RERATH SHEE. OTAZ7OLAR, ISENFBEEE
BEFEALTVWAAELRFTHBZCAILK > TERINENZHBILET,. WTFnHOERHE
ICHTREDES, BRTVTOCLAZERISEIC., I—FRF ISEFLZIE CAOVWTnADEE
BHEZAIO—RTBZILSKROSNET,
- TOMO EAP FEDHBE, ISERBRICRIORIIFICKRKR7O7 7ML EZEBERALET,

Android @7’ O a=>%

LXFI1UF A LOEEBEEICKY, Android T—> T M Android X—9 Y R7LA A 1 K
ASFIO—RIBZDHBENSY), ISELSKE7OEEDa - JTcEEtA, AT, Cisco
Android X—7 Y RTLAANTVY Sy FTHOORNEFERLT, D4 F—ROU ) —RE@H/N
—232% Android N—7 Y N7 LAARICTY Z7O—RLET,


/content/en/us/support/docs/wireless/5500-series-wireless-controllers/112042-technote-product-00.html

Android Z’OE2a_->J 7O0ARR RO ES V) TT,

1. 2RO, VZRNOIT7HEEFY N (SDK) AL T, #ERF .apk O+ %= Android /Y
VT—JZERLET,

2.%2, N4 —2% Android XN—T Y RTLAAICTYZ7O—RLULET,

3. 1—Hik, HYIBENTXA—RZFERLTIZAT7N7AED a2 J TR —ERE
LET,

4. FINA ADBRFE, dotIx BRIAAN KB TDE, TVRI-HEIZ4T7 >~ 70D 3
O H—EARZVAALIRNENET,

5. 7O a0 0R—2I)I R—=TIZIE, SPW ZF D> O—RT&ES Android N— Y b
TLAAR=BZINICI—HFZ2IVEALIRNTBDLEOOREAFBYET,

6. HZ7'UAYNOT7AOEDaZ I RRTTBLHIC Cisco SPW A EELET, SPW IZ&
D2TISEfRHEEH, ISEASTOT77AIIN AT O0—RENET, SPW A EAP TLS
DIAEBEB LRV F— RT7EERLET, SPW &, ISE I L T Simple Certificate
Enroliment Protocol ( SCEP ) Z’OF 2 ERHUO'HL Z17V, FIAEZEEBLET. SPW iF
DJAVYLRAZ7O7 74N E2BERALET, 7O 7SN EEICEHRAENSD E, SPW FBERR
AMEERLET, SPWIFKTLERT,

7°1FJL SSID 714 VYL A BYOD HE &

chiE, 17 SSIDTJA4YLABYOD HEERNDHBENDTOEATT,

11— AN SSID ICEERITShET,

A—HRTZUOHERE, ISECWAT AN R—=ZIIIZURALIREhET,

AR EEEI—HFEENAT—RETAN R—ZIIZABLET,

ASE N I—HZREL, I—HREEEETHYTARNTREBEVEVSERICETVT

[Employee Device Registration] A K R—=TJICUA AL LI RENET,

5.MAC 7 RL A#H DevicelD ® [Device Registration] 7 AN R—=JICERICADEATVET
o I—HRHBZAHDLT (MEBIZBLUT)TOETEZTIL 1I—-ARIZ— (AUP) 2%
FANET,

6. 1—H & [Accept] ZiBIRL T, SPWOR UV VO—RESA VAR = ZRBLET,

IA—HOFNAADY T DAY NFEEREE LS IC7TOED I - I hET,

8. COANHEL, FINA AN D SSID ® (CORP ) ICBEREEN TS, EAP-TLS ( £

FEOHTUADNIEAETNTVREREORIEAR ) ICK 2 TRIANTTONET,

>>%7), 8SSID 74 ¥LABYOD HEE#&

D> F 1) FICIE, Protected Extensible Authentication Protocol ( PEAP ) & EAP-TLS Ol 5 A"
HR—KhEhd, BET7IEA(CORP)DEHDOIVTI) SSIDHFHYET, AN SSID &
HYEEA,

A ODN -

N

child, 27 SSID VA4V L ABYOD BHEERDFEND7OLATT,

1. 1—Hk CORP ICEEERITSNET,

2. 1—HE PEAP RELD O ICREBI—FBENAT—REZHTUANIADLET,

B.ISENI1—HEFIL., PEAP FZAICETVTRENHTR IS —&RMH L, [Employee
Device Registration] AN R—JICURALIKNLET,



4. 1—H@F 7T %FZ. [Employee Device Registration] A K R—TJICUA AL I K&
nE7,

5. MAC 7 RL A DevicelD ® [Device Registration] 77 AN R—JIZEGICAIEATVET
o A—HREFHBAEANLT, AUP ZZITANET,

6. 1—Hd [Accept] ZBIRL T, SPW DRV O—REAVAN=ILZRBLET,

7. 1—HOFNAAOHY TV AV NFEEREL EEICTAOED I 2 JEnET,

8. COANRAEL., /N1 AWk CORP SSID ICHEBEMN TS, EAP-TLS (C& > TERREN 1T
bhErT,

BEEDRE
REEMATEHCE. ROFIEERTLET,

1. 2OHARTRE, WLCN—=232EF 721100 B THIThIERY EE A,

Clsco MOMTTOR  WLANS CONTROLLER 'WIRELESS SECURITY MMANAGEMENT COMMANDS
Maomitor Fummary
Summary 5 hpoess Poenrt Sudpoetes
¥ Acoass Polmts
F Clico Clamnbir
F Btatistics
¢ COP
L
Cliwnts Controlier Summary Rogue Summary
Multicast Parapement [P S IB.T0.E
FETTr - Rite Bosguo &
Sl & Ve Pri0s. 16 Aitrve Risjue Chevild
Figld Reowvery bvage 2.0 hirep Risgraics
g g
Flosgisitsh ot W orid Mertwripr
Srile® Marre e ] ]

2. [Security] > [RADIUS] > [Authentication] I E)L T, RADIUS ¥—/Y%& WLC ICEBML %7

atfuan]es
CISCOD EHONITOR  WuANs CONTROWWER 'WIRELESS SECURITY MANAGEMENT CDMMANDS HELF FEEDBACK
Security RADIUS Authentication Servers
= kA
) Cat Station D Typa 4 Syvbeen MAL hddemss !
w AL -
R s ALS Ky Wesp [ Depagingd $oe FIPS Coalormers Bl roguirsl & by witd COmplant RADILIE mrv )
[T T s s Py
¥ TREA
P Lt ] Barves
o3 Ligar Hanagamanl Tndes Sarwer A ges Poak H g 7% Aafvcm Blalus
sl Mt Liners
MAC Fimerng o E 1 10.20. 20080 LI Dikatien Eratied a
i

3.1SE1.1.1 Z WLC ICIEMLE T,

HEWEEADLET, RFC 3576 DY 7R— K% [Enabled] IZRELE T,



MOMITOR  WLANs CONTROLLER  WIRELESS

MANAGEMENT

COMMANDS HELF FEEDBAL

Sarver [ndex

Server Rodress
Shared Secret Format
Chaprid Gadret

Confirm Shared Secret

Key Wrap

Port INumiber

Server Status
Support for RFC 3576
Garver Thmaout
Nebwork User

Manpga g
[PSeac

RADIUS Authentication Servers > Edit

l
10.10.10.60

[Dessgned for FIFS customert and requings 3 key wrap coompliast RADIUS server)

latz

4. RADIUS PHOYT 42T H—/Ne@AU ISE—/NZEBMLEXT,

MOMITOR  WiAMs CONTROLLER

Berver Index

Sarver Addredd
Ghared Secret Foarmat
Shared Secret
Confirm Shared Secrot
Poert Mumiber

Server Stalus

Server Timeout
Network User

[FSec

RADIUS Accounting Servers > Edit

H
10.10.10.60
ALCTT

"
wee

1813

Enanled

2 seconds
M Ensbie

Enabés

WIRELESS SECURITY  MAM

5. RTISERUZ—THEAE NS WLC EaIFIEE ACL Z/ERL &9, [WLC] > [Security] >

[Access Control Lists] > [FlexConnect ACLs] ICBEL . # L \\ FlexConnect ACL ( DO HIT

&. ACL-REDIRECT ) Z4ER L &Y,




MONITORE  WLANs CONTHOLLER W]

Security FlexConnect Access Control Lists
+ AAA
¢ Local EAP Acl Hame

BCL-R RECT

¢ Priority Order
¢ Certificate

+ fAccess Control Lists
Access Controd Lisks
CPU Access Control Lists

jexConnect ACLS

Wireless Prote n
Dnlicias

F

6. ACLIL—IL T, ISEEDEDINTORZT74Y UZFAL, YT7UAY KN 7OED S
“VTRDIVTZATUN NZT AV UEFALERT,

RODIL—=I (Z—T2VA1) DFE:

[Source] & [Any] ICERTEL £, [IP (ISE address)]/[Netmask] 255.255.255.255 %# & E L £
F . [Action] & [Permit] ICEREL £,

Access Control Lists > Rules > Edit
Sequenoe 1
Source Ay
[P Address MNetmask
Dasinstion R Actonns 16.10.10.60 265,255 255,255
Protecs! Ay
pocE Ay
Cirection Ay
Ackion Permit

2BBDOIL—I (—T>AR2) DFE. [source IP (ISE address)/ mask 255.255.255.255]
% [Any] ICBRXEL . [Action] % [Permif] ICEREL £ T

General
ACCEsS List Name ACL-REDIRECT
Destination

Seq Action Sowrce IPfMask [P /™Mask Protocol Source Port Dest Port DSCP

0.0.0.0 S 10.10.20.60 !
Fermit An A AR AR

1 " 9000 265 265 256 265 y ’ ! y @
10.10.10.60 £ 00,00 !

£ Permit  ccres2ssass  0.0.0.0 Any Any Any Ay @




7. FlexConnect )L —7ZERLET ( COBITIEE. Flex1) o

[FlexConnect Group] > [WebPolicies] & 7 (CBEL £ 3. [WebPolicy ACL] 7 1 —)L RT,
[Add] % 1) ¥ % LT [ACL-REDIRECT] % 7= (& LA B I #ER L 7= FlexConnect ACL %381R L
£, [WebPolicy Access Control Lists] 7 1 —JL RAFAADTEhTVWBR 2B LET,

[ ® Fr=ns
Geaersl | Locel Aetheatication | Image Upieade | VLAN-ACL mapping | WLAN-ALL mapping ;
wobEollche
o Advassrd
WalFalos ACL | ACL RIDINES i
Siech -
&
BF Profiles
e L.m-h WehPalicy Brores Danbal Livky
¥ BOZ.1%ain ACL-RTDIRECT o
B BDELIbfgfs
B Miides Sfdam

8. [Apply] 22 1Y U L. [Save Configuration]| 221 )Y L&Y,
WLAN & 3E
WLAN ZRETDICIE, ROFIEZRITLET,

1. F—7"2 WLAN SSID ( 217 JL SSID O flnizs ) ZERLF T,

WLANH & L TDemoCWAZ AL L ET ( COHITEE ) o [Status] T [Enabled] 7> 3>
ZBERLET,

WLAMs > Edit "DemolCWA'

Frofile Mame DarmoC WA
Type WLAN

SESID DemoC'Wa
Status M Ensbled
Secunty Policies AL Filtering

{Madificatbons done under Sas

Radvs Palscy I all d
Interface/Interfacs
GrouplG) | management ;l

Multicast Wlan Feature [ Enabled
Broadesst SSI0 F enabled

2. [Security] 87 >[Layer2] A7 CBEIL T, XOBHEERELET.



L4¥2E+11)7 1 : 7 U[MAC Filtering]:[Enabled] ( 7RY AN FIZ7% > TW5S ) [Fast
Transition]:[Disabled] ( RY JARGA /& >TLWEW)

WLANS > Edit 'DemoCWA'

Layer 2 | Layer 3 | AAA Servers

Layer 2 Security § IHnns 3
MAC Filtering? W
Fast Transition
Fast Transiion [
Over the DS r

Beassociation Tlmtu:nu'tlztl

3.[AAA Servers] R 7 ICBEIL. XOBMHZRIRLET,

RAB LRV THI N Y—=/N: BT —/\N1:<ISEIP7 KL X>
WLANs > Edit 'DemoCWA’

. General | Security | Qo5 Advanced
. Layer2 | Layer3 = AAA Servers
Seloct AAR poarvers below to avarride use of default servers on thies WLAN

Radius Servers L

Radius Server Owerwrite interface Enabled

Authentication Servers Accounting Servers

o Enabled o Enabled
Server 1 P:10.10.10.60, Por:1812 = | IP:10.00.00.60, Por:1813 &
Server 2 Bione * | None A
Server ¥ Mone 3| None H

] - s

4. [AAA Servers] 27 N5 AUV O—I)LZ D> LET, [Authentication priority order for web-auth
user] T. [RADIUS] ARBEEICEREh, TOMOENRBRERAEATLWEVWCEZRELEY

Authentication priority order for
web-auth user

Mot Used Order Used For Authentication
LEMCAL RaDIUs
LDAP - S




5.[Advanced] X 7 ICBEIL., XOBHEZERLET,

[Allow AAA Override]:EnabledNACIR & : Radius NAC

WLANS = Edit "Demol\WWA

General | Security | QoS | Advanced

Allow A Override ¥ Enabied

FE

‘ HAC Stats | Radius NAC --I

=l baw

3 :FlexConnect APA {1 E— R M1{F4& . RADIUS Network Admission Control(NAC) H 7R
—RNEhFEHA, TOL®H, FlexConnect AP FRZ > RF7OY E—RT, WLC \NDEH
ZEROSBE., IXNTDIVZAT U NEIMiEh, SSIDET7 RNRA XEhBEL<EYET,

6. [Advanced] 27 TAYO—IAX > LT, [FlexConnect Local Switching] % [Enabled] (= 5%
ELET,

FlexConnect
FlaxConnect Lacal

Swrtchang i e Enabled

7. [Applyl 22 Y 2L, [Save Configuration]| 22 JY VL&Y,

Sayve Configuration B

8.3V ILBLTF1FILSSID D FJAB® 802.1X WLAN SSID ( Z BT,
Demoix ) Z#ERL &Y.




WLAME > Edit "'Demolx’

General  Security | QoS | Advanced

Prafile Name Cemolx

Type WLAN

SEID Demol s

Status F Enabled

Segurty Polcees [WPrAZ][Auth{BDZ.1%)]

{Modificatrons dene under secu

Radio Policy |an =1

e

Multicast Vian Feature [ Enabled
Brosdcast 551D F Enabled

9. [Security] 87 >[Layer2] 27 CBBL T, XROBEERELET,

L4V2E+11)F 14 : WPA+WPA2[Fast Transition]:[Disabled] (7/RY JARFFAIZ#HE 2T
LWL\ ) [Authentication Key Management]:802.1X:Enable

WLAMs » BEdit "Demolx’

M|Senﬂwgm5|lﬁ-ul|
Layer 2  Layer3 | AAA Servers

Layer 2 Secunty L I WRA+WRAZ d!
HAC Fikenng® [

Fast Transition

Fast Transition r
Crver the O r

Reassocation Timesout| 20

WPA+WPAZ Paramelers

wWPA Paolicy I
wrRAZ Policy 173
WPAZ Encryption Faes M maae

Authentication Eey Management

802.1% F Ensble |
CCKM T Ensbile
PEE I- Enakile

10. [Advanced] 2 7 ICBEBL., XOBHEZBIRLET,

[Allow AAA Override]:EnabledNACIA#& : Radius NAC



WLAMS > Edit 'Demolx’
| General | Security | Qo5 | Advanced
I Alow ALK Crverride F Enabled I po s
D g Sl T .l'-_l - I a—iin
L R e | ','rl""l'
(TR B [ R ™ I S
[ N 'l"“ g g ¥ o g— P e | -
B et r““
e e L 1 T Y | L = Y PR R pre— |
o il i T - ] R e e e . Y
T
(TSN e p— ".-“ -
et B - L () e
Wy e Mgl L S |
. - s L
. Ml
-.—-l".._—q,. W i e 1
aaa . ] NAC Stabe |F.a|:|n.|sHM: -l
. Bt
— el Wi g il g Aok 1
F. %S T L -

11. [Advanced] 2 7 TAPZO—J)LA 7> L T, [FlexConnect Local Switching] % [Enabled] (=
RELET,

FlexConnect

FlexConnect Local

Switching & Bl Enabled

12. [Apply] 22 ') v Z L. [Save Configuration]| 22 1JY L&Y,

Save Configuration

13. LW WLAN ARG EEERE NI Z2BFELET,



FlexConnect AP %

WLANS

Current Filter:

None

[ B e F.."-r] [ Clrar ‘I_ll.:_l]

Entries 1 - 5 of

MOMNITOR

All APs

Current Filter

Humber of APs

AP Mame

Site-B-Fle AP

¥

WLANS

CONTEOLLER

WIRELESS|

AF HModel
AlR-LAPLZGZN-A<K

2. [FlexConnect] 2 70 1) Y O LET,

RETBICE, ROFIEZETLERT,

[Create new =] Ga
- Admin
WLAN ID Type Prafile Name WLAN S5ID Status Security Palicies

- . - . - - t [ #

- L [ ] ¥ - - : P "]
- 3 WLAN Demolx Demiolx Enabled [wPaz ) AuthiB02.1x)]
r 4 WLAN DemoCWa DemoCWa Enabled HAC Filltering

- ) e - L

FlexConnect AP EXE

1. [WLC] > [Wireless] IZ#& L T, —%°Y N FlexConnect AP 20 )Y U L%,

SECURITY

MARAGEMEMNT

3. [VLAN Support] 2B#ICLET (KRY 2V AEFI Y% ), [Native VLAN ID] ZZEL .
[VLAN Mappings] Z2 )Y L&Y,



VLAN Support v

Hative VLAN ID [ YLAN Happlniﬁ

FlexCoannect Group Name Haot Configured

4.0-AN AAYFUHRAIZSSIDDVLANID ZHELET (Z0OFITE, 21 TF),

MONITOR WLANs CONTROLLER WIRELESS SECURITY M,

All APs > Site-B-FlexAP > VLAN Mappings

AP Name Site-B-FlexAP

Base Radio MAC cB:02:62:0a:68:80

WLAMN VLAN
Id 551D ID
3 Demolx 21
4 DemaCWA 21

5. [Apply] 22') ¥ 2 L. [Save Configuration] 22 )Y 2 L& T,
ISE DERTE
ISE ZERETBICIE, ROFIEZETLET,

1. ISEH—/\<https:/fise>lcOAT 1> L F T,

@ Identity Services Englne

1Y
i REPT
¢ Foram rl me—te——
: M
| ]
fo i

L 1L}

¢ ——

I l':
1L
Pkt g %
£ S e o bl S, Ci

o il b P el
B

2. [Administration] > [Identity Management] > [External Identity Sources] [CBEIL £7,



L

oIs System S 1dentity Management

Externa [dentity Sources

v

3. [Active Directory] 20U Y VL&,

o'= System = 5% Identity Management ﬁ

Identities Groups " Extemal Identity Sources

External Identity Sources

4. [Connection] R 7 TROEXSICLET,

[Domain Name] ( Z DI Tk, corp.rf-demo.com ) ZiBIML T, [Identity Store Name] O 7
7#)N%E[AD1] ICZEEL £ 9, [Save Configuration] 221y I LET, [Joinl 2V YD
LT, MATRLEHICHEBZRAD EBETHIOMNOI—HRENAD—RZEELET,
[Status] EEEBTRRENET, [Connected to:] ZBMICLET (FIYIRY DAN T
ICBE2TVET ),

bt Corpcicery = AD]

sdvanced Settings Groups Attributes

* Domain Name| com.rf-dema.com |

® \geritity Store Name| ADL |

Cine or mare nodes may be salected for Join or Leave oparasons. 0 a node 15 [oined then & leave aperation 2 requ
Connection.

O Join| O Leave O Test Corrmction -

[ ©=E Node & ISE Mode Rode Status
[fi_ igel 1-mnr STAMDALOME & Cannected b ws2008e.corpri-democom

5 REDRAAY A—H2FERALTAD NOEXRNBZEHRTANERITLET,



= Jain O Leave | 95 Test Conmeclion -

O 1SE Node Basic Test {l_"}'l

isa11-mnr Detaled Test A :

6. AD \NDEHEANEEICITONESRE, NAT—RFELVIEZREIIXATOTNFRR
ThET,

This dj ; the ditailed logs for the operation for ise11-mnr.
Statug: SUCCESS

raimdfl:lus-&r pad ks cormect

7. [Administration] > [Identity Management] > [External Identity Sources] IZ# &L £7,

[Certificate Authentication Profile] 22 1) Y U L &9, #L W [Certificate Authentication
Profile (CAP )] T [Add] 2 U Y 2 LET,

st et
CISCO  Identity Services Engine

A Home Operations * Policy v Administration
«'s Gyetem [l Identity Management [ Metwork Resources |24 Web Portal Manage

Identities  Groups | Extemal [dentity Sources | [dentity Source Sequences  Settings
Certificate Authentication Profile

External Identity Sources
¢ == . | .
# Edit add | [yDuplicate 3 Dx
B2 sifcats Authentication Prof oL I:; 'ﬂ' ]
<y Active Di Hamea
£ woap ¥
] RADILUS Token »
- .

8. CAPMEHI & L TCertAuth ( ZCDHIDIFE ) ZA B L, [Principal Username X509
Attribute] ©[Common Name] ZiERL ., [Submit) 20U Y L ET,



Certificann AuEhonticabion Profles List = New Certificate Authentication Profile
Certificate Authentication Profile

*Name | CertAuth |
[Crescripion
Principal Username X509 Attribute Commaon Name i

[} Perform Binary Certificate Comparison with Certificate retrieved from LDAP or Active Directory
LDAP/AD Instance Name

B | concel |

9. LV CAP FEME hi-C & ZRRBLE T,

Tmim
CISCO  Identity Services Engine

3 Home Operations ¥ FPolicy v Administration v
o's System 51 ldentity Management [ Metwork Resources  [:4 Wb Portal Management

ldentities  Groups | External Identity Sources | Identity Source Sequences  Settings

External Identity Sources xan

t e = _ @: J Edt ouadd  [yDupbeste | 3 Delote

umummﬂlm.;lﬁh ....................................................................................................
- (] Mame

=4 Active Direchory

& owe | O conlr=

] RADIUS Token »

(] RSA SecurlD ¥

10. [Administration] > [Identity Management] > [Identity Source Sequences] IZ# &L T, [Add]
2OVYIOLET,



atfrai]ue
CISCO  Identity Services Engine

£ Home COperstions v Policy ¥  Administration v

«fs System 5L Identity Management = [jij Network Resources [ Web Portal Management

Identities  Groups  External Identity Sources | Identity Source Sequences | Sattings

Identity Source Sequence

Jedt |ofeadd  QyDuplcate X Delete

L[] Name a Description

] Guest_Portal_Sequence A buslt-in 1dentity Sequence for the Guest Portal
[] MyDevices_Portal_Sequence A built-in Identity Sequance for the My Devices Po
L] SPporeor_Portal Segleenoe A busit-in Identity Sequence for the Sponsor Portal

e ——

M= 2VAILBRENSTET (0BT, TestSequence ) o

sifisi]is
CISCO  Identity Services Engine

£y Home Operaions ¥ Pollcy *  Administraion ¥
o'« System | L identty Management | jjij Metwork Resources [« Wb Portal Mana

dentiies  Groups  External identity Sources | IGenily SOUNC SequUences | Sottings

ldentity Souron Seguences Lis » Mew Identity Source Sequencs
Identity Source Sequence

¥ ldentity Sounte Seguencs

“Name | TasSaquence
N

¥ Certificate Based Authentication

12. [Certificate Based Authentication] F TAVO—ILA T LET,

[Select Certificate Authentication Profile] ZBRICLET (RYVRAEFIVY ).
[CertAuth] ( EERKBIOFIETERL ZBIO CAP A7 7A4) ) ZBRLET,

¥ Certificate Based Authentication

[F] Select Certificate Authentication Profile | CertAuth | - |

¥ Authentication Search List

13. [Authentication Search List] F CAVO—ILZ T LET,



AD1 % [Available] ' 5 [Selected] ICBEBL T, AD1 ZHENEBLEICEE TS ICE.
[Upl RE>&OVYOLET,

¥ Autnenbicatio

ol LF] LS

& =6l of identity sources that will ba accessad in sequence until firsi authentication succeads

Avallable Selectad

"""""""""""""""""""""""""""" ] F -

Infernal Lisers
Internal Endpoinks

BE [EE
BB |EE

<5

14. RT3 (21 [Submit] EY U Y I LE T,

¥ Advanokd Search LEG Settings

Selec] the actien 10 be paricrmmed i selecind idenity sicew cannol be acoessed for authentication

=) Do not acoess other siones in the seguence and sat the “AushentcationSiasus” attribube 10 “Process Eme
(7 Tread a8 i ths uses was not Sound and procsed 10 ths naxt Sion in the Ssusncs

g | cancel |

15.HLVWIDY—-RAS—TAFEBME NI Z2H#E LK,

CI5€0  Jdentity Services Engine
fh Home Opestiors v FPoly ™ Adminetrabion *

o Symem 5% ertty Macagement | [ Metwork Resources  [14, Web Portal Management

identites  Geoups  Ewterral ldentity Souons | dently Source Sequances | Seftings

Identity Source Sequence
J afeigd Ly Duploate M Dot
[ Mame = Dwscriphion ety Sones
O Gues Portsl_Sequence A balt-n ldently Seguence hor the buest Porisd Iriernal Lisers
[ Myl Ports Serpuerce A Bualt-in ldentity Sequence for the by Devios Portsl [rternsl ILissrs
O seormor o Seguencs A Enalt-ny Jdarily Sodquinis for e Shonedr Poctel [Prarnal Lises
O TestSequence *ﬁ- CartAuth, nternal Lisers, internal Encpoints

16.AD ZEFAL T, FNA1 A R—Z)IZFRELL £9, [ISE] > [Administration] > Identity

Management[] > [Identity Source Sequence] IZ# &)L T. [MyDevices_Portal_Sequence] %

mMELERT,



I'E'I- e Operabions ¥ Folicy T Admiristration ¥

-;!r Syrstim "E_‘ Identity Management i Mebwork Resources ik wheb P

[dentities Groups Exbernal Identity Sources | l-:lmli?_'%cuﬂuqmtﬁ |

Identity Source Sequence

Fedn  ofeadd  Wyoupbeste D Doelete

] Mame a | Description

[ Guest Portal Sequence A Built-in Identity Sequence |
] mhyDevices_Portal_Sequence A Built-in Tdentity Sequence |
L] Sporsor Portal Sequence & Easit-in [dentity Sequence |
L] TestSequence

17. [AD1] % [Selected] UV A MCEBIIL, AD1 2BEOEEECBEH IS ICE, [Up) KA %
ODVYOLET,

i tod of dhanly sounces thal will e accethad in Sequands untl st sulihenticalioh Succesds

Ardabie Satmeled
il Eredpsoads _:_| =

_| infernal Users _|
L L&

18.[Save] 2V Y UV LET,

: ﬁl Reset
£

19. MyDevices_Portal_Sequence @ Identity Store sequence (Z [AD1] AFEFEnTWVWB & &
BLET,

L Cugeet Prghs Seomsncs A Bt -in tdsnkity Senusncs Fog Ths Gigsst Prtsl icbaenas Lisars Als

| O myoe iCES_Portal_Sequence A But-in [oentity Sequence For The My Devices Portal AD]  Infernal Lsars ]

—

20. Guest_Portal_Sequence T AD1 ZEMTBICIE, FIE16 ~ 19 Z#EVIRL T, [Save] &
)Y OLET,




| dentity Source Sequence
Je  dpadd  Ryoupicate
] Name
| Guest_Portal_Sequence
MyDevices_Portal_Sequence
[ Snonons Bretal Seneocre

21. Guest_Portal_Sequence IZ [AD1] A EEhTVWB L E2ERELET,

1 Hame « Description

r Guest_Portd _Sequence & Bult-n Identity

sequence For The Gusst Porta

2. WLC Z2RY ND—D FTOEAF/INAAX (WLC) (ZEEMT B IZEF. [Administration] >
[Network Resources] > [Network Devices] ICBE L T, [Add] 2O Y O LET,

et fneifan

CISCO Tdentity Services Engine

£ Home Opembions v Policy v Administraton v

o'c System S Igertity Management | [ Metwoek Rescurces | [i4 Wb Portal Management

Network Devices | Network Dnvioe Groups External RADUS Senvers RADIUS Sprver Sequences  5(
I Network Devices

[~ 2] :

iz o Fal +.|.£ Byoupbcate | Jolmpot @

e - Name & [P Mask Location

B Dottt Device

23.WLC O&HI, IPF7RLA, Y7RYKNYARAIBEZBMLET,




HEDwr Devions LSt > Mirw Nework Device
Network Devices

* Name | wiC
Description

* IP Address: | 10.10.10.5 HE:

Model Name: | - |
Software Version | - |

® Network Device Group

Location | | Locations . Set To Default

Device Type |MiDevice Types (D | | Set To Defaut

24. [Authentication Settings] F CAVO—I)LA 7> L T, [Shared Secret] ICAALET., Ch
& WLC RADIUS DHEEMBZE —HITIMBEN HYET,

= Authentication Settings

Enable Authenticaticn Settings
Frotoond  RADIUS
* Shaned Secret i.........l Show
Enable KeyWrap  [] i
® Key Emcryplion Key Show
* Message Authenticator Code Key Show

Koy Input Format =0 ASCID . HEMADECIMAL

L) » shmp settings
L1 b 5o Attributes

R oo

25. [Submit] 20U Y U LET,

26. [ISE] > [Policy] > [Policy Elements] > [Results] ICEEL £ T,



M m
CISCO  Identity Services Engine

Administration

<o System I3 ldentity | [5] Authentication
W ﬂ
NEORDSEE) Network | L% Authorization
|4 Prafiling
7
I I 7, Posture
( |ty Client Provisioning
|Z Security Group Access
w
qm Egress Policy
i Network Devices Network Device Authorization
B Default Device 8 Policy Elements
Dactionaries
Conditions
RE‘SU@

M

27. [Results] # & TF [Authorization] ZER L. [Authorization Profiles] 22 )Y 2L T, LW
JT7AO77A4A)NDOEHIC[AA 2OV Y I LET,

stfuanfns
CI5CO  Identity Services Engine

{4 Home Operations * Folicy v  Administration v

Diionaries  Conditions | Results |
............................................. SRR BERRAGRIR
Resuits
2o =
[ R ] : 3= IIE-I,HH -ui'_l'\- Db Hﬂrh‘.l'
b= = . 5
Bn A chentionn : Paman
’ I__.I H Biackist Arreds
I-‘._ : O ocsco_tP_Phones
- O contractviz
3 Blackipt_Access Py

28. ZO7O7F7ANICKRDEREBELET,

Z&i : CWA



Agptayrization Proflisl > New Autisorization Proflle
Authorization Profile

" Mame | CWA

Description

* Acess Type | ACCESS ACCEPT -

[Web Authentication] ZBXICLET (RYVRZFIV Y ),

WebsPaE : £+ EFRRAACL:ACL-REDIRECT ( WLCEHIFREIACLE & — BT 2 HEN H V)
T )USALIN  FT7#ILB

v Common Tasks

DwCL Mame

WLAN

Wolce Domain Permission

@ Web Authentication | Centralized *  ACL | ACL-REDIRECT] | Redrect  pefault  ~

29.[Submit] 22Uy LT, HLLWHAZ7O7 7ML EBME il EZBBLET,

Standard Authorization Profiles

J Ede  dmadd  ByDuplcate | I Dalet

] Name
O edackiist_Access

L]
[] cCisco IP Phones

30.[AAd] Z VUYL THLWVWHAZO7 74 I EERLET,

Standard Authorization Profiles
P Edt  |dmAdd | L{yDuplicate = X

SR

Blacklist_Access

WA

Cisco_[P_Phaones

ooool.




3. 207O77A4NICRDEZEEELET,

Zu . 7O azZ>Yy

Authorzaton Profies » Mew Agthorizstion Profila

Authorization Profile

*Name | Provision

Description |

= hccess Type [ access AccepT - |

[Web Authentication] ZBMICLET (RY IVREFIVY ),

Webs2

EI_I|I

@:y7Uh> 7O a=>yd

* Common Tasks

DACL Marme

Voice Dornain Permission

 Web Authentication | Cervralized B -u
Centrallzed
Auito Smar Port Devici Ruegistration
Posture Discovery
Filker-10 Supplicant Provisioning g

ACL:ACL-REDIRECT ( WLCERIFZIAACLE L — BT BDHLEN BV ET )

DAy Name

WLAN
ioice Domain Permission

e Autheatication

Supplicant Provisioaing ™ ACL | ACL-REDIRECT

P ey Srnerd St

32.[Submitl 22Uy o LT, ZAEDaZ U JFA7A77AIFEME Nz & 2R
x7,



Standard Authorization Profiles

fEdt  ofmadd  LfyDuplicate | 3
Name
Blacklist_Access
CWA

00O,

O provligr=

33. [Results] FTAYO—IILA > L T, [Client Provisioning] Z BB L T [Resources] &% 1)
vOULET,

34. [Native Supplicant Profile] ZiZRL £9,



Resources

JEdn (=feadd v | [yDuplicate = M Dx

[] Name Agent resources from Cisco site
= | Agent resources from local disk

Native Supplicant

wr‘l.'r.u.m T

3. 7O77ANICBEZFHFET ( ZDHITIE, [WirelessSP]) o

Mative Supplicant Profile

"MName | WirelezsSpP

Description

36. RDEZADLTLSEE L,

[Connection Type]:WirelessSSID:Demo1x ( < M {&EIEWLC 802.1x WLANERENE DT
) [Allowed Protocol]:-TLSF—H 4 X : 1024

* Operating System
* Connection Type [] Wired
[+] Wireless
*SSID | Demolx |
Security | WPA2 Enterprise -
* Alowed Protocol | PEAP] -
» Optional Settings TS &
PEAP
[ Swomt JEETE

37. [Submit] 2 U Y I LET,

38.[Save] 20 Y ULET,



* Allowed Protocol TLS -

*Key Size | 1024 -

HMLLWTAV7AIIANEMEN S EZRIBLET,

Resources
J Edt  obadd + IfsDupiicate | Y Delete
[ Name Type
] Wireless ol NativeSPProfile

40. [Policy] > [Client Provisioning] ICB&L £7,

leg Client Provisioning

-

41.iI0S FNAAO7AEZaZ2> T L—I)LIC2VWTRDEZANLET,

[Rule Name ( JL—JL& ) [iOSIDY IL—7 : £%&



Rube Narme ldentity Groups  Operating Systems Other Conditins
i@ - [os | #[any % e[ cooses.. = |9[ Conaitonis)

[IEncese an Operating System %]

ARL—T 42T AT L 1 MaciOS All

Operating System Groups
[ L)
e |
. W Android ,
- Mac 05X
B Maci0S A
Emmﬂ@ »

Il
il

%R : WirelessSP ( BBICHERENERAT A7 H7UARNTOT774))

Other Conditions Results

then| Resut & %J

[Results] > [Wizard Profile] ( RAY 7# > VAN ) > [WirelessSP] CBEL X7,

Mative Supplicant Configuration
wiizard Profile:|Ehoose a Wizard Profie %]

42,108 7O aZ> I 7O 7ML NFEMEhizC L 2BBLET,



M Pl [ty GO it ) Sy shen Citheer ot ions

« [uos | #[ Any || waac 05 m |and [ Conation(s)

[then [ wareiesase

43. FIDIIL—ILOHBIT, [Actions] ROV FTEZI VUARNEZRDITT,
=& [Duplicate above] &38R L £7 .

ﬂ- Actions =
o Duplicate above

44 FLWIL—ILDOEHEI%Z [Android] ICEEL £ T,

Foule Mame
B - |ios |
- |

45. ARL—F 4 >4 AT L% [Android] ILEELE T,

Operating System Groups

46. EDERFREENDERICLET,

47.[Save] (BIEHET ) Z20VYIOLET,

B 9 B

48. [ISE] > [Policy] > [Authentication] ICEL £7,

[Duplicate below] &




afuian]i.
CISCO

& Home

Identity Services Enging

COperations «

Melrics

|4 Profiling

4 Authenticatiory,
|&, Authorization

Admirgstration «

L ATty

10w R

|i_;,m.nmmtm|[5mma'm |4 Profing |7 Postue oy Chent

Authentication Policy

Polcy Type () Simple (=) Rule-Based

Define the Authentication Polcy by sefecting the protocoks that F5E should wse to oommuncate

::""'lH-l!lE

| +IF | veired_MaAB

& & | Aoy D

U

IF | Wired_MAB

-;-l_ alow protocok |,_a

Condition Name
| Wired_MAB %j

: all

1f | B add Al Conditions Below to Library

Expression

52. [Wireless_MAB] ZiZRL £9,

Dictionaries

i 2
&= = v
o Simpie Conoltion ¥
[T Compound Condiion {5

51. [Dictionaries] [Compound Condition] Z3&RL £ 7,

50. [Condition Name] RAY 7’HA0 > DARNEIIYIULET,




Compound Condition

=

-

il
-

Wired_MAB
Wiredess_MAB

Wired 802, 1% l{b
Wireless_802.1%
Switch_Local_Web_Authentication
WLC_Web_Authentication

E B B B B B 4

50.IL—IOAERIT, REDZRRLTREALET,

If | wireless_MAB dp | alow protocols |Allowed Protocol : Default Netwd® | and... |£ |

54. ROV 7 AT DARDYSRDEZRRLET,

[Identity Source].TestSequence ( L HIICER E n =& ) JHJEE& L =354 : Reject1—
HARDOHA S5 VES : ContinueZ O AN KL 123545 : Drop

L=e TesiSequence = |
Identity Source | TestSequence O |
Options
If authentication fﬂadl Rejact I
= If user not fourd | Continue |
If process Falled | Dvop

55. [DotIX] L=IIEFVEALT, XROEEZZEELET,

g ||::":"”"= | I ] wined 8021 ',].}:I- dow piotoco

Default Rule (If no match ) W [DrOTOCOES ||H.I:m"e-l:| Protocol © Defaut e




Compound Condition

et
L |
(il
'3 il

B Wired
B ‘Wireless_MAB

B Wired_802.1%

o Wireless_802.1X

B Switch_Local_Web_ ication
@ WLC_Web_authentication

I [wired_g021x . = | o

. o [E) add Al Conditions Below t

Condition Name
W wireless s02.1]  ©

%M : Wireless_802.1X

[Identity Source]:TestSequence

i for auther
Identity Source | TestSequence 1S i
DOptions i '
If authenticat fﬁdl '| Identity Source List
fuser not found[Rerect | ~ ] 1 L)
If process faled[orep T v | &= =
Mote: For authentications using PEAP, LEAP, EAP-FASTumqD:j ® Inkemal Encports
it is not possible to continue processing when authentication fals 0 @ Internal Users
If continue opton & sslected n these cases, requests will ber B Gusst Portal .
B Sporsor_Portal_Sequence
8 MyDevices Portal_Sequence
B TedSequence {t:]
Internal Lisers = | w Corthuth
B DeryAccess

56.[Save] 2V JUY U LET,

57. [ISE] > [Policy] > [Authorization] ICBEIL £,




lll.lll'l
CISCo  [dentity Services Engine

£ Homa  Operatiors - Administration

|4, Authentication &, & |4, Authentication |
|®, Authorization

|4 Profiling {b

[® Posture

[ta Client Provisioning

58. 7 AN BRDIL—=I(7ZY P2JANTT #)L NBlack List Default)], [Z’O7 7 1 )LiFH
(Profiled)]. [7*7 # )L h(Default)|Zx &)iE, 1V AR—=IASTTILRECINTVET, &
AD2DOFERTEET, T7FIILRMDIL—IIBEETHEREENET,

Apsthorizaticn Policy

L Tl R mhorit g POy By o aing rli Sulrkdsd O Sy Oriagr SllGr Oty SOt Drig ol s nulse. BS CRGE BN Oriie

| Farst Matched Fule Sppkes -

3

5 PuiTE FEATCT ® ¥ SR r il T

Biack List Dbt [ PSS Blackber_Arcis
Py (s [ P Cisdin 1P -Pleew gy 57 _Phored
B Euipim it ParrolAcid

59.2 ZH ®JL—JL ( [Profiled Cisco IP Phones] ) DA I T. [Edit] DEICH2 FRENES Y v
2L T, [Insert New Rule Below] Zi&RL £ 9,

St -
b L o

Duplicate Above
Duplicate Below

# L < [Standard Rule #] "B hE 7,

Stabr b TR -oncitions (ckentity groups and othes conditicons )

[ | Black List Db Blacklint Blackhit_scciss

Profied Cmod 1P Promed Crica-1P- Pl e IP_Phoned
# B+ | Standird Rule 1 | | Ay Condiion(s) | M Pl

gt PRt A0S

60. JL—)L & % [Standard Rule #] /' 5 [OpenCWA] ICZEELET, cDIL—I)IF. N1 A%




Z7OEYIZ2FTBEHIC, PAN ZY RT—IADBERICA—7> WLAN (717
JLSSID) TERFRIOELAZEBLET,

* | OpenCWa

61. [Condition(s)] D7 ZARES ([+]) 2V VY UL T, FBEOTSARES (+) &0V v L
T. [Existing Condition from Library] ZiZRL £ 9,

T Cico-IP-Phone - CECo_IP_Phone
Ay > [ead | Sebect Condilion a-E:II [ aunzere

! Perm
| Select Existing Condition from Library | @) or | Create

62. [Compound Conditions] [Wireless_MAB] Zi&iRL £ 3,

e conditions. Drag and drog  Compound Conditions
I P
G =S :
B Wired_B0E, 01X
§ Wirsd MAS
B ‘Wirsless 507, 1%
| ps and other conditions) | § Wirskess_MAB s
| = m&mmlﬁd_m_mmu
B WL Weebfatieniication 1
1 4
| Select Condition "E
N [B add al Conditions li
Conddion Mama |
|Select Condition & |

63. [AuthZ Profile] T7°Z AR5 ([+]) 22U Y 2L T, [Standard] ZiZIRL £7,



Iredadnr

pkdist_Aiccess

co_IP Phones

| AuthZ Profil.. = | |

64. BME®D [CWA] ( ABNCHERLEEFAZ7O774)L ) ZBIRULET,

Standard ]
[ o)
e E = .

g CWA
o W Ty [ I———

65. ELVWRHEHATFEEEICI—IAEBMENZCEZ2#BLET,

# B = |cpercwa | iy [ —T = .

66. (L= OEAIZHS )[Done] VY I LET,

D_:I\F%

67. AUIL—ILOARRAT, [Edit] DEICHD TXRHNZI )Y UL T, [Insert New Rule Below] Z




BRLULEXT,

Edit | w
Insert Mew Rule Ahoyve

Insert New Rule Below

Duplicate Above

68. JL—JL. & % [Standard Rule #] /' 5 [PEAPrule] ZEELET (CDHINFE ). CDIL—
JLE PEAP AATT (U SSID D> F)ATEFEAENET ), Transport Layer
Security (TLS ) LT 802.1X ZRILEAESH. BLVFRY RN T—9 $TUHY KD

7O aZ> N EICER L = TProvision, FAI7O07 74 ) #FERL THBE L
NESHZEERLET,

s B CpniTWiA, Winsisss_MAE WA

s B - T Ay Canatonts) | ozPom 5 |

69. %M % [Wireless_802.1X] ICEEL F Y,

Conditian(s) | Authg Profil.,
i H Add all Concitions Below to Library
Condition Mame Expression
*1mmumz.1xl i Radius:Service-Type EQUIALS Framed AND Radius:MNAS-Port e

70. %O RBIICHBDHET A A& 0 1) Y UL, [Add Attribute/Value] ZIBIRLET, chid
. OR %4 TlE7< AND £H T3,

i |

Add AttributeVahes
Add Conditicn from {}_r}alr'
Dt

71. [Network Access] ZR D T TIEBIRL 7,




I R ~! Dictionaries
( o)
&= = L
s and other conditions) 2
Condition{s) = |
tACcess
Condition Mame Expression
£ Metwork dccase ﬁ"
W wireless 802.1X @ | | Radus:Senice-Type B bl

O [Select Attrioute @I | | |

72. [AuthenticationMethod] ZEIRL T, ROEZADLET,

- Network Access

[ 2)
G E =
© Authenticstionldentity Store -

B Authenticstionethod "{}:’]
B Aukhentic stion St atus
B Device IP Addrass

AuthenticationMethod:Equals

Network Access:aut) | vl

Equals !
hhtEq.:ais{b_

[MSCHAPV2] Z#IRL £ 9,




5 Framed AND Radis:NAS-Port

|Equas  ~||] l
CHARMDS
Lok
MSCHAPY L
MSCHARYZ
PAP_ASCIT
¥S509_PKI

ChEIL—ILOBITT, ZFHEFANDTHB L ZBEREL TS EZL,

| Condition(s) = | W] mAhZProfl. < |

Condition Name Expression @

W wiroless 801X @ | | Radkus:Service-Type EQUALS Framed AND Radus:NAS-Port e

& [Network Accessau® | [Eous  «| [MscHarvd+| @ -

73. [AuthZ Profile] T. [Standard] > [Provision] ( SABIC4ER U ERFRIZO7 7 1)L ) ZiBIRL
9,

| Auth? Profil.,

| Select an itern @ | = o




Standard _
| Ll
e = = .

'H Provvision n,{t:]

74.[Done] 27 JY O LET,

ELI;F.%

75. PEAPrule ® £l T, [Edit] DH#EICHD TXKHNZI )Y UL T, [Insert New Rule Below] %&
EBRULET,

Eolit | w

Insert New Rule Above
......................................................... {
I

Duplicate Above

76. JL—)L % % [Standard Rule #] /' 5 [AllowRule] CEELET (COHINOBE ). CDJ)L—
Wik, GEAEN A VAN —LENEBEEZATNAANOT VL AZHATZ-OICER
TNET,

> u 2 —m W """"""" ] :L-l\'.lr'dl'.ltlnh-l] ﬁlﬂ'\fl‘r:ﬁl}

77. [Condition(s)] T [Compound Conditions] ZiERL £ 7,



—
il T

i nmcﬂm ¥
-:lmtgnm-u = - :

L fime and Date Condltons

i

etk Adtess futhentic sl

te i

Condion(s)
[ add Al Conditions 8

Condison Marmg

|Sedect Condition (2 |

78. [Wireless_802.1X] Zi&IRL £,

Compound Conditions

" . B R ¥

2 = e T

79.AND B ZEML £ T,

Wireless_802 1% = | then | - & |

| [ Add a1 Condtions Below to Library

Conddtion Nama Expression

W wreless 802.1¢ O |  Radus:Service-Type EQUALS Framed AND Rackus:NAS-Port %.

80. %D HAIICHBEET A A% Y UL, [Add Attribute/Value] ZiBIRL £,



81.[Radius] Z R 2T TiBIRL £ T,

5

atwork Access:AuthenticationMethod

Conddion Mame

W Wieless 802,18 @ |

0

Wireless_B021X Network AccessA.. = | i

BEEERREERRERERRILIY

Expression
e
]

Radhus-Service-Type B i

i
1

8 .
il

e
S -

L

L U T
Radues

ISelect Attibute & | |

|

82. [Calling-Station-ID--[31]] ZiZIRL £ 9,

83. [Equals] Zi&IRL £ 7,




Radius:Service-Type EQUALS Framed AND Radius:NAS-Port

[Radhus:Caling-Statiol) || | *L |
Equak

Not Equals

84. [CERTIFICATE] C BB L T. AXHZEIUYILET,

Standard

I

&= =
EH-—
ﬂ-ﬁ

“ s e

@ -

ﬁ-—t-
.ﬂ--r--

ﬂh—-—-—-
G2 PermitAccess

e

85. [Subject Alternative Name] Zi2RL £,

i Wil e

& il

W Subject Alternative Name
& il i ——

86. [AuthZ Profile] T [Standard] Zi&RL £ 9,



to [P _Fhores

G

AUthZProfl.. = | |

|Seloct an item It

87. [Permit Access] ZiBIRL £7,

Standard

I

ot
ﬁﬁih -
ﬂ -

@ = P e
@ ~-
ﬁ-—n-
ﬁ--—-

@ -

G2 PermitAccess

e

88.[Done] 2V YU LET,

Sy

ChRIL=ILOBTY,




. w & e )

. 4 = g o - e N Dl B

-

~ 8 mw&%mmw

89. [Default] Ll—I)L%& B2+ T, [PermitAccess] & [Deny Access] it ZEL T,

m PermitAccess

90. [Default] L— L & RETBICE. [Edif EYUY I LET,

Ecit | =

91. PermitAccess MEEED AuthZz 7O 7 7 A IILICBEL T,

Fermildccess = |

|Permitaccess (\ﬁjj

92. [Standard] Z&IR L £ 7.

Profiles

( 2
&-= = £
[ fndine Fosture Nodie ¥ |
£ Secunty Group ¥ :
£ Standard {5

93. [DenyAccess] ZiBIRL £,



Standard

7
i
il

(O ON

DerdCcass @

94. — BN ROHh S5 VEEW, [Default] L—JLIZ [DenyAccess] HIEEENTWVD Z & &R
LET,

F Defauit | DenyAccess

95.[Done] 20 JY OLET,

Eﬂ\ﬁ%

R, SOTANCHBEBERZIL-IOFZRLET. chsl@FS 2 TIISSIDRERT 2
FILSSIDOZFUFICEBRATERT,

CpeniC WA Wirekess MAR CWA

Il e Wireless B0 1% Netwaork &Aoo fathenbc storidathod P EEIon
BQLIALS MSOHARYZ

| AbreeE iy Wireless_B02. 1% FaechrsC - Station- D ECQLALS Pt AT
CERTFICATE: Subject Alternative Mame

Dot it DenyAccess

96.[Save] 20 VY ULET,

%Mt.
2

97. [ISE] > [Administration] > [System] > [Certificates] BB L T, SCEP 7O 7 7 A /LT ISE
H—NERELET,




stfusifus
CISCO [Identity Services Engine

A Home Operations v Policy v EGIETHIERTIE -

|1 Authertication | [s, Authorization | <t System

. " Cer:iﬁcatei
. T

98. [Certificate Operations] T [SCEP CA Profiles] 22 Y 2 L& ¥,

P
Deployrment Licersing Certificates

Certificate Dperations

P =8 =

P = o upes tona
.,:.-1.4- - iy g
@ SCEP CA Profie

. F i a

99.[Add] 2V U Y U LET,

SCEP CA Profiles

100. 2OZ7O77ANICD2VTRDERADLET,

%8 : mySCEP ( Z M| Tl ) URL:https://<ca-server>/CertSrv/imscep/ ( CAHY —/\D &%
ETELWFP RLAZHEFELET)
SEF Curlficala Authorty Cartificater » New SCEF Profile

Edit Certificate

SEP Certificate Authority

* Marme | mySCEP

| | Test Conmectivity. |

Description |

*LRL | itk 100 10, 100 10/ certarvimecanf

==




101. SCEP ##tZz T AN TS IZ1&, [Test Connectivity] 22U Y O LET,

Teﬁ;ﬂnﬂeﬂmw |

102. COREFRF, Y—NEREHNEETHDLZ2RLTVET,

Vv Server Response

Sarver connactivity successful

103. [Submit] 20U Y VL& T,

=

104. —NISEILLY, CAZOV7AUNERCERE NIz ENFRENET,

v server Response

CA Profile created successfully

105.SCEPCA ZO7 7 A IABME N L 2HEBLE T,

SCEP CA Profiles

1"‘1-’-

.F i -c::-ﬁ.l:ld I Dt e | Al
] e = [Desscrpton LR

| %S

Ca Gt Moama

A—Y IVARVUIVAR:i0so7AOE>aZ=YJ

71 F )L SSID

cOtEOa>TR, FATILSSDICOWTEDLN, EZa - J0935AMNOERAEE

802.1x WLAN \DEHZHENHBPAETNET,

FTATINSSID O FIUATIOS 27O0ESIZ2TI2ICE,. ROFIEZERTLET,

1.i0S F*/N14 AT, [Wi-Fi Networks] IC#8 L T, [DemoCWA] (WLC TREZHDF—T">

WLAN ) Z3BRL =7,




Choose a Hetwork...

s “aT 9
Demaolx iT 0
v DemoCWA = B |
e LA |
Othaer, .. »

Ask to Join Networks LW |

Foream mpfwenrka. wwill b poanad

2.i0S N4 AT Safari 77 OH#HE, BETRER URL ( EE& X, AZBEREIEASE Web
H—/N\)IZT7I9EALET, ISENFR—ZINICVUA AL I RNENET, [Continuel 2T ¥
9LULF9,

T ——
Cannot Verify Server ldentity

Safan cannol varily the idantsly ol
831 1 =mine GO M =Chmic. 00

Cancel

Detalls

Continua

B.ATAVDEDICTAN R=ZIWICVFAL I RENET,



ise11-mnr.corp.rd-demc & -

4. ADA—H TAHIRNENAD—RZEALTOTA2LET, JOVTRFRRENES
CAZO77ANEAVARN=ILET,

Cancel Install Profile

m corp-RFDEMO-CA

MNot Trusted m

Receved Mar 24, 2012
Contains Certificate

More Details »

5.CAH—/NNOEETEDIHED [Instal] EY VY I LET,

Cancel Warning Reiall

Urnwverificd Profile

The authenticity of “corp-RFDEMO-
CA” cannot be verfied, Installing this
prodile will change seitings om your
iPhona.

Root Certificate

Installing the cerificate “corp-
RFDEMO-CA™ will add it 1o the list of
trusted certificates on your iIFhone.

6. 7O7 7ANANRLRICAVAR—=I)LENI=5 [Done] 27U Y IL&ET,



FProfile Installed Done |

Rocained (Mar 24, 27012
Contains Certificate

Maore Details »

7. 72 OHICR2 T, [Register]. 22Uy O LET, F/NAAD MAC 7 RLANFEENTL
2TFNAAIDZXELET,

ise11-mnr.corp.ri-demc &

NI e | ;
CISCO ldentity Services Engine 1.1

Device Registration

This device has not been registered. To rec
formatl nn:nn:nn:nnnn:nn where n is either
Please click the 'Register' button to configu|

B.HIALIETO77AINEAVAR—ILTBICE, [Install 2TV Y I LET,



Cancel Install Profile

Profile Service

LASCO Sysiems

O Verited

Description Provide device information.
Signed  isal 1-mnr.corp.rf-demo.com
Recened Mar 24, 2012
Contains  Device enrolimant challengs

More Details >

9. [Install Now] &2 Y O LET,

Install Profile

nstalling this profile will change

settings on your iIPhone.

Cancel Install Now

10. 7O ADTET#IC, WirelessSP 7O7 7 ANN A AN=IIEanhl e &2#BELET,
[Donel 20y OLET,



Profile Installed Done

WirelessSP

iS00

& Verified

Description  13E Profle disc
Signed  Beal1-mor.corp.i-demo. com
Recelved Mar 24, 2012

Contains Certificata
SCEP enroliment request
Wi-Fi Metwork

Maore Details >

11. [Wi-Fi Networks] ICBEIL T, XY NTJ—2% [DemolIx] ICEELET, T, TLS &
ALTFNA AN ERENET,

setings  WiI-Fi Networks

Wi-Fi

ol

Choose a Network...

[ w

v Demol1x a= g
e

DeamoCWA =

Bt ut o LR

12. ISE T, [Operations] > [Authentications] [CBELE3F, 1RV NI, FINA AN F—=T>
BTANRY ND—VICERENDTOCANFRREN, Y7V AH N 7O 3=V
ZEALTERTOELANMTONT, BRRICTIVEANFFTENET,

W st o R Erainoars Wechdsmoe G vE u ALETTE Ay w, Temibiastons

| g Ay, ity e i v

g e o e Jallare - -.luu.r. Eafeadh Foien 7 Lain0rE = e LEaet ) aecon = | wihan| |
dordity reiprr® I hisfwork Desxw  dthorostor Peofien  ldeni®y Group Pogfure Stafa [l

My 2912 L2270 000 AN n o o Parrril Acce LESy B Pk & g oA ppik bl Aatteri s accmsied

My 2503 LT 3. T AN n o |, 1 WA LRy s 8 Pl Adreridnn ool

My 7512 LITap A ae B o WL Dynare L ghorgaton srnsaes

My 513 L7056 107 AN n i [, 14 (Wil ey o Snpie et Paroing

13. [ISE] > [Administration] > [Identity Management] > [Groups] > [Endpoint Identity Groups] >



[RegisteredDevices] IcBE& L FF, MAC 7 RLAN F—EZXR—RAIZEMENET,

Cporations - Policy - Adminktration -

" Syctem F{;:Ii Tdentity Managament B Metwork Resources % web Portal Management
lchartitios oL Extarnal [entity Sounces Jderiity SourcE Secpancis St tinges
] 1 Eredpcard Grcan L > Bogidlersdltevice:
Jmem“? Soupe ] Erlpaint Grovp
v 2
* R _ *Mame  RegisteredDevices
T = i
+ (B User IderiRy Groups Description | fszet Regsterad Endpoints [dentity Group
v (3 End sty Groups Parent Group
uuu Blackist 3 Feset
b ok Profied - S
et Regutersdlevices .
~ [ ety Group Endoaints
- wm L]
. uﬁln!.dd er.-rr-mt -
. MEAC Acdress
(1 E8:06:ES:97:09:41
> SSID

nFE>>J)L SSIDICET2 LY a>THY), 802.1x WLAN ICEEER T S 755, PEAP &
RAUTERILTD OO0 AD I—HEB/INADV—REZEETDHE. 8L TAMENLLLT7OE
2aAZVTETLS LOBEREZTIFELCODVTBHATHATVLERY,

I,@r'

2T SSIDDIFIUATIOS Z27OEDIZ2 IR, ROFIEZETLET,

1.@BUI0S FNA RAZEATZHE. BRAXATNAALSITY RRAU NEHIRLET,

Erdpaint GEroup List = RegisteredDevices

Endpoint Group

*Name RegisteredDevices

Description | Asset Reqistered Endooint

Parent Group
Save | Resst
w I:' I'_I_ I

Identity Group Endpoints
seadd  Mremowe v
EB:06:68:9 Remove Al




2.i0S 7/N1 AT, [Settings] > [Generals] > [Profiles] ICBEILET, cOHITA U AN—IL&E
nNE7O7 74 Z2HIBRLET,

General Profiles

E=3 wirelesssp ,,
| g Cisco

.HO7O77A4IN%EEIKRTSIZIE, [Remove] 27U Y I LET,

Profiles Profile

._\\.

WirelessSP
CAsoD

DR oo [T

Description  ISE Profile desc
Signed sal1-mar.compur-demo.com
Received Mar 24, 2012

Contains Cartificata
SCEF anrolimant redguast
Wi=Fi Matwork

~ More Details > |

Profiles Profile

corp-RFDEMO-CA

Received Mar 24, 2012
Contains Cadfficale

More Details >




4. BFZD (OVTEN) FNAAZFERTZH., MILVIOS FNA RAEFEATHEHEE
802.1x ICEZEEFEHZELF I,

5. Dot1x IC$##t L T, [Username] & [Password] ICAHBL T, [Joinl| 2o Uy OLET,

Enter tha pass

cancel  Enter Password

Username paul

Password esesssssl

Mode Automatic »

6. BYIBAZTO77AUARTLIEA VAR —IENBDET,

FISE DT, £ IVDARATY
7 90 UEZIRVIRLETF,

7. 7O0RAEZEZR T BICIE. [ISE] > [Operations] > [Authentications] CBBILE T, < T
&, 802 AIX WLAN ICEEERENLIZAT N 7OEDaZJ&h, IichThH
5, TLSZFEAL TELU WLAN ICB#EHT26 2 R~LET,

Wi AL ol bl by

A Sl ow B Colmrs + i B

Amfret| Py} sCoras v | Show Lgtest 20 eeoech

ity Pkt 1 Ritwirk Divied  Maithoriation Profled  ensty
Tirs v St Dl . T .

reita] Pesilura b Pl
My 29,12 18003 S0 AM n & WLC P vl e il B D i I i Pt Bl s LI T
Mg 3% 00 10 eSS T AM H £ WLC CWia Ll I Pl LT T
My 25,12 158 Mol Y Al H o ; [ 1 Dresmiren L o Faruirg A T

8. [WLC] > [Monitor] > [Client MAC] ICBEBILE T, VZA T NOFEMA S, 9TAT 2NN

RUN JREEIC 7% 2 TV T, ¥ 0 [Data Switching] (& [local] ICEZE & fi, [Authentication] A

[Central] ICZ 2 TWAENfDAYET, Chld. FlexConnect AP ICERiEhTWVWE IS
ATRMCHEHTREEYET,

Wi ALt bl o
o B i Boroen Coburn = Bfras Rafriah| Pegry J sl = | Show|| Lytest J) reiceds
ity Pkt 1 Fitwirk Dirviel  Mithoriation Profies  entty Griug Pesilura b Pl
T w St Delal r T y 1
My 29,12 18003 S0 AM n & WLC P vl e il B D i I i Pt Bl s A (i
W 25,12 LnFESAFDIAM B 7 WL Cia L Frarudirag ALShrC R s
My 25,12 158 Mol T Al H o ; [ 1 Dresmiren L o Faruirg A T

A—Y ITOARYIVA : Android o770 a=>4Y



71 FJL SSID

COFAITIISSIDICRIB LI TR, 7OEDI VT IBTAMNOERIEL
802.1x WLAN N D #EHHEZZHAL FT,

Android /N4 ANQEHE7 O AR, IOS FNA A (T ILNFEEFETFTITI SSID ) ND#EHE
TOBERAEFEECKSBUTVET, EEWE, Android 7/N1 ATk, Google X—47 Y N7TLARA
(BHETIW GooglePlay ) IC7 VAL, B7VAVNI—2I 2 h2Z00O—RTBICE.
AVB—Y NDT I ELANVETHDEVDSIKTT,

71 7F)L SSID O F 1) 7T Android 7/V1 A ( 2O HIT Samsung Galaxy & & ) 270> =3
“2T79BICk, ROFIEEETLET,

1. Android /Y4 2. Wi-Fi #&2H T [DemoCWA] IZ#E# LT, AN WLAN 2B £,

Wi-Fi settings

IS LWV P AN IR CALNR) |

WPS button connection

Wi-Fi networks

DemoCWA

2.ISE ICEEHRTBICE, EAEZZITANKT,

&) Security warning
There are problems with the

security certificate for this site

& This certificate is not from
a trusted authority

\ Continue i

View
certificate ||

Cancel




3.O742FBICE. AN R—RJLT [Username] & [Password] ICABZLET,

Username:

Password:

Prev,

1 234567 8910

4. [Register] 22 Y I LET, T/N1 AlE Google XN—T Y RTLARICTIVEARTDdH
A=Y NIEELRSELET, 12—V MOTIEAZHATHICEF. O
Y hNO—STEMOIL—)L % E555E ACL ( ACL-REDIRECT 5.& ) I0&MLET .

https://market.androi...

entity Services Engine 1.1 Self-Provisioning Portal

Device Registration

Thith docer b ref Boen regiisred Taopgebe 1hn deidoe, ploare erber She Dindicr (D AT Addrra formal ronernismsnns wheare =
et A g 3 gk ST a8 s ripaen (apbanh

Figaan ik I Bapiahe” Batian b5 iratal] arid 1erm V50 Rleea W1 Gehed disadar] aewiaiar. THE aewleatlen Wl rakal @1 5hg resas sary
certficstet and comfipures pour Sevicr by ur wrooe el pehesak Clicieng e Regprier” buthon il sedined? paa bs ardeod] marke! plar,
wPEFE Gl de™ Ol Pl Bl THE LD WP Srliad RS SN SOl ST

[ . 3 " [*
e i, Fo sl B U L

Dirset gl

.

5. Google (Z (& [Android App] | [Cisco Network Setup] XU ARENE T, [INSTALL] ZT )
YIOULET,




> |@ https://play.google.co...

Introducing Google Play Learn MORE

GGGS]E play Cisco Wi-

SHOP

All results

D0 YOuU M

EAMT:

Cleco WA Setup Assistant

i)

Android Apps

Cisco Metwork Setup

{5

6. Google IZH A4 > LT, [INSTALLl)ZDOUYOLET,



YOU ARE o Cisco Network Setup Assistant g,

DCANTaLOADING. . L0 Symams Inc

SEND TO. Samsung GT-19100 | AP VERCOM 1.2

| |8 ul
This application hars access o the following:

Metwork communication:
Bl [rderret acteis

THIS .H:'E'Uni- frorage

ALCESS TO Mty debete USE SIofage (ortents mocPpidelene S0 cas oonents
System hools:
thange retmork CorFRCIATy.
ehange your UT settngs,
change Wi-Fi state

% Cancel INSTALL

7.[0K 22Uy LET,

b’ Google play o 23mgmail.com
WO ARE Cisco Metwork Setup AssIStant  prgp
DOALOADNG... o Sysems Inc |

This app willl be downloaded to your device shontly.
app

8. Android /N4 AT, 1> AR—=)LEhn/-CiscoSPWFFUERDFTTHEET,



Cisco SPW

9. Android /N4 AN S KET AN R—=ZILICOT AV LERRICLTLSEZ L,

10. Wi-Fi Setup Assistant ZFB T2 ICIk, [Start) 20U Y I LET,

st foan )
CISCO

Wi-Fi Setup Assistant

This application automatically configures the
Wi-Fi settings of your device for secure access

11. Cisco SPW A REBBED A AR =)L ZBHBLET,



Wi-Fi Setup Assistant

Installing Certificates

(g | . i » 1l =]
Starting Provisioning

12. 7OV 7 RBFRRENES, JLTF VIV INEREFEITDLEHOONAT—RZEZRELET,

Set password

set a password for credential
storage (At least 8 characters)

MNew passwiord:

Confirm new password

P——

18. 1—Y F—ELRAABEN TN TV BAEBEAN RE N iz Cisco SPW ICRY £F, [OK] 2
UYL THRELET,



Certificate name

14. Cisco SPW 7O AZ#TL T, CAEEBAENEENTVWSRINIEREEZEO 7O 7
ZRRLET, Bl ( cDPITlE iseca) ZABL, [OKIZODVY OLTHEITLET,

Certificate name

iseca

15. Android T*/N 1 AN EHRENET,



Wi-Fi networks Scanning

Demolx

TINAAR—=Z)

My Devices R—Z I Tk, 1—HF. TNA AOBXR/BHOBSICUBICERL LT NI A %Z
TSV OV)ANIEBBRTEXT, £, I—FRYVEBEIZSUTBEVANIAND CLEETEE
9,

TFNARET SV OVANCERTRICEK., ROFIEZERTLET,
1. My Devices R—ZJLICOT A>T BICk, T %#BE. https:/lise-

server:8443/mydevices ( R— MBS & 8443 THHCEITERBL TS LEE V) ICEEHEL T,
AD 7HO>hzERALTOJA2LET,

Afuan]ns _
CISCO My Devices Portal

Hirldwnd
EREEEREE

=

2. [Device ID] TFNA AZRDF T, [Lost?] ZO VY OLTTFNAADT YV ARNAD
BERERBLET,



: W b a3 i Fue [ L b T . y

Add a New Device etioral then click ebmit fo d S ¢k

* Device D

Dt

e
Yoo Device {lﬂ-
Stite Do I Crsteripion ALy
B, B T A Ed I;_:b-_'- | ﬁ

B ISENEBEEZRRLES, [Yes] BV UYL THEITLET,

& My Devices Portal x| -

ﬂ Marking this device as lost will remove it
i . from the network and lodk it out until

reinstated via this portal. Are you sure
you would like to proceed?

ves| | [ No
&3 T}_J

—I

4.1SE &, FINNA A% [lost] E LTEEICY—YLECEERALET,

v Server Response

Device successfully marked as lost,

5. MRICBERENLETNAAZFEALTRY N —JICBELELS TR E, BURAHEN
AVAR=ILERTVWRBETETOY VENET, RIC, FBEECKBKTS. 75V IUR
NCBERENETNAADHZRLET,

Lisve Aasthweribicathorms

S A 5 R Cobid e e Halseith | Evlre 3 ltonh ®| S| (Labear 20 el
iy Ercipoers® Kk et Devics  fForeton Profies  Ienty Groy Fonhes Highs  Eeend
Farm w Stats Dwtak ; I .

Mo TL LS LRAROTENL AN i

o o B ETORA] WAL Alarided brrem: Rkt At s Sl
M 25 LD LR SRONT AN iy o DTNl ¥ [ w1l WL Macidet_srcwis Bk e Ay o
Mliw N VT V-GN SUY AR A il Biacided soceey Bl et -0 ol

6. X &(F. [ISE] > [Administration] > [Identity Management] > [Groups] (BB L, [Endpoint
Identity Groups] > [Blacklist] 22 Yy 2 LT, 75 YU ANIERENLET/INA RAZHER




TEET,

lderarss | Grougs | Evtenal ldenbity Scurces Lontiy SOuRCD SeOQUERCES  SeLings

[ refgerird Sadmap Lol v Blmibledd
o | Endpaint Growup
- L
- T
B E wie [ e
" B e r— Desigripion | Blackit jdersty &
- B Dyt Mty & Parant Growp
su Mackist Bt
P2 Profied .
L T ) . .
Ferytty G Encipoinds
i Linkrome opi

deidd MR =
MAC Adcness

L

TSV OVANCBRLUETNAAZERTRICR. ROFIEZETLET,

1. My Devices R—Z LA S, TDFT/V\1 AD [Reinstate] EVVUYILET,

e
Edit Imiqjilﬁ

2. ISENEBHEERRLES, HITIBICE [Yes] 20U Y ILEKRT,

& My Devices Portal x m

' Reinstating a lost device will allow it
Lo metwork access again. Are you sure you
would like to proceed?

B.ISER. FNAANERICERENCLZHRALET, BERLETFNARZRY RND—D
ICEHEL T, FNAANFTFAENTVEREEZTARNTERT,

Server Response

Device successfully reinstated.




ISE Tlk, B31& CAIL—NEABDHTEL, CAICK > TERETNEBAMBAABHILETT

o

MLUWEETED CARIAZEZEN, NM2U R, 8RTFAVR—KTBICE, ROFIRERZRTL
=

1. [ISE] > [Administration] > [System] > [Certificates] IC# &)L . [Local Certificates] 22 1) v &
LT, [Add] 20Uy OLET,

% Homs Operations * Polcy ¥  Administration -

ate System &l Identity Management i Metwork Resources |2, wWeb Portal Managamant

T e e S——
Dhspucryiinesl LICEr g Certificatas LG B benanta Adiiniry ACCess Sattirgs

e a E it L Dedata
Certificate Operations FE "H"",‘JB WeEport | Dek
& Local Cartificates L] Friendly Name
& Ceatificate Sigring Reguests [0 Defaut self-sgned server certificate
& Cevtifacate fukhonity Cestificates

2. [Generate Certificate Signing Request] ( CSR ) Zi&IRL £ 9,

Local Certificates

Jedt =padd| | @Epot | MDelete
1| Friend Irnport Local Server Certificate

() Defy, SEnerate Self-Signed Certificate
" | Generate Certificate Signing Request

Bind CA Certificate

3. [Certificate Subject] (= [CN=<ISE-SERVER hostname.FQDN>] Z A AL £ T, 07 1 —)L

RICE, F7FIBELEFE CADRETHEREZEATERT, [Submit) 20U Y IL K
ER
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