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&- it Description

= Mataork Doiciog B
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Sofware Verson [ 7]

* Network Devioe Group
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* Shared Secret [smes| | [ show
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L) » Devics Configuration Deployment
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4. ZRHBIRROY FA > 5., [Compound Condition] > [Wireless_802.1X] Zi#IRL £ 7,

=

| if | wired_802.1X

* Dot
.

Default Rule (i no match) E

Condition Mame

|
allove protocals | Allowed Protocol : Defaull

[ Add &l Conditions Below to Library

Expression

L IWirad_ElJ‘Ej}{

| Select Candition

il

iil
¥

g Wired_MaB
B Wired_802.1X
B Wirgless_S02.1X

B Switch_Local_Web rtication

5. [Express] &% [OR] ICBREL & T

6. allow protocol 7' 3> & ZREBL. 77 # )L MO [Internal Users] Z&ZRBLET (77

FIK),
» |Donx | | vared_so2axa. < | abow arotocols [Allowed Prolucol Defaull Meboni | 500
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Coandion Mamrme Expressmn m
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'.:;If;'él.;'.' Identity Services Engine

iy Home  Monitor = Folicy = Administration »

|4 Authentic ation L Authorizaton b Profiling __"T"'. FPasture |ﬂ Client Provisioning |; Security Group Access

e e s—
Policy Type () Simple (%) Rule-Based
* Rule Based
- [mem I‘[ Viired_MAE ] allow protocols | Allowed Protocol | Defaull Net|
- | [Dotix |~[ Wired_B021X0.. < J allow protocals | Allowed Pratocol : Default Nef

B - Defaut use | Infernal Users |

|dentity Source | Intarnal Users

Options
Ifauthentication failed | Reject -
= | Default Rule (f no match) allgw prg .
ifuser notfound | Reject >
if process failed | Drop -

T HEIXNTTFTIFILNDERRELKT, [Save] 27 UYL TEHZRTLET,

DJA4YLALAN O NO—5D7—RARNSYS
WLC OZ Y hD—U ANk

Cisco 2500 74 YL ALAN O hO—Z 08 AH A Rk, Cisco2500 V=X T4 ¥ LA ]
YhO—ZBAHA R [FEFE] TEAFTEEXT,

AB—=RNFPY 7 D49 —REEALEID NO—-FORE

(Cisco Controller)

Welcome to the Cisco Wizard Configuration Tool Use the '-' character to backup
Would you like to terminate autoinstall? [yes]: yes AUTO-INSTALL: process terminated
-- no configuration loaded System Name [Cisco_d9:24:44] (31 characters max) :

ISE-Podx Enter Administrative User Name (24 characters max): admin
Enter Administrative Password
(3 to 24 characters): Ciscol23
Re-enter Administrative Password: Ciscol23
Management Interface IP Address: 10.10.10.5
Management Interface Netmask: 255.255.255.0
Management Interface Default Router: 10.10.10.1
Management Interface VLAN Identifier (0 = untagged): 0
Management Interface Port Num [1 to 4]: 1
Management Interface DHCP Server IP Address: 10.10.10.10
Virtual Gateway IP Address: 1.1.1.1
Mobility/RF Group Name: ISE
Network Name (SSID): PODX
Configure DHCP Bridging Mode [yes][NO]: no
Allow Static IP Addresses [YES][no]: no
Configure a RADIUS Server now? [YES][no]: no
Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.


/c/ja_jp/support/docs/wireless/2500-series-wireless-controllers/113034-2500-deploy-guide-00.html
/c/ja_jp/support/docs/wireless/2500-series-wireless-controllers/113034-2500-deploy-guide-00.html

Enter Country Code list (enter 'help' for a list of countries) [US]: US

Enable 802.11b Network
Enable 802.1la Network
Enable 802.11g Network
Enable Auto-RF [YES] [no]: yes

Configure a NTP server now? [YES][no]: no

[YES] [no] : yes

[YES] [no] : yes

[YES] [no] : yes

1

Configure the ntp system time now? [YES][no]: yes

Enter the date in MM/DD/YY format: mm/dd/yy

Enter the time in HH:MM:SS format: hh:mm:ss

Configuration correct? If yes, system will save it and reset. [yes][NO]: yes
Configuration saved!

Resetting system with new configuration...
Restarting system.
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d>hO—Z&, RAN—AAMYFLEOA—HFY N R—N (FastEthernet 1) ICERENET
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HALET, 41T 17 VLAN10 TlE, WLC DBEBA U B—T I A ANELETEET,

802.1Q AM Y F R—KDRERFXDEHVTT,

switchport

switchport trunk encapsulation dotlg
switchport trunk native VLAN 10
switchport mode trunk

end

WLC N\ DOFBEEY—/Y (ISE ) BN

DANYLAILIYRERAND 802.1X & CoA HEERBIMICT D8, ISE &2 WLC ICIEMNT S 4%
ENfNHYET,

RDATY TEERITLET,

1. 720 &ME, (2F17 HTTP ZEAL T) [pod WLC] > [https://wic] IZ#EHEL FT,
2. [Security] > [Authentication] > [New] D JBIZBE L £,
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WIRELESS

SECURITY

MAMAGEMENT

COMMANDS

HELP

FEEDBACT

Server [ndex (Priorty)
Server [P Address
Shared Secret Format
Shared Secret
Confirm Shared Secret
Key Wrap

Part Number

Server Status

Support for RFC 3576
Server Timeout
Metwark User

Management

IPSac

RADIUS Authentication Servers > New

i -
10.10.10.70
ASCIT -

ee W

(Designed for FIFS customers and reguires a key wrap compliant RADIUS server)

i8iz

2 seconds
] Enable

| Emable

Enabla

3. RDEZEANL TLEE W, [Server IP Address ( H—/NIP7 RL A ) 1:10.10.10.70 ( Ev) 24
TEWER ) HEWH : ciscoRFC 3576(COA)DHR—K : BRI (FT7 ALK ) TOMINT

:T7 7L

4. [Applyl 2 UYL T, RICEXRET,

5. [RADIUS Accounting] > [add NEW] %3&RL £3,

CIsSCo

Security

* AAA
General
» RADIUS
Authentication
Accounting
Fallback
TARCACS4
L=
Local Mat Users
MAC Filtering
Disabled Cliznts
User Login Policias
AR PolCies
Password Polices

» Local EAP
¥ Priority Order
¢ Certificate

MOMITOR

WLANS

CONTROLLER

WIRELESS

RADIUS Accounting Servers > New

Server Index (Priorty)
Server [P Address
Shared Secret Format
Shared Secret
Confirmn Shared Secret
Part Numbar

Server Status

Server Timeout
Network User

[PSec

2 -

lﬂ.ll:ll.lﬂ.?l:l'«“:

ASCIL -

LA L L]

SECURITY

MAMAGEMENT C

weene] W

1813
Enabled
2 Secongs

¥ enable
[T Enable

6. XDIEZADL TL &, [Server IP Address]:10.10.10.70 L B : ciscoZ DL TN T

:T7 7L

7.[Apply] UYL T, WLC DREZRELET,
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ICIE, XOFIEZRITLET,

1. WLC #' 5. [Controller] > [Interfaces] ICBEILE£F, RIC, [New] ZT VY I LET,

Sa¥% Lanhigquranon HFirg LOgids  Hames

MAMAGEMENT  COMMAMNDS  HELP  EEECRACE
Cortroller Interfaces Hew.. |
General
Inwentory Interface Mame wWLAMN ldentifier 1P Address Imterface Type Dynamec AP S anageme s £
rnle-rf.ut:.f: uritagged 1010 % Shatic Erabled
Interfacs Graups warbal WA 1114 Static Mot Supporied

2. WLC A*'5. [Controller] > [Interfaces] ICBEBILE T, RORABTZANLET, [Interface
Name]:EmployeeVLAN
ID:11

MONITOR WLANs CONTROLLER WIRELESS SECUR

Interfaces > New

Interface Name lEmpluyee (
VLAN Id [11

3. HEBAVE—TIAAIREANLET, R—K~ES : 1[VLAN Identifier:11IP7 KL A
£ 10.10.11.5% ¥ NY A% : 255.255.255.04"— NI T o
- 10.10.11.1DHCP:10.10.10.10




Configuration

Quarantine O
Quarantine Vlan Id 0
Physical Information .
Port Number 1
Backup Port

Active Port

0
0
Enable Dynamic AP Management O

Interface Address '

VLAN Identifier 11

IP Address 10.10.11.5 "

Netmask 255.255.255.0

Gateway 10.10.11.1 '_

DHCP Information

Primary DHCP Server 1I:l.1I:I.1I:l.1I‘:I'F

Secondary DHCP Server

4 REBOBNBAR—T IAAFFHEICERE NI EZBRBLET,
|I|l1l|lh

Interface Type
Diynamie
Stabic

CISCO HOMNITOR  WLHANS CONTROLLER WIRELESS SECURITY  MAMAGEMEMNT  COMBMA
Controller Interfaces
General
Inventory Interface Hame YLAM Identifier I[P Address
Interfaces gmployes 11 10.10.115
Interface Groups man3germent untagged 10.10.10.5
Multicast wirtual MiA 1.1.1.1

Stabic




WLC AN BFAFEVI A ERZ—T T4 ADER

WLC OFLWA A F IV I A2 B—T T4 A%ZEML, TANVLANICZEhEZIYYE>TTS
ICE, ROFIEZRITLET,

1. WLC #* 5. [Controller] > [Interfaces] ICBEILE T, RIC, [New] ZT Y I LET,
2. WLC »* 5., [Controller] > [Interfaces] ICBBILET. XRORNBZAHNLET, [Interface
Name]:GuestVLAN

ID:12
NIMIE
CISCO MONITOR  WLANs CONTROLLER
Controller Interfaces > New
General Interface Name  |Guest *'
Inventory

VLAN Id |12

Interfaces *_ \

Intarfaca Crounc
3.HANAVE—TIARIZKREANLET, R—NES : 1[VLAN Identifier]: 12IP7 KL &
£ 10.10.12.5% ¥ NY A% : 255.255.255.04"— NI T A
© 10.10.12.1DHCP:10.10.10.10




Configuration

Quarantine =
Quarantine Vian Id .El
Physical Information
Port Number 1 I

Backup Port
Active Port

0
0
Enable Dynamic AP Management =

Interface Address
VLAN Identifier 12 ‘ | g
Netmask 255.255.255.0

Gateway 10.10.12.1 ’.

DHCP Information

Primary DHCP Server 10.10.10.10 #—

Secondary DHCP Server

Access Control List

ACL Name | none =

Note: Changing the Interface parameters causes the WLANs to be
temporarily disabled and thus may result in loss of connectivity for
some clients.

4 TANAVE—TIAAFEME N EZRELET,



cISCO MOMITOR WLANs CONTROLLER S SECURITY MANAGEMENT  COMMAL

Controller Interfaces
General
Inventory Interface Name VLAMN Identifier 1P Address Interface Type
|m,.|.far.m,#-_- gmplpyes 11 10.10.11.5 Dy namic
Interface Groups guest 12 10.10.12.5 Diynamic
Multicast J [MAnagement untagged 10.10,10.5 Stabic

b Internal DHCP Server “oi& L i11a e

802.1x WLAN D& fn

WLC OBHINDT—RARNTZYTASFT7FI)L N WLAN FERE NBEENHYET, TOHEE
ETNEZEETEL., HAROERESYICIVATVL RAB0R2AXBEZHR—NTHHLLV
WLAN Z/ER L £ 9,

RDATY TERITLET,

1. WLC »*'S [WLAN] > [Create New] ICEBEIL £ T,
atliet]is Save Conhguratian

CISCO  MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Bing  Logout Re
COMMANDS HELP FEEDH

WLANSs Entries 0 - 0 o
b WLANS Currant Filkar: None [Change Filter] [Clear Filter] Go
WLAN=
o Advanced Dizable Selected

— A Enable Salecked
WLAN ID Profile Name WLAN SSID Admin Status Sa
= Type " | Bemaove Salected

2. WLAN TEAFZ AN L ET, [Profile Name ( 7707 7 4 )L% ) ]:pod1xSSID : RL

T
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLAMS WLANS > Newy
- WLANS Type WA =
WLANS
b adwancad Profile Narme |p|:|d1x
S51D [podix ‘
(8] -]

3. WLAN DE&FE > [General] 2 7 Tlk, ROFIEZFEAL E T, [Radio Policy]All{f > & —7 T
AATN—=T BBFTOMINT : FT72FIK



MONITOR  WLANs CONTROLLER WIRELESS SECURITY

WLANs > Edit ‘pod1x’

General ! Security T QoS T Advanced ]

Profile Name podlx

Type WLAN

SSID podlx

Status I Enabled

Security Policies [wWPAZ][Auth{B802.1X)]

(Modifications done under security tab w

Radio Policy All hd
!3":;_';';‘5::3” ntarcace managernent v ?!

Multicast Vlan Feature I Enabled
Broadcast SSID ¥ Enabled

4. [WLAN] > [Security] 7 > [Layer 2] Tld., XZRELE T, Layer2
Security : WPA+*WPA2WPA27K U S —/B5 Bt : BHI/AES[Auth Key
Mgmt]:802.1X



MONITOR  WLANs CONTROLLER. WIRELESS SECUF

WLANSs > Edit 'pod1x

|; General | | Sec:urity‘QuS | Advanced |

Layer 2 | Layer 3 | AAA Servers

Layer 2 Security & | WPA+WPAZ (

[~ Z0MAC Filtering

WPA+WPAZ Parameters

WPA Policy r

WPAZ Policy v

WPAZ Encryption V¥ aEs I Tkip
Auth Key Mgt [802.1% N

5. [WLAN] > [Security] X7 > [AAA Servers] Tld, X% EL £9, Radio Server Overwrite
Interface: DisabledFB5E/ 7 H O T4 T —/)N . B —N
1:10.10.10.70

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

WLANSs > Edit ‘pod1x’

~ General | Security | QoS | Advanced |
~ Layer2 | Layer3 | AAA Eunrurs*-—

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [~ Enabled

\;ﬂhentlcatiun Servers ‘.ﬁtcnuntmq Servers
Enabled M Enabled

Server 1 | IP:10.10.10.70, Port: 1812 ;I [1P:10,10.10,70, Port: 1813 =

Server 2 | None =] | Mone =l

Server 3 | None =] | Mone =l
|| _Local EAP Authentication

-

6. [WLAN] > [Advanced] 2 7 Tl&., XRZFREL £, [Allow AAA Override]:[Enabled][NAC




State ( NACIREE ) ]:[Radius NAC ( ¥ENAC ) ] (BIRFE H

)

MLONITOR

WLANS

WLANS > Edit "podix’

CUONTROLLER

| General | Security | QoS | .I.du-nrtcedr-_

Allowe AR Owerride
Cowerage Hole Detaction

Enable Session Timeout

Awronet [E
Diagnostc Channel

IPv6 Enable L
Owerride Interface ACL
PFZF Blocking Action

Client Exclusion

Maxirmurn & |lowed
Clients 2

Stabic IP Tunneling iz

¥ Enabled
¥ Enabled

r Ilﬂﬂﬂ

Secsion Timeout [secs)
W Enabled
™ Enabled
-
[Nnnz 3
| Disabled =

|50
Timeout Yalue {secs)

¥ Enabled

T

[ Enabled

WIRELESS SECURITY

MARNGGLEMERT COMMANDS HELF

HLF

DHCP Server C overids

DHCP Addr. Assignmant [ Required

Yanagement Frame Protection {MFP})

FEEDBALE

|Cl|:|1:i-:-nal - I

DTIM Period {in beacon intervals)

MIFF Client Protection ¥

802.11afn (1 -288) |1

802.11b/g/n (L - 255) |1
WAL

NAC State

Radiug NAC v

Load Balancing and Band Select

7. [WLAN] > [General] #7 > [Enable WLAN] ( FI Y VRY VR ) ICRWET,




WLANs > Edit 'pod1x’

General | Security | QoS | Advanced

Profile Name podlx

Type WLAN

SEID podlx (
Status ﬁ Enable

Security Policies [wWPaAazZ][Auth{BDZ2.1X)]
(Modifications done under security tab

Radio Policy | all -]
Interface/Interface |
Group(G) management -

Multicast Vlan Feature | Enabled
Broadcast SSID V¥ Enabled

WLCHAFZVD AV E—TIAADTAD

REBETANDA 2 R—TIAANBHA, BRICFIVIIILBEN BV ET, WLAN (B
ENT2EEOTNAAZFEALT, WIANA 2 EZ—TJ I A ADFHVYHTZEELET,

1.WLC #'5 [WLAN] > [WLANs] CBBLET, YUY IL T, EEEDEETERENER
27 SSID ZMwRELE T,
2. [Interface/Interface Group] Z [Employee] IcZE L., [Applyl 20U Y OLFET,



wfear],

CI5CO MONITOR WLANs CONTROLLER WIRELESS SECURIT
WLANS WLANs > Edit ‘podi1x’
x WLANs *Generul  Security | QoS | Advanced
LA | rity | QoS | |

g Advanced Frofile Marne podix
Type WLAN
S3ID podlx
Status W Enabled
Security Palicies [WPAZ][Auth{BDZ.1X)]

(Modifications done under security t

Radio Policy [ all =]
Interface/Interface

Group(G) [management = ™

Multicast Wlan Feature guest

management
Broadcast S5ID nable

3. BYICREENATVAE, FINA AFRES VLAN (10.10.11.024 ) AS IPFRLA%EF
FELET, COBITE, FLWIP7RLAZEETS I0OS FNA1 AZERLTVET,



Wi-Fi Networks podix

[ Forget this Network J
IP Address

_ BootP J . .S”tatic j

o y
IP Address 10.10.11.100

4 KFEEDAVB—TIAARERRELES, WLAN O/ > Z—7 I A ADEV) ¥T % [Guest]
ICZEL, [Apply] 20U Y OLET,



CISCO

MONITOR WLANs CONTROLLER WIRELESS S

WLANs

»

WLANS

wmws*..

Advanced

WLANSs > Edit ‘podf )‘

General | Security | QoS | Advanced

o

Profile Name
Type

=31D

status

Security Policies

Radio Policy

Interface/Interface
Groupl(3)

Multicast Ylan Feature
Broadcast SSID

podlx
WLAN
podlx
M Enabled

[wPAZ][Auth({BDZ2.1X)]
{Modifications done under 58

| Al ~1
f guest =

employes

management
nable

5, BYICREENATVA E, F/NA AT AN VLAN (10.10.12.024 ) A5 IPT7 RL A% %
BFELET. COBITE, HILWIPTRLAZEEBTS I0OS FNAAZRLTVET,



"Wi-Fi Networks pod1x

‘ Forget this Network ‘

b A
IP Address

oL  BootP | Static

" IP Address 10.10.12.102 l

6.EE . A3 —TIA/AANEVHETETNERICELET,
7.[Apply] 20 v O LT, WLC DFREZREFELET,

iOS (iPhone/iPad ) @ A ¥ L ABEEE

iPhone, iPad, £ (& iPod & ® i0S F/INA AZFEHAL TFREEE - SSID H#HA T, WLC IC#t
A1l—Y (FEEHREShEZAD 1—Y) 2EERITE T, ZHLEBEVFIEERIEL TS LV

o

1.i0S /N1 AT, WLAN OFREICBELET, Wi-Fi ZBRICL, BIoEI> 3> TERE
- 802.1X {iEM SSID #BIRL £ T,

2. RDBEHREADLVLTERLET, 1—HF  R¥E (LN -REE ) FLEFEEE (RN
~BEEE)NAD—R



... ATET F 4:31 PM (=]

cancel Enter Password

Username aduser

Password esessssss

ijnda Automatic }
1]2|3]4]5]6]7]8]9]0
BA8A00000CE
~ HHEEIE <

3.JUYIULTISEFRAEZZTANET,

XXXX



s... ATET 3G 4:31 PM ==, ]

Enter Password Certiﬁ{: ﬂtE

i“.mmiﬁ'dﬂm ﬂ‘-cq. -
corp-RFDEMO-CA

Not Verified

Description Server Authentication
Expires Jul 12, 2013 1:56:32 PM

More Details >

4.i0S FNA AN EE (VLAN1O ) AV R—T IAANSIPFRLAZWMBLTVS L &k



... ATET = 4:31 PM =M

Wi-Fi Networks ~ pod1X

Forget this Network
IP Address
BootP l Static
IP Address 10.10.10.102
Subnet Mask 255.255.255.0
Router 10.10.10.1
DNS 10.10.10.10
Search Domains corp.rf-demo.com
s, Client ID

5. [WLC] > [Monitor] > [Clients] T, BRI, RESLIF EAP DA TERBTI Y RRA
NMESRZBRELET,



CISCO MONITOR ~ WLANs CONTROLLER  WIRELE
Monitor Clients > Detail
Summary
b Access Points Client Properties
b Cisco Cleandir MAC Address 5c:59:48:40:82:58d
b Statistics IP Address 10.10.10.102
» CDP Client Type Regular
* Rogues User Name aduser
Clients Port Number 1
Multicast Interface rnanagement
Mobility Peer IP Address N/A
Policy Manager State RUN
Management Frame Mo
Protection
Security Information
Security Policy
Completed LLL
Policy Type RSH (WPAZ)
Encryption Cipher CCMP (AES)
EAP Type PEAP
SENMP NAC State Access
Radius NAC State RUN

ALl Overnde ACL Name none

6. B#RIC. 754 T > NEFD [ISE] > [Monitor] > [Authentication] TRt hE T,




cisco ldentity Services Engine

& Home m Folicy »  Adminisiration =

B Authentications I 'E'.ﬂdarms  Reports % Troubleshoot

.Lé‘.ﬁ.ddnrﬁerrwe Columns = @Rr{rm

SRMAME Endpaint iI0 Miteinrk DAl | Authdnzation Profiles | ldent)
. Jul 13,11 0423936573 PM . a I G S9-AE-40A2E0  WLGC . Permilsctess
Jul 13,11 04:36:46.285 PM a SIS BT EC80-4E4082E0 2 WLE Parmildccass
7.ty >a>oiEFlERE RIIL ZIFBICE, [Details) PAA&2VIVYILET,

e, N .
cisco |dentity Services Engine

= & ™

Showing Page 1 of 1 |

AAA Protocol > RADIUS Authentication Detail

RADIUS Audit Session ID : 0a0a0a050000000d4e1e2ad5
AAA session D : 1I5e/99967658/11
Date : July 13,2011

Generated on July 13,2011 4:41:11 PMPDT

Authentication Summary

Logged At: July 13,2011 4:39:36.573 PM
'RADIUS Status: Authentication succeeded
MNAS Failure:

Username: aduser

MAC/IP Address: 5C:59:48:40:82:8D

Metwork Device: WLC : 10.10.10.5 :

Allowed Protocol: Default Network Access
|dentity Store: AD1

Authorization Profiles:  PermitAccess

SGA Security Group:

Authentication Protocol : PEAP(EAP-MSCHAPY2)




WLC ADRAF ¥ UA AL I N ACL DOIE

RAF¥ VDAAL YU KNACLIEWLC THREENET, CCTISEZFEALTRAFYOLEDHIC
DZAT > MHHIBRENET, ZBRICE. ACLIIFRETEISERORNT 74 v O ZHFALET,
BEIZBSUTZOACLICAT> 3> L= EEBNTEET,

1. [WLC] > [Security] > [Access Control Lists] > [Access Control Lists] D JEICBEL £9,
[New] Z0 VYO LET,

alvaln Sove Configurstion  Ping  Logout Refres

CISCO HMONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDH

Security Access Control Lists I -

- ARAA
General Enable Counters ]
» RADIUS
Authenticaton
Accounting
Fallback
k TACACS#
LDAP
Local Met Users
MAC Filtering
Lisalpied Llents *
Liser Login Policies
AP Policses
Password Policies

Name

* Local EAP
* Priority Order
* Certificate

* Access Contral Li
Access Control Lists
COPU Access Caontrol Lists

2.ACL DEBIZANLET ( ACL-POSTURE-REDIRECT ) ,
NImir

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY
Security Access Control Lists > New

* RAA
General Access Control List Name |ACL-F05TURE-RED]REL%\

w RADIUS
authentication
Accounting
Fallback

3. LWACL T[AddNewRule] 29U Y ILET, ACLZ—TVA# ICRDEZREL F
T, mEIC. [Apply] 20U Y O LETHE : Any3Est : IP7 KL A10.10.10.70,
255.255.255.2557° O R : FETF7 0> 3> : &0




MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Access Control Lists > Rules > Edit
Sequence ‘1
Source oy

L m w:ﬁiﬁm “::“5,.2?5.255.255 g
Protocol | Any #

Dicecton (any 3

pcion (oot

4. —T O AFBMENI-C L ZRBLET,

Destinatian
Seq Action Source IP/Mask IP/Mask Pratocol Source Port Dest Port DSCP Direction Number of Hits

5.[Add New Rule] 7Y 2 L&ETF, ACLY— VA #2 ICRDEERELET. BEIC.
[Applyl £ Uy 2 LETREIET : IPF KL Z10.10.10.70. 255.255.255.255%8 % : 11 7'0
NI :FEEZTO>3  5FH

Sequence ‘ 2

IP Address Metmask t
Source IP Address ‘1 10.10.10.70 255.255.255.25
Destination M

Protocol | Any hﬁ-’
DSCP _Any 2]

Direction | Any

Action Permit g

6. >—T VAN EBMENI-CEZHIELET,

Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction
0.0.0.0 10.10.10.70
1 Permit [ ! Ay Anvy Ay Amy  Any

0.0.0.0 255.255.255.255%

10.10.10.70 0.0.0.0
! !

255.255.255.255  0.0.0.0

7.ACLY—TVAH#IICKRDEZRELET. HREIC, [Applyl 20Uy O ULETHE : Any3E
% EE7ORIO) : UDPEETTAR—B  DNSHEEKR—N  FEF70>3> : 557



Sequence

Source

Destination

Protocol

Source Port

Destination Port

DSCP

Direction

Action

b E

_Any

_Any

' UDP

' DNS

_ Any

_Any

4

e
g
g

;i

_Any

-+

" Permit

-

8. —T VAN EBMENCEZHELET,

Seq Action Source IP/Mask
0.0.000

4 Permit !
0.0.0L0
10.10.10.70

2 Permit  f /
255,255.255.255

Destination
IPfMask Protocal
10.10.10.70

Any
255 255,255,255
0.0.0.0

Ay
0.0.0.0

Source Port Dest Port DSCP Direction
Any Ay Any Any
Ay Ay Arry Ay

9.[AddNewRule] 27 )Y I LET, ACLZ—T UV A#ICRDEERELE T, KREIC,
[Applyl 22Uy O LETHE : Any3esk : FE7O83J) : UDPEETAR— b : FETEER
—KN:DNS7o>3> &9



Sequence " 4
Source [Any iEi"'
Destination [ Any *
Protocol _ UDP ’
s
Source Port [ Any *
Destination Port ' DNS B
i
DSCP " Any ¥4
Direction _Any B
Action ~ Permit :
10. >—T 2 AFEME N Z2BEBLET,
Seq Action Source IP/Mask ID:;::;I“H Protocaol Source Port Dast Port DSCP Direction
0.0.0.0 10.10.10.70
1 Permit / Ay Any Ay Any  Asy
0.0.0.0 255.255.255.255
10.10.10.70 0.0.0.0
2 Permit ! Ay Ay Any Amy  Any
255.255.255.255 0.0.0.0
0.0.0.0 0.0.0.0
3 Permit 7 uoe DS Any Amy  Any

1. BEDO WLC REZRELE T,

ISEQZ7’O—7070774)>J0E%1L

ITORRARNZHMRNVICTOT77AILTBICE., ISEZTO—TELTEETAIHENHYE
T, F7FIRTR, ChsoA7>a>v@EF4&t—7ILTT, COEYSIa> TR, ISEZS




O—7&ULTRETDHEETRLET,

1.ISE EEEEA 5. [Administration] > [System] > [Deployment] ICEEL £9,

T

cisco ldentity Services Engine
£ Home Monitor v Policy v S5 TIEETRRE

I S «%» System ;
(" Network Devices Network De Deployment *
Licensing ‘@;'
Network Devices Certificates

2. [ISE] #BIRL £F, [EditISEhost] #Z Y I LET,

cisco ldentity Services Engine

/A Home Monitor v+ Policy v

o= System = Ll Identity Management [ Network Resources [zt Guest Management
I"FD&ph:.mnl Licensing Certificates Laogging Operations Admin Access Setings

Deploymen | Deployment Nodes
& E=E e J e BlRegsior | 8 e | [l Coogisier T Fiter
» ' Deployment (] Hostname ~  Noda Typa Personas
O ke {f ISE Administration

3. [Edit Node] X—< A 5, [Profiling Configuration] Zi2RL TR ERELE T,
DHCP:Enabled, All ( &7 (&default ) DHCPSPAN : EX, 3XT (FEREF7 ) K~
YHTTP : %, $XT (£/#EF7 4L~ ) RADIUS:Enabled. N/ADNS : B%), &4 L



e - )
cisco |dentity Se

ﬁ Home MOrtor v Folicy =

ofo system | SR identity Management  [jij Network Resources

rErEpInymEmt Licensing Certificates Logging Cperations Admin ACCess

€ =E .

A

Daployment Modes List » ize

|8 Guest Management

Edit Node
| Genersi Seaings W

Seftings

™ v pHCP
Interface | Al ~]
Pot |67 |
Description [DHCF'
v DHCPSPAN
Interface [AN__ -]
Description  [DHCPSPAN '
v HTTP :
Interface | Al - |
Description [HTI‘F' '
* RADIUS
Description RADILS
* DNS
| Save | Resst

4. 7)N4 A ( iPhone/iPad/Droid/Mac % & ) Z# BUO'BEMNITE T,

5ISEDI> RRA D ID ZFFEL £9, [Administration] > [Identity Management] >
[Identities] M IEIZBE L EF . [Endpoints] 22 UYL, ZAT77A I TEnEE0%ZE—
BERRLET, X BHO7O07 74 )LERADIUSTO—TASDENDTT,




atnanfus
ciseo  Mdenbby Seraces Engine

# Home  Monitor v Folicy = Administration

=t Syatem | O3 Identily Managament | [ Network Resources |24 Guest Managament
(" identities Groups Extemnal ida as Idantity Sourca Sequences Setings
Identities Endpoints
= =) y i 57
. / JEan sponate Meete + Bomper v @ Bpon - Filter -
- W Endpoint Prafile « | MAC Address
| Uzars
— #‘ C aadroid L0FCA9T56443
= . r Appla-Device SC59:48:40:82:BD
T apple-Device 44:24B0:F 73004
I wicrosofwarkstation 0021506994 39
T wicrosofyworkstation 0026 CEOC 3356
T windows T-veorkstation 00;1E:21-4DEE;CO

FINA AD ISE Z7A7 7 1) KU —0HERL,

ISERRZTNELEORETEEEREIERIVRRAINTOAT7ANDTA TSV ERBLET,
BEROTNAAOTOAT77AIINZEMITRICR,. ROFIEZRITLET,

1.ISE A 5. [Policy] > [Profiling] \BEL £,

cisco ldentity Services Engin

¢ Home Monitor v = Policy v

] [
ofe System | 5t Ident Authentication

( Deployment Licens

| Authorization

Deployment pies

o 2] Profilin
ey =E = ﬂ’-

S ﬂ;v;, Deployment i Posture

[l Client Provisioning -~

2. ERA NS, [Profiling Policies] ZBBL £7,
3. [Apple Device] > [Apple iPad] 22U Y L, ROKSIZERELE T, [Policy
Enabled]:[Enabled][— 2 ¥ % IDY )L — 7 M 4ERL(Create Matching Identity Group)] : 7>/




Wil e ntity Sarvices Enging

[L, Authentication | &, Authorization ["_"u Profiing | | Posture | Client Provigioning |z, Security Group Access
Profiling Profer Policy List > Apple-iPad
( L) *Name [Apple-iPad | Des
e EE i Policy Enabled ] ™™
» [ | Profiling Policies ~ " i —_ >0 :
) Androig mum Centainty Factor | | (Valiq
v |4 Apple-Device * Exception Action | NONE - |
|4 Apple-MacBook ""' wswlls =) Create Matching Identity Group
|4/ Apgle-iPad Gk ~
: ) Use Hierarchy
|4, Apple-iPhone
|"_‘:H Appie-iPod * Parent Policy | Apple-Device - |
|4 Applera-Device

4. [Apple Device] > [Apple iPhone] 2071y L, ROEXSICERELE T, [Policy

Enabled]:[Enabled][—3 ¥ % IDY )L — 7' M 4ERL(Create Matching Identity Group)] : 7>/

aiuanfus B .
cisco [dentity Services Enagine

& Home  Monitor » m Administration =

|4, Authentication |8, Authorization | [4 Profiling | [, Posture e, Client Provisioning |, Security Group Access

*Mame |Apple-iFhone| | o

- v Policy Enabled ¥ @
» . Profling Policies
[4 Android * Minimum Cerainty Factor |20 | (val
» |4, Apple-Device * Exceplion Action |NCINE "l
£ le-MacBook
{3. zpl — el ®) Create Matching Identity Group
4, Apple-iPa _
|4/ Apple-iPhone '#:. © Uss Hierarchy
|4 Aople-iPod *Parent Policy | Apple-Device -
|4 Applera-Device
» |4, Aruba-Device N
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8.ISEQUTIZALADOY E 21— [ISE] > [Monitor] > [Authorizations] THERTEE T, &
RO (H¥EE, FEEE )N, EXD VLAN TERLEhARREZ7O7 74
( Employee_Wireless vs Contractor_Wireless ) ZEMfEL TWA DL ET,
& Home m Poloy v Adminisiralion v
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1. WLC #A*'S [WLANS] > [WLANSs] > [Add New] ICBEIL £ T,
2. LW AN WLAN ICRZAHDLET, [Profile Name ( Z7OAT7 7 AIE
) ]:pod1guestSSID:pod1guest

CISCO MONITOR WLANs CONTROLLER WIRELESS SECUR:

WLANs WLANS > New

- WLAMS
T -

—— e__' ype :WLAH |

Profile Mame podlguest

3 Advanced
SSID |podiguest
ID Z =

3.[Applyl 20 )Y OLET,
4. AN WLAN > [General] 2 7 ICRZEADLET, AT—X A : FE[Interface/Interface
Group]:Guest



MONITOR WLANs CONTROLLER WIRELESS SECUR

WLANSs > Edit 'podiguest’

General [ Security T QoS T Advanced ]

Profile Name podlguest

Type WLAN

SSID podlguest

Status [.; Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security

Radio Policy All v
Interface/Interface *—
Group(G) [k (1

Multicast Vlan Feature [ Enabled

Broadcast SSID V¥ Enabled

5. [WLAN] > [Security] > [Layer2] (CBEL, XREADLET., LA V2EF21UFT1 &L



MONITOR WLANs CONTROLLER WIRELESS SECURIT

WLANSs > Edit 'pod1guest

. General | Security | QoS | Advanced |

Layer 2 T Layer 3 T AAA Servers ]

(

Layer 2 Security & nNone v

"] 20MAC Filtering

6. [WLAN] > [Security] > [Layer3] 27 ICBBIL, READLES, LA V3EFa1UT1 : &
L Web7R 12— : HX[Web Policy]t} 7 {& : BRI EAIFRFEACL:ACL-POSTURE-
REDIRECTWebFRFER A 7" : AAE ( AFBH—NICVXAL TN
) URL:https://10.10.10.70:8443/guestportal/Login.action




MONITOR WLANs CONTROLLER WIRELESS SECURITY

WLANs > Edit 'podiguest’

I

_ General | Security | QoS | Advanced

|" Layer 2 | Layer 3 Servers |

Layer 3 Security = None + *

* ¥ web Policy %

(*) Authentication

() Passthrough

) Conditional Web Redirect
() Splash Page Web Redirect

O On MAC Filter failurel_l

Preauthentication ACL ( ACL-POSTURE-REDIRECT +| M
Over-ride Global Config v Enahl* ‘
Web Auth type _ External(Re-direct to external server) =«

URL https://10.10.10.70:8443/guestportal/Login.action

~

7. [Applyl 20 )Y O LET,
S WLC RREERELECEEZRBELET,

TAB WLAN £ AN R—=ZILDODTAbB

ZNT, 7ANWLAN OREETFARTED LS ICAYELE, PANE ISEDT AN £—4&
MUK ALYRERBETTT,

RODATYTERITLET,

1. iPhone £ & ®M i0S 7*/\A4 AN S, [Wi-Fi Networks] > [Enable] ICBEL £9, XIZ, POD
TANRYRND—UZBRLET,
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settings | Wi-Fi Networks

Lab

mi-demo-1x

mi-rf-mgt

—

v podiguest

podix

2.i0S N4 Ak, 7ABN VLAN (10.10.12.0/24 ) A 5 DOEME IP 7T RLAZRL TV &
BENfHYERY,




ul__ AT&T 7 5:57 PM (=,

Wi-Fi Networks podiguest

{ Forget this Network J

IP Address

-
BootP J Static |

i -
IP Address \10.10.12.102

Subnet Mask 255.255.255.0

3. Safari 777 EBEVTXRO URL (& L £9, URL:http://10.10.10.10Web FREED U X A
LORFRRENET,
4. I1ISET AN R—=RI) R—DIZEET B E T, [Continuel] 20 Y I LET,



Cannot Verify Server ldentity

Safari can't verify the identity of
“10.10.10.70". Would you like to

continue anyway?

Cancel

Details

Continue

RO TI A
21)—>23vY N, [Guest Portal Login] T® i0S FNA1 AZRLET, <<H S, WLAN
EISEDTARN R—ZIIOELVRENF BN THD ENRIETEET,
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alualn  ldentity Services Engine 1.0
CISCO Guast hoosss

Wermion: 1.03.37F

Chango Password

E2010-2011, Ciaco Systema, Inc. Al rights resaned

= l.'- 5 m E

ISEDAVLAARRIY—RJTANTFO+ERA

ISERTARNDARIH—ERDENTEDLSICRETEET, COHE. NEELIE AD
RXAY (BEEThTVRBE ) I—YHFTARNFIEADARYY—EBNB LS, ISEY
ANKRUY—BRETRICELBYET, T, ARVY—FTAN NAT—RKEHE (A7
3, COSKRTHE ) TEDLSICISEERETHELTEET,

ROATY TE#RITLET,
1. 8% 81 —%% SponsorAllAccount FIL—7ICEBMLET, chZETSICE. JIL—TICE
BEBEBTSAEE, 1T EBELTILN—TZ2ENHETBHEENHYET, COFITE
. [Administration] > [Identity Management] > [Groups] > [User Identity Groups] (BB L £
o XIZ, [SponsorAllAccount] 297 1) Y VU TH¥ERI—TZEMLET,



il - —

Identities ( Groups

o' System | Jgi identity Management = [ Network Resources  [s% Guest Management
External Identity Sources Identity Source Sequences

Identity Groups ‘ User Idantity Groups > SponsorAllAccount

¥ |dentity Group

Settings

» [ Endpoint ldentity Groups

-

*Name |SponsorAllAccount J

Description

IDefault Sponsor Identity Group

Resat

¥ Member Users

Save

i

iz

E -

M Deiote ~

2. [Administration] > [Guest Management] > [Sponsor Groups] (c BEIL £ 9,

sifisi]n
CISCO

£ Home  Monitor »

Policy v
=% System | 5 Identity Manage

identities  { Groups External
—
Identity Groups

& =E
v | User Groups
» o Endpoint identity Groups

- —
——

Il

Identity Services Engine

Administration v

«t= System

-

Deployment
Licensing
Certificates
Logging
Operations
Admin Access

Seftings Guest Management

Sponsor Group Policy
Network Resources * w%
Metwork Devices Setlings

S Identity Management
Identities

Groups

External identity Sources
Identity Source Sequences
Saftings

3.[Edit] #%1J Y 2 L T, [SponsorAllAccounts] ZiZIRL £,



atfusn ] =
cisco !dentity Services Engine

@& Home  Monitor v Policy v SRR RS

o’sSystern  J5% Identity Management [ Network Resources | [#4) Guest Management
Sponsor Group Policy ( Sponsor Groups ~ Seftings

Edit <-Add M Delete <7 Fiter

r Sponsor Group Name 4  Description

W SponsorAllaccounts ‘ﬁ Default SponsorGroup
" SponsorGroupGrpAccounts

Default SponsorGroup

4. [Authorization Levels] Zi#RL., XOKSICHRELET, YARNNAT—ROXRTR : FV
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cisco Identity Services Engine

£ Home Monitor v  Policy v I 10 1 4

ofsSystem 5L Identity Management [ Metwork Resources | [ Guest Management

Sponsor Group Policy ( Sponsor Groups ' Settings

P e—
Sponsor Group List = SponsoralAccounts

| General H Authonzation Levels | Guest Roles Time Profies |

Allow Login | Yes B
Create Accounts | Yes Ad
Create Bulk Accounts | Yes B
Create Random Accounts | Yes [+
Impot CSV | Yes [+
Send Email | Yes L=
Send SMS | No &d
View Guest Password | Yes I
Allow Printing Guest Details "r’e*s—;T
View/Edit Accounts | All Accounts 2
Suspend/Reinstate Accounts | All Accounts L]
* Account Start Time |1 Days (Valid Range 1 to 999999999)
* Maximum Duration of Account |5 Days (Valid Range 1to 999999999)

5 [Save] 20 v OLT, COEXEZETLET,

’]‘Z I‘@Z/ \>ﬂ_

FREE, BUBRTAN RIS —ETIN—TZRELTAD RXAZOI—HHF—BEHNETAND
AR —EBDEZFAALELLE, RIC, ARV —R=RILICTI7EAL., —BHET A
NT7OEAZERLET,

RDATY TERITLET,

1. 7ZIH¥H S5, http://<ise ip>:8080/sponsorportal/ & =k https://<ise
ip>:8443/sponsorportal/ DWIFNADURLICBELET., TO&, XOBEHREFEALTOY
1> L&Y, 1—HH : aduser(Active Directory), employee ( AEf1—4H ) /NAD—R



: XXXX
aNnm Sponsor Portal Login —

G}D- {E L }1;} (,_, ' hitp:/ fise: 8080 /s ponsorportal |

sifialne  Identity Services Engine 1.0
CISCO  Sponsor Portal

Version 1.0.3.377

© 2011, Cisco Systams, Inc. All rights reserved.

Done A
2. [Sponsor] R—< ' 5., [Create Single Guest User Account] 22 Y L X7,
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CISCO Sponsor F’c:rtal

3.~ ANI, XOBEHREZEMLUET, B : HE (SamB & ) & : %A (Hl
: Jones ) [Group Role]:GuestB¥E7'07 7 4 )L : DefaultOneHour[Time Zone ( X4 LAY —

>
) 1:Any/Default



Sponsor Portal

I Account Management > View All Guest Accounts » Croate Guest Account

Create Guest Account

=~
First Name: ‘Sam

Last Name: iAm

Email Address:

Phone Number:

Company:

Optional Data 1:

Optional Data 2:

Optional Data 3:

Optional Data 4:

Optional Data 5:

& Group Role:

DefaultOneHour
( 2}

2 Time Profile:

¢ Timezone: [EI' E

& = Required flelds

&lhnitl[ﬂunnﬂj

4.[Submit] L UY I LET,

55AKN THYY RFEEEDTY NUICESOVTHERENET, NAT— RiZ/\ Y1 *
TREKEREND (ABEDEBNS ) SEIEELTLEEL,

6.CDIAYRIFEALY. YARNOI—HEBENAT—REERECTIHEELT, COR—
SETAN R—ZLAOOTAVEFANTBEHICHERALET (/A ),




Account Management > View Al Guest Accounts > Create Guest Account

Successfully Created Guest Account siam0002
Username: siam0002 H

Password: 5_5g6d7TKx

First Name: Sam

Last Name: iAm ‘\
Email Address:

Phone Number:

Company:

Status: AWAITING INITIAL LOGIN
Suspended: false

Optional Data 1:

Optional Data 2:

Optional Data 3:

Optional Data 4:

Optional Data 5:

Group Role: Guest

Time Profile: DefaultOneHour

Timezone: EST

Account Start Dale: 2011-07-15 13:56:04 EST
Account Expiration Date:  2011-07-15 14:56:04 EST

( Email ) ( Print ) ( Create Another Account ) ( View All Accounts

TANR—=BLNTFIOELADTAL

AD 1—H/AKIH—C& 2 THLWSRN PHIY M ERENES, FAN K—2LETH
EAEFANTEET,

RDATY TERITLET,

1. B%FNAA (ZDEEKE Apple iOS/iPad ) T, Y K AN SSID ICEEEL. IP 7 KL
AEGHEERBLUET,

2. 720 EEAL T, http/wvww NOBEZRAET. YANRKR=—R)LOOT( > R—=D
CIRAALIRENET,



alialn  Identity Services Engine 1.0
CISCO  Guest Access Lisarname:;

Vaersion: 1.0.3.377

JREFEDEETHERLIETANTHO Y N2ERALTOJALET, RUTDE, 77U
727N A—A RIS — R=IHFERRENET,
4. [Accept terms and conditions] [CF I v U Z{F (T, [Accept] 27 Y I LE T,

nine 1.0 Guest Portal

Please aacapl e polity:

1. You are resporsibls for
- maintaining the confidantialty of tha passwond and
= Al ackwitees al Gotur under your usemEame and passeond.

2. Cipo Sysiems offers the Senvice for activiies such as the active use of e-mal, inslant messaging, browsing the Warld Wide Web and accessing corparata infrancts. H
il dlals transfars, aspacially susianed high volure data fransfers, am nol parmimed, Hesling 8 wed saraer or any athar sanar oy Lee of clr Servica s probibiled. Tr
1p accass someans elsa’s acoount, sencing unsalicited bulk a-mad, collection of other people’s parsenal dala withowd their incwladge and inlerfemnce with other nabwork)
usarg ang all profibilec

3. Cisca Sysiems raserves the nght (o suspend the Serdos if
- GigCo Syalems masenably Dalenas thal vour use of e SenAe 5 uwraasenally SeomEsaig oF
-y are uEg The Serdos for ciminal of Begal activities,

4. You do mot have the right 1o msell this Serdon 10 a thind pary.

5, Ciann Sysiams rasanvas tha ight 1o mviss, amand of modify thase Tams & Conditors, our athar polcies and agrasmants, and sepacts of T Sardcs (el Nodes of
rewision, amandment, o modification will be posied on Cison Syalent's websile and 'will be sfiecive os 1o existing users 3 days afler poating.

TOURLAADEN, TV RRANATANELTT IV EANFATEIET,

LR {0k

ISE ENZEBBEREDLS, BENRIUBEN., ISEEBICEIZDENDHESHERELET,
ez, ISEWeb Ul ZEATBRETIE, X509 SIBAELSIAEEHEFI—2REL T, 3
MBS EBMCTEIHREN HET,

RDATY TE#EITLET,

1. BiFEHic i PC A5, https://AD/certsrv IC7Z0H D4 ROZREET, F:&F2
THTTPEFERALE T, X : ISEICT UV EARATBITIE. Mozilla Firefox®E 7= [&MS Internet
Explorer2 AL £ T,

2. administrator/Cisco123 £ LTOJ A4 L& T,



# Cortificate Error: Navigation Blocked - Windows Internet Explorer

ey w [2] Fpeai10.10.10.100ertery A o35 o
v Favorkes () Certificate Emor: Mavigation Blocked | | - -

@ There is a problem with this website's security certificate

The security certificate presented by this website was not izsued by a trusted certificate authority
The security certificate presented by this website was 1ssued for a different website's address.

ﬂ

Sec certificate problems ’
ecunty certificate problems | rnecting to 10.10.10.10. )

SEMVET,

Werecommend thatyou NS

Dromain: KFT-MASSIVE
& Continue to this website | Bl Remember my credentials

= More information

3. [Download a CA certificate, certificate chain, or CRL] 20 U Y L& T,

e

Microsoft Active Directory Certificate Services - corp-RFDEMO-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-
your identity to people you communicate with over the Web, sign a
you request, perform other security tasks.

You can also use this Web site to download a certificate authority {
(CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services,

Select a task:
Request a certificate
View the status of a pending cerdificate request (
Download a CA certificate certificate chain, or CEL

4. [Download CA certificate] 27 Y O L, RFLET (RBFELEBAZEXELTHEXT



Microsoft Active Directory Centificate Servi - comp-RFDEMO-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust centificates issued from this certification authonty, insta

To download a CA certificate, certificate chain, or CRL, select

CA certificate:

Current [corp-RFDEMO-CA,

Encoding method:
& DER

 Base 64
Dowinload CA certificat /

Dowinload CA cerificatd_thain
Download latest base CRL
Dowinload latest delta CRL

) o
5. 7504 774> RJT https://<Pod-ISE> & £ T,
6. [Administration] > [System] > [Certificates] > [Certificates Authority Certificates] ICBEL £

o

||||||[||

—

cisco ldentity Services Engine

£ Home Monitor ¥  Paolicy v © Administration »

) 4
Metrics o sl
Deployment
Active Endpoints Licensing
0 N Cedificate:

7. [Certificate Authority Certificates] #{EZBIRL, £EEFEA I O— KL= CATIHEE2SR
LET.
8. [Trust for client with EAP-TLS] ZiZRL ., EELE T,



.Icllli:ll:lclpl ldentity Services Engina
avo—se=rs
' Gystem | [ identity Management [ Metwork Resowrces  [4L Gues! Managament
Daployman Licensing | mmﬂ'ﬁ Logging Operations Admin Aconss Seftings

Cartificata MMt Canmcans Mrmr!:.- Carmficmng > Impo
* import 8 new Trusted CA (Certificats Autharity) Cortificate

1§ Local CortiScats
& Ceriicaie Signing Regquesis .
Fila (J

‘ Canilicabe Aushority Corificalos
K Al Camfcals Ceriicates ang available sor sslaction as the FHoot 1CA for sacurs LDAP o0
they mery ba anabled for EAP-TLS below:

sl Trust for chont wih EAP-TLS
Dagcription

9.CANI—NCAELTEMEN, FEENTVWAEZH#ELEXY,

st
I ) B admin

cisea ldentity Services Engine

A oo+ Rl

.‘_': Spstam .’kﬁlmﬂm Managamant imﬂmmﬁ [ Giaest Management
Dapioymant  Licensing | Coriicales ~ Logging  Operations  Aomin Actess  Senings

Certificate Operations  Cartificate Authority Centificates
#?ﬂ:;wmm JEm cbhid | iy B M Cuinte
o R [ Friandsy Mame « Expration Issued To
© Conficate Authority Coticais
Ba.cam. f-Gamo.oom This Jul 12 1214:47 PDT 2002 tsa.con,r-damo.com

10. 72 JH¥H S, [Administration] > [System] > [Certificates] > [Certificates Authority
Certificates] [CBEL £,
11. [Add] > [Generate Certificate Signing Request] 22U Y 9 L& 9,

stuan]u N —
cisco ldentity Services Engine

g Home  Monitor v Policy v SEEETTTEIER

:T: Systemn -';\3 Identity Management i MNetwaork Resourmes |i,5 Guest Management

Deeployrment Licensing [ Cerificales Logaing Operations Admin ACCess Seftings

Certificate Operations  Local Certificates

@ Local Certificates F J e b ada Ewport W 0elete

© Certificate Signing Requests I |Friens  'MpOrtLocal Server Certificate

£ Cerificate Auhorty Cerfificates r— Generate Sel-Signed Ceriflcate
sExg Generate Certificate Signing Request

Bind CA Cerificate

12. RDIEZZEE L £, [Certificate Subject]:CN=ise.corp.rf-demo.comF¥F—N K &
: 2048



Local Certificates > Generate Certificate Signing Request

v Generate Certificate Signing Request

Certificate -
* Centificate Subject |CN=ise.corp.rf-demo.com

* Key Length 2048 ‘

Digest to Sign With SHA1

-

13.ISEM7'OV7MNT, CSRR—IJTCSREAFRATED CENRRENET, [OK|EI D
YILET,
| 4 |

A Certificate Signing Request was
generated and can be viewed in the
"Certificate Signhing Requests" page.

14.ISECSR R— A5 CSR Z&IRL . [Export] Z0UYILET,
15. FZDBMICT7 7ML ZRFELET (&AW, [Downloads] 5 & ) o
16. 77 A4 )LIE *pem ELTHREIFEENET,

|-||I|I|l| i
WICES ENgIna

cisco  |dantiby Sar
# Home  Monitor v Policy v SN TTE L

<fagystern | SEdentity Management | i Metwork Resoumces £ Guest Managemeant

Dip oyman] Licersing [ Ceificabes  Logging Cperations Adrrin ACCREE Seflings

Ceriificate Dperations i I | ! Reqpests

& Local Cerfificabes arw x Culuts
mmuww#
b ¥ Friendmy Hame a  Carificate Subjact Key Lengih

& Cerlificales Aulhoriky Carfificabes -
|f IE8.cofp. i-dermo. conn Ch=iza.corp. i-dermo.com 2048

17.CSR 77 AL ZEL ., XEWR/D—R/VY R/TextEdit DWTFhAZERAL TRELET,
18. > 7>V dE—L&ET ([all] > [Copy] ZEiR ) .
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] Sopy
EI Paste %
=% Paragraph

Lists *

19. 7504 914> RT https://<Pod-AD>/certsrv #H & £,
20. [Request a certificate] Z2JY I LE T,

Welcome

Microsoft Active Directory Certificate Semvices -- corp-RFDEMO-CA

Select a task:

Use this Web site to request a certificate for your Veb brow
communicate with over the Web, sign and encrypt message

You can also use this YWeb site to download a certificate aul
pending request.

For more information about Active Directory Certificate Ser

Request a certificat

&

View the status of a%ndinq certificate request

Download a CA certificate, certificate chain, or CRL

21. 1) ¥ 2 L T [Advanced certificate request] ZEE L £



Microsoft Active Directory Certificate Services -- cor

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an:advanced certificate request

)

22.CSR O 5> % [Saved Request] 7 1 —J)L RIZCBEY) FFE T,

Microsoft Active Directory Certificate Semvices -- corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded Civ
source (such as a Web server) in the Saved Request box,

Saved Request:

Base-bd-encoded

cerificate request Undao
(CMC or

PKCS #10 or o
PKCS #): copy

ml
Delete

Certificate Template: Select Al

|Adr v Check Spelling j'
Languages »
Additional Attributes:

Convert Web Page to Adobe PDF. .. L
Add Web Page to Existing PDF...

Attributes:

23.FFRET 7L — K &L T [Web Server] H—/N&iEIR L., [Submitf 2V JUY I LET,



J _ Microsoft Active Directory Certificat... | -

Microsoft Active Directory Certificate Serices - corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded Clv
source (such as a Web server) in the Saved Request box.

Saved Request:

lgA/MNZsTIoEPekcunnm+ZFt14XajB32uvHHITI o -
Base-bd-encoded JagsOM7EEY0potdbhiald7 1368 Lme6BEETkSmEhi TEWSF

cerificate request |kSa?LAYgkgLRYEnpul SRIQ7wiWijArH8cK10rVT42

(CMC or LPEQ7ZNZXYIXTfuljdgoal jmsk6TOnLABYYQEnKOx

PKCS #10 or VSOYBOJTYHEXIPGE, ned9z3M01iZdZ smdXHNS2bhI£0/

PKCS #?} ————— END» CERTIFICATE REQUEST-—--- -
| | b

Certificate Template:

Web Server i

Additional Attributes:

Aftributes:

Submit % |

24. [DER encoded] ZiER L. [Download certificate] 22 Y L&Y,




Microsoft Active Directory Certificate Services --

Certificate Issued

The certificate you requested was i1ssued to you.

® DER encoded or ¢ Base 64 encoded

1 Download centificat ‘——
Download certificaté_thain

25. BAIOBRIC7 7ML EZRELET ( =& x ., [Downloads] ) .

26. [Administration] > [System] > [Certificates] > [Certificates Authority Certificates] IC &L &

T
CISCO

EE

ﬁ Home Monitor = Policy w

Metrics

Active Endpoints

0 -

Systemn Summary

ldentity Services Engine

Administration =

='s System
Deployment
Licensing 1
Cedificate
Logging %
Operations

Admin Access
Settings

27. [Add] > [Bind CA signed Certificate] %2 J Y 2 LE ¥,

corp-RFDEMO-CA
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CISCO

ldentity Serv

f Home

L=
=5 System

Monitor *  Policy =

8 Ceriticate Sigring Requests
8 Corificate Suthorty Coerificates

e = e
ces Enoie

Administration *

I |dentity Management

Ceployment Licensing [ Cedificates ' Logaing Dperations Admin Access Seftings
Certificate Operations Local
@ Local Certificates J,'?’ Edit +Md e Export MK velete

B MNetwork Resources (44 Guest Management

Import Local Server Carificate
Generate Self-Signed Certificate
Generate Cerificate Signing Request

Bind CA Cerificate {*_";h

™ Friem

I isecc

28. R@EREXTIO—RLIECAGIEHAEZSRL TSEE L,

villiai ] N
CIsED Ill—':.l- ]

ﬁ Home Monitor « Follcy =

sfaSystern | S Identity Management i Metwork Resources |4 Guest Management
Deployment  Licensing ( Cenicales  Loggng  Operabons  AdminAtcess  Sellings

Administration »

Certificate Oparations

@ Cerlificale Signing Requesiz
8 Cerlificale Baghoriy Cerilicaies

ﬁ Local Cartihcaies = Bind C& Signed Cerricate

* Bind CA Signed Cerlificate

Certificale

* Cemdicale File |C‘|,Ugara'lpmh.|:lnwnhaﬂs’l,mmw.car (

Etm,l

Protocol
EAP: Lisa canfficate for EAP protocods fhat use SSUTLE tumneling
[+ Managemen interface; Use ceificale fn authenticate the web server (U

Crvmrricle Prolcy
A ceificate being imported méay be determingd 10 alveady exigt in the system

L] Replace - - .
Cortificale and serial number as an exisling cedificale. In such a case, seleclian of the "R
e cartificate contents bo be replaced while retaining the existing protocol sslachan

29. [Protocol EAP] & [Management Interface] ® @5 Z#R L, [Submit) 20V Y VL ET,
30.CANI—KCAELTEMEN, EBHEEATVAIEZRIELET,

nagement i Metwork Resources |i_l‘ Guest Management
(" Certificates Logging Operations Admin Access Seftings
Local Certificates
Jedat Spadd | @ eget | M pelets
ZH | ™ | Friendly Name a |ssuedTo Issued By

I ise.corpr-demo.com

-—H r ise.corp.r-demo.com
I

ige corp rtdemo.com ise.corp -demo.com

ise corp. -demo.com corp-RFDEMO-CA




Windows 2008 @ Active Directory Integration

ISEREI—Y/INZVORAD -8, FEEFRABHRX I —FEHEIE TS HIC Active
Directory (AD ) L E#EBETEE T, AD LBEITSICEE. ISEIEAD RXA I TS, %
PDENFBHYVET, COEBTIE, ISEZAD RXSIZSmMEE, ADEOBENELLSEHELT

WBEZMRELET,

RDATY TERITLET,

1.I1SE & AD RXA 2 IZSmE 8 5ICE. ISE A S [Administration] > [Identity Management] >
[External Identity Sources] IcB8L £,

S Engine

Policy =

Administration =

".:,:‘ System S ldentity Management
Deployment Identities
Licensing
Cerificates
Logaing Identity Source Sequentds
R Qperations Settings

2. EXR A > ( External Identity Sources ) A* 5. [Active Directory] ZiZRL £7,
3. Al T [Connection] B 7 &#BIRL, READLET. RXA2HF : corp.ri-demo.com[IDA

N 7 £ (Identity Store
Name)]:AD1

T m
CISCO

i Home

Monibor » Falicy =

[dentity Sernvices Enging

Adméniztralion =

;'; Systom Idgritity Maana gasmgnt i Mibwark Resources  [8 Gugst Management
Idanlities oroups | Exernal Iently Sources Idenlity Source Sequences Setlings
Extennal Identity Sources ‘ Active Dirgctory = ALV
& B " Cannecion IR IR

- = e
S cemtone Subenlicalion Proil

§ . wie v Server Conneclion

< actve Drectory ip—

LOAE P To confgure Active Direciony
i RADIE Token = Firsl enter e required felds. the Domain Mame to connect to and the idemity Sore Nam
L FSa Secril pages, and click submit bo commit the Active Direciory configuration bo all nodes in fhe 1SE

* Domain Mame
* Ideriity Store Mame

= Afar the condguration has been submitbed, ®en.Join or Leave oparalions musl be pesdon

Local Wide Stats Mo Aciive Dieclory Configuraion is Set

corp.Fdemo com | Test Connection
o X

4. [Test Connection]| 22 1JY 2 L& T, AD 1—HH& (aduser/Cisco123 ) ZA L., [OK] %

20 OLET,



Test Connection

* User Name: [aduser
TPassword |[sessssss

5. [Test Status] & [Test Succeeded] Z RLTWVWD & &BERLET,
6. [Show Detailed Log] Z3&RL., RZ7IN>1—FT 4 T ICRIOHMIEHREMWIBLET,

OK|Z20UYyOLT, RICEKAET,
est Connection X

Stots: EEEIERETE A

M Show Detailed Log. (Mote: May contain sensitive information such as passwords)

cuted with privileges of root
dinfo (CentrityDC 4.3.0-192)

Host Diagnostics
uname: Linux ise 2.6.18-238.1.1.eI5FPAE #1 SMP Tue Jan 4 13:53:16 EST 2011 i686

08: Red Hat Enterprise Linux Server
Version: 5.4 (Tikanga)
Number of CPUs: 2

IP Diagnostics
Local host name: Ise
Local IP Address: 10.10.10.70
FQDM host name:ise comp.i-demo.com

Domain Diagnostics:
Domain: corp.r-demo.com
_ Subnet site: Default-First-Site-Name

7. [Save Configuration] 22 )Y L& T,



* Domain Name Isnrp.rl-uumn.mm | | Test Connection |
* |dentity Store Name E1 |

Local Node Status Mo Active Directory Configuration is Set

¥ Connection Settings

[¥] Enable Password Change
Enable Machine Authentication
[V] Enable Machine Access Restrictions

Aging Time (hours) |6 (Valid Range 1 to 8760)

8.[Joinl 2V Y U LET, AD 1—HH ( administrator/Cisco123 ) ZA L., [OK]Z TV
IJLET,

Join | | Delete Configuration |

corp. ri-demo.com

Join Domain x

* User Name: [administrator '.

9. [Join Operation] AT —%2 A" [Succeeded] ERRENTVWDREEZRIBELES, [OK] &Y
Dy L THITLET, [Server Connection] A7—X Alk [CONNECTED] ERRENET
o CHDAT—RANEEENIZS5VWDTE, [Test Connection]| 20V UV FHZETAD D
BECHIDIEBEBENT AN 1—TFT AT TBENTEERT,



Join Domain

Status: Join Operation Succeeded

Active Directory Z )L—7" 0 3i& 0

AD U L—T7EEMTDE, ISERUS—ERLTEY EHMA VEHBETIBELS CBEVYET,
FEE, AD T —T %, REBPFELENT | —T R OBENRBABICEIMTZC L
FTEET, RUS—FI—HEOKBEENTOVELEO ISE1.0 DEETR, ChiCEET
BNTRREELTVER AL

COTZRTRE, RXAY I-—HPREEOTIN—TOHZEFEALET,
RDATY T EZRITLET,

1. ISE A5, [Administration] > [Identity Management] > [External Identity Sources] O JE - % &
LET,

2. [Active Directory] > [Groups] # 7 #i8IRL £ 7,
3.[+Add] &#2 ') v U L. [Select Groups From Directory] ZiZiRL £,



st usn]u, —_ e ——
cisco ldentity Services Engine

£ Home  Monitor ¥ Policy

:E?Sﬁi*ﬂﬁldenlltrmanagement B Network Resources |24 Guest Management

Identities Groups (" External Identity Sources |dentity Source Sequences eftings
External ldentity Sources Active Directory » AD1 i
= oy | Connection Aftributes

N = W
| Cerfificate Authentication Profie > + %
Add Delete Group
1 Active Drectory  <ffpemm— ﬁ.' f
j DAP Select Groups From Directory
L
- ’ Add Group -\[Ij
_ RADIIS Token »

|2 poa Sacunl R
4. RICKRTRENDTJ 14> R ( Select Directory Groups ) T, RXA > (corprf
demo.com ) BV T7AINEZ (*)DTFT7 AN N2EFELET, KRIC. [Retrieve Groups] Z 0
Dy OULET,

Select Directory Groups
This dialog is used to select groups from the Directory. Click Retrieve Groups.. to rea|
Use * for wildcard search {i.e. admin®). Search filter applies to group name and not th
Domain: corp.r-demo.com
Filter: i Retneve Groups, | Number of Grou|
[T Name
™ corp.ri-demo comUsersiDnsUpdateP raxy
o corp.f-demo.comiUsers/Domain Admins
[ corp.rf-demo.comiUsersiDomain Computers
N corp.r-demo.comiUsers/Domain Controllers
N corp.M-dermo_comisersiDomain Guests
I corp.-demo.comiUsersiDomain Users
[ corp.ri-demo.com/Users/iEmployee
[ corp.ri-demo comiUsersiEnterprise Admins
—

5. [Domain Users] & [Employee] FIL—7OF TV VRY VRAZBRLET. TTLLES,
OK| 20Uy OLET,



[~ T COTE RO COTT O S E TSI O =T O POETS TLUBRL
™ corpor-demo.comiJsers/Domain Controllars GLOBAL
r corpor-democarntlsersiDomain Guests GLOBAL
=) corpr-democamiJeers/Domain Lisars GLOBAL
¥ corp r-demo comiUeers/Employas F GLOEAL
r Corp r-demb.comiJsers/Enerpnse Adminsg LINIVERSAL
r Cofp.dmb.co il sers/Enterprise Fadad-onb Domain Contolers LINIVERSAL
™ corprdemocormilsersiGroup Policy Crestor Owmers GLOBAL
™ corpridemp.comilsers/RAS and IAS Sarvers LOcaL
™ corpor-demn comiUsers/Raad-only Domain Conboliers GLOBAL
™ corpri-demo.comisers/Schema Adrmins UNIVERSAL =
i| | &

l%"l Cancel
| - =
6. JIL—THVARNCEMENEZZEZRRALET,

st]usn]ns
CISCO

Identity Senvices Engine

& Home  Monitor v Policy » Administration =

=

';.';* System {nfn Identity Management i Mebtwork Resourcas

ldentities Groups (" Edternal Identity Sources dentity Source Sequences Setlings
— I =—————— |

|
External ldentity Sources Actrve Directory = AD1

&- .= . | Connection JKETT  Attributes |

|28 Guest Management

il

_: .‘l:\::r"
L Certificate Authentication Profile 5 _HF__. %
Add Dalete Group
I-H.hl. m mm? .............. J
£ LDap ; Kame
L RADILUS Token b I T comp.-demo.comiUsersiDomain Users
L RS54 SecuriD ¥ ' corp.r-demo.comiUsersiEmployee

ID Y —ANEFF D& N

F7A)IBNTE, ISERFREANTICAIBILI—YE2FERAITEILSICERESCNTVET, AD AEM
TNhdE, ISENfRIAEERIZDLHICERATZAD Z28H3ELDIC. BEIBMNIIOIER = /ERK
TBDENTEEXT,

A@ZTV7E£ Llia-o

1.I1SE A* 5. [Administration] > [Identity Management] > [Identity Source Sequences] O JE(C#
BLET,



cisco Identity Senvices Engine

ﬁ Homea Monltor = Folicy » Administration =

(]

«%s Systern | SR Identity Managem@

ot System &R identity Management
Identities Groups | External Deployment Identities
e — Licensing Groups
External ldentity Sources Cerificates External Identity Sources
- E = Logging '
[ Cerificate Authentication Profile Operalions Setlings
<3 Active Dirsclory Admin Access

2. [+Add] 22Uy OLT, MLVWEFZEMLET,

cisee ldenbbty Seraces Engine

4 Home Manflar *  Paolicy # Administration =

;';* Bysbarm @- Identity MWanagemenl i Metwiork Resourcas |£l| Gues! Management

dentines Groups External identity Sources il dentity Source Sequences Settings

|u-mmm
e naial O oupticats

x Draleta 7 Filer =

| Mame & | Dascription Identity Storas
[T Guesi_Poral_Sequence A buili-in Identsty Sequence for the Guest Fortal Internal Lizers
r Sponsor_Pofal_Saquence B built-in ldenisty Saguenca for the Sponsor Portal Inbarmal Lisers

3. %L LWEBIAD_IntenalZ AW L &E T, [Selected] 7 1 — )L RIZEAFEZITXNTDY — A%
EBMLULERT, RIC, ADIAVARDRRICBETZLSIC, YEICHUTIEFZAENEZR
E [Smelt] 20UV OULERT,



Identities Groups Extemnal Identity Sources (" Identity Source Sequences Seflings

[

lentty Source Sequences List = New entty Source Sequence
T ldentity Source Sequence

* Mame |ﬁ|:‘|_lr1tumal ﬁ |

Deseriplion

T Certificate Based Authentication

-

) Select Centificate Authentication Profile |-

¥ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Ayailable Selected
-] AD1

Intemal Lisers _J
ol
]
]

Intemal Endpaoints

AL LB

¥ Advanced Search List Settings

»

Select the action to be performed if 2 selected identity store cannol be accessed for authentication
(®) Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to “ProcessError

() Treat as if the user was not found and proceed to the nexd store in the sequence

[sm%mil

4 JEFA"VARNCEMNENZC EZREBLET,
wiliualy =

cisco  [dBENLLY Seroas i

& Home Wemilar = =] Administration =

~=sgystem | dglidersty Managernent | [ Metwurk Resowces | |28 Guest Managemen!
idanfitias Groupe Esternal Idantity Sources rlﬂﬂnut‘ SouTe SeqUenies Seftingae
Ity SOUrcE SHUeNES
r‘ Edit +Ml E:'Ilf‘l..llll.lll “ Cralali '\:?FIHH -
T wame ‘ﬁr «  Descrghion idanity Stores
I aD_intemal AL Internal Erdpoiats Inlermal Lgers
r Guest_Porlal_Saguance A builkin gentity Saguence e he Guest Fomal Internal Lisers
r ToorEor_Porsl_Sequence A Builk-in ldenlity Seguence for the Sponsor Portsl Inlarnal Ligers

MESHEADICEKDISENVAVYLA AR Y—RSANT




2€A

ISEl&. AD RXA Y A—YHTARNTIERBADARYG—EBBENTEDLSIC. TAL
ARV —DARVY—EBBDLSICHRETEET,
RDATY TERITLET,

1. I1ISE A5, [Administration] > [Guest Management] > [Settings] D JEICBEIL £ 9,

sifisi]us = —
cisco |deniity menraces Engine

# Home Monitor ¥+ Policy ¥ " Administration »

:‘: System 1‘:1 Identity Managerment

Draplonyment dentities
Active Endpeints Licensing Groups
1 Cerificates External Identity Sources

Logging dentity SOUrRce Sequences

|||1||||1||||||||1: Dperations Setlings
Admin Access

System Summary Settings |44 Guest Management
Sponsor Group Policy
B Network Resources Sponsor Groups

e i
CPU Metwork Devices

Egmngi
E ize Metwork Device Groups ‘ ‘\

Extemal RADIUS Sarvars

2. [Sponsor] ZEB L. [Authentication Source] 22 ') Y U LE T, RIZ. Ildentity Store
Sequence & L T [AD_Internal] ZiBRL £ ¥,

== Gystern | St |dentity Management [ Metwork Resounces | Y Guest Management

Sponsor Group Palicy Spansar Groups il Setings )

Seitings ¥ Sponsor Authentication Servers
v B Genersl

v [ Sponsor “"J * dentity Slore Sequence | Sponsar_Podsl_Sequence r_ﬂ' .Ii

= Authenbcation Soure — RS klendity Sequence
= Poral Cusiomization L
v [0 Language Template q,a, I
+ 5 Guesl Gumst_Portal_Sequence

Sponsor_Portal_Sequence

— A0 _kierrl
1

3. AD_Internal Z Identity Store Sequence & U THEEL £ J, [Save] 20U Y ILET,



alfewnfus
CISCOD

& Home

[dentity Semvices Engine

Monitor = Folicy =

i Metwork Resources

[ Seltings )

¥ "
«faGystern | B identity Management

Sponsor Group Policy Sponsor Groups

[ Guest Management

= Poral Customization

X

v [ Language Template
¥ Guest

Settings ¥ Sponsor Authentication Servers

» O General ’ r

v [ Sponsor * ldentity Store Sequence |AD_Intemal m{
= Authentication Sourc Save Reset

4. [Administration] > [Guest Management] > [Sponsor Group Policy] ICBEL £T,

st us
CISCO

& Home

Monktor v Policy « BT TS (=R

ofegysten &R Identity Managem

L]
v System
Deployment

Sponsor Group Policy Sponso

Licensing
Settings Cerificates
» [0 Generaf Logging
w L SpOnsor Operations

.= Authentication Source

= Poral Costomization

Admin Access
Setings

» . Language Template
» [0 Guest B Network Resources
Metwork Devices
Metwiork Device GRoUups
Exdernal RADIUS Servers
RAN S Sarar g

Z1 )dentity Management
[dentimnes
EFroups
External Identity Sources
[dentity Source Sequences
Seftings

[ Guest Management

=

Sponsor Groups I‘_’j

Sattings

5. BHIDIIL—ILOLERIZHLVWRUS —ZHEALET (BRI [Actions] PAA &IV D

sllnanllus
Lisdo

& Home

| e Tazk Mavgalor = R

ohsSpstem 5 icenliy gement il Hetwork Resounces | [3 Gusst Manapemen
i Spongor Group Palisy Sponsir Ceoups Setings
Slalus  Fuwe Hame Idenbty Groups Hher Condtions Bpansor Groups
| B =~  Manageslaccounts | Sponsocail. < | Condlionds] 7 | inen | Spomseestacen i aciong v
. Insert Mew Polioy Abmve
i B = | Mg Group Accouns | sponsorgr.. o | Cordionds) & | hen [ spansessroup. -——IHEETN—FFPEIFETEE_{E,
i I Cuplicale Above
! B - | mareoe Cum Arcounts | Spoangnm.,. | Corl g ]: F [ Spoarsie Group. A
- Coplicale Below
Calale

6. ILWARIH— I =T RUS—ICRHL T, XREERLET, [Rule Name ( IL—ILB&

) ]:Domain Users[ldentity Groups] : = Z DD &4 :
AD1

( FBRER/FE) >



stlusn]ns
cisco ldentity Services Engine

@ Home  Monitor v Policy v EEENTLIITEIETGTR

s’s System | 5% Identity Management [ Network Resources | |84 Guest Management
( Sponsor Group Policy  Sponsor Groups  Seftings
Status Rule Mame Identity Groups Other Conditions
»  |Domain Users | [ Any db | ar Select Attribute
ﬂ Add All Conditions Below to Library
Condition Name Expression
$ Select Atribute [ | |
Dictionaries
| C o) L
q:h- = = o
= AD? {j
L Alrespace
=% CERTIFICATE >
AD1 : AEBTIN—T
q Status  Rule Mame / Identity Groups Other Conditions
: - |Dumain Users 1| Any ¢ | and | Select Atiribute
a Add All Condiions Below 10 Librany
Condition Name Expression
\ Select Attribute .
‘. AD1
( ),
¢ EE -
B ExternalGroups
g ldentityAccessReStricted

[AD1 External Groups] > [Equals] > corp.rf-demo.com/Users/Domain
Users



vinan]ue
CISCO

dentity Semvices Engine

Monifor =

& Homa

=l
WIcY »

Adrminisiration »

:'-_ﬂ Systam

S |dentity Management

" sponsor Group Policy

Slatus  Rule Name

SPOnSar Groups

a -

Diamain Usars

] An

[E} Acd An Conditions Below fo Library

Condition Mame Expression

|AD1:EvtemalGroups oo | | Equals

iﬂetw-:lrl-c Resources | |k Guesl Management
Betlings
Identifty Groups Other Conditions Sponsor
| 500 | sslectanrious | men | Sponsor o
Sponsarall
SEOnSOrGET
L=l 1l =) e
corp.r-demo.comilUsersiDomain Us

corp -gemo, comsersiEmploves

E%*_ Fpﬂnﬁﬁlf@f

: SponsorAllAccounts

wiuan]ns
CISCo

& Home

-'l- Sysham

Z idenitity Mana gament

i Sponsor Group Policy Sponsar Foups

i Adrninksiralon v

il etk Rasources

Selngs

|8} Gisest Wi a e

7. AR = TIN—T TR, RKOLSCRELET, AR =TI -7

Rule Mama |derity Groups Cither Condibions Spansar Groups #
Domaln Uzers | | Arig | il I ADT ExtesrialGosps EQUALS 5 I | Sponsar Group =
*  ‘Manage All Azcounts | | Spansarkl ‘[l
.HEFISIDE Group Accounts ] | Sponsartr ﬁ rﬁmmﬁrm“ p_‘-
*  |Manage Own Atcaunts | | Spongord... ¢ - EE G
s rr

U Spondor o Fpuleeoun
¥ SponsorGrouphwnibcoounts

8. [Administration] > [Guest Management] > [Sponsor Groups] (cBEIL £ 7,

cisco ldentity

Monitor -

ﬁ Hime

Folicy »

-;T;- Syslam 13-_1 Icharitiby Maragenm

{" sponsor Group Policy Sponsor

r F]
Slatus  Rule Mame

—l

= [Domain Users

a
1

|H anage Al Accounts ]

<
1

|H anage Group Accouni

B
1

[Iﬂ anage Owh AL counts

Administrafion
=%= System 51 entity Management
Cieplonrment Ideniities
LICErSing Groups
Cemncates Extermal Identity Sources
Logaing ldentity Source Sequances Br
Operations Saftings
Admin Access r
Settings [t Guest Management

il Wetwork Resources
Metwark Devices
Metwork Device Groups
External RADIUS Servers
RADIUS Server Sequences
SGA AAR Servers

Sponsor Group Policy =




9. [Edit] > [SponsorAllAccounts] Zi#IRL £9,

Identity Services Engine

£ Home Monitor v Palicy v

Administration =

ofsSystern &% Identity Management [ Network Resources | [#4) Guest Management

Sponsor Group Policy ( Sponsor Groups

Seftings
Sponsor Groups
Edit = Add W oelete 7 Filter v
I Sponsor Group Name « Description

M SponsorallAccounts “ Default SponsorGroup

r SponsorGroupGrpAccounts

Default SponsorGroup

10. [Authorization Levels] ZiZRL, XOELSICKRELET. YARMNAT—ROXRTR : EV



hll'l"lld . -
cisco ldentity Services Engine

A Home Monitor v Policy v B iR

-:;f;v Systemn Iﬂ- Identity Management i Metwork Resources [i_';‘ Guest Management

Sponsor Group Policy ( Sponsor Groups ' Settings

P ——— e ——
Sponsor Group List > SponscralAccounts

| General B Authonzation Levels ® Guest Roles Time Profies |

Allow Login | Yes |v
Create Accounts | Yes [*)
Create Bulk Accounts | Yes B
Create Random Accounts | Yes [
Import CSV | Yes 2
Send Email | Yes L)
Send SMS | No d
View Guest Password | Yes L
Allow Printing Guest Details | Yes | =
View/Edit Accounts | All Accounts L=
SuspendReinstate Accounts | All Accounts [*]
* Account Star Time |1 Days (Valid Range 1 to 999999999)
* Maximum Duration of Account [ | Days (ValidRange 1to 999999999)

A1 Y FLETOH SPAN OFE

SPAN MERE : ISEDEE/7O—7T A2 —T7 I A Ak, WLC EBA > Z—T7 I 4 AICBET
5L2TF, A4 YFiE, SPAN, BRUFREEXRT AN AV EZ—TIAAVLAN BEDMD A
UR—TJIAA[FICERETEET,

Podswitch (config) #monitor session 1 source vlanl0O , 11 , 12
Podswitch (config) #monitor session 1 destination interface Fal0/8
ISE virtual probe interface.

)77L >R : Apple MAC OS XD D A ¥ L ASBEE

Apple MacOSX DA YL A Zv 7y 7Z2FEALT, IBI—H (FLEKESEhEZAD 1—




H) ELTRAME N SSIDBEATWLC ICEERTRT. RILBVFEEREL T EZEL

o

1. Mac T, WLAN OEREICBEHLET, Wi-FiZEMICL. BIOEZ TERL 1= 802.1X Xt
@ POD SSID #i#RL ., #EHLET,

@ rx 67vene & Thu 10:47
rt: On
irPort Off

Turn

.,})

vblizzard
3ss
alpha
alpha_phone
Branch
Branch-PSK
BranchVoice
Demo2-Rogue
Demo5-Rogue
Employee
FlexDemo
guest-test
guestnet
J_test

Lab

mi-demo-1x

mi-rf-mgt

open

PDPPDPDPDPDDPDDDDD

-:]} -l}] )| -1}} ) 9) -::l} a2 9 9

4 ) -|]} 4 9

PPD

1}} 9

PodX -
rf-COA
rf-management
secure-ipve

PEPD
)

Join Other Network...
Create Network...

Open Network Preferences...
—_
2. BETRICEE. XROEH/READLET, 1—HF : aduser ( ADEFERALTVWBHEE ).

employee ( NP — 38 ) . contractor ( AIEB - FBEEE ) /N AT — R : XXXX802.1X : B
B)TLSEIRAE : 5L




The network “pod1x” requires a password.

"
_..-;“'
User Name: aduser ‘ﬁ
Password: esssssss * J
802.1X: | Automatic 3
TLS Certificate: | None o] | v

M Remember this network

{ Cancel :} (—ﬂ{—k)

)=
BT, SYTRNYTHEGEENBVWCENHBYYET, MA T, ISERFRXOLDICKHKL
AR NZ2AO—TEEXT,

Authentication failed :12514 EAP-TLS failed SSL/TLS handshake because of

an unknown CA in the client certificates chain

. [System Preference] > [Network] > [Airport] > [802.1X] BRE( BB L., ¥ L L POD SSID/

WPAZ7O77AUREZRDLS ICRELE T, TLS : &R
PEAP:EnabledTTLS:DisabledEAP-FAST : £E%)



T AirPort

! AirPort  TCP/IP ~ DNS = WINS ~802a% Proxies Ethernet '

TUser Profiles

# WPA: alpha # User Mame: aduser
WPA: 1x
SWFA.' ::T:Iard Password: sssssssssssssas

| Always prompt for password

Authentication: | Enable Protocol

PEAP - Enabled o T '
Everything else = DISABLED w

1 TTLS i
[ EAP-FAST v
Configure...
( Configure Trust... )
Wireless Network: podlx -
== Security Type: = WPA2 Enterprise bl
@ (Cancel ) ( OK )

4. 0Kl Z7)YyOLTHEITL, REZRFELET,
5.[%Y ND—2J]BET, #Et17% SSID + 802.1X WPA 7’07 7 4 )L #i#IRL . [Connect] %%
Dy OLET,



Location: | Automatic E |

. AirPort ;
© Self-Assigned IP - Status: On ( Turn AirPort Off :1

AlrPort has the self-assigned IP address
& USB Modem w 169.254.187.68 and will not be able to
Mot Connected connect to the Internet.

@ LUSE Ethernet
Mot Connected

&P
& VPN (IPSec) a ™ Ask to join new networks

Mot Connected Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1X: | WPA: podix ‘ “

Network Name: | pod1x

[ EShmMrPnrtmms in menu bar ®
- + - - - #' - -
[In Click the lock to prevent further changes. ( Assistme... ) { Revert | { Apply |

6. I—HEBBLUV/NADT—RZANTDIESICERENZHEENF HYVET, ADI—HENA
7 — R (aduser/XXXX ) &ZAAHL., [OK]|ZOUYOLET,



Authenticating to network "pod1x”

%

Please enter your name:
‘ ‘aduser

Please enter your password:

( Cancel ) @

9SA4T> RN, & IP 7 RLA%ZRED PEAP M T [Connected] E RENATWR R T

T3,



anmn Network

L« | > | showai | Q

Lecation: | Automatic m

BT s comecea (T At o

AirPort is connected to podlx and has the IP

o USB Modem .\&‘g = address 10.10.10.101.

@ [SBEthemet Network Name: | podix B
& "-I'PN {I.P.E'n‘.!t_‘.l . Q M Ask to join new networks

Enown networks will be joined automatically.
if no known networks are available, you will
be asked before joining a new network.

802.1X: WPA: podlx " Disconnect |

Authenticated via PEAP (MSCHAPV2)
—. Connect Time: 00:01:01

# Show AirPort status in menu bar " Advanced... ) @

| = @

1
Ij Click the lock to prevent further changes. ( Assistme.. ) | Revert Apply

)7 7 L > A : Microsoft Windows XP®D ) A v L ABBEE

Windows XP DA VLA ZY 7 kv 7Z2EALT, REI1I—Y (FLEEHESEESNIZAD 1—Y
) ELTFREEE N SSID BHTWLC ICBEENTET, HHULEBEVFIERERIEL TEEL,

RDATY TE#EITLET,

1. Y7 RV T, WLAN DREICBEILET. Wi-Fi ZERIZL. BIOEZ THERL -
802.1X XIS M POD SSID IC##E&HEL £,



Network Tasks Choose a wireless network

& Refresh network kst Click an lbem in the list below to conp

information, -

--:- Set up a wireless network ((®)) peoeed 13
for a home or small office 2 kel

Relsted Tasks Wireless Network Connectic

jj_..l Learn about wirekes:
networking

;“?cwthﬂmd Please wait while Windows connects bo the ‘pod 1" network,
7" preferred metworks

T Detecting network type. ..
ks & advarcad

settings [ 111 cancel |
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