ACS 5.18 & T'Windows 2003 Serverz{EH L 7=

UWNT®OPEAP

A&

Bl RS

Z#®
FAITRIVR—F b
RECE

B

BRIE
XY RNI—OK
lIS, Certificate Authority, DNS, DHCP % {9 % Windows Enterprise 2003 Ot ¥Y R 7 Y

(CA)

CA (democa )

Cisco 1121 Secure ACS 5.1

CSACS-M21 V=X TFITSAT O AREFERALEAAR=)
ACSH—NNDA A=)

Cisco WLC5508 1> hO—F O E’E

WPAv2 ZbckU‘ WPA [C HEBRERTEDER

PEAP &2

AFERE 7“"/7 L= RAFTYTA DA ABR=)

ACS Web HY—/NHAQFIRET 7L — b DER

LW ACS Web H—/N\EEERET 7L — b O ERE
ACS51 SIAEDEY TV T

T OAR— BN TAJEEZ ACS HEIBEE DERE

ACS51 V7N IJIFTOIRENDA A=)

Active Directory ® ACS ID A N7 DERTE

ACSAD AAA DFATFhELTOO NO—FDIEM
DQAVYLARBACSFTIOHEA RIS —DOFEE
ACST7IOHARA AR —EH—ER IL—ILDERK
Windows ® BEI#EEZFERAL - PEAP BOSA 7> hDERE
EEXNBA AR EFREDELT
DAVLAZRYRNIT=D FPRTEODAVAR=)
DQAVYLARY ND—DEEOREE

ACS ZFRULEDAVLARIEDO NS TN a1 —F 129
ACS H—/\T®O PEAP F2EED KB

B E B R

B=




CORFIXZBNTEE, D4 YL ALAN O MO—7., Microsoft Windows 2003 V7 kT 7

. B KU Cisco Secure Access Control Server ( ACS ) 5.1 T, Protected Extensible
Authentication Protocol ( PEAP ) & Microsoft Challenge Handshake Authentication

Protocol ( MS-CHAP; Microsoft F¥ L > N RO T4 OFRAZ7ORIN Y N—23 2 2 26EH
LT, EF1T7BVAVYLAT IO ELAZRETDHEICODVTHBELET,

F: X174V LAOEBAIZDWTIE., Microsoft Wi-Fi WebH 4 b, & & U'Cisco SAFED A
YLARFIL=TVREZSBLTLIEE,

Bl R4
B

TR, 1AM—)LEZHED Windows 2003 & Cisco 74 YL ALAN O RO—Z 04 >~
AM—LCBEITRELANBARZF >TVWAIEZHREL, CORFIXNTRTANEZE
TIRLHOREOREICODVTOAHAL TLET,

Cisco 5508 U —X A NO—F 04 AR =L EREICOVWTIE, FCisco 5500 1) —
AIDAVYLARAOAMO—F AVARL—=232 HA4 Ry Z5BLTLEE W, Cisco 21002 1)
—XO R NO—FOMEA AN —ILEEREICODVWTE., TO9A4YOARAZ—KMHA R : Cisco
2100 ) —ATA VYL ALANTI > hO—F 4 Z2RBLTLKEEV,

Microsoft Windows 2003 O A4 AR =B LKTEREDHA RIZCDOWVWTIEE., Flnstalling Windows
Server 2003 R2s #ZBL T &L\,

BT DHIC. TAN ZHROEH—/VIC Microsoft Windows Server 2003 SP1 O AL —F 14 >
G OATLEAVARN =)L, TXTO ServicePack 27 Y 7F—RMLTHVTLEETVL, O
>~ RO—3 & Lightweight Access Point ( LAP; Lightweight 72 A R4 KN ) ZA4 2 AKN—=)LL
EBRFOVIRNIDITEHITOTSLANREECNTVD L ZHRLET,

CCTlk, PEAPRIIAOI—HUIIAEL D) — VRT3 VIAAEOEHERERETED L
5293 %2, Windows Server 2003 Enterprise Edition SP 1 Z#ERAL TVWE T, FAENH
BHEREBDEFZFEAITRE, AHECHREBELEHZEBLTESD S, AEAEOEMH
BREIBBERFIC, EF1UFT1E€£@mMELET,

FATRIIR—F>b

CORFIXVRNOBERE. ROVIKRIITEN—RIITON-TI3IVICETVTLET,

. 7.0.98.0 "& @9 B Cisco 2106 £zl 5508 ~V—X q> ~hO—F

. Cisco 1142 Lightweight Access Point Protocol ( LWAPP; Lightweight 7 72X R4 > ~ 7’0
N3 ) AP

. Windows 2003 Enterprise ( Internet Information Server ( IIS ) . Certificate Authority ( CA; &%
SEfS ) . DHCP, Domain Name System ( DNS; RX A2 X—L ZATL )MV ARN=)
TENTVDE0D)

. Cisco 1121 Secure Access Control System Appliance ( ACS ) 5.1

- Windows XP Professional SP ( 8 & 'R # ® Service Pack ) &, EEZXY NT—0 /X —
TJIAAHA—R(NIC) (CCXV3EHR—RLTWVWRED ) ETFLREH—RN—FT10OH7
DAh> bk

. Cisco 3750 A1 Y F


http://technet.microsoft.com/en-us/library/bb457019.aspx
//newsroom.cisco.com/dlls/fspnisapi0b73.html
//newsroom.cisco.com/dlls/fspnisapi0b73.html
//www.cisco.com/en/US/docs/wireless/controller/5500/install/guide/ctrl5500.html
//www.cisco.com/en/US/docs/wireless/controller/5500/install/guide/ctrl5500.html
//www.cisco.com/en/US/docs/wireless/controller/2100/quick/guide/ctrl206q.html
//www.cisco.com/en/US/docs/wireless/controller/2100/quick/guide/ctrl206q.html
http://technet2.microsoft.com/WindowsServer/en/library/c68efa05-c31e-42c9-aed6-0391130ceac21033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/c68efa05-c31e-42c9-aed6-0391130ceac21033.mspx?mfr=true

CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR

FAXRNTEATEZINTOTFNARRG, A (F7FIIN ) REOREASBELTVET

o MROXY RT—INEBBHITHBIBERICE, EOXSIBIOANU RIZDVTE, TOEEN
FECODVTHRIEBLTE<KBENHYUET,

p; 3

REFIXDNREOFBICOVWTR, RO TININTAYTADOREFES 2ZRU T
=L,

BE

COtEI23aAVTR, CORFIXPNTHATIMEEREIZLOICLERRTRERMLT
WET,

Iclilj

E:20EIaADTHEATATVAIOVNY ROFMZRXSICE, Command Lookup Tool ( &
HBI—YER)ZZRLTLKEEV, —HY—ILIE2LWVTR, YARNEBEROBERICETI7EA
TEBVWEENIHYVEITCERBITHELILEEL,

XY RND—OR

CORFIXVRNTR, ROZRY RT—T Y NTYTZERALET,

SAOAOEF1IT DA4VYLAZRD NROD
Access Point Cisco 5508

Controller

Cisco 3750
Windows 2003
Client Cisco 1121 DC/AD, CA,
ACS 5.1 DHCP, DNS

CORFIXMNDE1OEHMIE, ACS 5.1 & Windows 2003 Enterprise H—/\N&fEH T2
Unified Wireless Network R T PEAP 2%k 95 FIEZHRAIBDETT, Hic, 9547~
NROBREY—NHDSIVTATNOIBAECHBZE8E8LTS. V547 NOEBERD
BeEICERZEVWTVET,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

3 : Temporal Key Integrity Protocol(TKIP)/Advanced Encryption Standard(AES)% £ 9 % Wi-Fi
Protected Access(WPA)/WPA2% Windows XP Professional SPICIENNT % IZ1&, TWindows XP
Service Pack 2 ®WPA2/Wireless Provisioning Services Information Element(WPS IE)7 ¥ 7°F
—ha ZZRLTLEZ L,

IS, Certificate Authority, DNS, DHCP % {#f 3 % Windows
Enterprise 2003 ®tY NP7 Y7 (CA)

CA ( democa )

CA &1&. Windows Server 2003 Enterprise Edition SP2 A"#&EL TW T, RXND&EIEETT S
\/ to a _9 a) L: t -C“ 3-0

- IS #E{1T9 S demo.local RXA DO RXA> QA NO—F
. demo.local DNS R X4 2@ DNS % —/\
. DHCP t#—N\
. demo.local RXA > DI Z—7Z54X J)L—KN CA
CAT, chSOH—ERZERTTEDLDICERETSICIE. XROFIEZEITLET,

EERNBA AR EREERTIT S,
AVEI—BRERXALA AV PO—FELTERET S,
RXAOBBEL RILZE LT B,

.DHCP BAVAR=ILTERET S,
BIBREH—EREAVAR—ILT D,
IFEEFERATR O NEEEEREERET

RXA IOV EI—RZEMNT S,

A1 —RICE BT O LA%ZHAT S,

9. RXAICI—Y%&EBMTS

10. I—HICEB\BET O LR EHFA 5,

M. RXANCTIN—T%ENT S,

12. wirelessusers )L —71C1—HZEMT S

13. WirelessUsers I —F\COFATF N A EI1—RZENT B,

_oo\lcncn-hoom—\

EXNBA AR EREERTTS

RDATY TZRITLET,

1. Windows Server 2003 Enterprise Edition SP2 Z A X > R70O H—NEULTA A N=)
LET,

2.IP 7 RLAIW 10.0.10.10, Y7 %Y N XAV & 255.255.255.0 T TCP/IP 77O M JJ)L & ERE
LET,

OdAE1I—RZRXA2 A PO—ZELTERETS

RDATY TE#RITLET,

1. [Start] > [Run] Zi#R L T dcpromo.exe £ AH L., [OK] 22 )Y U L T Active Directory @


http://support.microsoft.com/default.aspx?scid=kb;en-us;893357
http://support.microsoft.com/default.aspx?scid=kb;en-us;893357

AVAN=IL T4 HF—REZHEBLET,

2. [Welcome to the Active Directory Installation Wizard] R—> T, [Next] Z2J Y O L&Y,

3. [Operating System Compatibility] R—= T, [Next] 22U Y ILET,

4. [Domain Controller Type] X—< T [Domain Controller for a new Domain] ZiZR L . [Next]
2OVYIOLET,

5. [Create New Domain] X—=’ T [Domain in a new forest] Zi#RL ., [Nextl 20UV OLFT

6. [Install or Configure DNS] R—< T [No, just install and configure DNS on this computer] &
EIRL, [Next] Z0UYILET,

7. [New Domain Name] X—2 T demo.local EA DL T, [Next] Z0UYILET,

8. [NetBIOS Domain Name] R—= T, [Domain NetBIOS name] I demo & AL T, [Next]
2OV IOLET,

9. [Database and Log Folders] R—= T, [Database folder] & [Log folder] @74 L 2 KN & F
T7AILRDEE, Next] 20UV ILET,

Active Directory Installation Wizard

Database and Log Foldess
Spechy the foldes bo contan the Sckve Dirschory database and hog liss

Fer best pedomance ard recoverabity, store the dalabase and the log on separate
herd dishs.

Ya'her e co pou want bo shoss the Sctive Discton datsbae?

Dstshase folder
CNSHDOWS\NTDS Bjowze...

Where do pou want bo shose the Acke Dirsckony log?
Log lolder:

| e |
I':ZI":'I."r'Il HDOWS\NTDS Eigwse... |

¢ Back. Med » Cancel

10. [Shared System Volume] R—2 T, F7 2RO 7 A )ZFHRAEL VW & ZHERL T,
[Next] 20 )Y O LET,



Active Directory Installation Wizard jl

Shared System Yolume .p"ﬂ‘ =
Speciy the lokder b be shared as the spsiam volume. 39
i

The SYSYOL foldes shores the senser's copy of the doman's public fles. The contents
of the STSWOL folder e replicated to all domain controlers in e domain.

The SYSVOL folder sk be located or an W TFS volume.

Enter a bocation fior the 5 rSYI0L Tokder.

Ecider kocation:
L NDO WSS S WYL EBrowse...

¢ Back et » I Cancel |

11. [Permissions] R—=> T, [Permissions compatible only with Windows 2000 or Windows
Server 2003 operating systems] FMBIRE N TVWD & ZHEL T, [Next] 22U Y OLF

Active Directory Installation ‘Wizard

Peimzzions

Select datauk pammzsions for user and group abjects.

Some server progiams, such &5 Wndows NT Remote Access Sernce, iead riomeaton
stosed on domamn conliollers,

™ Pamizsions compatioks with pea\indows 2000 sarver opersting sypstams

Sedect this opbon if you run serves programs on pra-Windows 2000 saivar oparatng
systems or on Windows 000 or Windows Server 2003 oparating syslems that ans
members of prevw/ndows 2000 domans.

ri! Anonymil upers can read inlomation on e domain

e L T L S D

E‘FE*!‘_“!J syslems S —
Select thiz option if you run server programs only on 'Windows 2000 n:nr"-h"rdm
Servey 03 opes aling sistems: that ane memnberz of Active Diecdon domairs. Dok
authenbcated users can read informabion on this domain

¢ Back Mot » Cancel

Jo
12. [Directory Services Restore Mode Administration Password] XR—2 T, /NAT—ROKRY

DARZADERRICLT, [Next] 209U Y ILET,



13. [Summary] R—2 THEREREFRL T [Next) 29 1) ¥ 7 LET,
Active Dwectory Installation Wizard

S ummary
Fievise and corfem the oplions pou mleciad

Tou chose b
The new doman name i3 example,com, This i akothe name of the new foest :I

The HelBIOS name of the dosman & EXAMPLE
Datsbace folder: COMNDONSAHT DS

file Iclder: CNWINDOWS\NTDS
SYSWOL fokder: C:4w/AND OWSASYSYOL

The DNS sanace vl be nstaled and conligured on this computer. Thes compubes
vl be configured to use this DNS tenver as ity prefemed DHS server,

The password of the nev domain adwmﬂmﬂhhmﬂhpﬁwﬂdul
the admesshiatbor of thes compules

To change an ophion, chck Back. To begin the operalion, chck Mest

¢ Back Meal » Cancel |

14. Active Directory D1 > ARN—ILAFET LS., [Finish) 22Uy OLET,
15. 1 E1—20BREBZETIDTAOVT M RRENES, [RestartNow] 20U Y UL
£9,

KX OBEL RN Z LTS

RDATY TEEITLET,

1. [Administrative Tools] 7 # JLX A* 5 [Active Directory Domains and Trusts] A7+ Y 74 > %=
& ( [Start] > [Programs] > [Administrative Tools] [Active Directory Domains and Trusts] ) .
RXA> AE1—520 CAdemo.ocal 260 UY OLET,

2. [Raise Domain Functional Level] 2% ') ¥ 2 L. [Raise Domain Functional Level] R—> T
[Windows Server 2003] ZiZRL £7,



Raise Domain Functional Level

Darain name:

dermo.local

Current domain functional level:
Windows 2000 mixed

Select an avalable domain functional level:

I Wwindows Server 2003 - I

After you raige the domain funchional level, it cannot be reversed. For more infarmation
on domain functional levels, chclk Help.

Raize Cancel Help

3.[Raise] 22 Jv UL, [OK| 27Uy OLTHS, £5—E[OKZTUYILET,

DHCP ZA 2 AR—ILLUTEETS

RDATY TERITLET,

1. 3> 8O=I NZIIL0 [Z7OT7Z ALA0EMEHIER] Z46HL T, Dynamic Host Configuration
Protocol ( DHCP ) % Networking Service 1> R—%X>2 NELTA 2V ARN=ILLET,

2. [Administrative Tools] 7 # LA A S [DHCP] R F Y 7°4 > B & ( [Start] > [Programs] >
[Administrative Tools] [DHCP] ) . DHCP % —/\® CA.demo.local Z#@FAXRRL £,

3.[Action] 20 1) Y U L TH S [Authorize] 20 1) Y UL, DHCP H—ERAZFAL XY,

4. 3>V —)L Y 1)—T CA.demo.local 257 ') Y 2 LT, [New Scope] 20 JY I LET,

5. [New Scope] 7 1 #'— R® [Welcome] R—Z T, [Next] 20U Y I L&ET,

6. [Scope Name] R—> T, [Name] 7 1 —JL RIZ CorpNet EA DL E T,



Mew Scope Wizard

Scope NHame
You have bo provide an identifying scope name. You also have the option of

providing & descnphion.

Typie & name and descaption for this scope. This mformation helps pou quickly dentify
v the scope is to be used on your network,

Mame: CorpMed

Descriphon:

< Back Meut > Cancel

7.[Nexq) 20 YOL, ROKRKSIZNTAXA—RFZADLET, [Start IP
address] : 10.0.20.1[End IP address] : 10.0.20.200Length - 24% 7 %Y KXY R ¥
: 265.255.255.0




Mew Scope Wizard
IP Address Range s

You define the :cope sddress range by identiipng & s&t of consacutive |P *"l
addresses.
Entes the range of addresses that the scope distributes,

Stat IP address: | 10. 0 . 20 . 1

EndIF addess: | 10 . 0 . 20 . 200
A subnet mask defines how many bits of an IF address to use for the network/subnet
|0z and how mary bats to uge for the host 1D, You can speciy the subnet mask by
length of a3 an [P address.

Length: T

< Back Meut » Cancel

8.[Next] 2V Y UL, BRAT ST RL AD [Start IP address] (- 10.0.20.1, [End IP address]
(Z 10.0.20.100 EAHALET, RIZ, [Next] Z0UYOLET, chiZkV), 10.0.20.1 ~
10.0.20.100 QO EHED IP 7 RLANFFHNEhET, COFHNIP 7 RL A, DHCP H#—/\
NSEI)HTshBcERFHYERA,



Mew Scope Wizard

Add Exclusions

e,
Exclusions are addresses or a range of addresses that are not distibuted by the @J
TEMVEL

Type the IP addres: range that you want to exclude. If pou want to exclude a zingle
address, type an addiess in Stat |P address only.

Start I[P address: End IP address:
0.0 .20.1 10 . 0 . 20 .10d Augd

Excluded addiess rangs:

< Back | Mest > | Cancel

9. [Lease Duration] R—>T [Next] 20U Y VL&Y,
10. [Configure DHCP Options] R—= T [Yes, | want to configure these options now] Z &R L

. [Next] 20 Y JLET,



Mew Scope Wizard

Configure DHCP Options
Y'ou have to configure the most common DHCP ophions before chents can use the

SCOpE.

When chents obtain an address, they are given DHCP options such as the IP
addreszes of routers (default gatewaysz), DNS servers, and WINS settings for that
SCOPE.

The settings vou select here are for this scope and override seltings configured in the
Server Ophions folder for this server,

Do vou want to configure the DHCP options for this scope now?

" Mo, | will configure these options later

<Back | Nest> Cancel

11. [Router (Default Gateway)] R—> T, F7#) KN IL—F T RLAD 10.0.20.1 ZEML .
[Nex) 2O )Y O LET,




Mew Scope Wizard

Router [Default Gateway])
Y'ou can zpecify the routers, ar default gateways, to be distributed by thiz scope.

S

To add an IP addresz for a router used by clients, enter the addrezs below.

P address:

0.0 .20 1 Add
Hemave
Up
(Yot

< Back M et

Cancel

12. [Domain Name and DNS Servers] X—= T, [Parent domain] 7 4 —JL RIZ demo.local,
[IP address] 7 4 —JL RIC 10.0.10.10 EA AL, [Add] Z0 Y OLTHAS [Next] 20 )Y

A3



Mew Scope Wizard

Domain Hame and DHS Servers —
The Domain Mame Spstem [DMS] maps and translates domain names used by

clients an your netwark.

Y'ou can zpecify the parent domain pou want the client computers on paur nebwork, b use for
DMS name rezalution.

Parent domain:  |dema.local

To configure scope clients to use DMS zervers on your netwark, enter the |P addrezzes for those

SEMVENS.
Server name: P address:
| . . . Add
Bezalve | 10.0.10.0 Bemowe
Up
(Yot
< Back Mest = Cancel

13. [WINS Servers] R— T [Next] 29U Y O L&ET,

14. [Activate Scope] R—> T, [Yes, | want to activate this scope now] ZiZiR L., [Next] & ¥
DYy OL&ET,




New Scope Wizard

Activate Scope =
Clents can obtan address leazes only f & scope 15 actated

Do pou want to activate thiz scope now?

€ Mg, | will actrvate this scope later

< Back Mest> |  Cancel

15. [New Scope Wizard] R—Z HFET LS, [Finish 209Uy OL&ET,

AARY—ERAEAAR—ILTD

RDATY TERITLET,

X GIARY—EREA AN —ILTBHICNSESA VAN TEIRENHYET, £k, 1—
(& Enterprise Admin OUND —ETH I HEN H V) ET,

1. 1> ~kO—JL /NZJL T [Add or Remove Programs] ZBiZ . [Add/Remove Windows
Components] 27 )Y VL%,

2. [Windows Components Wizard] RX—=> T [Certificate Services] Zi#IRL ., [Next] VY o
LET,

3. [CA Type] R—> T [Enterprise root CA] Zi#IRL ., [Next) Z0 UYL FT,

4. [CA Identifying Information] RX—= T, [Common name for this CA] 7R Y 2 AIZ democa & A
HLET, TOHOBREATSIVTANTEERT, RIC[Next] 27UV IL,
[Certificate Database Settings] R—J & F 7 F I NOFRXRFERALFT,

5.next) 20V OLET, 1 AN —IANETLES, [Finsh) ZOUYOLET,

B.UNSDAVAR—IICHTIEEAXAYE—DEHRATHL S, OK|ZIVDUYILET,

MAREFRIZ-HNEREERERETS

RDATY TE#EITLET,

1. [Start] > [Administrative Tools] > [Certification Authority] ZiEIRL £ 9,



2.democaCA 257 ')Y U L. [Properties] 20 JY I LET,

3. [Security] 27 @ [Group or User names] 'J A KT, [Administrators] 221 Y 2 LE T,

4. [Permissions for Administrators] J AR T, ROF 73> A [Allow] ICEREEThTWS &
ZHER L £9, Issue and Manage CertificatesManage CARequest Certificates[Deny] (5% E
ENTVD, FERFIVIN—INFA2TVBVAT S arorH256k., #ERZ [Alow]

ICEXELET,
ca.demo.local Properties I
General I Folicy Module I E it bModule I Extensions I Storage |

Certifizate Managers Restrictions I Auditing I Fecovery Agents  Secunty

Group or uger names:

Adrriniztrators [DEMOAdriniztrators]
ﬁ Authenticated sers
ﬁ Domain &dring [DEMON\Domain Adminz]
ﬁ Enterprize Adminz [DEMOAE nterprize Admins)

Add... | Remove |

Permizzions for Adminiztrators iy (faTe Drery
Read | |
lzzue and Manage Certificates |
t anage Lo, O

O

Request Certificates

ok, Cancel Apply

5.[OK] &%) ¥ 2L T democa CA @ [Properties] X4 7OAJRY VA%ZRAL., HWLT
[Certification Authority] Z# T L £ 9,

RXLICEOE1I—RZEBNTS

RDATY TEERITLET,

F:OEI—ZNFFTTICRASVIZEMENTVEESE. "TRXAAQI—Y DB,
EXAET,

1. [Active Directory Users and Computers] A+ Y 71 > ZHAE X T,



2. 1>V =)L Y 1)—T demo.local ZEBEL £,

3. [Computers] ZHI UYL T [New] Z221)Y UL, [Computer] 20 )Y ILET,

4. [New Object — Computer] X4 7OJRY U AT, [Computername] 7 1 —JL RICOVE2
—ZDEMEANL, [Next] 2T UYILET, COBITRE, Client EVSAVEI—RH

New Dbject - Computer Ed

Computer name:

chend

Computer name [pre’windows 2000}
CLIEMT

The following user of group can join this computer o & domain

User or group:

|Defaa.l: Domain Admirs LChange... I
[~ Agsign this computer account as a pre-wWindows 2000 computer

[~ Assign this computer account as a backup doman controler

Mext » Cancel

ZFEALET,
5.[Managed] ¥4 7OJRY JAT [Next] BV UY UV LET,
6. [New Object — Computer] 4 7OJRY U AT [Finish) 27 )Y O LET,
7.&E85ICOVEA—2 THINZERTZEERK., ATV 3 ~6Z&VERLET,

A1 CRBT OLAZFFAIS

RDATY TERITLET,

1. [Active Directory Users and Computers] 1>V —)L Y 1) —TT [Computers] 7 # JLZZ# D 1) v
2L, DAYLATOEAZHFNTDAE1I—R2HVUYIOLET, COBITIEE, A
TV 77 TEMLUE[Client)l WSO E1—2%2FRA9I5FIEZRLE T, [Properties] %
21y oL, [Diakinl R 7 ICBBILET,

2. [Remote Access Permission] T. [Allow access] Zi#RL ., [OK| &2 UYOLET,



client Properties K I

Eenerall Operating S_I,Isteml Meml:-er[lfl Lu:u:atin::nl Maraged By Diakin I

—Remote Accezs Permizzion [Dialin or YPM)

" Deny access

{" Contral access through Femote Sceess Policy

I Werity CallerD:
— Callback Options

% Mo Callback
i Set by Caller [Routing and Bemate Access: Service anly)

i Always Callback to:

[T Azsign a Static [P Address

Apply Static Houtes

Define routes to enable for thiz Dial-in [T T |
cannection. -

QK. I Cancel | Apply

RAXLICI—YZEBMNT S

RDATY TE#RITLET,

1. [Active Directory Users and Computers] 1>V —)J)L Y IU—T, [Users] 267 vY oL,
[New] Z2 UYL T, [User] 209 UYOLET,

2. [New Object—User] FA 7OTRY VAT, DAV LAI—HOBBMZEAILET, <D
T &, [Firstname] 7 4 —JL RIZ wirelessuser. [User logon name] 7 4 — )L R
wirelessuser EWS BB ZFERALTVWE T, next] 29V Y I LET,



Mew Object - User Ed I

g Create in;  demolocal/Users

Firzt narme: wirelessuser Iitialz: I

Laszt narne:

Full narme: wirelezsuser

Uzer logon name:
Iwirelessuserl I tBdemo.local - I

Izer logon name [pre-wWindows 2000];
IDEMEI'& Iwirelessuser

£ Back I Meut » Cancel

3. [New Object — User] 4 7OJ R Y U AT, [Password] & &k T [Confirm password] 7 1 —
IRICEEODNAT—RZAHDLE T, [User must change password at next logon] F T v
ORYDRAZFTIZL, [Next] 20U Y O LET,



Mew Object - User I

g Create in.  demo.local/Uszers

Paszword: TTITIITL

Confirm pazsword: TTTYTYY

[ User must change password at nest logon
[ Uszer cannot change pazsword

[ Password never expires

[ Account iz dizabled

Cancel

4. [New Object—User] X4 FOJRY VAT, [Finish) 20Uy OLET,
5 BMODI—Y THIRZERTDICIE. ATYT 2 ~4%)IRLET,

IA—YICRBT O AZFHFTIS

ROATY TZETLET,
1. [Active Directory Users and Computers] 1>V —JL Y 1U—"T, [Users] 72 )ILA &)Y Y
L. [wirelessuser] 252 ') Y 2 L T [Properties] 22 'JY 2L, [Dial-in]l 2 7 ICBEBLET

o

2. [Remote Access Permission] T. [Allow access] Zi#RL ., [OK| 2O UYOL%ET,



wirelessuser Properties [ 7] x| I

Remote control | Teminal Services Profle | COM+ |
Genersl | Address | Account | Profle | Telephones | Organization
Mermber Of Dialin l Enwionment | Sessions

— Remote Access Pemnission [Diakin or WPM) —

— Callback Ophons
% Mo Callback
" Set by Caller [Routing and Remote Access Service only)
" Alays Callback bo:

J_ Leeerian & Static |F Addie

Define routes to enable for this Diakin S tatic Routes |
connechion. -

oK Cancel |  Apply

RAXLETN—-TZEMT S

RDATY TE#RITLET,

1. [Active Directory Users and Computers] AV —JL Y IU—"T, [Users] 252 'J)Y UL T
[New] 22 Y 2L, [Group] 2V )Y ILZET,

2. [New Object — Group] A4 7OTRY VAT, [Groupname] 7 1 =)L RIZTIL—TDEaT %
ABL, [OK|ZOVYILET, CORFIXDNTI, wirelessusers EWVS T I —TF
ZERALET,



New Object - Group Ed

@ Create in:  demo.localfUsers

Group name:

wirelessusers|

Group name (pre-Windows 2000):
wirelessusers

T EROUR SCOME 1 [ Eroup bype
" Domain bocal {+ Security
{* Global (" pistribution
f-.

wirelessusers J)L—7 C1—Y&ENT S

RDATY TE#EITLET,

1. [Active Directory Users and Computers] DFIR 1 > T, J)L—7 [WirelessUsers] X 7
ILWOVYOLET,

2. [Members] 2 7 I_BEL, [Add] 22 UYILET,

3. Select Users, Contacts, Computers, or Groups X4 7OAJRY VAT, JI—7ICEBMTS
I—Y0RBMZADLET, COFITIRE, 11— wirelessuser 27 )L—7" (BT % FIE%E
FALTVWET, [OK|ZIUYILET,

Select thiz object type:

ILI&ETE or Other obgects DObject Types...

From thiz location:

demo.local Locations. ..

Enter the object names to select [xamples])

wirelessuseq Check Mames
Advanced... | ok | Cancel




4. [Multiple Names Found] X4 7OJRY VAT[OKl Z21)Y UV LET, wirelessuser O 1—
HTHI NN, wirelessusers DT I —T I BMENET,

wirelessusers Properties

General Members | Member Of | Managed By |

Members:
M ame | #ctive Directony Folder
'E Adrnaniztrator demo.local/lsers
ﬂ wirelessuser dermo. local/l ) serz

QK | Carnicel Apply

5.[0K] 22 Y 2L T, wirelessusers DT IIN—T LT 2EEEZRELET,
6. ESICI—HZ2JI—TICEBNTREEE. COFIEZZRY)ERLET,

wirelessusers FIL—F 954 F> N A E1I—XZEMT S

RDATY TERITLET,

1. CORFIXNO "wirelessusers TN —FIC1—HFZEMTSED ) ODATY T 1 ~ 2 %%
WJIRLET,

2. [Select Users, Contacts, or Computers] 24 7OAJRY VAT, JIL—7ICEMTSIE
1—RDBEEANLET, COHITE, cient EVWSFEIOIE1I—2%2TIIL—TICE
M¥3FIEZHFHBLTVET,




Select Users, Contacts, or Computers ki

Select this object bppe:

IUma or Other objects Object Types...

From thiz location:

demo.local Locations...

Enter the object names to select [examples)

clent Check Names
Advanced... | OK | Cancel |

o

3. [Object Types] 20 UY UL, [Users] FI VY IRY JRA&EF7ICL T, [Computers] IZF I
YIR—DZANET,

Ohject Types K E3

Select the types of objects wou want Lo find

Obgect types:

[ < Dither ohjects
[ =] Contacts
O € Users

Ok, Cancel

4. 0K Z2EBVUYOLET, CLENTOOE1I—X FHO M., wirelessusers D)L



wirtlessusers Properties

General Members | Member OF | Managed By |

M iz
Hame | Actia Disctosy Foldar
€] fdwiretieatoe damo localU sees
ﬂ.-;h:n" e bocal/Compueds

ﬂ vlslessuser demo local/U e

0k |  Concel | apoby |

—7ICEBmEhET,
5. T8I —2%2ZT)—7ICEBMTDICE. COFIEZEVVRLET,

Cisco 1121 Secure ACS 5.1

CSACS- M1 V=X FPTSAFP L AREALIEAVAR=)

CSACS-1121 P 7 Z5AT VA, ACSB5A VYT RIITE—BITIVAVARN—ILERTVET
o CcOEVIAVTR, ACSEAVAN—ILTRHIICERITIDIHEDHD, 1AN—)L 7O
EABRPRRAVOBEZBALET,

1.CSACS-1121 XY RD—IOB KRBT TZAT A AVY—IIICERLET, F4E ™1
—ZINDELE | ESBLTLKEE L,

2.CSACS-1121 P 7 SA TV ANEREANET T, £4E "CSACS-1121 Y U—AX T 754
TOADEREAL 2SRBLTLEETY,

3.CLIZAO>7 M Tsetup AN REEITL T, ACSH—/NDOANPHRELZTVET. YK
Ty 7 7O LDERTLI BSBLTLKEZV,

ACS H—NXDA2 A=)

COtEY>3a>TE, CSACS1121 P U—RA TP T SAT VAL ACS U —NEA VA N—ILT B
ZOEALCOVWTEHBALET,

Y NTY T 7O LDET
cAAM=I)I O ADRKEE
AAR=IEBDORARYD



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref26899
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref26899
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref46120
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref46120
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_ins.html#wp1077558
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_ins.html#wp1072222
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_postins.html

Cisco Secure ACS H—/NXD A4 2 ARM—)LOFFMIZ DOV T, TCisco Secure Access Control
System 51 DA AR=IETYTIL—R HA Ry Z25BLTLEETL,

Cisco WLC5508 1> FO—Z NERE
WPAV2 8 & T WPA Ic R EXEBTE DR

RDATY TERITLET,

E:OMNO—FHFRY NT—TJILERNWBERTE, EBA O X—T7 I 4 ANDOIPEET&E
NEETHBHDEERELET,

1. 72 J% T hitps://10.0.1.10 2BV T, O hO—ZICOJ 12L& T,

e
CISCD

Wireless LAN

Controller

2. [Loginl| 20 )Y 03B,
3. 77N I1—H® admin EF7 I NATD—R® admin Z2EALTOJA > LET,
4. [Controller] XZ1—A'5, VLANOIYYETHOFHFLWA 2V EZ—T I 4 AZERLET,
5. [Interfaces] 27 JY VL&Y,
6.[New] ZOUYOLET,
7. [Interface name] 7 1 —JL RIZ Employee EAALET (D714 —I)LRICIEF, FENEE
ANTEET ),
8. [VLANID]7 1 —)L RIC20E AN LET (COT7 1 —ILRICIK. XY NT—VATEREE
PEEDVLANZIEETEET ),
9.[Apply] 20 V)Y ULEXT,
10. JX® [Interfaces > Edit] V1 > RVICRTESYIC, BFHREREL EFT. [Interface IP
Address] : 10.0.20.2[Netmask] : 255.255.255.0[Gateway] : 10.0.10.1[Primary
DHCP] : 10.0.10.10


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/acs5_1_install_guide.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/acs5_1_install_guide.html

CISCD MONITOR

Controller

Genaral
Inventory
Imterlaces
Muiticast
Network Rowtes
F Internal DHCP Server
¥ Mobhility Management
Ports
NTPR
F COP
F Advanood

WLANS

CONTROLLER

Interfaces = Edit

General Information

Irtmrfncn Name

MAC Address

Configuration

Glest Lan
CuBraAnng

Cranraniing Visn 1d

Physical Information

Pt Piamber
Backup Port
ALtive Port

WIRELESS

Saye Canlgrurnlasn

SECURITY

MANAGEMENT

Brg | Logout Bedrm

COMMAMNDSL  HELP

empleyen
00 2497 6R Sdzal

r
r

—

i
T

Enable DyAbirs: AP Mansgement [

Interdace Address

VILAN [deredigr
[P sddress
Netmask

GalEwEY

DHCP Information
Frimary DHCP Seryer
Secondary DHCP Sercar

fcoess Control List

ACL Name

T

|'.I:l.l:l.Ll:l.ll:l

nOnE T

Nobe: Changing he [nferfase paramelsrs causes the WLANS fo Be
remparanily disabled and thus may result in lass of connectivity for

Fome Shianis.

1. [Applyl 20 )Y O LET,

12. [WLANS] 2 7 & OV O LET,
13. [Create New] ZZIRL T, [Gol 2V UY UL ET,
14. [Profile Name] Z AL, [WLAN SSID] 7 41 —JL RIZ Employee EA AL ET,

1I|l1lll1
CISCO MONITOR ‘WLANs CONTROLLER
WLANS WLANS = New
* WLANS -
WLANz ¥pe
F Advanced Profile Nome
SSID
10

Logout Rafre:

HELP

apply |

Saye Configuration  Ping
WIRELESS SECURITY MAMAGEMENT COMMAMNDS
<pBack |
WLAN -
IEmpIu-,.'i:e
IEmpIu‘pee

e

15. WLAN O ID %33R L, [Applyl €2 UY I LFET,
16. [WLANs > Edit] 7 4 >~ RINARTRENES, 20O WLAN OEHERELET, F: 205



RTE. WPAABIREhizL A V2IBELARTT. 0 SSID ICEERF2 TKIP-MIC
HS5A4FNTWPA ZEHEES(CIE, 802.11i AES BEE{L AR EHR—KRLTLWEVLY
S 4 F> NT. [WPA compatibility mode] & [Allow WPA2 TKIP Clients] DF T ¥ 2K Y &

ARZAVIZLET,

17. [WLANSs > Edit] BIEI T [Generall 2 720 )Yy O L %,

18. [Status] ® [Enabled] FT ¥ 2RY YA A ICHE>TH Y, B%E

[Interface] ( employee ) MBIRENTVWBD & ZHRLET, F/=. [Broadcast SSID] ®
[Enabled] FI Y VRY VAN AVICBE2TVB L ERRLET,

11T

Saye Configuration  Ping Logout Refre

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP

WLANs WLANSs > Edit < Back | Apply |
D General | Security | QoS | Advanced |
¢ Advanced Profd
rofile -
Tt Employesa
Type WLAN
SSID Employes
Status ™ Enabled
Security
Folicies [WPAZ][Auth{8D02.1X)]
(Modifications done under secunty tab will appear after applying the
changes.)
Radio Policy Al |
Interface | employes -
EBroadcast
=10 W Enabled

19. [Security] R 720UV U LET,
20. [Layer 2] # 7 X Z 1 —® [Layer 2 Security] T, [WPA + WPA2] ZiZIRL £9., WPA2 I
BIEDBE. TKIP V54T NZ2FFAT5ICIE, [AES + TKIP] ZBIRLF T,

21.

FRLA NI IF 802.1x ZEBIRL E T,

WLANSs > Edit

IGenemI|Se:uritv|Qn5|'Adm

Layer 2 | Layer3 | AAA Servers

WPA+WPAZ Parameters

WPA Policy
WFAZ Policy
WPA2 Encryphion

Layer 2 Security £ | WPA+WPA2 |
I MAC Filtering

M aEs M TkIP

Auth Key Mgmt |802.1x =l




2. LAV3HTAZI—RBTENLESH, AFYTLET, RADIUS H—NZEREL L5,
[Authentication]) X Z 1 —A'SEHBH—NEZBIRTEDLSICBYET,

23. BRIBRRENMVETEVWEY, [QoS] 27 B & [Advanced] 7 EF 7 FILRDEXICL
THEFXFY,

24. [Security] XZ1—%21) vy oL, RADIUS H—/NZEML F£7,

25.[RADIUS] # 7 X Z 21—, [Authentication] 22 JY I LETF, KIZ. [New] ZO UV I L
x£¥9,

26. RADIUS #—/A® IP 7 RL A (10.0.10.20 ) ZE&MLEF. CcOFT RLAK., BIOFIET
HRELEACSH—NDENTT,

27. HEF—H". ACSH—NTREETNTVWBIAAISAT U RE—BLTWVWSZ L EZER
L&Y, [Network User] FI VY IRY AN F LB 2>TVWB & Z2BFREL. [Apply]l 275
Dy OL&ET,

Saye Configurabon Fing Logout Refres
NI

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Security RADIUS Authentication Servers > New < Back | Apply |
v AAA z
Server Index -
Eerars iPriority) [T =]
» RADI Server 1P |... 0.10.20
Authenbication Address e -
Shared Secret =1l
Format e
F TACA ~c 4 Shared Secret |'!!‘ll
Corfirm
scal Net Users Shared Secret I""'
at Hay Wrap - (Dasigned for FIPS customers and requires & key wrap compliant
| RADIUS sarver
b Part Number [1812
* Local EAP Server Status |E"ﬂb|1:d "'I
¥ Priority Order Support for m
e RFC 3576 Enabied I
F Certificate - =
Server Timeout I.: sEconds
* Access Control Lists
Network User F Enabils
j Wireless Protection
Policies Management F Enable
Web Auth IFSec T Enable

F Advanced

28. CNTEAERENTT L, PEAP DTARNRITTEDR LRSI XL L,

PEAP S2iE

MS-CHAP N—> 3> 2 #ERHL /= PEAP OF4&. ACS H—/NOIREFMHETITHN., D4 VL
AOVTAT 2 NOIABEEFFRETT, ACSH—/NOOE1—XiBAEOBEEHEREZEFHAITI &
 BAZERILTEET,

OAVE1I—RAAEE I —HARAECHBHERERITIBZLSIC CAY—NERETDICE. C
NDEIIAVOFIRERTLET,

¥ : MicrosoftidWindows 2003 Enterprise CA® J 1) —AIZH#EWWebH—NF 7L —KZZEL
Elk®dh, F—RBIVAR—BNTELLLRY, 723 VR@FTJL—KRRENET, H—/\FREEICE
AT&, ROVYFTE VO THERATERF—Z2LTVAR—NAGRICN—U TE B #eczmx /=58
EH—EATR, ChUAORET V7L —NIRHEEATVEVWEYS, ChERTTHHL
WTFro7L—NEHERTIBRENFNHVET,



3 : Windows 2000 Tl T AR— NATERF— R EATEE T, Windows 20002 EA T ZHEE

&, ChSOFIEICHSHBEIHEEA,

AAETTL—bN RAFTYTLODAV A=

RDATY TEERITLET,

1. [Start] > [Run] DJEIZEIRL, mmc EADLT, [OK|ZIUYILET,

2. [File] XZ 21— [Add/Remove Snap-in] 27 )Y oL, [Add|Z0UYILET,

3. [Snap-in] ® T |- & % [Certificate Templates] 22 7 )LV 'JY o L. [Close] 20y I L TH

50K Z7UYOLET,

4. 3>V —)L Y1) —T [Certificate Templates] 22 )Y I LET,

BAET VT L—KFRREIET,

FMNRAIC, INTOIE

5, AT Y/ 2 ~ 4 &I BICIE. certtmpl.msc &£ AAL ., [Certificate Templates] A+ v 7

12ZREEXT,

Tﬁ MyLonsole - [Console Root' Certificate Templates)

fh Fle  Action Yiew Favorites Window  Help

M |
PRETEY

= AR EFR 2@

() Console Root Teanplate Display Mame  /

| Minimum Supported Cas = |

(g Certificate Templates @Ex:ham& Sigriakure Onlky
Lﬁ!Exthangt User

Gdipsec

IF'Ser: (Cffline request)
r:ev Recovery Agent
Gelras and 145 Server

Fh;u!;er {Offline request)
Smartcard Logon
Eﬁﬁnancarﬂ Lser

ol Trust List Signing
USE\"

Llser Signature Cnly
FL heh Server

(ol workstation Authe

alroot Certification Authority

{lsubordinate Certfication Autharity

Dyplicste Template

4| All Tasks

' L

Windows 2000
Windows 2000
Windows 2000
Windows 2000

Windows Server 2003, En
Windows Server 2003, En

Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000

Windows 2000

Windows Server 2003, Enl w |

1ol

Lising this template as a base, creates a templabe that support Properties

ACS Web H—/NH ORI RT 7L — b OER

RDATY TERITLET,

1. [Certificate Templates] RF Y 71 > OFMR A > T, [Web Server] 7 7L—hZ2o )Y

JLET,

2. [Action] X — 1 — [Duplicate Template] 22 Y L X,



Properties of Mew Template EHE I

|ssuance Requiements | Superseded Templates | Extensions | Secusty |
Genesdd | RequestHanding | Subject Name

Minarram Supposted Cas Windows Server 20003, Enterprize Edibon
BAled poas apply changes Io this bab, wou can mo longer changs the bemplata
FIafTe,

Templals nams:
{Copy cf Web Serves

Waldity peniod: Renewal penod
| 2 fpems =] | 6 |wesk: =]

[T Publish ceriicate in Active Dirsctory

Ok e T

3. [Template display name] 7 1 —JL RIZ, ACSEANDLET,

Properties o New Template K]
Issuance Requiementz | Suparseded Templstes | Extensions | Security
Gererd | FRequestHanding | Sublect Mame
Templabe disploy name:

[ocs

Mirsmum Supposted CAx ‘Windows Senves 2003, Erfenpree Ediion

After pou spply changes bo this Lab, wou can no knger change the template
riame.

T emplabe nanms:
jacs

Wabdity penod: Benevwal peniod

[ 2o = [ tfwee

[T Publsh certificate in Active Dieclory
I-' ; 1

4. [Request Handling] Z 7 IZ# &)L . [Allow private key to be exported] ICcF I Y I Z ANET



o Tz, [Purpose] ROY 7’A 0> X 1—T [Signature and Encryption] #"iZIR&E T\ %

Properties of New Template EHE I

wMﬂhﬂmmﬂﬂmmﬁﬁmwﬂ]mmMHSmm
General Fequest Handing

Subject MName

Miramum key size: |1[|E4 'I

I¥ Allow private key to be exported

arsociated with this certificate is used:
& Ernoll subiect without re

[C5Ps] should be used, chek CSFs.

Puspose: ]Si}'mll."andm_l,ﬁiun
[T Aschive subject's encrypltion private key
rWﬂmMWWQMMMMﬂWMﬂwﬂ
™ Delete revoked on expir

Drox the fiolowning veven the subject iz ennolled and when the private key

Ta choose which cipptographic senace providers C5Ps...

=

shficates [do not archimes

0k

el

CEEMRELET,

5. [Requests must use one of the following CSPs] Zi&iR L .

[Microsoft Base Cryptographic

Provider v1.0] ILF I Y IR —VZANET T, TOMD CSP OF I Y IX—TETXTHL

T. [OK| 20Uy TLET,



CSP Selection

Choose whach crpptographic service providers [CSPs) can be used in
requests;

" Requests can use any CSP available on the subject's computer

f* Requests must use one of the following CSPs:

CSPs:
[IGemphis BemSAFE Card CSP 1.0
[infineon SICRYPT Base Smart Card CSP

e

EMicrosolt Base Liyptographes Provider +1.0

[Microsolt Baze DSS and Diffie-Hellman Creptographic Prowvides
[IMicrozcft DH SChannel Croptographec Prowider

[IMicrozolt Enhanced Cryplographic Provider +1.0 )
[IMicrozoft Enhanced DSS and Diffe-Hellman Cryptographic Prov

[ Microgoft Enhanced RSA and AES Cryptographic Provides
[kernani B S8 SChannel Condoaranbin Prosedes ll

0k | cCancel |  apob

6. [Subject Name] 2 7 (Z#E) L, [Supply in the request] ZiZIRL T[OK| 2V UY I LET,



Properties of Mew Template 7| x|

Issuance Requrements | Superseded Templstes | Extensions | Secury |
General ] Requast Handling Subject Hame

not have access ba the domain of which the subject iz & membes.
Autoensoliment i ot allowed if pou choose this opbion.

" Build from this Active Directory infoimation

Select thiz oplion to enforce consiztency among subject names and to
simplfy certificate administration.

Inchade thes information in alternate subgect name:
w
[~ O
-
-
ok |[ cancel Apply

7. [Security] 27 (B8 L T. [Domain Admins Group] Zi&3RL . [Allowed] D TZI_H B
[Enrol] #7323V ICFIVIR—INFA2TVBE&ERLET, 3 : S DActive
DirectorylR 0 S BE T D — & &BIRL BB 1E. [User principal name (UPN)] O & & 7>
(2 L. [Include email name in subject name and E-mail name]ZZA 7 ICLE T, chi,
Active Directory Users and Computers A3+ Y 74 > TIOL VYL ADA—HYTFPHI NCBFX
—NLVBHFANEATVEVWEDTT, ChsD220F7>a>aBMCLEN D EEEE
. BEEBRRICLDEFXA—ILNOFEANHTEN, TOFER, BHEROIT—HARELET

8. FEBRENBEMICT Y 1N TULES L ZBHLETZIMLEN HBDEEE. BmMmot+al)
TARRARABENTVET, chsO#aElk, [Issuance Requirements] 2 7 ICH W ET
o CORFIXRNTIE, FHEHALEEA,



Properties of New Template K E

Genersl | Request Handing | Subject Name |
Issuance Requiements | Superseded Templates | Extensions | Security |

Requare the follovang for ennclimeant:
™ CA certificate manager spproval
[ Thee number of authorized signatues: |
IF yous rescquare mone than one signature, autoensoliment is not allowed.
Require the followang for resniollment:
(= vt fmg o
g [ e ;
ok || Cancel Apply

9.[0K] 22 VYU LTT7TL—hEHRFL. [Certificate Authority] AFY T4 A5 ZDT
V7L —RERTITREIICLET,

FL W ACS Web 4—/\FTEART 7L — b OB

RDATY TERITLET,

1. [Certification Authority] A+ Y 71> ZBEE T, "ACSWeb H—/NAOFHET 7L —
NOER €032 0OATY T 1 ~ 3 %ZRETL., [Certificate Authority] 7> 3 > &&IR
L. [Local Computer] # 7> 3> %8R L T [Finish) 22 JY I LET,

2. [Certificate Authority] >V —)J)L Y 1IJ—T, ca.demo.local &R L . [Certificate
Templates] 262y O LET,

3. [New] > [Certificate Template to Issue] I-BEL £7,




{24 Certification Authority

File  Action Mew Help
&= | BE BB @

@ iertification Authority (Local)
EI@ ca.dema, local
-] Revoked Certificates

----- (1 Issued Certificates
-] Pending Requests

------ (] Failed Requests
Certificate Templabas

Marne

Directn:ur';.f Emnail Replication

Bl Domain Controller Authentication
EFS Fecovery &genk

e Basic EFS

Du:nmain Contraller
Server

hiiFer

P

, tdinake Certification Authariky

Refresh

Expork Lisk. ..

Miskrakor

Help

4. ACS Certificate Template Z0 U Y VL& T,

Select one or more Cedtificate Templates o enable

o this Cetification Autharib

Il Enable Certificate Templates K E3 l

Marme

.-'-‘-.utherﬂjcated SEESI0n

(g Ca Exchange

@ CEP Ernciyption

Code Signing

@ Cross Cedification Authority

[ﬂ Errallment Agent

E nroliment Agent [Computer]

E Exchange Enrallment Agent [Difine request)

E E uchangs Signature Ol
[FA Fvrhanne | lear

| Intended Purpose

Server Authentication
Client Authenticaton
Frivate Key Archieal
Certificate Request Agent

Code Sgning

<Al

Certificate Request Agent
Certificate Fequest fgent
Certificate Request Agent
Secure Email

S ertme Fmail

oK

b

Cancel |

5.[0K] 22 ') v 2 L. [Active Directory Users and Computers] A+ Y 7'/ > ZBHEE T,
6. 1>V —JL Y1) —T [Active Directory Users and Computers] Z2X 7L Y I L,
demo.local 252 ') Y 2 L T [Properties] 202 JY VL&,



ﬁ Active Directory Users and Computers

< Active Directory Uisers and Computers (4 TR P RRETRGTRCE
# 1 Saved Queries

Find... =~}
Connect bo Daormair. .. Controllers

Connect bo Domain Controler. . . pecurityPrincipals
Raise Domain Functional Level. ..
Dperations Masters. ..

[z
all Tasks

7. [Group Policy] 27 T, [Default Domain Policy] 22U Y 2L, RIZ[Edit]| 22V Y O LET
o hIZ&V), Group Policy Object Editor AF Y 7’4 U AREET,



demo.local Properties

General | Managed By Group Policy |

To improve Group Policy management, upgrade to the Group Folicy
Management Console [GPMC)

¢ =
|

= Current Group Policy Object Links for demo

| Group Pobcy Dbgect Links |I'-Iul3armﬂu Dizabled

Default Domain Pobicy

Group Policy Objects hagher in the izt have the highest proity.
This list obtaired from: AD 2003 demo.local

New aed. | Ed Up

Dphons... Delete... I Properbes [Foam

I Block Policy inheritance

Cloze | Cance | Aook

8. 1>V —)J)L V') —T, [Computer Configuration] > [Windows Settings] > [Security Settings] >
[Public Key Policies] ZR&Bi L T, [Automatic Certificate Request Settings] Zi#IRL £ 9,



;IJ Group Policy Object Editor

File Action ¥iew Help

«~oEpRIEE

£V Defauk Domain Policy [AD2003.dema. local] Policy
= {8 Computer Configuration
=] Software Settings
=10 Windows Settings
5 Scripts (StartupShubdown)
= g Security Settings

[+ 2 Account Policies

- 28] Local Policies
[#] - &%) Event Log

- _8 Restricted Groups
# (& System Services
[+ _& Registry

[+ _& File Syshem

=[] Public Key Policies
(] Encrypting File System

[C] Ertterprise Trust
[+ [ Software Restriction Policies

=] Administrative Templates
= B User Configuration

&[] Software Settings

&[] Windows Settings

-] Administrative Templates

F-f Wireless Network (TEEE 802.11) Policies

b | ustomatic Certificate Request Settings
[ Trusted Rook Certification Authorities

Automatic Certificate Request _/

There are no items b show |

Automatic Certificate Request...

* ._i_, IP Security Policies on Ackive Directory (der  Refresh

Help

9. [Automatic Certificate Request Settings] 25/ 7 1) ¥ 7 L T, [New] > [Automatic Certificate

Request] Z®#IRL £,

10. [Welcome to the Automatic Certificate Request Setup Wizard] R—> T [Next] 20 ') v &

LEXT,

11. [Certificate Template] RK—=> T [Computer] 221U Y I L., [Next| Z0J)YIOL&ET,




Automatic Certificate Request Setup Wizard

Certificate Template
The nest time & computer kags on, a cerificate based on the template vou salect iz
provaded,

A cedtificate template i 5 5ot of predefined propeies for cermficates gsued o
computers. Select a template from the following kst

Certificate lemplates:
N e | Intended Purposes
Campube Cheril Authenticahon, Serer Authentic shior
Dramair Contralles Clierit Authentication, Server Authentic stior
Ercliment Agent [Computer) Certificate Request Agent
IPSec IF secunty [KE intemediste
1| | i1
< Back Neat > Cancel |

12. Automatic Certificate Request Setup Wizard R—I HFET L S, [Finish| 22 UY L&
9, [Group Policy Object Editor] A7 Y 7’4 >~ OFMRA I, AVE1—XEHEOEE
FRRENWET,



13.

14.

i Group Policy Object Editor

| Ele  pction  View Help

=  OE XEHER 2o

5 Defaul Domain Policy [AD2003.dema.local] Policy
=g Computer Configuration
-] Software Settings
=1 Windows Settings
=) seripts (Startup/Shutdown)
=1 Security Settings
=& accourt Policies

|_] Encrypting File System
‘A Automatic Certificate Request Settings
[ Trusted Root Certification Authorities
[ Enterprise Trust
&[] Software Restriction Policies
4] :ﬂ. IP Security Policies on Active Directory {demo.local)
[#-[_] Administrative Templates
= ¢ff User Configuration
[#-|_] Software Settings
-] Windows Settings
[+ [_] Administrative Templates

Automatic Certificate Rﬁ /

a2V =)L Y1) —T, [User Configuration] > [Windows Settings] > [Security Settings] >

[Public Key Policies] Z BB L £9,

¥4~ 4 > T [Auto-enroliment Settings] ZX 7LV VY O LET,



‘i Group Policy Object Editor

File Action Wew Help

& = | B0 E R 2 E

_‘:—_j Defaulk Domain Policy [A02003, dema, lacal] Policy

Zomputer Configuration
=183 User Configuration

[:l Software Settings
I__—_I[:I Windows Settings
-l Remate Installation Services
~[5] Scripts {Logon/Logaff)
= EF Security Sektings
=143 Public Key Policies
- |:| Enterprise Trusk
|:| Software Restrickion Policies
[#-|_7] Falder Redirection

Eﬂ--‘ﬁl Inkernet Explorer Maintenance
[+ Administrative Templates

ml

Object Type

I:IEnterprise Trusk
Eﬁéﬁuta

entollment Settings

15. [Enroll certificates automatically] Z3#iR L . [Renew expired certificates, update pending
certificates and remove revoked certificates] & [Update certificates that use certificate

templates] ICcF I Y ION—TZ ANET,

Autcenrollment Settings Properties

General ]

L4
[

E-‘ | Ereoll user and computer cerificates automatically

" Do not ernoll cestificates automatically

revoked cerlficates

[v Lpdate certihicates that use certificate templates

[v Renew expired certificates, update pending cerificates, and remove

oK | Cancel

16.[OK] #2UY I LET,
ACS 5.1 fIAROEY NTF Y/
THOAR—DbT[gES ACS ASEARDEERE

3 : ACSH—/NIE. WLANPEAPO AT NERBIETREHIC, I>E2—754X)L—KNCAY

—NASH—NAAEBEZMBIZILEN BT,




X AHEOREZOEAFICISYZ—JYAFBAVTVWEVZ E2#BRLTLKEEW, Fvvs
1ENEBRICEAEN BRETDEHTT,

1. Admin #ERZHF>TVWBTHIMT, ACSH—NIZOTJA1LET,
2. [System Administration] > [Configuration] > [Local Server Certificates] i BE L £ 9, [Add]
20UV IOLET,

=] matenie | = B~
kssued To tesued By Walid From mnﬁii
acg arg 04:20 20092010  04:20 20,09

Local Cemficalen

|
oa] [eait] [oeete | | et | i ) IR

3. H—/\FERENIER 5%, [Generate Certificate Signing Request] ZiZRL £9, [next] &
)Y OLET,



[ r| Ia Il n Cisco - scesdman scE [Primary)
CISC0  NFR{Days el 26

- | Swtem Adeinigtration » Confiunstion » Lecal Server Corihcates » Locs Cenifosies » Crosbs

Salect server carificate crealion mathod

Step 1 - Select server certificate creation method

© impon Server Certificate

Lksg this cplion if pou hive 3 Server Cernificate Ble and comesponding private key #le (and
password, B e private ey She i3 enconypled).

 Genetate 3o Signed Cemificale
Usa this cpBion i haw the ACS senes generale a Seif-Signed Certilicate

& Generate Cerficate Signing Request

ie@ this opbon 1o heve the ACS served genarale 3 carificabe skgning raguasi b prasent o
your ocal Cetifcate Authority, Onoe you ki penerated Me signing request, go b e
“Outstanding Signing Requests™ list, sebed the signing requesl, and sxpon a cogy of the
signing request (Save 2 ooy on your client syslem ). Dnce you recehg 3 certificale from your
A, you Wil kR The TBind CA Signed Certifcate™ opion Debiay I install it

 Bind CA Signed Certificate

Afler using T privicus option 1o generale a cersficale Signing request Tis cpbon is uted o
bindénstall the cerdficabe recenmd from your CA ACS walll auiomatically madch the cedificate
wilh e appropriabe outstanding Signing requesl

Local Certibcaes

4. ROBIOXSIZHRENH TSIV NEF—OREEANLT, [Finish 29UV ILET
o [Certificate Subject] : CN=acs.demo.local[Key
Length] : 1024



alilie Cisco &
cISco

» & My Workspace

* 0 Mtwark REscurces

» @3 Users and identity Stores

+ G Policy Elements

» [ Acobss Polices

k) Medniliding and Reports

S andemin sCa [Primary)  Log Out

System ddemistraton » Configuraton » Locsl Server Cortrficales » Loca Certficetes = Creale

« Seled gerr certificale geation memod  Genarate Cermficale Sipning Reguest

Step 2 -Generate Certificate Signing Request

Certificate Subject |[Ch=acs demo local

keyLengne  [REED:]

Digrest o Sigr with: SHA1

5.ACS T, iIHAEBRERNMEREN L ZBATZI IOV T MRRENET, [OK] Z

JUYOLET,

Windows Internet Explorer

!E A server certificate signing request has been genersted snd can be viswed in the "Outskanding Signing Requests" .

[ ]

6. [System Administration] ¢, [Configuration] > [Local Server Certificates] > [Outstanding
Signing Requests] ICHEAE T, X : COFIHZRTITHEMHIE. Windows 2003 TlEI T A
R—NAIBEBRF—ZFATERVLESD, TVAR—NARERF—ZFEATHLHICETICHE
B UACSIEHEICE TV TAIHEERZERTALEN HB1-HTT,



stfuaa]us EiEGﬂW acvadmn

CISCO  NERITOS en 706

s [Frimary]

1038 22.09.2)

|
I Jrooe[—ran L]
7. [Certificate Signing Request] DT> N 1J ZZ#IRL T, [Export] 20U Y I LET,




— i) S uscre 3 -

i
Eh r]  Cerficale Signing Request 1  CH=acs demalocal 1024

Do posa wrand 1o opon oo pave Bhip fle?

Meme: Certfcabe Sioreg Reguestl.pem
Toper pom_mto fie
Fooe 100000020

oem | S |[ coxm |

il et Froem thay Irtserot can b utsbul, corm ez can gotentially
e m-ﬂ-!.ll- M g e e s B aoarcoe, G0 ok e o4

Oratstanading Siandns Regquesis

& Cenficate Subject Koy Langth Timestamp

10038 22092

8. ACSEIFHED .pem 77 AN ETFARAV MY TICRELET,

S [[F Deshrcp o B s Sl

Fibe nasmee: facs_cd

Savesiype | pem Docurment

el 14l
§

ACS51 Y7 hNIJIFTHIAABDA A=)

RDATY TERITLET,

1. 72 7%%B&. CAH#—/\ URL http://10.0.10.10/certsrv (Z#EH L E 7

| _ ] |
Detste | | Export | L] ragel Ter o] LI




» | retp:icaosrta e |

Qcomars. || a-

] Under Construction

Th Sité you aré trang o wéw does ot curréntly have a

default page. It may be in the precess of being upgraded and
canfigured.

Please try this site agaim later. If you still expenience the
problem, try contacting the \Web site administrabor.

iIf you are the Web site administrator and feal vou have
recenyed this message in emmor, please see "Enabling and

i lin TRIITHE nt™ n s
Disabling Dy Conbecs = Conmect bo ca.demodocsl

|

To access IS Help

1. Click Start, and then click Re
2. Inthe Open text box, type i

appears. Connactng Lo ca.demo, local.
3. From the Help menu, chek H
4, Click Internet Information ! (jer name: 0 admnistrator j
Bassword: | ————

2. [Microsoft Certificate Services] 7 1 > RV &ZRRL ET, [Request a certificate] ZEIR L &

Microsofi Cedficate Sersces 3, Sl e al

Welcome

Use this Web site to request a certificate for your Web b
you can verify your identity to people you communicate w
depending upon the type of certificate you request, perfol

You can also use this Web site to download a cerificate
revocation list (CRL), or to view the status of a pending rg

For more information about Cenificate Senices, see Ceg|

Select a task:
Request a cedificate
Vi : [ i i
1 A ifi ifi i

el
3. 1) ¥ 2L T [Advanced certificate request] ZXEL £,



Microsoft Certiicate Seraces - ca.demo local

Request a Certificate

Select the certificate type:
[ ifi

Or, submit an advanced cerificate request.

4. [Advanced Certificate Request] T. [Submit a certificate request using a base-64-
encoded...] 2V UY ULET,

Microsoft Cenilicatle Sepaces H o

Advanced Certificate Request

The policy of the CA determines the types of certificates you can
request. Click one of the following options to:

Hote: You must have an enroliment agent certificate to submit a reguest on
behalf of anathar wser

5. 750 0EF1)T 4 THAENTVSHEE., [Saved Request] 7 41 —J)L RTHIMD ACS
AAENERT7AINETSTOALTEALET,



Microsalf Cerficale Seraces — ca demo local

Submit a Certificate Request or Renewal Request

To submat a saved request (o the CA, pasie a base-6d-encoded CMC or FKCS
#10 certificate request or PRCS #7 renewal request generated by an extemal
source (such as a Web server) in the Saved Request box

Saved Request:

=
Base-Bd-encoded
certificate request
{CMC oe

PRCS #10 or

PKCS #7) -
4 r‘l

Birgecen for o f5o [0 ngoo

Cortificate Tomplate: _
||ﬂ.|;|rn|r|1:i.!|r.'-_rhur 'I

Additional Attribaudes:

Airibut s L %!
"t o

6. 7T IIHDOEFIVFAREILEL 2T, FARIDT7AINILT IV EATERVBEND
WET, TOHEWE, OK|ZV2VYOLTFEETRHYNSFET,

Windows Internet Explorer x|

' Your web browser security settings prohibit this page from accessing your disk.
. Either paste the data into this page manually, or 2dd this page to your browser’s st of trusted sikes.

[

7.810 ACS TOAR—KHNS ACS*pem 774 )L EHRLET, TFAN I7 1 X ( Notepad
BE)ZFERALT, 774 EHEET,




Cpen Wikh E'. Mokepad
Sl , E Internet Explorer

Lk Zhoose Program...

_opy

Zreake Shaorkcouk
Delete
Rename

Properties

8.77AINDODAREZINTERLT, [Copyl 2V UYILZET,

E' ACS_csr - Notepad

File Edit Format MWiew Help

————— BEGIMN CERT ' IEST—————[NMITBEW]CCA

9. [Microsoft Certificate Services] 71 > RVICRY £9., AE—U ZRA % [Saved Request]

Microsoft Cenificate Sepdces - ca.demo. local

Submit a Certificate Request or Rene

To submit a saved request to the CA, pa!
renewal request generated by an externa

Saved Request:

Base-bd-encoded o
certificate request maten
(CMC or ot

PKCS #10 or Copy
PKCS #7)

Cernificate Template:

[.ﬂu:l ministrator

7A4=)ILRICEHEYFEFET ([Paste] ) o




10. [Certificate Template] & L T [ACS] Z#IRL T, [Submitj 20 VY I L&ET,
Saved Request:

Y IZIAYDA g ERBAGDAG T AMAOGLSqQGEID E-DE'EEE-;"JM
Base-8d-encoded |D¥oicRRASecdd Twl 7 7T+uhkEcrnZ6oaEnasrG ZRLSX
cefificate request [OHIQ5xnz M2 3y EAiv S FCIdme RO SHvPELD

(CMC or SHMgEe 3HIplephgiVEC Iuld

PKCS #10 or -==—=END CERTIFICATE REQUEST----—-

PECS &T) -
4] | »

Brovese for & fle 1o mgen

Cernificate Template:
JACE s R
Additional Attributes:

=

Altributes .rj
d |3

[ Submit > |

1. SEBAEN RITE /=5, [Base 64 encoded] Zi#IR L T, [Download certificate] 2 1J ¥ &

Microsclr Corvbcale Sermces — cadema local

Certiflcate lssued

The cerificate you requestad was issued 0 you

 DER encoded or & Base 54 encoded

ey Dowrdnad camdicate
Ej&mmmmmﬂum_ﬁzam

Fibe Dosdbiad - Security Wanming B x|

Do g wesd bo open o Bawve Hhis lile?

Mawvey  DRrrese D67
T Seourity Certfuste, | BNE

Feom ca

Open | Swe  |[ Cacel |

i "haly Flir: brorm th Aot i by uropbul, ey by cn
_;# Trerrm yoan Commpuber, I poor do nod rust e sowce, do ol
00 i e Bed ofteae. What 3 the kT

LET,
12.[Save] 2V Y LT, SEHEEZTAIVRNYTIZRELET,



File name: pacs_ced = [ |
Saveslpe  |Secuiy Cetificale | Carend !E

13. [ACS] > [System Administration] > [Configuration] > [Local Server Certificates] IC#BE) L &
9, [Bind CA Signed Certificate] Z3#IRL T, [Next] 20 UYL &ET,

St | el SR LITCR CTOBRON Al

| Step 1 - Select server certificate creation method

© lempeoit Server Certilcaln

s s oplicn  poad have @ Sercer Corbficate Sle and comesg-onding privals key Sle (and
PRSI, i Evp DRl iy Bl i anonTind)

 Gerrabe Sef Sipgnad Ceilicaly
Ligp Bis oo 19 hored Tl ACT Sarvar peraraie & So-Simad Carmllcale

¢ Generaby CermScale Signing Ressst

Usp Bin 0Boa 10 haeh b AT SErar DN 3 Corteate SENING requestia peesant b your
e iy AUty DG oy Fuiol TR EH Tid Bagnang Degea il (0 o T “Otlandety |
Sagrang Requests” bl eiec T NG Meguiil 30d eepor 3 opy of T LGNIRG nequadl
[ 3 copy on your e Systiem). Onok you receke 3 ceriicats Fom rour G4, pouwill wia he | |
“Eind CA Sigreed Corifecabn™ oplion bedow 2 inglall it i

¥ Bind CA Signed Cerilicale

Ater using the previous opbon 1o penerabe 3 certcale signing request, tis opion is used i
tenbnstad B CovBCale PocEed oM your CA ACS will automaboaly maich e cershcaty
T Tl BEEIGOININ DA ARG IEuESL

“Local Cerbicales |
1 5 ;

14. [Browse] 20 UYL T, RELLIABREZHRLET,



v Seled sener certificate creation method  Bind CA Signed Certificate

Step 2 -Bind CA Signed Certificate

Certificate File: |
Protocol

™ EAP: Used for EAP protocols that use SSUTLS tunneling

I Browse..

™ Management interface: Used to authenticate the web server (GLUI)

Override Policy

& certificate being impored may be determined to already exist in A3 when it has either the same
Subject or Isswer and senal number a5 an exisling carificale. In such a case, seledlion of the
“Replace Cerficate” oplion will allow the certiicale contents to be replaced while retaining the
existing protocod selechions for the cerificate.

I Replace Cerificate

15. CAH—/NICK W RITEhi- ACSIEHERIEIRL T, [Open] 2O VY U LET,

Choase lilke

by Dooumesnis

or

Py Lot i
)
'-..‘ <

My Helu:';i. I.H.I:E =l ﬂ

Flaces

Open
|n.|Fm 7 j Cancel

16. £7=. [Protocol] ® [EAP] F I Y URY VARZAICLT, [Finish Z0)YOL&ET,



Syslem Adminisiration = Configuration > Local Server Centificales » Local Cerlificates » Creabs

~ Seled server cerificale creation method  Bind CA Signed Certificate

Step 2 -Bind CA Signed Certificate

Certificate File: |C:\Documents and Settings\administratorDeskiop!  Browse... I
Protocol

I EAP: Used for EAP protocols that use SSUTLS unneling
™ Management Interface: Used to authenticale the web server (GLI)

Overmride Policy

A carlificate belng impored may be determined to already axistin ACS whan it has aither the same
Subject or Issuer and serial number as an exsling cerificate. In such a case, selection of the
"Replaca Cerfificata”™ oplion will allow the cerificale cantenis 1o be raplaced while retaining the
existing protocol selections for the camificate.

[ Replace Cerificate

17. ACS @ [Local Certificate] =, CA IZ& V) RITE N/ ACSHIBAENRRENET,

System Administration > Configuration » Local Server Certificates » Local Certificates
Local Certificates Showing 1-20f2 |50 ]|
Filter: | | match it > co|+"
[T Friendly Name < IssuedTo Issued By Valid From
[l sacs acs acs 04:29 20.09.2010
T acs.demolocal acs.demo.local ca.demo.local 10:3922.09.2010

Active Directory ® ACSID AR F DOE&E

RDATY TE#RITLET,

1.ACS IZ¥#L T, Admin 7Aoo NZOJA2LET,
2. [Users and Identity Stores] > [External Identity Stores] > [Active Directory] IcBEL £ 9,



7 gy and identity Stores
AR i

3. [Active Directory Domain] = demo.local E AL, H—/NXOD/NAD—RZAHAL T,

Connection]| 22 Y O LET, [OK|ZVUYILTHEITLET,

Lrh and ecily Jhened » Eanernal ioenify Sofed » Adtug Daeciacy

General | Directory Groups | Directory Atiibules |
Connaciion Datails

© Active Directory Demain  [qer oy
Fama:

Plexse spadfy the cradentials usad B0 join this maching fo the e Direciory Domain:
O LIS anamie; IBMHME‘.‘IHM

a Fﬂmt Ill-llil.-lllll-

You may use e Test Connaction Bution 80 ensure credentials ane comect and Adthee Dinectary Domain is
reachable.

Test Connection |

CHick 66 ‘Save CRanges 1o connec i the Active Dinsetory Domain and give it confiouration Ons
hare sucoessilly connaciad ko the Domain, yr T EEm e I R Fea
1 B vaBable far woe in policy niles.

JJ‘.S Cornection best to ‘demo. kocal succesded.
End User Authentication Settings
M Enabile password change E
¥ Enable machine authentication
™ Enatie Maching Accass Restidicns
o Aging time (howursy P

4.[Save Changes] 27 JY L&Y,

[Test



ﬁ TRabra are unsawsd changes on s page. Do pou wish lo conlinue™®

| Sav Changls § continuk | [Ha-cand changes and centoug

¥ ACS5xXEAFIEMDEE
MICDOWTIE., FACS 5.xEAF& : Microsoft Active Directory& QEE DEEEHL 25 HBL TL
W,

ACSAD AAA IV ZA T NELTOIY MO—FNEM
ROATY TERITLET,

1. ACS (Z#2#: L T. [Network Resources] > [Network Devices and AAA Clients] B8 L £


//www.cisco.com/en/US/products/ps9911/products_configuration_example09186a0080bc6506.shtml

o [Create] Z0 VY O L&Y,
2. R0D7 1—=)LREABDLET, [Name] : wWic[IP] : 10.0.1.10[RADIUS] F T VY IORY R : F
~[Shared



Metwork Resounces ®» Matoonm Devices and 288 Chenis v Creabe

g MNama [wic

Cescription: |
Retwork Device Groups
|Locasion j4ll Locaions

Seed |
[Drace Time {4l Davice Types Seted |

1P Address Authentication Options

o+  SingleP ~ IPRange v TACACS+
Address =)

o i1':l.|]' 1.0

Shared Secret |
I Zingle Connedt Device
¥ Legacy TRCACS= Single Connedt Support

" TACACS+ Draft Compliant Single Conned
Suppor

wRADIUS

& Shared Secret =500
w Tnust3ac [T

R Use Desdc 1D for TrustSes idenlification
Device D |

Password 1
F TrustSec Advanded Softings

& = Required figlds

Secret] : cisco

3.ZETLES, [Submitj Z0 )Y U LET, [ACS Network Devices] JARNT, O ~O—7
FIVKNJELTRRENETD,

okDedces  Shommgrort |
Filter. | ¥ [Bo] -

T Neme = [P/Mask MDGLocation HDG Device Type
r wi 10.0.9.90032 Al Locations All Device Types

» @8 Users and Identity Stores
» S Policy Elements

» [ Access Policies

» .| Monitoring and Reports

QAVYLABACS FO+ERA RIS —OE&E

RDATY TEEITLET,

1. ACS T, [Access Policies] > [Access Services] BB L £,



b 4 My Workspace

v 5 Network Resources

» @8 Users and Identity Stores

» % Policy Elements

|
| Semnvice Selection Rules
¥ Default Device Admin
¥ Default Metwork Access
* TrustSec Access Control
e Egress Policy
F Metwork Device ACCess

2. [Access Services] V12 RJT, [Create] 20 )Y UV L&ET,

Access Polcies » AcCcess Servces
Access Services Showing 1-2 of 2 jnvl perg
Filter: | | watcn it | = B8~
| T Hame =  Sapdce Type included Policies Description
| Telitulity
| [T Default Device Admin Device Administraion L'L‘ Default Devi
| Autharization
l IEE h!l:
i Cratanlt Mebwvork ACCEss  Network ACCass ] ’ Crasfault Mata
Ayharization
4] |
[‘create | oupiicate | Est| Detete | ] ] Page] 1 0l1

3. 7UOEAY—EREERL T, BHI (H : WirelessAD ) Z# AN L £3, [Based on service



template] Zi&IRL T, [Select] 20 Y I LET,
Access Policies » Access Services = Create

General Allowed Prof

Step 1 - General

. General
MName: WirelessaD|

Description:
Access Service Policy Structure

¢ Based on senice template Select

. Based on existing service Select

I e
(" User Selected Senvice Type | Metwork Access =

Hame &  Senice Type Description
" Device Admin - Command Auth Device Administration
= Device Admin - Simple Device Administration
~

Metwork Access - MAC Authentication Bypass  Network Access

5. [Webpage Dialog] . [Network Access — Simple] Zi#IRL£T, [OK]|ZVUY I LET,
To7L—RhZEBRRULES, [Next] Z09)Y I LET,

Step 1 - General

General
Mame: WirelessAD
Description:
Access Service Policy Structure
(* Based on service template |Metwork Access - Simple Select |
(" Based on existing service Select |

" User Selected Service Type | Network Access =]

6. [Allowed Protocols] T. [Allow MS-CHAPV2] & & T¥ [Allow PEAP] F T ¥ ZKY U A% H>



Access Policies » Access Services » Creabe

« General  Allowed Protocols

Step 2 - Allowed Protocols

F Process HostLookup
Authentication Protocols

b [ Aow PAPMASCI

¥ [ Alow CHAP

b [ Alow MS-CHAPVI
b allow MS-CHAPVZ
b [ Allow EAP-MDS
b [T Allow EAP-TLS

* [T AllowLEAP

» ¥ Allow PEAP

b M Allow EAP-FAST

ICLUET, [Finish) 20Uy IL&ET,
7.ACS LK) RRENDHLWH—ERET VT 17ICT2HEERZTOVTNT, [Yes]
20V ILET,

Access Sendce created successfully, Would you like to modify the Service Selection policy 1o activate
this senice?

ves | o |

BERMBROTIT AT LEHLVWT VLA H—ERT, [Identity] ZBBL TIBIRLET
o [Identity Source] T, [Select] 201 Y IL%ET,



j Lo Secure ALS Wrh Ay Dialog

Fitter. | =] matchit. | = G~

© CHUsemame Predefined Cerificate Authentication Profile
DenyAccess

©  intemnal Hosts
(-
c

Internal Users
MAC Profiler Default Entry for NAC Profiler

ACSPOEA RV —EH—ER IL—IDEK

RDATY TERITLET,

1. [Access Policies] > [Service Selection Rules] ICBEL £7,



» 4 My Workspace

» =01 Network Resources

» S8 Users and identity Stores

Access Pobties > Access Senices = Senvics Selaction Rukes

" Single result selection ™ Rule based result selecti

Service Selection Policy

» B Policy Elements

ﬂc-, e Selection B
* 2 Default Device Admin
* % Default Network Access
* 7 WirelessAD

|dentity

Authorization

[C  Status

MHame
1 T @ Ruyet
2 T @ Ruye?

Filter: |5t31u5 vl Match it EE':IJEIIE d |

Comd|
Pratocal

match Radius

match Tacacs

2. [Service Selection Policy] 71 > RJT [Create] 2O Y I LFET, FILWIL—ILICRETZ

FFET (B : WirelessRule ) » [Protocoll DF T Y URY U AZEFIZL T, [Radius] &

_ﬁéﬂi?o

General

Mame: |Wire|essF?.uIe

o

Status: | Enabled

ELC

The Customize button in the lower right area of the policy rules screg
conditions and results are available here for use in policy rules.

g Cisco Secure ACS -- Webpage Dialog

¥ Protocol: | match

Results

=l

3. [Radius] ZiBIRL T, [OK] 2OV UY I LET,

Select |

‘o Cisco Secure ACS -- Webpage D

Enum Definition
. Enum Name 1D
"  Radius 0
"  Tacacs 1

4. [Results] @ [Service] I=, [WirelessAD] Z3ZIRLE T (BIOFIETHERLEED ),



Conditions

¥ Pratocol: | match »||Radius Seled! |
Resuits
SR WirclessAD R

5 MLVWIOALVLAIIL=IZERLES, TOII—I)IZEIRLT—FLICEE ([Move] ) L
£F9, —HLDOI)—IIF. Active Directory ZEA L 7= 14 ¥ L A Radius F2ALOF B I EHA

Senace Selection Policy
Fills EEI]’III"- 'i Waketh i |F|1u:|!r. j | j
Condilions
r i
DA [ Pioiocal

T T T Y PO e

1 [ L] Rulg-1 malch Badius

a1 a8 Ryle-2 meatch Tacacs

il \

= I~ Defagl If r Fule s deined of mo enabled nile
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*h3BAOL—ixy &y, | o i-| owick |- || oose] 7| ureio. | V|

Windows O EEVMEEZERAL 7= PEAP BV S ATF > BDERTE

ZOPITIE., CLIENT Ik, Windows XP Professional SP2 A#&@L . BEISA T NEL THE
BELTVWT, EREAPRBRHATA NS RZY RN UY—RAILTVATAEZRIELI—XTT,
CLENTZDAVLA VZATRELTRERETDICE, COEIZIVOFIEZETLET,
BEEXNBA AN —IILERENRT

RODATYTERITLET,

1. 4—HZXYNT—T I E2FEALTCLENT 2/ \7ICEHEL, 1V RTRYKN XY RND—2
TIX NIEHELET,

2. CLIENT (2, Windows XP Professional SP2 Z24 > AR—ILLET, DA A=) TR
. demo.local RXA>® CLIENT EWSBHIOX/N— A1 —RELTERELET,



3. Windows XP Professional SP2 24 >~ AR—=ILLET, DA ARN—)LIE., PEAP ZHR
—RNFTBEHICHETT, & : Windows XP Professional SP2Tl&. Windows7 74 7 #
—)LEEBNICEMICRYET, 77A4T77F—)ILEEMCLBEVTIEETL,

DAY LAZRYNI—D FATEDALVAR=)

RDATY TEERITLET,

.CLIENTO>E1—3%%&Z2>vY R 2O LET,
CLENTOVE1—BREAVRTRYBNRYRNDT—=D EIX NOEREBRLET,
.CLENT JE1—2%=2BE&HL. O—HIEBETHY > NEFERALTOJAILET,
IOAVLAZRYRND—=D FPRETREA VAR =ILET, F: DA VYLATEZT7XAOHR
BROEBREVIRNIITREACARN=ILLEBEVWTLSEEVW, T4 VLA RXRYRND—O TFA
T2 RSZANDAARM=)LICIE, Add Hardware Wizard ZFBHLE£d, £k, 707
RARRENEHEE., HExHhSREMEE AL CD, FiE Windows XP Professional SP2
AOBHIRZANNIA>TVWBRTF1RIVZEALET,

DA VYLAZRY NDO—OEGORE

RDATY TE#RITLET,

A OODN -

1. 0777 L. demo.local R XA > ® WirelessUser 7 ho > hZFERALTOJA > LET,

2. [Start] > [Control Panel] Zi#3R L, [Network Connections] 2% 7)L.2 )Y 2L T, [Wireless
Network Connection]| 252 )Y 2 LET,

3. [Properties] Z2') ¥ 2 L, [Wireless Networks] X 7 (CEE) L T. [Use Windows to

configure my wireless network settings] ICF I Y IX—IOHF A2 TVWBD L ZHBRELET,

-4 Wireless Metwork Connection Properties =l

Garmral  Winsless Metworks Emm]
M Use Windows lo configure my wisless nebwark, settings

Aovalabde retvecek s

To cornect 1o, deconnect from, or find out moee indormation
about wansless networks incange, click the button below,

View Wireless Networks |

Prefermed rtwcrks:
Apsternatiealy connect b aealabls pebwaiks i e oider Bibed
Betowr

T

ok | cawe |




4. [Add] EZVY I LET,
5. [Association] Z 7 T, [Network name (SSID)] 7 4 —JL RIZ Employee EABLE T,
6. [Network Authentication] |Z [WPA] ZiZR L T, [Data encryption] A" [TKIP] [CEREEZ L TL

]

Wireless nebwork properties

Network name (SSID}  [EEETER

~\wireless network key
This restvacek resquees & ey fon the folowang:
Meherork. Authentic stor [wra =l
Data ercryplion: [TeP =]

FF | The ki

[~ Thisis a computer-to-computer [ad hoc) network.: wirsless
sccess ports Sie not used

| EEEE: ['.mael|

BLEEHALET,

7. [Authentication] 7 &2 UYL £ T,

8. EAP type T Protected EAP (PEAP) 235 XS ICRREETNTVWA L ZHRBLET, B
EEhTWEWEEE, ROVIEI XZ1—H1SBIRLET,

9. OJAVHIICN Y VDR ERITIZHBEE (ZDBE, QA RVUTRRITIL—T
RV —7v2 1% BHTEET ). [Authenticate as computer when computer information
is available] ICF T Y IN—DZANET,



Wireless network properties

Properties

¥ Authenticate a5 computes when computes information is
available

[ Authenticate sz guest when user of computer information i
umnavailable

oK Cancel

10. [Properties] 20 Y VL&Y,

11.PEAP ICIE, 94T NIEBDH—NORIANFEENTWS 8, [Validate server
certificate] A F T Y VENhTWB & ZHALET, /. [Trusted Root Certification
Authorities] XZ1—T, ACSFIBAEE L TRITENEZ CAICF IV ION—IAFL TV
e ZBELET,

12. [Select Authentication Method] = [Secured password (EAP-MSCHAP v2)] ZiZRL £,
CchiFAHRIAE L TEAETIhET,



Protected EAP Properties 7l x]

When connecking:

[ Connect to thase sarvers:

Trusked Rook Certification Authorities:

[ Caw HET Secureiiet CA Root il
Ocas

[#] ca.dema bocal

[0 Certiposte Classe A Personne

O certiposte Serveur

[ certisign - Autoridade Certificadora - AC2

[ Certisign - Autoridade Certificadora - &C4 -
4| | |
™ Do ot prompt wser bo authorize new servers or trusted
cartification autharities,
Select Authentication Method:
|secured password (EAP-MSCHAP v2) »| Configure...

QK Cancel

13. [Enable Fast Reconnect] F I Y V7 RY VAN FAIZHBEH>TWVWAH I ZABLET, RIC,
[OK|Z3E2UY Y LET,

4. 2ATLARNLADDAVYLARY ND—OEGEOTAO2H0)Y 2L T, [View
Available Wireless Networks] 22U Y 9 L&Y,

15. Employee DA VYL A XY ND—9% 01U YL, [Connect] 20 )Y U LET, #EiHEH

EJiIiJl/f" &l D4YLA UF4F 2 NI [Connected] &£ RRE hﬁ@“o

'Wireless Metwork Connection
Network Tasks Choose a wireless network
& Refresh network list Chick an item in the list balow to connect to & wireless network in rangs or to get more
information.
2 Set up a wireless network ((Q)) Emelovee Connected 'y
for & home or small office ﬁ [
¢ Securkty-ensbied wireless network (WPAZ) il

16. FREEAN B II L 1= 5. Network Connections ZEHL T, D4 VYL A 77X 7 XD TCP/IP £%
EEBRBLET, T/ VLA THATRICIE. 10.0.20.100 ~ 10.0.20.200 DEHEADT RL
AN, DHCP R—7, £k CorpNet DA VLA US4 F7 > NAIERLERD—=TH
SEYHETSNIET,

17. BEERETARNT B0, 75O ERVT., http://10.0.10.10 ( ¥/=l&., CAH—NXD IP 7
RLA)ZRRLET,

ACS 2R LEDAYLARBIEDO NS TN 2 —F142 T




RDATY TE#ERITLET,

1. [ACS] > [Monitoring and Reports] [C# &) L T, [Launch Monitoring & Report Viewer] Z 2 1)

o » i My Workspace

» X7 Metwork Resources

» b Users and ldentity Stores

» G Policy Elements

b [.5 Access Policies

Launch Monitoring & Repart Viewer

» = Systern Administration

YIOLET,
2.8l ACS V142 RUNBMEEXRT, [Dashboard| 20 UY UV LET,

ey
LT

v Monitoring and Repaorts

E Alarms

----- Thresholds
----- Schedules
=l Repors

----- Favorites

- Catalog
= Troubleshooting
- Connectivity Tests
----- ACS Support Bundle
o Expert Troubleshooter

(3 l&:, Monitoring Configuration

3. [My Favorite Reports] 222 3> T, [Authentications — RADIUS — Today] 22 UYL &Y



My Favorte Reports

Favorite Hame « ReportMame
ACE - Configuration Audit- Today — ACS Instance=ACS_Configuration_Audit
ACE

ACS - Systemn Errors - Today

Instance=ACS_System_Diagnostics
Authentications - RADIUS - Today  AAA Protocol=RADIUS_Authentication

4. OJIZFXTO RADIUS BBEEN RRE N, [Pass] £k [Faill ' RENET, OJICRERE
NTWBIYKNYT, [Details] IO BBHEDOFAIAVEIUYILET,
AAA Protocel > RADIUS Authentication

Authentcation Status - Pass or Fail
Diate September 22, 2000 ( Lasi 30 Wenybes | Lasi Mowr | Last 12 Mours | Todsy | Yesterday | Last 7 Davs | Last 30 Davs )

Generated on September 22, 2010 55134 PM PDT

,‘T_-i-_.l

o -

RADIUS HAS MACAF Authantication
Logged At Sistis  Falure Detaits Usemame Addrads Access Senace Mathod

Sep 2210 55117 843 PM " ~ BERigSsUse 00-215¢-69-95 30 WirelessAD PEAP [EAP-MSCHAP?
5. [RADIUS Authentication Detail] IC., O ICEFRE N TV BHTHROFHEBRNRTENE
AAA Protocol > RADIUS Authentication Detail

ACS session ID : acs/74551189/31
Date : September 22, 2010

Generated on September 22, 2010 5:52:16 PM PDT

Authentication Summary

Logged At: September 22 2010 5:51:17.843 PM
RADIUS Status: Awuthentication succeeded

MAS Failure:

Usermame: wirelessuser

MAC/IP Address: 00-21-5¢-69-9a-39

Metwork Device: wic : 10.0.1.10 :

Access Senice: WirelessAD

Identity Store: AD1

Authonzation Profiles: Permit Access
CTS Secunty Group:

Authentication
Method: PEAP(EAP-MSCHAPZ)

ED
6. ACS H—E AM [Hit Count] 2, ACS THERL EIL—ILIC—HTHHAITHBAOBEZRTRT




ZETJ, [ACS] > [Access Policies] > [Access Services] BB L T, [Service Selection

Results
il Hit Count
Service

WirelessAD 33

Default Network Access 0

Rules] 20Uy L&Y,

ACS ¥ —/\T®M PEAP FERED &M

CEROISAT Y MY ACS H—/N0 PEAP RREEICKBL =541k, ACS @ [Report and
Activity] X — 21— [Failed attempts] F#7°> 3 >/IC, T"NAS duplicated authentication attempt_
I XV E—IHFRRENATVBIHLESHZERLET,

94T > N X2 Microsoft Windows XP SP2 A4 AR —=)LEhTH '), Windows XP
SP2 A" Microsoft IAS H—/N\NBUADH—RN—FT 4 H—NICKH L CREZTEIHEE,. COIT—
XY E—CaZTMBEEN HYET, $5IC. Cisco RADIUS H—/Y (ACS ) THERTS
Extensible Authentication Protocol Type:Length:Value ( EAP-TLV ) 7 #—<X ¥ N ID OFt&E 5 EAN

. Windows XP A"fEH T2 AR EBEDBRICEIVY E T, Microsoft Tlk, <h%z XP SP2H%7
Ujj/ ROFREESEHELTVET,

RYBNT 4V ORIZDOVWTIE, Microsoft ICEIWEDEWEREE, TPEAP authentication is not
successful when you connect to a third-party RADIUS servery 2B L T E&E W\, BEANE™H
B, 97472 MMIlO Windows 1—F 1 7 4 T, PEAP O [Fast Reconnect] 7> a > #
TF7A)ILRNTTFA4E—TINICB>TVWBOICHWL, H—/NEl (ACS) TRF7#FILKNTAZ—7
NEBESDTWVWARZEILHNET, COBEZMRTBICIE, ACS J—/\ ( [Global System
Options] ® T ) @ [Fast Reconnect] 77> 3> OF IV I ZALET, Tk, 97472 N
T [Fast Reconnect] #7°2 3> &2 A X—7)ICLUTRBEZBATDEETEERT,

RDOFIEZEITL T, Windows 1—F 1 UF 1 ZFEAL T Windows XP A"&H@L TWB 0547
>~ N T [Fast Reconnect] #4 Z—7I)LICLE T,

1. [Start] > [Settings] > [Control Panel] ICBEBL £7,
2. [Network Connections] 74 A &X 7OV Y O LET,
3. [Wireless Network Connection] 74 > & /2 1)Y U LT, [Properties] 20 Y O L&ET

4. [Wireless Networks] 2 7 &2 21U Y L ET,

5. [Use Windows to configure my wireless network settings] 7 7°2 3 > &i#iR L T, Windows
TOTAT N TRTREZFRETEDRSICLET,

6. SSID E REFHKRDBAIE. SSID %38IRL T [Properties] 2V VY ILET, [REL TV
WEAE. [New] 29U Y2 LTHED WLAN ZBMUET,

7. [Association] 27T SSID #ABLET, [Network Authentication] & [Open] T& '), [Data
Encryption] & WEP] ICEREEThTWA & ZRABLET,

8. [Authentication]| 201 Y I L &7,

9. [Enable IEEE 802.1x authentication for this network] 7'~ 3> &i&IRL £ 7,

10. [EAP Type] & L T [PEAP] ZiEIR L T, [Properties] 20 JY VL &ET,

1. R—Z O TEBD [Enable Fast Reconnect] #7°> 3> #&EIRL £ 3,
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BYE1E ¥R

. ACS 4.0 & Windows 2003 % {#H L /= Cisco Unified Wireless Network IR:&E T D PEAP
- Web BEEH® Cisco 24 YL ALAN O hO—F (WLC ) KU Cisco ACS
5.x ( TACACS+ ) MR EHI

. Cisco Secure Access Control System 5.1 DA AR —=IEFYFTIL—R HA R
- TOZHIL YR—=B & RF 21 X b - Cisco Systems
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



