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2. Administration > | dentity management > External Identity Sources > Active directory ke BB BI L £ T 5

‘thusle  Identity Sarvices Engine Home  »ContextVisibilty  » Operations  » Policy [IRd i el

» System |~ |dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» ldentities  Groups  Extemal Identity Sources  Identity Source Sequences  » Settings
N

External Identity Sources Active Directory

-l = Edit < Add Delete  JJMNodeView fAdvanced Tools v Scope Mode
Ceriificate Authentication Profile (3| Join Point Name ~  Active Directory Domain
| Active Directory Mo data available
= Loap
£ oosc
] RADIUS Token
= RSA SecurlD

SAML Id Providers
=] Social Legin

3.Add& V') v 2L, Active Directory Join Point NamefREET R XA VB EIDARNTBE AN
LET, COHITIE, ISEN RX A VICEFE Nwlaaancom, 34 VR4 MY
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External Identity Sources
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» [ Cenificate Authentication Profile

[ Active Directory * Active Directory Domain | wlaaan.com| NG

£ AP

2 obec

) RADIUS Token

= RSA SeeurlD

) SAML Id Providers

2 Social Login

* Join Point Name |.hD.Maaan.com ] @

4. somtDREA>ZBFE, RYTTYT T4 RONFEAE, ISEZT<SICADICSIMEE S D
ESNEERSNET, v L, Active Directory I—H I L FU I v )L EBEEREZ
ABLT, RASVIZHLVWERARNEZEBIMLETS,

Join Domain
Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name (i | Administrator
* Password

|| Specify Organizational Unit i
|"| Store Credentials i

5 COBRZBED L, ISENADICERICERENET,

b ldentifies  Groups  Extemal ldentity Sources  ldentity Source Sequences  » Settings

External Identity Sources Wihitelisted Domains PassivelD Groups Attributes Advanced Settings
G &
» (3 Corificate Authartication Profie * Join Point Name | com | a
* (5 Active Dirsctory * Active Directory Domain  wiaaan.com i
= oap
[ ooec e N .
& RADIUS Token __.m o Leave 9 Test User ﬁDoMTod me . .
£ REA SecurD [ ISE Node « | ISENodaRole | Stalus Domain Controller Site
[ SAML 1d Providers rmanchur-ise wiaaan.com STANDALONE  ( Operational WIN-CFAZICSRILIwiaaan.com  Default-First-Sile-Name
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IN—TZHREBITEIHENSH') ET, Adminisration > Identity management > External Identity Sources> Active

directory >

> Groups

CBEBL., 20U Y UL Tadd% iZIR select Groups from Active Directory L & T

» System |~ Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
» ldentities  Groups  External ldentity Sources  Identity Source Sequences  » Settings
External Identity Sources Connection Whitelisted Domains PassivelD Ouf Attributes Advanced Settings
v b=
= o =]='Md - Delete Group  Update SID Values
L Cenificate Authentication Profile -
=i i 7/ Nam Select Groups From Directory . sD
* & Active Directory Add Group
“4 AD.wiaaan.com No data avallable
L LDAP
& oopec
| RADIUS Token
| RSA SecurlD

0 SAML Id Providers
] Social Login

7.#ULOWRYTTYTI14V RINFRAE, BEDIIN—TZ2WMEIZDLODTAIIREZEET
20, ADASINTDIN—TZM/IDENTEERT,
ADTIN—TVARASENTNDITI—TZERL., kZEHLKT,

I select Directory Groups x|
! This dialog is used to select groups from the Directory.
Domain| wlazan.com M |
Name Filter| * SID Filter] * | Type Filter] GLOBAL v
Retrieve Groups... 13 Groups Refrisved.

[]| Name +  Group SID Group Type

[J wlaaan.com/Users/Cloneable Domain Controllers S5-1-0-21-2222429329-4108085164-3220345271-522 GLOBAL

[] wilaaan.com/Users/DnsUpdateProxy 5-1-5-21-2222429329-4108085164-3220345271-1102 GLOBAL

[ wilaaan.com/Users/Domain Admins 5-1-5-21-2222429329-4108085164-3220345271-512 GLOBAL

[] wilaaan.com/Users/Domain Computers 5-1-5-21-2222429329-4108085164-3220345271-515 GLOBAL

[] wilaaan.com/Users/Domain Controllers 5-1-5-21-2222429329-4108085164-3220345271-516 GLOBAL

[] wiaaan.com/UsersiDomain Guests 5-1-5-21-2222429329-4108085164-3220345271-514 GLOBAL

[] wiaaan.com/UsersiDomain Users 5-1-5-21-2222429329-4108085164-3220345271-513 GLOBAL

[] wiaaan.com/UsersiGroup Policy Creator Owners 5-1-5-21-2222429329-4108085164-3220345271-520 GLOBAL

wlaaan.com/Users/HR 5-1-5-21-2222429329-4108085164-3220345271-1105 GLOBAL

[ wiaaan.com/UsersiKey Admins S5-1-5-21-2222429329-4108085164-3220345271-526 GLOBAL

wilaaan.com/Users/Marketing 5-1-5-21-2222429329-4108085164-3220345271-1104 GLOBAL

[] wilaaan.com/Users/Protected Users 5-1-5-21-2222429329-4108085164-3220345271-525 GLOBAL

[J wiaaan.com/Users/Read-only Domain Controllers 5-1-5-21-2222429329-4108085164-3220345271-521 GLOBAL

m | Cancel
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Connection Whitelisted Domains PassivelD Attributes Advanced Settings

Edt <=pAdd v 3 Delete Group Update SID Values

- SID
5-1-5-21-2222429329-4108085164-3220345271-1108
5-1-5-21-2222429329-4108085164-3220345271-1104

[] Name
[ wilaaan.com/Users/HR
[[] wiaaan.com/Users/Marketing

B Reset
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» System  + Identity Management
~MNotwork Dovices  Network Dovice Groups  Metwork Device Profiles  Extomal RADIUS Servers  RADIUS Server Sequences  NAC Managers  Exiemal MDM  » Location Services
——

Network Devices List > New Network Device
Network Devices

Defaul Dovice
© Name | WLCSS20
Device Security Setings
el E—

[prosress ] *IP: [ 10487120 NIEN

Metwork Dovices

@ IPv6 is supported only for TACACS, At least one IPv4 must ba defined when RADIUS is salectad

] E—

® Network Dovice Group

Location [Lap D | | Set To Default
IPSEC (15 IPSEC Device @ | | SetToDefault
Davice Type [wiczb D | [ SetToDefault

« RADIUS Authentication Settings

RADIUS UDP Settings
Pretocel  RADIUS

R —
T —

RADIUS DTLS Settings |



10. ISEZADICEZmME ., FNAAVANIWLCZEML 1=z#., 1—YD:ER
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%ﬁ L \,\7 a7z 14 )LE'ﬂEﬁk?% = (i\ Policy > Policy Elements > Results > Authorization > Authorization

profilesic BEIL . AdRR>Z DUV OLET,

"l \dentity Services Engine Home

» Context Visibility » Operations

Policy Sets  Profiing Posture  Client Provisioning = ~ Policy Elements
Dictionaries  » Conditions  ~Resulls
(]

* Authentication Standard Authorization Profiles

For Policy Export go o Administration > System > Backup & Restore > Policy Export Page

= Authorization
S Edit badd QyDupicate | 3 Delete
Authorization Profiles iL =
[]| Name Profile
Downloadable ACLs .
[0 Blackhole_Wireless_Access i Cisco &
Pz [J Cisco_IP_Phones &% Ciseo &
+ Posture [0 Cisco_Temporal_Onboard &k Cisco @
[0 Cisco_Webauth % Clsco &
» Client Provisioning [ NSP_Onboard i Gisco &
[ Non_Cisco_IP_Phones % Cisco &
[ DenyAccess
[0 Pemmitaccess

BN —T7OVLANE®ZFERAL TRAZ7O7 7 1)L 0OF
lEMaketing L —7 DEREZRLE T,

Description

Default profile used to blacklist wireless dey
Default profile used for Cisco Phones.
Onboard the device with Cisco temporal ag
Default Profile used to redirect users to the
Onboard the device with Native Supplicant
Default Profile used for Non Cisco Phones.
Default Profile with access type as Access-
Default Profile with access type as Access-

SEETILET, COBIT



Dictionaries ¢ Condiions  ~ Resulis

]
Authorization Profiles > New Authorization Profile
»+ Authentication P
Authorization Profile
+ Authorization *Name | Marketing
Authorization Profiles Descripton | Marketing
Downloadable ACLs * Aecess Type [ACCESS ACCEPT .
kiProfiling Metwork Device Profile | Cisco| » | &
» Posture Service Template
»+ Client Provisioning MG Movame

Passive laentity Tracking

* Common Tasks

DACL Name

ACL (Filter-10)

Security Group

4 VLAN Tag D 1 Edit Tag | ID/Name | 1477]

+ Advanced Attributes Settings

Select an item

~ Attributes Details

Access Type = ACCESS_ACCERT
Tunnel-Private-Group-ID = 1:1477
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

m Cancel
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1. WLCEDRADIUSFREEH —/NE L TISEZERELE T, Web UILM > Z—T I A4 A D Security >
AAA >RADIUS > Authentication2 7> I ICBEIL, ISEIP7 RLAEHEREBEREEELET
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > New
¥ AAA Server Index (Priority) 24
General
» RADIUS Server IP Address(Ipvd/IpvE) I 10.48.39.128 I
Authentication
Accounting Shared Secret Format ASCII |
Auth Cached Users SharedSecret @ | [eeses
Fallback
DNS Confirm Shared Secret senes
Downloaded AVFP
» TACACS + Apply Cisco ISE Default settings
LDAP Apply Cisco ACA Default settings
Local Net Users

MAC Filtering Key Wrap 0 (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
= Disabled Clients

User Login Policies Port Number 1812
AP Policies Server Slatus “Enabled #|
Password Policies -
Support for CoA Enabled #|
} Local EAP pad J
Server Timeout 5 seconds
Advanced EAP
S Network User Enable
¥ Priority Order
Management Enable
b Certificate 4
Management Retransmit Timeout 5  seconds
» Access Control Lists ~
Tunnel Proxy Enable
~ Wireless Protection B
Policies PAC Provisioning Enable
} Web Auth IPSec ~| Enable
b TrustSec Cisco ACA _| Enable
Local Policies
F Umbrella
b Advanced

2. WLCOwLANsT S 3 2 TSSIDoffice qZ FREL T To < DHITIE, SSIDICwrAZAESHotIxE
LKUAAAD LEZZRELTVET, BYIZVLANEKRADIUSZN L TE|Y) HTosnD
. WLANIZ [kinterfaceoummyMiBIRENhE T, CcODAZI—A 2 FZ—T I 4 AZWLCLEICHERK
L. IPZRLRAZE)HTHDHUENFHYVETH. PPRLANBEUNTHAIHLERF L, FE
BETAVLANZTY T IOAAY FRICERTDCEETERVLES, VLANFEIY Y
TSNTWEVEGEER., 9547 NEECICEBHTEEEA,

shjai] iy

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
WLANs WLANs
« WLANs Current Filber: Nane [Change Filter] [Clear Filter] I T :) Jas I
WLANS

b Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN test test Enabled [WPAZ][Auth(802.1X)] [ -]
2 WLAN ArdroidapP AndroidaP Enabled [(WPAZ][Auth{PSK)] [~}
253 WLAN BTER-BTwifi-public BTwifi-public Enabled [WPaZ][Auth{PSK)] [~ ]

MOMITOR  WLANs CONTROLLER  WIRELESS SECURITY MAMAGEMENT COMMANDS MELP  FEEDBACK

WLANs WLANS > Now — E

Tyee LA L
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WLANSs > Edit ‘office_hq'

~ General | Security | QoS | Policy-Mapping | Advanced |

Profile Name office_hg

Type WLAN

SSID office_h )
Status I Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy [an 3
Interface/Interface Group[GI dummy v I
Multicast Vlan Feature ™1 Enatled

Broadcast SSID Enabled

NAS-ID |none

WLANSs > Edit "office_hq'

General | Security = QoS | Policy-Mapping | Advanced |

Layer 2 r Layer 3 T mﬂwm]

Layer 2 Security £ || WPA+WPA2 .
MAC Filtering2 [

Fast Transition

Fast Transition | Adaptive §|
Ower the DS
Reassociation Timeout 20 Seconds

Protected Management Frame

PMF | Disabled %
WPA+WPA2 Parameters

WPA Policy 3|
WPA2 Policy
WPA2 Encryption @AES TKIP  [CCMP256 [ IGCMP128 [ /GCMP256

Authentication Key M + 18

802.1X Enable I
CCKM Enable




WLANs WLANSs > Edit 'office_hq"
v WLANs ( General | sSecurity | | Policy-Mapping | Advanced |
WA | | Qos | cy-Mapping |

» Advanced Layer 2 | Layer 3 | AAA Servers |

RADIUS Servers
RADIUS Server Overwrite interface

Apply Cisco ISE Default Settings

Authentication Servers
nabled

—|Enabled
_|[Enabled

Accounting Servers
|2 Enabled

Select AAA servers below to override use of default servers on this WLAN

EAP Parameters

Enable

Server 1P:10.48.35.128, Port: 1812 I IP:10.48.39.128, Port:1813 % |

Server 2 | None H i Naone ¥

Server 3 | None +|| None

Server 4 Mone Maone

Server 5 Nong None

Server 6 | None +|| None ¥

Authorization ACA Server Accounting ACA Server
| Enabled | Enabled
Server None ¥ None ¥
WLANSs > Edit 'office_hg'
| General | Security | Qos | Policy-Mapping | Advanced
I Allow AAA Override Enabled I DHCP
Coverage Hole Detection Enabled DHCP Server Override
Enable Session Timeout v 1800
Session Timeout (secs) DHCP Addr. Assignment Required
S Benabled Management Frame Protection (MFP)
Diagnostic Channel 18 Enabled - )
Override Interface ACL IPvd | None 3 IPv6 | None 5 MFP Client Protection £ Optional 3
Layer2 Acl MNone % DTIM Period {in beacon intervals)
URL ACL None $ '
PZP Blocking Action Disabled 3 802.11a/n (1 - 255) 1
Client Exclusion 2 @Enabled 180 SO2:130AamI(3 220 13
Timeout Value (secs) NAC

Maximum Allowed Clients £ 0 NAC State | Nene B
Static IP Tunneling ££ [ehE1s Load Balancing and Band Select
Wi-Fi Direct Clients Policy Disabled - Client Load Balancing
Maximum Allowed Clients Per AP Radio 200 Client Band Select
Clear HotSpot Configuration Enabled

Client user idle timeout({15-100000)

Passive Client

Passive Client

3.FE, A—HYVLANADR A FTIVIAR—T I A AZWLCLETHERTIHEEHVET
o Controller > Interfaces UIX Z 1 —CBEBILET., WLC . TDO VLAN XA FZIV I R—
TIAANBHZBEICOK, AAMABHTEZELLEVLAN QEIV) HTEZITANET,



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller
Ganaral General Information
Icans Interface Name vianl477
Inventory MAC Address 00:a3:8e:e3:52:1a
Interfaces

Configuration
Interface Groups

Multicast Guest Lan
» Network Routes Quarantine »
} Fabric Configuration Quarantine Vian 1d 0
» Redundancy NAS-ID none
» Mobility Management ppysjcal Information
Ports Port Mumber 1
b NTP
Backup Port o]
» coP Active Port 1
* PMIPVE Enable Dynamic AP Management .
¥ Tunneling
» IPVE Interface Address
» mDNS VLAN Identifier 1477
» Advanced IP Address 192.168.77.5
Lawful Interception Netmask 255.255.255.0
Gateway 192.168.77.1
IPvE Address
Prefix Length 128
IPvE Gateway
Link Local IPvE Address feB0::2a3:8eff:fee3:5ala/6d
DHCP Information
Primary DHCP Server 192.168.77.1
Secondary DHCP Server
DHCP Proxy Mode Global »

R
Ao
BHEETANTSICE, Windows 104 T 14 757U A2 ~&Anyconnect NAMZER L £9,

EAP-PEAPRRREZEAL TH V), ISENBECSERIAE(SSC)ZFEAL TV, FIASOES
ICEAETH, MHEORIAZENDICTIVLEN HVYET, DERETIE, ISETCBRZTHDE
HTEDAHEZFEAL, IO RI—YFNA AICE DRI — NERASNFEETESDCAUARNIC
AVAR=ILENTVBR L ZHRETIHVEN B ET,

Windows 108 R FRAT A T H TV A NEDEEZTANLET,

1. Network & Internet settings > Wi-Fi > Manage known networks’& Faﬁ é v Add new networkZR‘ '5( o #F LT ¥ﬁ' LW ? v
RDO—=07A7 74N EERLET, REBZBHREAILET,



@ Wi-Fi

Manage known networks

Add a new network

Network name

| office_hq ‘

Preference All Security type
| WPA2-Enterprise AES v |

EAP method

| Protected EAP (PEAP) v l

Authentication method

| Secured password (EAP-MSCHAP v2) ~ |

Connect automatically
] Connect even if this network is not broadcasting

Save Cancel

. ISEG)WL;\DIED7EEEWL;\ "T‘LJ%’TL/TE‘QJ&7D7 ’f)l/b\“igﬁéﬂf\;‘%)c_t&ﬁﬁwb\
LET,

O Rsbesn 0 Resetfapest Couets 3 Expent T Tree= O«
Tima St Detals  Rapeal.. lsensty Ercipoint ID Encpoint ... Authenticat . Authorizaiion Policy Authorizati, 1P Aderess Motwork Davics  Dervice Pert Wity Groug Poatura 5L Server

® Bot ®
Fit 15, 2009 02 14.63.300 PAA o & 3 Bet FABC 80621488 e Defsutas .. Dot > Weskda_HR L eaner e
Fo T8, 2019 02 0956 389 Pl -] & Bob FABCHIAZ 1488 rnows Defautaa W, Duut > Wosiess_HR W waCE agwn mancr 4a

WLCTOZAFTRIVRN)ZFITYIL, IVRNUAELUVVLANIZEN) HTS
RUNREIZHD & Z2HFELET,

Suye Configurstion  Bing  Lopmt  fiedresh

MOMITOR  WLANs COWTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS WELP  FEEDBACK i Home
Monitor Clients Entries 1 -0l 1
Swmmary Corvant Filbar  Nene [Chaosse Fiter] |Cear Fiker)

b Access Points
b Ciseo CleanAir

¥ Statistics i TR A P IITR R TR P AP Mame WLAN Profila WLAN SSID arbam Protocal States Port Siotfd  Tunnel  Fastiane
. I T APCTT OREAE Mo g e g B0L41a(E GHR)  Assecaned P e )
* Rogues
Ciients
Sleeping Clients
Multicast
b Applications

.WLC CLIN* 5. show dlient dertails

show client detail f4:8c:50:62:14:6b
Client MAC Address. . ....cuiiiiiiiiiniennnnnnnnennn f4:8c:50:62:14:6b
Client Username ........ouieiiennennennennnennnnns Bob



Client Webauth Username .........ovevrunnrnrnnnns N/A

HosStname: ... ...ttt ittt taa e e sean s

Device Type: ittt et ettt Intel-Device

AP MAC Address.....uuiiiieiniiennn i eennnnnennnnnnn 70:69:5a:51:4e:c0
AP Name. ... .ttt ittt ittt ettt et e e aa s AP4C77.6D9E.6162
AP radio slot Id.......cciiiiiiiiniinii i ennnnnnn 1

Client State.....viiin ittt it tann e eannnnn Associated

User Authenticated by ........... ... RADIUS Server
Client User GroUp. ... veeeenniinnnnenennnneennnns Bob

Client NAC OOB State.....uouuirimnnnnrrnnnnnnnnnns Access

Wireless LAN Id........oiiiiiiiiiinnniinnnnennns 3

Wireless LAN Network Name (SSID)......cvvivvnnrn. office_hqg
Wireless LAN Profile Name............ccvvivivnann. office_hqg
Hotspot (802.10U) ... ciinsi i i iiaee s eeannnnnnns Not Supported
Connected FOr ....iiiiii ittt e st eana s 242 secs

BSSID .« it 70:69:5a:51:4e:cd
Channel . ... it i i ittt e st e ananns 36

TP AdAresSsS. ittt i e e e e e, 192.168.78.36
Gateway AdAress.......coiiiiiiinnneinnnnnennnnnnn 192.168.78.1
NETMASK . ittt ettt e, 255.255.255.0
Policy Manager State........cuiiiiiiniinnnnnnnn. RUN

EAP TP, ittt ittt ettt i e, PEAP

I oY =Y ol vlanl1478

VLAN. Lo i i ittt ittt ettt e e e e e 1478

Quarantine VLAN. . ..ottt ittt ittt ettt ananannnss 0

Access VLAN. ... it it et et e 1478

Windows 108 & O Anyconnect NAME D #E#iZ T AR L £ T,

1. fEFA AL SSIDO U AR A 5SSIDEZIRL ., ThENDEAPRIR A7 ( Z0HEITE
PEAP ) E AZPEREE 7 # —LAZBIRL KT,



VP
Use & browser to gain access.

Web Authentication Required

Network:
Connected (10.103. 150.57)

| internet

Cisco AnyConnect
Enter information for the connection.
WiFi
Hidden Metwork

Descriptive Mame: | office_hg
! Scam:

SSID: I office_hg lcan not required on current Wi-Fi.

Security: WPA2 Enterprise AES

802. 1% Configuration

d
I passwor g Security:

not currently protected by Umbrella.

missing.

Cisce AnyConnect | office_hg

Flease enter your username and password for the
network: office_hg Connect

Network:
Authenticating

| office_hq & il v| =

Web Security:
Mo License Key.

System Scan:
Limited or no connectivity.

3.ISESSCZIZA T NIREFETR 10, AIAEZREHIZCEZFHTERIZILEN
HYERT (EBEBRETE, EHETEIMAZTZISECA VAN TD e 2Bm<HEREL
£9)o



Cisco AnyConnect

The server certificate for the network 'office_hg' has é Verify your network connection.
—

failed validation. Do you want to trustit?

Mo Metwork Connectivity

Certificate Name: rmanchur-ise.wlaaan.com@

Issued To: rmanchur-se.wlaaan.com

Issued By: rmanchur-ise.wlagan.com 1 Betworlc
Authenticat
Expiration Date: 2020-02-13 15:03:40 UTC DTSl

| office_hqg
Do Mot Trust

- @ Web Security:
Mo License Key.

4 ISEQFIOV ##EREL., I—YICRULTEDEREA7O7 74 BIREhTVWS L%

BELEY,

O Ratroa O Ronet Rapest Counts & Exgort Tov ¥ riaee a-
T St Dotsls  Repest..  ienity Encpeint i Erdpoiz P, Authiesicsl.,.  Autorization Poicy Pathorizati, 1P Aderest Matwer Daicn  Durwicn Part Ity Group Powtora 52, Server Maen
x = *
Feb 15, 207802 5127163 P ] - ) Adca [ St 5> Wieeatas_Masing Mavaieg AT et
Feb 15, 2075 02 5124807 PM B a * Asce & FACHEIEE 4 MooetW.  DefsEss Do 2> Wieninss_Maruring Warkping +  woEn Warkmaeon & rrarchie i 4
e ~ ~ ~ " -_— hY 74 ~
COTATRI NI Z YOUL, TVRNUAEULVVLANICEIY HTSh
5. WLC AT ~ FIv N I &l .
RUNREICHD & ZHBLET
Prig) [ [ & A/C o
Clients Entries 1 -
Current Filter None [Ehanse Piter] {Sier fiter]
Client MAC Addr 1P Address(Ipvd/Ipve) AP Name WLAN Prafile WLAN SSID User Name Protocal Status Part  Slet 1d Tunnel
B S0IE2:14.60 192.168.77.32 APACTT GDOE.E162 office_hg office_hy Alice B02.118e(S GHr) Assocated 1 M

6. WLC CLIA* 5. show dlient dertails

Client MAC Address. . ...vuiiiii i iiniennnnnnnnenns f4:8c:50:62:14:6b

Client Username ........ceuiiiimnnnnnennnnennnnnn Alice

Client Webauth Username .........cciiiiiinnnnnnnn N/A
Hostname: . ... ...ttt ettt ta s anannnnnsan

Device TyPe: ittt ittt st e e e e Intel-Device

AP MAC AddressS. ... iviii i ittt tntnnsnansnnennnas 70:69:5a:51:4e:c0

AP NaMe. . ittt ittt ittt ettt ansnn s sarsan s AP4C77 .6D9E. 6162
AP radio sTot Id.....cuiiiiiiiinnnnnnnnennennnas 1



[ =T s ol o= < Associated

User Authenticated by ........... ... RADIUS Server
Client User GroUp. ... veeeenniinnnnenennnneennnns Alice

Client NAC OOB State.......vvvrirnrnnnnnnnnnnnnns Access
Wireless LAN Id......iiiiii e 3

Wireless LAN Network Name (SSID)......ovvivvnnrn. office_hqg
Wireless LAN Profile Name............ccvvivivnann. office_hqg
Hotspot (802.10U) ... ciinsi i i iiaee s eeannnnnnns Not Supported
Connected For ... ..t e e e e e e e e et 765 secs
BSSID . sttt et 70:69:5a:51:4e:cd
Channel . ..o e e e e 36

IP AdAress. . .vue it ettt ae e e nannnennns 192.168.77.32
Gateway AdAress.......coiiiiiiinnneinnnnnennnnnnn 192.168.77.1
= 1= 255.255.255.0
Policy Manager State........cuiiiiiinininnnnnnnn. RUN

PoTicy Type. . vi it it ettt WPA2
Authentication Key Management............ccuuu... 802.1x
Encryption Cipher..........ciiiiiiiii i, CCMP-128 (AES)
Protected Management Frame .............ccuuuvunn. No

Management Frame Protection................ccuu.. No

EAP TYP. ittt it ettt e enee e PEAP
Interface. . vuini i ittt et e e vlanl477

L 1477

NS 1—hk
1. WLCEISED B MRADIUSHES: Z T A N T % (Z (3 test aaradius username

password

wlan-id

HBERAL., BRERTRT DI FtetamashowradiusZ FAL £,

test aaa radius username Alice password <removed> wlan-id 2

Radius Test Request

L 1F= 2 e 1 2

ApGroup Name. .. ... ..ottt e none
Attributes Values

User-Name Alice

Called-Station-Id 00-00-00-00-00-00:AndroidAP
Calling-Station-Id 00-11-22-33-44-55

Nas-Port 0x00000001 (1)

Nas-Ip-Address 10.48.71.20



NAS-Identifier

Ox6e6f (28271)

Airespace / WLAN-Identifier 0x00000002 (2)

User-Password
Service-Type
Framed-MTU
Nas-Port-Type

cisco!123
0x00000008 (8)
0x00000514 (1300)
0x00000013 (19)

Cisco / Audit-Session-Id 1447300a0000003041d5665c

Acct-Session-Id

5c66d541/00:11:22:33:44:55/743

test radius auth request successfully sent. Execute 'test aaa show radius' for response

(Cisco Controller) >test aaa show radius

Radius Test Request

Wlan-id...............
ApGroup Name..........

Radius Test Response

Radius Server

10.48.39.128

Authentication Response:

Result Code: Success

Attributes
User-Name

State

Class

Tunnel-Type
Tunnel-Medium-Type
Tunnel-Group-Id

(Cisco Controller) >

. debug client

1 Success

Values

Alice

ReauthSession:1447300a0000003041d5665c
CACS:1447300a0000003041d5665c: rmanchur-ise/339603379/59
0x0000000d (13)

0x00000006 (6)

0x000005c5 (1477)

BFEALT, DAVLARIVZAT > MNOEGOBEZ NS TN 21—FT14200 L%,
WLCORBAERTOBEE NS TIN>21—F 120 FBICIE. debugasaal enable 1N > R%&E{E

ALET,



EFNYITHNITHOhNBMACT RLAICEDSVWTHOZ4IRT2ICE, x>
R & O drdebugmacaddr Z fEAA L £ T,

4. RAODKBMNOBELADBEOBEZRET DI, ISES/ 7OV ety arnizs
BLTLEEL,
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