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XY RI—UK
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2A4Y LA I—YH®D VLAN DERK

Cisco Secure ACS TFREFF 3 WLC DEETE

DAY LA I—YHOFHE WLAN DR

d1—HICXx925 ACL DES

Cisco Secure ACS H—/\DE&TE

Cisco Secure ACS EQO AAADTATURELTDIAYLAILANA ROA—F®D
Cisco Secure ACS LTRI1—HB LU I1—% 7O7741ILDERE

=
203
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it

rSTALT 2R
RSTILS1—F4UTDEY R
B E A5 3

BE

CORFIAIXNTEE, WCOT7IZEAX D> MO—J)L VAN (ACL) Z#RK L. RADIUS £33
CRUTIA—YICBRAITZHEOHZERLET,

R4
B4
COREZITORC, ROBEHBNFBhchTVWBE2HBELET,

. Cisco Secure ACS H—NZRELTIA VLA IVSAT RN EZRIAETHHEICODVWVTOE
ARHY 75 HIFR



. Cisco Aironet Lightweight 7 72 A R4 > & (LAP ) & & U Cisco Wireless LAN
Controller (WLC ) @OFREIC DWW T O A
. Cisco Unified Wireless Security VY1) 21— 3 2 (IC 2L\ T O HIFH

FATAIIR—F b

CORFIXVRNOBRE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

. /N—232> 5.0.148.0 N"'#& @9 % Cisco 4400 < ') —X Wireless LAN Controller

. Cisco Aironet 1231 2/ 1) —X Lightweight 7 7 A R4€4 > ~ ( LAP)

- IN—2 3> 3.6 NEET S Cisco Aironet 802.11 a/b/g Cisco Wireless LAN 9547 > N 74X
7R

. Cisco Aironet Desktop Utility /\—> 3> 3.6

- Cisco Secure ACS H—/N N—>r 32 41

. 108® /Y= 3> 124(1)T BB S Cisco 2800 > ) —X H—EAKAEIL—&

. /N\—2 3> 12.0(5)WC3b /' # B9 % Cisco Catalyst 2000XL 1) —X AA Y F
CORFIXNOBERE. BEOTRREICHDTFNAAILETVTERENELE, COR
FAIXPNTEATZIIXNTOTFNA AR, I (F7 2D ) ZREORELSEBHL TVET

o NRODRY RD—UNEBBHRTHBIHBEICE. EOXSBOATYRIZDVTE, TOEEWN
7& HEICODVTHRICERL TEKBENfHYET,

(03

RFIXDRREOFMICOVWTR, RO TINN T4V TADOKRRLEL Z2ZRLUTLKE
=V,

BRELHA

I—H¥ZEDTOVEAIMNA—I)L VAN (ACL) &, ROAOTAFoTAT4 XY ND—

FTD—ETT, CiscoWirelessLAN V)1 —23avk, FATFUTATA4A XY RND—F2T
BHYHR—NLET, ThICE2T, RYRNT—IHNBE—-—DOSSIDET7 RNZAXTED—FH. ¥

EQI—HAN, - J7O7F7AINICEIVTEBZ RIS —RBERITDENTEDELSICE
VET,

I—HZTEDACL#eEZFERATDE, DA VLALANI NA—FLTEREESNIZACL Z
RADIUS FRREICE S VT IA—HICHEHATR &N TEEXT, hid. Airespace-ACL-Name
Vendor Specific Attribute ( VSA ) TEERE N E T,

BEE., 947 NIERAENS ACLEZRL ET., RADIUS Access Accept I ACL J&
HANEEENTVRIEE, AT ATRRBIRIC ACL-Name NV ZA TN AT7—3a 2V ICHE
AEhEd, chld, 13— TIAAICEIETShEZACLZLEEZELET, /1X—T 14
AICEN)ETShI-ACLZEBRL, HTLWVWACL ZEBRATH EVSZETT,

ACL-Name BHFERNDENZRICALET, 71— ILREELSHICEEENET,

0 1 2 3

0123456789012345678901234567389°01
BT ek e T S e e s e T e e e s el el et e T S S
| Type | Length | Vendor-Id
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t—d—t—t—t—t =ttt -ttt —t—F -ttt —t—F—F -ttt —t—F—F—F—Ft—t—t—+—+

Vendor-Id (cont.) | Vendor type | Vendor length |
BT ek e ST S e R e i ke T e e k. Sk Tt st o R S S S S
| ACL Name. ..

t—t—t—t—t—t—t—t—F—F—t—t—t—Ft—F—

e Type - 26 for Vendor-Specific

e Length - >7

e Vendor-Id - 14179

¢ Vendor type - 6

¢ Vendor length - >0

e Value - A string that includes the name of the ACL to use for the client.
The string is case sensitive.

Cisco Unified Wireless Network Identity Networking @F#IC DOV Tk, RFIX KN TEF2 1)
TAVI)I—=>32QFEL O "identity XY RT—F T QEE OEZSRL T EEL,

XY BND—UR

CORFIXVRNTRE, ROZXY RD—T Y NTYTZEALET,

cOEYNTYTTIE, JTA4VYLALANI RO—F WLC 8KV LAP ZERAL T,
Department A & & ¥ Department B D 1—HICTO A VL A H—EANFRHEhET, J1VL A
I1—HE 9N T Office-VLAN £S5 VLAN HIZFFEL, XY RDT—=IADT Ut AIC Office &\
> #®MD WLAN (SSID ) AL £,

172481100 17206150

Routar K1

Layer 2 Swilch
Layer 2 Swilch

Cisco Secura ACS
Server
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DAYLA I—H DB, Cisco Secure ACS #— NHEAEhET, I—F ORI F
EAP SREINERHE nET, WLC, LAP, KT Cisco Secure ACS H—/NI&k, XD KSIC Layer
2 Switch ([C¥EEfEhET,

Router R1 i&, XD K SIZ, Layer 2 Switch Z2H THERAICERENET, Router R1 (&, DHCP
H—NELTEHEEL, TRV N 172.16.00116 ASDIA VLA IVZAFTNIIPFTRLA
ZRMLET,

IROREIZBDEDIZTFNAARZERETDHEN HVYET,
Department A A* 5 ® User1 (&5 —/\ 172.16.1.100 IZEETFTF O EZATES
Department B A/ 5 ® User2 (&4 —/\ 17216150 ICEGFT7 VA TES

CchZERBETSICEE, WLCIC2 DD ACL ZHERTBIUEN HYET, 1DFUsert A, £51°
[FUser2ATd, ACLEERL =S, DA VL AI—HYORIAENKIILE=S, ACLEEMZE
WLCIZIR T & 5 (ZCisco Secure ACSH—NZRETBDHLENHVYET, WLC FI1—HIC ACL %=
BAL, TOHERXY NT—I9AQOELERGI—Y 707 74ILICK>THIRBEENET,

E:CORFIXNTR, I OFREICLEAPFEREZEAL £9, Cisco LEAP (CIE, 710
SaFVRBICHIDMBEESFELET. VTILEAL XY ND—UTEE, EAPFASTD&LS
%, Jl")'tz=\=17’7& PREAEEZERTAILEN BV ET. CcORFIXVNE, I-HZTED
ACLBBEDRERLZERATDENENTHD S, CCTRREMILOLZOIC LEAP ZFEAL
TVEY,

ROEIS VG, COEY RFYTERETHLOORTY 7T LOFIEEHBLTUET,
AXJE

A—HZTED ACL ZFRETHENC, WLC DEAXRFHEZREL., =S5IC WLC IZ LAP 2EiR 95

PDENFHBYVET, CORFIXDNTE, EXEBERIC WLC AREE A THY) ., WLC (Z LAP

FEBENTVREEZFRELTVET, WLC TLAP LDEXEEZNO TRETZBAK
. Wireless LAN Controller ( WLC ) A® Lightweight AP ( LAP ) Q& F=ZSHBL TS EET L,

LAP B ®&E -5, ROFIEZRITL, COEY RTYTRAOTNAAZRELET,

1. DJA4AYLALANIO N NO—S&%ZELET,
2. Cisco Secure ACS H—N\N%EZ58RELF T,
.REEHRLET,

F:CORFIXVINTRE, D4 VLARTHRERREICODVTIHALET, BRAINRES L
TWBZEZRMBRELTVERT,

2A4YLALAN 2 bO—F OE

DAYLALAN OV RO—FTRERITIDLEN HYUET,

DAY LA I—YH® VLAN OERK.

. Cisco Secure ACS TOAYL A I—H%FI TS WLC DERE,
cOAVY LA I—YRO#FHR WLAN DIERK.
COAYLAI—HICKT S ACL DEH.
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24Y¥YLAI1—YHA®D VLAN OER

DAYLAI-FADVLAN ZHEXTDICE, ROFIEZERTLET,

1. WLC @ GUI IZ# 8 L. [Controller] > [Interfaces] M JEIZiEIR L £ 9, [Interfaces] 7 1 > R
INRRENET, COTARIICE, AV RNO—FJICEREENTVWER A RX—TIA(RA
ND—BARTENET,

2HLWEAAFEIVI AU R—TIA RAEERTDICE, New] ZO VY I LET,

3. [Interfaces] > [New] VA > RUT, 1B —T7IAAREVLANID ZAALET, KIZ
Applyl 2O )Y OLET, COBITR. BAFIVI A2 2—T7 T4 ADAEBIIC Office-

VLAN Z#EL. VLANID [ 20 ZE|V HTTVET,
4 T SRR G S e - Rl Clisr iy - = =

Sayw Configuration  Fing  Logout ' Eefresh

MOMITOR HELP

SLANS SECURITY MAMAGEMENT COMMANDS

Contraller Interfaces > New = #ack | r\/f Apply -‘HD
e
General Interface Manme |Ofce-VLAN
Tnwentary
Interfaces WLAN Id |20

Internsl DHCP Server
F Mobillty Management
Parts

Master Conbroller
Fads

Mt ork Time
Protocol

F Qus
F CDP

4. [Interfaces] > [Edit] V4 RUT, XA FTIVIAUR—TIAADIPTRLA, 7%
YNIYARD, FIAINTF—RIIABANLET FAFZIVI AR —TI( A%
WLC OYER—NCEIVY X T, DHCP H—/NXD IP P RLAZADLE T, RIC [Apply] %
JUYOLET,
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CISCO MOMNITOR  WlANS CONTROLLER  WIRELESS SECURITY  MAMAGEMBENT  COMMONDS  HELP
Cantrallar Interfaces = Edit < Back |{ Apply | }
General ]
Inventory Goneral Information
Interfaces InREFTece Neme Ofhes-VLAN
Internal DHOP SeFrver MAC Rddress @ 0h:AS; X384 40

Fobillty Management
Interface fddress

Parts

Mastor Controdler WLAN Tdentifier |F

:::w-:wk Time ¥ e Braeas |

Protocaol Kebmask [rss2s500
F Qus Gabewesy W
FCOp

Physical Indarmation

Part Namber ﬁ.""

Configuration

LaTTET e 1 I

DHCP Infarmation

Primgry DHCP Server |'I.?2 16579
Fecundery DHCP Servar |

Aooess Controd List

ALCL Name |r\-nr||: rl

F C"ll.“-ﬁ'\l'.ﬂ‘m Prte i PRFBMEIRTE SBiidd e IFLANG 12 ba
Sarmparardy digabied pnd Dhuy mEp el an ki of sonnestanly for
ST CRETHF,

DI T, Office-VLAN 1 X —T7 T A AIZKRONFX—2Z2FEALTVET,
Office-VLAN

IP address: 172.16.1.25

Netmask: 255.255.0.0

Default gateway: 172.16.1.75 (sub-interface on Router R1)

Port on WLC: 1
DHCP server: 172.16.1.75

Cisco Secure ACS TRREET S WLC DREE

I—H% LT3 v )L &NE RADIUS H—/\ ( 2O HITIE, Cisco Secure ACS ) ICERIXT B (C
& WLC ZRRET A HXENf HYET, RADIUS H—NREI1—H ILFovI)ILZHRIEL. D14
LA I—HORIEICKIIL =S, ACL BHIEMEZ WLC IDIBRLE T,

RADIUS H—NZFERATBDLDICWLC ZRRETBICE., ROFIEZRITLET,

1. 1> rO—Z® GUI A 5 [Security], [RADIUS]. [Authentication] Zi#IRL T, [RADIUS
Authentication Servers] R—2 2R RLET, KIC. [New] 201 Y UL T, RADIUS H—
NEeEELET,

2. [RADIUS Authentication Servers] > [New] X—<T RADIUS 3 —/SONTX—2ZEHL £
¥o RADIUS H—/NIP 7 RLRA, HBEWE, R—r&ES, Y—NAT—FABRED/NTX
—ZNHYNET,



WLANS  CONTROLLER

WIRELESS MENAGEMENT  COMMENDS

SECURITY

— — -
Security RADIUS Authentication Servers > New =ik | ¢ ply |x‘}
—
™ BAR Barver Index {Priorty) 1 =]
Gereral
v BAD|US
Authentication Sarver IPAddress [10.77.284.198
Shared Socret Foermat ASCIL 'l
shared Secret [swees
Confirm Shared
Beorek r““'
¥ ;
Local EAP Koy Wrap [ (Dessgnad for FIPS cuitomers and roguered & key wras comphast RADIUS jerver)
¥ Priority Crder
¥ Rocess Comtral Lists Part Mumibser 181z
F IPSec Cerls
Barver Status Enablad -l
W'II‘E‘:E‘SS Pratection
Policies
Ak Wk Support lor RFC 3576 Enabkd =]
F CIDS Rotransmit Timeaout E‘““ SEConds
Metwork User F Enalde
Management F Enalda
Ir§ec T Enable

3. [Network User] FT ¥ 278 Y Y A& [Management] FI Y V7KRY VATE, BEI1-—HEX
Y D=0 1—HC RADIUS R—ANRIAZMATIHESHEEELET., COHITR
. IP7 RL A10.77.244.196 ®RADIUSH — /Y & L TCisco Secure ACSZ AL TLWE T,
[Applylz 2 U v O LET,

2A4YLA 1A OFHR WLAN DR

RIZ, DTAVLAI—YHEETED WLAN ZHERTDLBEN HYET. HL L WLAN ZERK
TBRICKE, ROFIEZRITLET,

1.74¥LALAN O RO—>® GUI T[WLANs] 27U YU LET, COR—TICIF, T
RO—FJICHFEETS WLAN D—EBENfNRTENET,

2. 5L W WLAN ZERTBICIE. [New] 22U Y2 LEF, WLAN ® WLANID, 7O 7 7 A
JL&. WLANSSID ZAHL. [Applyl VU YU LET. CHBEETE. WLAN Office %
RLET,
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MOMNITOR  WiANs CONTROLLER WIRELESS SECURITY MANMAGEMENT COMMANDS  HELF

WLANS WLANE > New Z h-:l(-i Apply |
- '-'-’:M:E WLAN 1D [t =
W R MY
AP Groups VLAN A rofile Narme [Ge
WLAN EEID [Brezs

3. 3LV WLAN 2R T2 E. 5L L WLAN ICXH 9B [WLAN] > [Edi] R—JARTEhE
. < DR—T T, General Policies, Security, QOS, Advanced /N\TZX—&7Z&E, FD
WLAN ICEBDEXREEXB/NTAXA—FZERTEET,
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MOMITOR  WiANs CONTROLLER  WIRELESS  ZECURITY = MESMNAGEMENT  COMMONDS  HELP

WLANs WLANs > Edit < Back |{:hl#H! I:}
General | Security | QoS | Advamced | —

w AN AN
WlAHs
AF Groups V0LAK Prohle Reimwe Oiifiee
WLAN SEID oofiee
~~EILAN Status F  Enabled __hh"-|
'ﬁ-_.____ {ie
Security Pobsay [weRz]fAuth{Ba2 12X}]
[Modfcatizes done under cacurity tab will appes- s%ter spplying e changes.)
Badmbalics — -]
i
l':- Interfzce |n+hr.:-vln.n -.-| g

BroBIESITESr—— g

Foot Moles

I OMF i ol pupipevied B Ixy mddel 487

3 H-REAP Locad Swilohing i5 nof supporied waith Prec, CRAMITE and FORTRESS authonbcation

o Wihen client seclEon iF evaiied; & Timeout Pakse of 2avo msans findy (el regoire somindeirsiive opermic i reded seoiuded clends)
2 Cilvgad WA i mof Sohing wnderl BWPAE iy coviigored

WLAN ZBIC 9IS I(CI&. [General Policies] ® T ® [WLAN Status] Ik FT Y IOI—V %A
hET, TINEI AZ1—HDSEYBEAE—TIA AZBRLET, COBITE, 1
> R—7 T4 A Office-vlan ZFERALFET, CcOR—DDOMDO/NTX—2E, WLAN XY ~
D—ODEH/HICETVTEETEET,

4. [Security] ® 7 %iBIRL £ F, [Layer 2 Security] Z7ILEZ DT> XZ1—H5 [802.1x] ZiBIRL
79 (LEAP BIETHBLD ) o 802.1x N5 X— X THELE WEP F—0H 1 XEBRL &
£
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FECURITY  MaNAGEMENT COMMANDS

afiei]ia
CISCO MONITOR  WLANs CONTROLLER  WIRELESS
< ack Apply |

WLAMNS WLAMs = Edit
- WLANS ':;:G.I-'H | Secwrity [:::mﬂ- :;I Advamced |
WlaHs T =T =
s Layer 2 | Layer3 | AAA Servers |
T e i
~Layer 2 Securty [002.1% 5 ::;
T I HAC Fiaaing ——
e

BOZ X Paramelers

B02.11 Data Encryplion
—

Foost Moles

I WA ol Pt upaeted By Mxr model AR

2 H-REAP Local Sweiching i ot sunponied with Proac, CRAMITE and FOR TRESS authentication

& Wi chant erclian 5 evaideg, & Timeout Pakse of 2000 means infindy (il regeine SOminieirshve orermide i reded snoiuced olends)
2 Cligad MEF i mof Schive wnderl WRAE iy coniigored

5. [Security] 2 7 T, [AAA Servers] Y 7R T &BRULET, JA1 VLR IS4 T7 > NERER
THEHICEAENS AAAT—NZBRLET, COBITE. D1VLAITAT 2

FORLT B 1= IZ ACS ¥ —/¥ 10.77.244.1966 ZEAL £,



sy

[+ T AL 3 Sl o S R s, ;t_?n-c
st

igursticn " Fing  Logowt Eefréch

CISCOD MOMITOR  WLANs  COMNTROLLER  WIRELESS  SECURITY M AMANDS  HELP

WLANE WLANS = Edit Bk | neoly |

w WiLANS

AP Groups VLAK | Layerz | Layer3 | AAA Servers

Sehect ARA servers below te override use of default servers om this WILAMN

REadipd Sprvars LIAP Seryars

Authenticakion Servers Accowntimg Servers Server 1 [Mong x
M Enstied Server 2 [Mene =
e e
AT e Sarvar 3 [Mans x
G [1¥:10.77 294 1%, Portz1802 =] [Mone =] _:::3
?N' [ Wane =] [mone =]
Emer [one =1 [mone =]

Lo-cal EAF Authentication
Lacal EAP Authentication [T Eegklad

Foot Moles

I EW0E ol mot uppated By My model AR

A FREIP Locol Swalciing i not sunponied waith Frec, CRAMITE and FORTRESS suthentication

o Wihen olient secAon iF e, & Timeout Pakse of 200 meanr findy (@il regoire saminieirstive overmide 0o reded suoiuded clends )
2 Ol MEF i mof Sobivng wndeds PAE i comiigored

6. [Advanced] A7 &BIRLET. T4 VL ALAN LD AAA ZAST—H RUT—DF—/\
—S 4 RERETSIZIE. [Allow AAA Override] ZBIRL £ ¥,
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MOMITOR  WilaNs CONTROLLER  WIRELESS SECURITY MSMAGEMENT COMMANDS  HELP

WLAMs WLAMSs > Edit < Back Apphy |
» WLANS | General | Security | Qo5 | Advasced
AP Groups VLAK o Allerw ABA v A5 || Enbied ___'_'_ OHER
H-ﬂ:E-iﬂ‘mmmﬂ: 7 T.-\_Em"td' DRiE ﬁ;r\'!r r Orvamide
Segsion Timeout (sece) ['.ﬂcu
#aranet 1E F Ensbied DHCF ddr, Assignment [ gaquiced
Dingnostic Chanral I~ enasbled anagement Frame Pretection (MFP}
Ovarradd Inbarfase ACL ['lﬂﬂl "'l
[rdr s truchure MFP 3
Cliens Exclusion 2 W nabled  [60 Prefesion F (mkobal pre Dissbled)

Timeaut Value {iecs)

HFP Chent rl_g
Proeeciion £ Dpiaa]

Foot Moles

T SN i el puppevied by Ixy Mcdel 485

2 HREAP Local Swiiohing i nof sunponiss with Prec, CRAMITE and FORTRESS authentication

& Wiken clent seclEon i5 ensdded, & Timeout Fakse of 2870 means findy (el regoire sOmdnieirstive opermiole i reded saoiuded olends)
2 Ok MET i nof Sobive wnderi BWPAR iy coniigored

AAA F—N—Z 4 RAIBRIZHE>TVWT, 9F47 > MT AAA & Cisco Wireless LAN
Controller D74 YL A LAN RBIEENTF XA —ZHFHRELTWVWBBE, V547> NRREE
AAAB—NICE2TITONET, CORIEND—IREL T, ARL—FT 12T AT LR
ZAT > N&E, T7#) D Cisco Wireless LAN Y1) 1—23>0O7D 4L A LAN VLAN
A5, Cisco Wireless LAN Controller D4 > 2 —7 T4 ARRETERNERE N, AAA H—/N
L& > TRENKE VLAN CBELET (MAC 71 LRUY . 802.1X. & WPA Bife
FRETNTVREEDOH ), TXTDT—AT, Cisco Wireless LAN Controller ® 4 > &
—JIAARETEIRNEREINTVBRY, ARL—F 12T AT AL, AAAY—N\T
EEE iz QoS. DSCP, 802.1p BEIEMN R TEH IV ACLEFEALET,
7. XY RNT—VDOEHICRUTEOMONTX—2ZRIRLET, [Apply| 29U Y ILET

o

d—4%Icx9% ACL DESR

COEYRTYFTIZRLT2 D20 ACL ZHERTBDURENF HYET,

- ACL1 : User1 24 —/N 172161100 ICIZG T VRS B2 LHDED
- ACL2 : User2 29—/ 17216150 ICIEF T VAT EZ -HDED
WLC LT ACL Z25RETDICIE. ROFIEZETLET,

1. WLC GUI T, [Security] > [Access Control Lists] DJEIZZEIRL £F, [Access Control Lists]
R=INFRRENET, COR—DIZEF, WLC ICEREETNhTVWS ACL D—ENfRRENE
T, FEDACL ZREETBHIRTDEETEERT, LV ACL ZERTBICE
[New] Z2 Y OLET,

2. ZOR—=JTHLWACL ZHERT B ENTEET, ACLOBRIZAANL., [Applyl 2D 1)



YILET, ACLHERENES, COACLDIIL—IZERTZDLEHIC[Edi)|ZIUY Y
LET,

3.Userl &5 —/V172.16.1.100 ICE G T VAT HIHENH Y, O ITXTOF/N1L ALK
FTRTIVLEAREBRENET, COLDICE. KDIL—IIZERITIHLENf HBVET, 74
YLALAN OV NO—FETACL ZRET D HEOFHMEE. DA VLALAN O RO—

SEIZACL Z58ET B0 Z2SRLTLSEEL,
o [l S R S B ol < [

u_ﬁx

Saye Conhguratisn Ping Logeut | Hafradh

' MENAGENENT COMMANDS  HELP

Security Access Control Lists > Edit <Back | Add Hew Bule |
™ RAA ceneral
=ereral
= BADIUS Aeteid Lt Haina WUssiil
durthanbrabon
At aing Oeslination Souree Denl
FTRACAGGH %eg Action Source TPfriask TP feiask Pratoo el Part Part DECPF Direction
LOAR
H 17E36.0.0 172161100
Local Kot Ueers 1 Pt ! ! Any dny Ay Ay Inbound ﬂ
MAC Fibtering 255.255.0.0 255.255.255.255
Cerabdad Chests
iFEA62a00  F 17316000 f
] Lazn Balici Fpermt Any Any A Anp  Ongtboarsd n
ppipefivs s o - 255.255.256.256  255.255.0.0

¥ Local EAP
¥ Priority Crder

* Recess Condral Lists
Aeeid Conbred Lot

CFU Aeoess Coniral
Lajta

* IPSec Certs

Wirehess Prabection
Policies

F Web Ruth
* CIDS

4. ERRIZ, User2 ICK L TACL ZHERTRAHENHYET, chlZkl), User2 [FH—/\
17216150 ICEFT O BEARTBDCENTEEFT, ChiF User2 ICHEBX ACL TT,
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WiANS  CONTROLLER  WIRELESS ~ SECURITY

Seeurity Access Control Lists > Edit < mack | Add How Bulo |
= ARA ceneral
Genral
w Baiijug Acrens L=t Mame Lisrd
Aythenbeabon
Areguns Destimatisn Snurce Dest
FTACACES Seq Actien  Sowrce IP/Mask  IP/Mask Frotecal Fart Part DSCP rection
LDaF
ity 17248000 172.16.1.50
Local Net Usors i Pama f ' any &fy Ay amp  Inbeund 8
MAC Fatering 26525500 56, FEE. 266,265
Dopabiad Cligaty
172.16.0.50 ¥ 172.16.0.0 !
- L it s Permi & A any  Outbound B
e L TEMR aepiengEsIes RS 3ESA0 e ’ oy '
F Locsd EAP
¥ Priority Crder

* Rcoess Control Lists

Arcrsy Congrpd Lists
LM Acoegy Conbml
Lists

k IPSec Cerls

Wirchess Protection
Palicies

F Waoh Rath
k CIDS

CNT, COEYRNTYTODAVYLALAN IO RNO—SHFREENELE, XOFIET
l&. Cisco Secure Access Control H—/NICH LT, DA VLA 9S4 F7 > N&aFRREL., B
SECHRIIL =BE(CIE ACL Name BiE%Z WLC ICIRT KD ICERELE T,

Cisco Secure ACS H—/YDERE

Cisco Secure ACS A IDA VLA VTAT R EBIATEDLSICTBICIE, ROFIEZETT
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CORFIAXVNTRE, 94T NTO7 7 AN LEAPRELAICREE M TWS & ZH

RELTVET, 802.11ab/g DAY LA IVTAT N TR T R% LEAP RRRLAICERET S L
ICDOVWTOFMIE., EAPRIENFERAEZSRLTLSEEZ,

DAVYLARAISATNOT7A77ANETOT47 I8, I—HIE LEAP RO DT
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http://cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/4.0/configuration/guide/winch6kh.html

Enter Wiraless Metwork Password

Lightweight AP $ & THEWT WLC A, L FU v LERIET B LI, I—HOILFUD
+ )L & 5\EB RADIUS H—/\ ( Cisco Secure ACS ) ICEL £ 9, RADIUS H—/NIFk, F—&%&1
—H F—RAR—AEHEL, FERECHIIL S, I—FICEREE NI ACLEZ WLC IZIBRLET
o —MFE., ACL Usert /" WLC IZIRENE T,

7! Cisco Aironet Desktop Utility - Current Profile: Dffice-TSWEB

Address: 172716.0.14

74 ¥ LALANI>Y RO—F(WLC)IE Z MACLZUser ICBAL F9, < Dpingtl ik, User1h”
H—/N172.16.1.100lICO KT I EATE, OFNA ALK T IV EATEBVWCEZRLET,



D:\Documents and Settings\Administrator>ping 172.16.1.100
Pinging 172.16.1.100 with 32 bytes of data:

Reply from 172.16.1.100: bytes=32 time=3ms TTL=255
Reply from 172.16.1.100: bytes=32 time=1lms TTL=255
Reply from 172.16.1.100: bytes=32 time=1lms TTL=255
Reply from 172.16.1.100: bytes=32 time=1lms TTL=255

Ping statistics for 172.16.1.100:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 3ms, Average = 1lms

D:\Documents and Settings\Administrator>ping 172.16.1.50
Pinging 172.16.1.50 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 172.16.1.50:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

B#RIC., User2 " WLANANDO TV tAZRTLEBE. R
ACL User2 &# WLC IZIRLE T,

Enter Wireless Metwork Password

AL

[ZRZ L 125, RADIUS ¥ —/\i&




LEAP Authentication Status : E !EH

Card Name: Cizco Aironet 802,11 aa‘b.-’ g Wieless Adapter
F'n:uflle Name: EFffu:e TSWER '

......

Steps
1. Starting LEAP Authentication
2 Ehacking Link Status

4 Detﬁctlng 1P Frame _T_I.Jpe

5. Finding Domain Contraller

...............................

Pt =R =R SR =R SR e

JA4¥LALANI>Y RO—F(WLC)IE Z MACLZUser2l AL £9, < DpingtH ik, User2Ah
H—/NN17216.150lICOAT IV EATE, OFNA AT IECATERZVEZRLET,

D:\Documents and Settings\Administrator>ping 172.16.1.50
Pinging 172.16.1.50 with 32 bytes of data:

Reply from 172.16.
Reply from 172.16.
Reply from 172.16.
Reply from 172.16.

.50: bytes=32 time=3ms TTL=255
.50: bytes=32 time=18ms TTL=255
.50: bytes=32 time=1lms TTL=255
.50: bytes=32 time=1lms TTL=255

R

Ping statistics for 172.16.1.50:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 18ms, Average = 5ms

D:\Documents and Settings\Administrator>ping 172.16.1.100
Pinging 172.16.1.100 with 32 bytes of data:

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 172.16.1.100:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

NN | 2 Rl

ST, BEORS TNV 1—FA VI EATERBRERLET,

TAYLALAN O RO—=FT, AAARREO RS TL22—FT 42 J0ROFTNY T ARV R
ZEAITREETEERT,




. debug aaa all enable : TXTDH AAA XY E—SDOFNY T ERELET,

- debug dot1x packet enable : T XTDdotIx/NT Y ROFNY T ZEMILET

. debug client <MAC Address> : DA/ VYLA VFA4FU N TNV TEBHICLET,
X\ debug aaa all enable Y > ROFlIERLET,

X HAO-—BOITE., AR—ADHFWICL)2TRICBBLTVET,

Thu Aug 16 14:42:54 2007: AuthenticationRequest: 0xblabl04

Thu Aug 16 14:42:54 2007: Callback................ 0x85ed228

Thu Aug 16 14:42:54 2007: protocolType............ 0x00140001

Thu Aug 16 14:42:54 2007: proxyState.............. 00:40:96:AF:3E:93-03:01
Thu Aug 16 14:42:54 2007: Packet contains 16 AVPs (not shown)

Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93

Successful transmission of Authentication Packet
(id 1) to 10.77.244.196:1812, proxy state 00:40:96:af:3e:93-00:00

Thu Aug 16 14:42:54 2007: 00000000: 01 01 00 dO 2d 34 f5 99 b4 19 27 28 eb 5f 35 9c¢
R S (P

Thu Aug 16 14:42:54 2007: 00000010: 8f a9 00 dd 01 07 75 73 65 72 31 1f 13 30 30 2d
...... userl..00-

Thu Aug 16 14:42:54 2007: 00000020: 34 30 2d 39 36 2d 41 46 2d 33 45 2d 39 33 le 20
40-96-AF-3E-93..

Thu Aug 16 14:42:54 2007: 00000030: 30 30 2d 30 42 2d 38 35 2d 35 42 2d 46 42 2d 44
00-0B-85-5B-FB-D

Thu Aug 16 14:42:54 2007: 00000040: 30 3a 4f 66 66 69 63 65 2d 54 53 57 45 42 05 06
0:0ffice-TSWEB. .

Thu Aug 16 14:42:54 2007: 00000050: 00 00 00 01 04 06 Oa 4d £f4 d2 20 05 77 6c 63 la

....... M....wlc.
Thu Aug 16 14:42:54 2007: 00000060: Oc 00 00 37 63 01 06 00O 00 00 01 06 06 00 00 0O
ICe oo
Thu Aug 16 14:42:54 2007: 00000070: 02 Oc 06 00 00 05 14 34 06 00 00 00 13 40 06 0O
....... =.....@..
Thu Aug 16 14:42:54 2007: 00000080: 00 00 0d 41 06 00 00 OO0 06 51 04 32 30 4f 27 02
oA Q.200"
Thu Aug 16 14:42:54 2007: 00000090: 01 00 25 11 01 00 18 1d 87 9d 0Ob f9 dd e5 39 0d
N 9.
Thu Aug 16 14:42:54 2007: 000000a0: 2e 82 eb 17 c6 23 b7 96 dc c3 55 ff 7c 51 4e 75
..... #....U.|QNu

Thu Aug 16 14:42:54 2007: 000000b0O: 73 65 72 31 18 0a 53 56 43 3d 30 2e 31 3b 50 12
serl..SvC=0.1;P.
Thu Aug 16 14:42:54 2007: 000000cO: la d5 3b 35 5e 93 11 c0 «c6 2f 5e f5 65 €9 3e 2d

- S A
Thu Aug 16 14:42:54 2007: 00000000: Ob 01 00 36 8c 31 6a b4 27 e6 d4 Oe 1b 8e 5d 19

B ST I IO 1.
Thu Aug 16 14:42:54 2007: 00000010: 60 1lc c2 16 4f 06 03 01 00 04 18 Oa 53 56 43 3d

O....... SVC=

Thu Aug 16 14:42:54 2007: 00000020: 30 2e 31 3b 50 12 6c fb 90 ec 48 9b fb d7 ce ca
0.1;P.1...H.....

Thu Aug 16 14:42:54 2007: 00000030: 3b 64 93 10 fe 09 ;d. ...

Thu Aug 16 14:42:54 2007: ****Enter processIncomingMessages: response code=11

Thu Aug 16 14:42:54 2007: ****Enter processRadiusResponse: response code=11

Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93

Access-Challenge received from RADIUS server
10.77.244.196 for mobile 00:40:96:af:3e:93 receiveId = 3

Thu Aug 16 14:42:54 2007: AuthorizationResponse: 0x9c27800

Thu Aug 16 14:42:54 2007: structureSize............ 104

Thu Aug 16 14:42:54 2007: resultCode............... 255

Thu Aug 16 14:42:54 2007: protocolUsed............ 0x00000001
Thu Aug 16 14:42:54 2007: proxyState...............

00:40:96:AF:3E:93-03:01
Thu Aug 16 14:42:54 2007: Packet contains 3 AVPs (not shown)



Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54

00:40:96:AF:3E:93-03:02

Thu Aug 16 14:42:54
Thu Aug 16 14:42:54

proxy state 00:40:96:af:3e:93-00:00

Thu Aug 16 14:42:54
....8..0.[..d..a
Thu Aug 16 14:42:54
...K..Userl..00-
Thu Aug 16 14:42:54
40-96-AF-3E-93..
Thu Aug 16 14:42:54
00-0B-85-5B-FB-D
Thu Aug 16 14:42:54
0:0ffice..
Thu Aug 16 14:42:54
....... M....wlc.
Thu Aug 16 14:42:54

Thu Aug 16 14:42:54
Thu Aug 16 14:42:54

Thu Aug 16 14:42:54
.......... e.(a.u
Thu Aug 16 14:42:54
serl..SVC=0.1;P.
Thu Aug 16 14:42:54

Thu Aug 16 14:42:54

Thu Aug 16 14:42:54
3m. ... o'...%
Thu Aug 16 14:42:54
...... 1.3.Ni...%
Thu Aug 16 14:42:54
B....3...... user
Thu Aug 16 14:42:54
1.;..... S5leap:se
Thu Aug 16 14:42:54
ssion-key=)..,..
Thu Aug 16 14:42:54
.)~@...i*U..F..

Thu Aug 16 14:42:54
,;eI>D.~.)GT....
Thu Aug 16 14:42:54
....auth-algo-ty
Thu Aug 16 14:42:54
pe=eap-leap....7
Thu Aug 16 14:42:54
c..Userl..CACS:0
Thu Aug 16 14:42:54
/9/a4df4d2/1p. .q
Thu Aug 16 14:42:54

Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:
2007:

AuthenticationRequest:
Callback

protocolType

proxyState

0xblabl04
0x85ed228
0x00140001

Packet contains 16 AVPs
00:40:96:af:3e:93
Successful transmission of Authentication Packet (id 2) to 10.77.244.196:1812,

00000000:

00000010

00000020

00000030

00000040:

00000050

00000060:

00000070:

00000080:

00000090

000000a0:

000000b0:

00000000

00000010

00000020

00000030

00000040

00000050

00000060

00000070:

00000080:

00000090

000000a0:

000000b0:

000000c0:

****Enter processIncomingMessages:

01 02

ct f5

34 30

30 30

30 3a

00 00

O0c 00

02 Oc

00 00

01 00

73 65

05 ba

02 02

33 6d

11 01

42 a9

31 1la

73 73

db 1c

2c 3b

00 09

70 65

63 06

2f 39

00

93

2d

2d

4f

00

00

06

0d

15

72

6b

00

93

00

20

3b

69

29

65

01

3d

07

2f

(not shown)

c0 38 b6 b2 20

4b

39

30

66

01

37

00

41

11

31

af

ce

21

18

ac

00

6f

Te

49

19

65

55

61

01

36

42

66

04

63

00

06

01

18

fe

c9

08

e5

84

00

6e

40

3e

61

61

73

34

09 99 74 74 89

07

2d

2d

69

06

01

05

00

00

Oa

ad

3d

06

e5

33

00

2d

8a

44

75

70

65

64

ad

75

41

38

63

Oa

06

14

00

08

53

b0

5d

£f

31

9f

09

6b

b8

ct

74

2d

72

66

af

73

46

35

65

4d

00

3d

00

0f

56

di

c8

£ff

le

87

01

65

93

Te

68

6C

31

34

e5

****Enter processRadiusResponse:
00:40:96:af:3e:93
Access-Accept received from RADIUS server

10.77.244.196 for mobile 00:40:96:af:3e:93 receiveId

=3

ff 5b f2 16 64 df

65 72 31 1f 13 30

2d 33 45 2d 39 33

2d 35 42 2d 46 42

2d 54 53 57 45 42

£4 d2 20 05 77 éc

00 00 01 06 06 0O

06 00 00 00 13 40

06 51 04 32 30 4f

14 05 65 1b 28 61

43 3d 30 2e 31 3b

a2 94 £8 39 80 ca

6c 07 8e fb 58 84

£ff £f 4f 27 02 01

33 b5 4e 69 90 e7

ca dc c9 b3 75 73

35 6¢c 65 61 70 3a

79 3d 29 80 1d 2c

69 2a 55 d2 e5 46

95 29 47 54 la 1f

2d 61 6¢c 67 6f 2d

65 61 70 la 0d 00

19 14 43 41 43 53

64 32 2f 31 50 12

c8 bl 71 94 97 dil

response code=2

response code=2

02

30

le

2d

05

63

00

06

17

c9

50

3c

8d

00

84

65

73

1lc

89

00

74

00

3a

9a

61

2d

20

44

06

la

00

00

01

75

12

96

f6

25

25

72

65

85

8b

00

79

37

30

71



Thu Aug 16 14:42:54 2007: AuthorizationResponse: 0x9c27800

Thu Aug 16 14:42:54 2007: structureSize............ 236
Thu Aug 16 14:42:54 2007: resultCode............... 0
Thu Aug 16 14:42:54 2007: protocolUsed............. 0x0
0000001

Thu Aug 16 14:42:54 2007: proxyState............... 00:

40:96:AF:3E:93-03:02
Thu Aug 16 14:42:54 2007: Packet contains 6 AVPs:

Thu Aug 16 14:42:54 2007: AVP[01l] Framed-IP-Address.......... Oxffffffff (-1)
(4 bytes)
Thu Aug 16 14:42:54 2007: AVP[02] EAP-MESSaAJe€. .« e v eeeennnnnn DATA (37 bytes)
Thu Aug 16 14:42:54 2007: AVP[03] Cisco / LEAP-Session-Key...DATA (16 bytes)
Thu Aug 16 14:42:54 2007: AVP[04] Airespace / ACL-Name....... Userl (5 bytes)
Thu Aug 16 14:42:54 2007: AVP[05] ClasSsS. ... it tenenennnnn. CACS:0/9/a4df4d2/1
(18 bytes)
Thu Aug 16 14:42:54 2007: AVP[06] Message-Authenticator...... DATA (16 bytes)

Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93 Applying new AAA override
for station 00:40:96:af:3e:93
Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93 Override values
for station 00:40:96:af:3e:93
source: 4, valid bits: 0x400
gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
vlianIfName: '',
aclName:Userl
Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93
Inserting new RADIUS override into chain for station 00:40:96:af:3e:93

show wlan summary XY > RZ#HAEHDETHEATH LT, €D WLAN T RADIUS H—/TR&R
HEFEREhTVAA DAY ET, TDOE, showclientsummary AN REFERATD &,
RADIUS WLAN TORBREICRIILEMAC TP RLA(9FAFT U RN) DAY ET, £, 2O
158k % . Cisco Secure ACS DRI L ERITELRIERBLAFTOOTEHBEEERZLETESE
9,

EUKBRELECEZBFEITRLEHIC, DAVLA VAT aEALTACLEREZT AN
THEEHBLET, ELKEELEVIEBEEF. ACLWeb R—2 T ACL Z#F2L . ACL Xt
FTHRZEENARNOA—FDAER—TIAAICEAESNECEZBRBLTLEZL,

Eﬁﬁg‘;\ lAG) show 1Y > I\Eﬁﬁﬁ bTﬁEw?éC&ET%i?o

. showaclsummary : I NA—F LIZREE N TWVWS ACL 2%k~ S Ik, show acl
summary Y>> RZFERALET,
AR —6ITT,

(Cisco Controller) >show acl summary

ACL Name Applied
Userl Yes
User2 Yes

. show acl detailed <ACL_Name> : (RE& /- ACL DFFAESHREZRRLET., LUTH—HIT
T, F:HHIO—HDTE., AR—ADHNICKY2TEHICBEBLTVWET,

Cisco Controller) >show acl detailed Userl



Source Destination
Source Port Dest Port

I Dir IP Address/Netmask IP Address/Netmask
Prot Range Range DSCP Action
1 In 172.16.0.0/255.255.0.0 172.16.1.100/255.255.255.255
Any 0-65535 0-65535 Any Permit
2 Out 172.16.1.100/255.255.255.255 172.16.0.0/255.255.0.0
Any 0-65535 0-65535 Any Permit

(Cisco Controller) >show acl detailed User2

Source Destination
Source Port Dest Port
I Dir IP Address/Netmask IP Address/Netmask
Prot Range Range DSCP Action
1 In 172.16.0.0/255.255.0.0 172.16.1.50/255.255.255.255
Any 0-65535 0-65535 Any Permit
2 Out 172.16.1.50/255.255.255.255 172.16.0.0/255.255.0.0
Any 0-65535 0-65535 Any Permit

. show client detail <MAC Address of the client>: DA VYL A 954 7> NI T 2 EHER
BRRLET,

hSTNSA-—F42TDECH

NZTNZ21—F42TIC&, RO heFERALET,

- Y RO—F T, RADIUS H—NNAT IO T 1 TRETHY) . A2V NAXEWRETE KV
CEZBAELET,

. > RO—5® WLAN (SSID) ® RO Y 749> X 1—T RADIUS H#—/\H8R&EnT
WBZEezBIELET,

-RADIUS H—N\HFDA VLA VTAT 2RI SERAMEREZZEL TRIATEIH ESH ZHER
LERT,

- FDRESHIZIE., ACS H—/\ T Passed Authentications L 7R— I~ & Failed Attempts L /R—
ZRANET, cnS5OLR—KIE., ACS —/YD [Reports and Activities] TR2 &N TE
7,

BYE 15 $§

-DAYLALAN O MO—=5® ACL : JL—=), $IHNEE, SLTH

. Wireless LAN Controller T® ACL ®&EHI

ERLAN O bO—5 (WLC) ZfEAL = MAC 7 1 LR QO ERTEHI

. Cisco QA4 YLALANO>MNO—Z A7 4Fa2L—>3> HA K, VI)—RA5.2
T AL HR—BME RFI X2 - Cisco Systems
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