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CNEMRATDICE, TOV v Y T 71— )A-N—HBEZEDIILET, chERTITHICIE, I NO—FOCLIA Sconfig
radius aggr essive-failover disablecommandZ HTLE T, COBEEET 1 —7IILICTD &, T MO—F Tk RADIUS H—/\H
SOISEZIDDISAT Y MNERLUTERETERDN 2LBEICDHK, RO AAA Y —NNOT7I—)LF—-N—ZTVET,

Q—HNISAT > NELWAPPILEEMR TR LA TES, O MO—FE Tl APP- 3- MSGTAR15: i appSocket Task:
i appRecvPkt returned error ] T5—Av+E—C%0 7 CEFELET, 2. COKFIERFHBRETEI0TL &3 b,

AChFEIC, CCXVAZHR—RMLTVR A, 1051.0&UBIOY AT RN RILN=2322RTLTVRINETH T 20O



BENRETRELET. COVYIRNRIITE 10510 UBRIZTYFIL—RTDE, COBMBRBEENET, COITT—X
Y- OFMIC DWW T, CiscoBugIDCSCs91347% S L T & L,

W E Y AAONIEEB LY —LADT LR, BBI—FOKTETT.

Q.74 ¥V ZLANTI Y b B—F(WLC)E "Reached Max EAP-Identity Request retries (21) for STA
00:05:4e:42:ad:c5,t WS T5—AyvtE—VHRREhET, Chiz., ZETTH,

ACDIT—AYVE—IHFRETDDE, EAPTREENAEWLANRY RD—DIL1—YAEHELELSELT, BRRES LG
BOEAPRITHAKRBRLUEBAETT, I—YNRIAICKkKTDE, AVNA—FRITATUORNERAL., BAZAI—DEBETIN
Cx2h, EBENFETLEETDIET, IS4/ MNERYRND—DICERTEEFEE A,

BATE., BE—OFNA RACLDBAORATHIREENE T, FNA AN KBEABOLRZ LEZE, 20O MACT RLARZEH
Lk, BEMTIFTEABSBYERT,

BANFRETDOR>RDBETT,

HEFEEIC OV TIE, EFRL TS BRIICKELZEES (6 HEORTARAEIhET ),

MACERREIC DWW Tk, EHL TS5 BEERFICKBLLEBE (6 MBEORTHFBRAETIhET)

EAP/802.1X BRREIZ DWW TIF, EHEL T I BEXRMUL LEE (4 BRORITHFBRAEhET )

FTRTOABRY S — H—/YO % (NAC)
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IRTCDOIPPRLAEESA VARV A

FREC 2\ T, EHEL T3 EAKL2BE (4 BEORTHIRAECHET )

AT R E2ENKSVWR<KBATEID ZROZDZAX—RBREAELTHY, BRIMNEITOY FO—FKE WLAN LRIV TA X
—TLELERFTF4E—TILICTEFRT,

Q74X VALANTI>Y bB—FWLC)ERDTFI—AvtE—UHRRENET, "An Alert of Category Switch is
generated with severity 1 by Switch W.CSCHO1/10.0.16.5 The nessage of the alert is Controller
'10.0.16.5 . RADI US server(s) are not responding to authentication requests. ;&€ CICRIEMNRD S M?

A.ChiE, CiscoBugIDCSCSCOS49575"'J§I£I'C"§’%$3’%>—J“ HABYVET, COFESNERT, A NO—>THEBMWICER-
AVART (FRUEZI—K24, TRAF—b, )HRIAEBRXAYE—TITFEAET N, ChH RADIUSRFPICIEER T2 18, —2f0
R —NTRBENrRELET, COFTEEE, 3.21796 THEEENTVET,

Wy i Y AAONTEES LY —LADT IR, BRI—FOHTLTT.

Q.[Monitor] > [802.11b/g Radiog] X—Y T, /4 X 7a 7274 VERBXx v +t—C%FHMV ET., Co FAILED *x v £t —Y AR
REhB3DREETT N,

AJAX7TO7 7 AI)DOFAILED/PASSEDAT —R AlE, WLCIZKDTANERICESE, BERTEET A TVWALEVEELEL
THREENET, F7FILRTRE, /A RXER-TOICREENTVET, FAILED AT—X AWK, TOREONTA—ZFLIE
AccessPoint (AP; 79 EARA RN ) DLEWVMEZRBBLTVWRZLEZRLTVET, JO77MILONTA—REARTESE
FH, RYRND—=UETE, THNRYRND—OONTA—RAILEZADZFEZRARICEBLELT, REELETDHLED

EHLET,

Radio Resource Management(RRM) M PASSED/FAILED L & WME(d, 802.11a Global Parameters> Auto RFand 802.11b/g Global
Par ameters > Auto RFpagesT 3§ N TOAPICK L T O—/NILICEREE NE T, 802.11 AP Interfaces > Performance Profilepage T l&
. ZOAPIZX L TRRM PASSED/FAILEDL & WMEAERIICEREE N TWET,

QR—F2EAPRF—P+DA Y E2—T A RADNy 97y 7T K—bEeLTRETEEH A, "Couldnot set port
configuration EWI T 57— AvE—UHBEhTWET, KF—+F2%, BEI V2 —TzM1ALWTE Sy 27y K—bEL
THRETCEET. @1 V2 —TzMRDBREDT7 9747 K—rRK—F1TT, ChR. ZETTh,
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AAPYZ=D T ICRENY OT Y TR-RIBYELEA, ChiE, REION—2 3> TR YR—hEhTWELLE, N=TaY
40 LABE, APYNZR—2Y AV B—TIAAONYOTFT YT R—K@HR—bEhB<E>TVWET, RRAIELT, FR—NCE
—DAPNR—J v ERETDIBENGUET (NYITYTIRL ), UIEN (LAG) 2FERATIEHEE, APIER—T vk 1D
EaTY,

ABTFAVY (ELREE)APIR—I ¥ A VE—TIAAR, FAANIELI—23Y SRAFALAR—N1CEYLET, — &
DIPFRLAZEDRSICTRIVENHYET, NVITYT R—NIREIVYEITTEEFEA, BE, EBAVX—TIA(AA
EEAIUVLANFERF IPHT XY RETREERTVETS,. ChZFELGTRBYEEA,

QXT5—Ay+t—< "TThe AP ' 00: Ob: 85: 67: 6b: b0' received a WPA MC error on protocol '1' from Station
'00: 13: 02: 8d: f6:41' . Count er neasures have been activated and traffic has been suspended for 60
seconds. jchid. €T,

A. Wi-Fi Protected Access(WPA)IZ #8 & A F 11T L) B Message I ntegrity Check(MIC)IC (&, = &% & (man-in-the-middle attack) % B5 < 7
L—AATUEHFEDL2TVET, COIT—R. XY RNIT—TRNOEIFTOITA TR SEFENLEAYE—EBEL
EBELTVWBD, VAT NIEEN BB EZERL TV AN HY)ET,

DSAT 2 RFMICFIYITERYYEBRLARTZEHEES, IV NO—FRRIZ—N REENEAPAVRX—T I A4 AD WLAN %

O MWBTFIE—T7IICLET, RO MICEEN BREIhDE, REXKOBEZEAZ—TINICTIEDICZAI—HNRETIE
T BEOZFDEEN S0WLLAICE SICMICEENF RELEES, Y7UH NELTEEL TVWEIEEESRIXI VT4 T
1 DSTAlE, ZTOIEEESRIXI VT ATAN A= FATr—RELTEELTVESE. ThEAZENICTSH, 2F21 0
FATII—23a>0OH2D2ITNTOSTAZEMIILET, *

TSI, FINA A, 2EBENEEEZREL TH S EE60ME, TKIPTHESLEhETF—XT7L —LZEZEL, IEEE
BR2AIXX Y =P BUADBEFTILE N TV EVTF—R 7L —LAZETEOBTEZELEFREA. F/INMANAPDIFE. Z0D60RH
BFTKIPEDFHLWFYSTI -3 &ERLET, OVEOKRTRICE. APRBEOEEZBEREL., STAO (B) 7V I—>
IEFALET,

ChLRY, BSILAF—LNOBENBCRENHLEENET, chSOMICIT—RE., 4.1 KUEFO/N—23> 0O WLC TR
F7BTEEREBA, DAVLALANIO RO—F N=232 41 B ETRE, MICIS—OAF v+ UREAZZEETS IV KA
FELE T, Y Risconfigwlan security tkip hold-down <0-60 seconds> <wlan id>, X#AEEL T, MICEZEOREEZT 1 &—
TN TBLEHIEOZFERALET,

*Invalidate : FREEZKR T LE T,

Qiarvta—Z0adLRDIS— Ay tE—UHRRENE T, [ERROR] dhcp_support.c 357: dhcp_bind():
servPort dhcpstate failed. chld. ZHETT hH,

AChSOIS— AV tE—JREEAEDES. OV RO—F50OY—EARAR— KR TDHCPA A Z—7IILICB>TVBICEAADS
9. DHCPH—/N\ASIP7 RLANE H TS TVWEWERICRRENET,



F7AILRTR, WEY—FEAR—N A E—TIALARIZEEDHCPIZA T NI AVARN=ILENTEHY, DHCPZNLTT
RLANRRENET, WLCRHEH—ERAR—KNDODHCP 7 RLAZERL LS ELET, FHTRER DHCP H—/\NZEVWiHEE
H—ERAR—FDEHD DHCPERRBEAKBMLET., COLd, IT7— XAVvE—IHNEREIET,

EEREL TR, (Y—EAXAR-—MEEBRENATVZIBEEEY ) Y—EAR-—NIARTA YTV IPTRLAZRETSH
H—EAR—NCZIP7RLRAZEYH TSNS DHCPH—NZEBS LSICLET, RIZ, YEICKLUTINO—F2)O—
RLEY,

EBRICF, Y—ERAR—NREOAYMO—FESARATLAOBRBIEODVWTOTIRNATNY REE, BLUZRY ND—UBRERLER
DAVTFVADEHICFHNEATVET, £loy AV RNO—FHFT—K T—RTHIBELTITATBEE1DOR—KT
EhHYET, Y—EAR—RNTE 8021Q BT 2METED LB TERE A, TOLY, BERAYTFOT VA R—NIER
TRIBENFHYET, T—EXAR—NOERREAT>3>TT,

B—EAR—NAVE—TI( AR, BBIZIBEFEZHBL. ZATALI > TH—EAR-NIBNIIIVYELTEIhET,

Y—EAR-—NAVER—TI( AR, BEBAVR—T IS A, APYXZ—DY (U E—TI( A, BLTIXKTOBHA > 2—

TIAANSDEBIHTRYRNTOIPTRLAZE > TVRRENHYET, £, NV ITYT R—NIRIYEVITTE
FRA Y—EAR—NRE, DHCPZERALTIP7RLAZEEISZH., AZRTAVIIPTRLAZEHTZIZENTERT
L H—EAR—BNAVE—TIAACTFTALRNDT—RIIA(ZE)HTR LR TEREA, ARTAY U I—NE. &
—EAR=MNOUE-—KNRXYRND—=O TOEAANIYNO—-FZBUTERTEERT,

Q74¥V2 95472 bET4XY VA2 LAN(WLAN) 2y M 79—V LEHETE TR A, T2 2KS Y PAPBEGFIhTHL
AWiSM B, ™Big NAV Dos attack from AP with Base Radi o MAC 00: 0g: 23: 05: 7d: d0, Slot ID 0 and Source
MAC 00:00:00:00: 005 & W3 X v+ —PEHELTWET., ChRESVWSEBKRTT N,

AXTFATIZTVEATEDEHEEL T, MACL 1 ¥ iENetwork Allocation Vector(NAV)DfEZF T Y IV LET. NAV FERAT—
AVICEETINIVRT, BOTL—LNETOTL—LERETINIHELEIIRB[ERLTVET, AFT—Y3avHF7L—
LDZEEEBTTESDLSICEDIZE. NAVREOTHRIBEN HYET, AT—>3 Rk, 7L—LZEETBHEIC, 7L—
LREF—RL—KNCIESVT, 7L—ALAZREEITRLHICHELRFEEFELET.,. AT—23a2 TR, COBBEEXRIEEZ Y
L—LADAYA—OF1L—232 74— )LRIZEALET, AT7—230TRIL—LEZETRE, cOF1L—23> 7
1—)LROEEZRBREL., WIET3 NAV ZRETHEELELTCOEEZEFEALET, COTOLAT, REART—3IOXF
A THFFHENRET,

NAV A'EVWEWVS Lk, NAVIEEEZRLTWET (80211 DREFYUT7 A XHZAAL) . EETHEMACT RLA
7°00:00:00:00:00:0003FZ &, BEFSLK AT =T A4 TENTVET (EBOKEBOAREMEDY ). CNENTY NFYTF v TH
RITBDBENHYVET,

QI Ia—F%BELTYT—rT3L. t*+a7Web(httpE—RTaAY bO—-FKL72+t2TEEEA. I tO—-5D%
227WebhE—RIE72t€20L&5¢EET3E, RODTS5—Fvt—UNRRENFT, Secure Web: Web Aut henti cation
Certificate not found (error)., COREDNREGFETT h.

ACOBEBIIEVS2ADRANfZEZShET, HETZERO 1 2. A O—F0OREBA > Z—T T4 AREICHEL TV
PURMABYET, COBBEZBRIZDICE, REAE—T7 I/ AZHKRLTHLS, ROONY RTREBAEZ—T I (A%
BERELET,



<#root>

WLC>

config interface address virtual 1.1.1.1

RIS, A hO—Z%=2)7—K L&Y, AV NO—FZUT7—NLEET, KOOIV RICLY, O MO-FTO—AILIC
webauth SEFAEZBAERL £ T,

<#froot>

WLC>

config certificate generate webauth

COOX Y ROEADTIE, Web Authentication certificate has been generatede WS XY E—IHNRRENET,

D7—REFIZOY NO—F0EF1T7WehE—RIZTIVEATER RS ICAYEL L,

QI NO—>Tlk, WEBEOMACT RLAN, ZTOI MO—FIZMALTWVWR T VEAKRS Y NAPDOMACT RLATH S
BMBOZATNIHULT, COIDSHEBRTZY ROTZFAYRBEOT - KXY E—INBETNBENBYET,

Alert: IDS 'Di sassoc flood' Signature attack detected on AP ' <AP nane>'" protocol '802.11b/g" on
Controller 'x.x.x.x". The Signature description is 'Disassociation flood', with precedence 'x'.HEZNMACT F L 2 I&
‘hh: hh: hh: hh: hh: hh' . F ¥ 2 VESE'x' . REHE'x TT., Z¥COLS 2 RRBRETIDOTL LI M.

A.Zhid. CiscoBug|DCSCsg81953 ( AR I1—HEMA ) L&D ENTT,
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Q% EARAOONITBERE LY =IADOTIEARK, BEI—YFDOIKAETT,

WEEOMACT RLAAZOAY RO—FIZMAL TWBAAPOMACT RLATHZEE. AWE IS AT MoK T B IDSERR
TV TFAVITREBNBREEND N HIET,

DSAT 2 NFAPILBEERTSNATVTE, HI—ROBUALOESHICEEEZELLEY, APAOO—IIAFERMNME 2 1=
WEBdE, APBRTA RILERALTINETHERLET, TAIRILZALATINIBDE, APHPSEDOITAT 2 MCBEER T
BR7ZL—LNEEFEENET, VAT N SEENFIBRT L —AICHTIBRBLEN BVEES, APREHRRE 7L —AZBA
ELET (60 7L—AHI%R ). IVRNO—FDOIDSHTATANCNSOBREEEZETIE. COXYE—JTEBEEHKL
9,

COTREBE, N—232 402170 THRENTVET, BMBIZATVREAPICHLTZOBEX Y E—U N RETDIH
BEERITZICE. O>MNO—5ON—23>>%2Z0ON—23a 2 ICTFTy7TIL—RUTLEZL,

QIAY A —5Dsyydogh RDITF—A v E—UARRENET. [WARNING apf_80211.c 2408: Received a message
with an invalid supported rate from station <xx:XX:XX:XX:XX:XX: Xx> [ ERROR] apf_utils.c 198:
M ssing Supported Rate. chik. ZETY M,

AZERRICIE, "Missing Supported Rate | XYy t£—2 ik, WLCHA DA VL ABRETEENHLET—ZL—KNIEREEhTY
BICENMPDST, BEHEL—KMFNICH—RTRHEXELTVBZEEZRLTVET,

A2RA—ZT1BRE2MBEDT—R L— R EZXBIZBUTHRELTVSBOIC, NICA—RFZhSOTF—X L—NTEE
LBEWBEICE. COLSBAYE—CAZEITIAEMN HYET.,. ChiFNICH—ROBEERTT, —F. I NO—FT
802.11g A M1 ZX—TNICHE>THY, V54T N 80211 (BER ) H—RTHBHE. CNREHBEXYE—TTT, chs
DAY - CRBENREL T, N—RTEIEHREFERNTLETHIBRICE. ChsOAVE—TJEBERELTBLVEEA, <O
AV E—DHABEDH—RICBETHDHEE, CON—RORTFANIBHTHIEEBRBLTLILEE L,

QX5 —Avy+t—< TAP: 001f . ca26. bf b4: 9% WAPP- 3- CLI ENTERRORLOG. Decode Msg: could not match WAN I D
<id> hAy b7 TTOo—FXrRbEahEY, ChHBCAERE ZhERLETIFEEHITCLEE L,

AZDXYE—DRLAPICKR2T7O—RFYARNERET, Chik, WLAN IZFL T WLAN F—N—F 4 RBEZREL TH
W, TO WLANH T RNZRALA XENTVBEVEZICRELET,

Configureconfig ap syslog host global 0.0.0.0&2%4TL TELTB A, sydogh—/N\HFHBBEFBREDIPT RL A
ZEHETT, XV E—IHFY—NEFCTO-RFYARNENBI&LSICTRIEETEFT,

Q74X VALANIY A —F(WLC)TRDI I —AvtE—UNRREhET., [ERROR 774V :apf_nmc :[E#E:581:
Announce col lision for nobile 00:90: 7a: 05: 56: 8a, deleting. chlk. Z&TTh,



ABE, COIZ—XYtE—IR, AVMNA-FHFTVAVLAIZATNCRLTOAVD IV ETFIALE (D&Y, B4
ODAPHFIZAT Y RNOFEREZTFTIVALKEL ) CEZTRLTEY, HBAPHSRKOAPAND/\Y RAZHF I MO—-FTEEET 1
BA2ICEZRLTVET, #MFINERYNT—T AT—NEBWEREA, DI YLAIZATNZRIRRL, 54T~
NCBRETEETKEZY, COBBENfrEECRETZIERE. TEEVT 1 ORELCHEN B2 AEMN B ET, T5TRVE
B BEDIZATURE LR REIIEETZIRETHIUREMENIBUET,

Q.ary bo—>TTCoverage threshold of '12' violated;e W37 7—LAvtE—UHRREhET, CoxT7—1F[@
Tih, FDLSCRTEF TN,

AZDTS—LXYtE—2F, V54T MDSignad-to-NoiseRatio ( SNR ; S5 XM Z L ) MBEEDEFENDOSNRL E VEE TE>
FEEBIZRELET, AINLYD F—IBREAOF 7). KMO SNRLUEVER 12 TT,

ANLYDHR—=ILOBBEBETILIVXALRE, 954T7 2 ROSNRLARILFFIENDSNRLE VMERBDEEICANL Y DK=L
HEETIDESHEMHULET, COSNRLEWMERK, APEEEHEONO—ZANLYZ7O7 74 ILEM2OOEICES
WTZ{LLET,

HLKIRRBE, 94T RDOSNRLUEWVER, & APOEENT— (BMEMNTRERR ) A SEHME 17dBm 25| &, 1—F4H
BREAREAANLYD T7O77AINE( COEOFT7FI)LNE12dB ) ZEIVEETT,

2747 F® SNRIERE (|dB|) = [AP {G#E /X7 — (dBm) —EH (17dBm) - » by ¥ F7a7 74l (dB)]

COA—YREAERBANL YD TOAT7AIIER. ROKSICLTTIEATEERT,

WLC O GUI T, XA AY T 1% [Wirdess] IZBE L., [Network] 772 3> &2 EQICH D WLAN BEDERFE A 538
RUET (802.11aK ik 802.11b/g) « RIZ, T4 RTUDHELET [AutoRF] ZRIRL FT,

[Auto RF Global parameters] XK—= T, [Profile Thresholds] 292 a> &L ET, cOEI>avic, ANLY D OENS
WET (3 ~50dom) . COfEE, I—YAFREAELANL YD TO77AIILETT,



COEEHRELT, 947N SNRLEWVMBEICHEREXDENTEET, INRLEWVMEICHEEZEXZTOMOA
FELTR, EEND—ZEMLT, AINLYD F—I)IBREEHBELET,

Q.ACSv 4.1 4402 WiredlessLAN Controller( WLC)ZHERB L TWE T, WLCHIL YL 225472 FEACS41EK L TMACER
FEL&S T 5L, ACSHACSTOIGEICRBEIL. Minternal error hasoccurred; € W3 T 97— A v —UhfEEhE 3. BRER
TANTHEITY., ZEORIBTS —BRETEIOTL LI D,

A.ACS 4.1l (3 FRFE BSE 0) Cisco Bug IDCSCsh62641 4 &% V). ACST "Internal error hasoccurederrory XY £—IARRE
£9,

COREEHNBEETHIUAREEN HUET, COFERICHL TR, ACS41FIVO—RY A RNT, BEEZBETEZ/NYFH
REEZhTLET,

W E L RAONTERELTY—LADT LA, BRI—FOKTETT.

Q.Cisco 4400% ) — X 74 YL ALAND Y bA—F(WLC)KT—hFTEFH A, ** Unable to use ide 0:4 for fatl oad
** Error (no IRQ dev 0 blk 0: status 0x51 Error reg: 10 ** Cannot read fromdevice Ot W3 T 75— %
ytE—UMNaL PO —-FTRRENET. ChlF. ZETTH,

ACOIZ—R, N—RIIT7OBRBEHNRRTHZAEENI HYVET, TACOY—ERAVIIANEF—TLT, ZCOBED
RSTIN1—F AT TTLKEEVY, TACT—AZRBLKICIE, YAOENZHUHAMBETT, CiscoTACICELLTSICIE, T
DAL HR—RESBLTLIEEV,

Q74AXYVZLANIA>Y +FB—F (WLC) TAEY Ny 727 0BENRELET., xEY Ny 77Nt 3Earbo—3
@25y 3a33tcw,. AV54YECRTEHDLERY T—MABETYT, ROIS—Avt—Ihxvt—SOJCRRENET
- Mon Apr 9 10:41:03 2007 [ERROR] dtl_net.c 506: Qut of System buffers Mon Apr 9 10:41:03 2007

[ ERROR] sysapi _if_net.c 537: Cannot allocate new Mouf.Mn Apr 9 10:41: 03 2007 [ ERROR]

sysapi _if_net.c 219: MufGet: no free Mufs.Chld. ZHTT b,

A.Z 1 iFCisco Bug IDCSCsh93980N BRI TFo < D/NTIE WLC/N—2 32 4.1.185.0 THRENTVWET, cOXYE—D DM
BEBRITDIZE. ONO—FZ2ZOYI7RNITIT N=23 0 BRBRICTYTIL—RUET,

W S ROONTERB LY —LADT IR, BRI—FOHTETT.
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Q.74 XV ZALANI Y b B —F(WLC)4400%4.13— K7 vy 77V —RUL el A, sydoghRD 4 v t—U HKBIZRTEh
% U1, May0303:55:49.591 dtl_net.c:1191 DTL-1-ARP_POISON_DETECTED: STA [00:17:f2:43:26:93, 0.0.0.0] ARP (op) received with
with invalid with spa) 192.168.1.233/TPA 192.168.1.233TF, cNSD XY E—TJRFAZRLTVWD DO TT A,

A.Znl&, WLANA'DHCPrequired ( DHCPARME ) EX—F U JENTVRBEICRETHIAEEN BV ET. TOXRSKEFA,
DHCPEHTIP7 RLAZZEITDARAT—YIVEFFrEEFTZERTIENET, RAEZTAYI VFATMEZ O WLAN A
ODEENTEHFTENETA, WLCIEDHCPUL—I— I MELTEMEL, IXTOARAT—23a 20 IPT RLAZREL
T, COIS— AV E—JF, WLCHARTF—IUASDHCPNT Y R EZELTED IPTRLAZRBRIDHIC, AT—
2aAUNS5 ARPERZZEFETILEERENET,

Q.Power over Ethernet (PoE) % Cisco2106 74 ¥ L 2 LAN 3 Y ta—S5TERT R . APERNS F—TILICEVEHA, T
AP isunableto verify sufficient in-linepower.Radi 0 sl ot disabled. ;¢ W3 T 5—AyvtE—VhHRREhET, ChRED &
SEBRThECVTT MO,

ACOIZ— AV E—IFRETEIORE, TIVEARAIVNCEBRERATDAMNYFATLAR A —RAAYFTHBIICED
AHST, APHAINT—DOTLAZY A —RE-REHR—MLTVEVEETT,

CiscO7LARVA—R ZAAYTFE, AVFUDIVRNBHEE (IPM) ZHR—RNLFELBAN, BETIERA RS/ NIRE+S
BND—=HHYET,

COIZ—AYE—IWHEELLAPT, EROBREET—REEVNCIZIZEN HYET, chid. I NO—FOCLIT
config ap power pre-standard {enable | disable} {all |Cisco AP} A=~ F&ERAL TETTE £ Y.

BEIOVU—ZAASYTRIITII—A4ACTYTIL—RTBHEE, BECWUTIOIANY RFFTICREEATLS
PBEAHYVET, LEL, FRAVAN—ILNOBER, APEISEFEEOF 7 AL NEEICUEY NLEBER., COONUK
EANTRIHBENHDAEMN BN ET,

RDEDB Cisco /LARYA—RIA5TY N A4 Y FARFTENTVET,

AIR-WLC2106-K9

WS-C3550, WS-C3560, WS-C3750



C1880

2600, 2610, 2611, 2621, 2650. 2651

2610XM. 2611XM. 2621XM, 2650XM, 2651XM. 2691

2811, 2821, 2851

3631-telco, 3620, 3640, 3660

3725, 3745

3825, 3845

Q.2 > B —FMdtl _arp.c: 2003 DTL-3- NPUARP_ADD FAI LED: Unable to add an ARP entry for XxXx:XX.-XXX.X
to the network processor. entry does not exist. &t W3syslogx vt —CEERLET., CDsydogr v+ —2 1&1@
EBHELTWET h,

A ARPIGEZEEBITD VA VLARAISAT UM ®BD—AT, XY MID—070YyHI1ZY FNPURKZDISEZH > TVB &
ENfHYUET, TOLED, ARPISERENPUICEZRENETH, WLICY T RJITFRIOIVRNIUZEZRY ND—U7 Oy HICE

MUESELBVWTLEETL, BMLES>ETRE, ChSDAYE—IHFERENET, COBEICLDWLCHOEEEN DEE

EHYERAN,. WLCRI DsysdogX ¥ E—S&#ERLET,



QFfL\ Cisco2l06 WLC E4 > 2 b—I L., BBELFEF L, WLC R, BEt Y —(ICEENHELtERLTVET., Web 1
YE&—=TJxA4RB T, T B L. [controller summary] DTIC % 2 AZREDHEIC "sensor failed, e RREhET., ZOHIANT
NIEEREE. EFCHELTVWALERLTVET,

ARTEEL H—OBREFRANBZEOTHY, WLCN—T 342610 F Y TI L —RIDEBRTEET,

20075E1B7H AR IC & & hi- WLC 2106 WLC 526 Tk, MR A —DBEL Y —F Y THFEREhTVD TSN HY) X
T cOFLWEH—RBFEEICEBELERTHA, 4200 —ALBOYV I RN IITEFERENI HYEEA, LEN 2T, 7V0WY
JRVIT7TCREEEFIMBDCENTEY, COIT—HNERTRENET, INO—F0FTOHINTORERK., COBEEDFH
ExZHEEA

CDEEICEHET B BEA D Cisco/N T IDCSCSkI729904 H V) £, COFRERIKE, WLCN—23a 4200 )—A /—RMICREEHE
hTWEY,

8, S ROONTERB LTV —LADT LR, BRI—FOHTETT.

Q.¥INTMHSSIDIZ 2 Tradi us_db. c: 1823 AAA-5- RADSERVER NOT_FOUND: Coul d not find appropriate RADI US
server for W.AAN <W.AN ID> - unable to find a default server"xvt—Y%ERELET., COAv -,
AAA H—NEFRALTVEWVW SSIID KL TERRENET,

ACOIZ—AYtE—I&, AV MA—=FA T 7 FI)LNORADIUSH —NICERTERA 2 oA, 77 7 )L K DRADIUSH — /XA
EREATVWEVWIEZERLTVET,

ZOBEORERRNDIDELTEASND DI, N—2 32 42THIRE Ni-Cisco/N Y 1DCSCsk08181Td, A hO—5%&/N— 3
VA2IZTYTUL—RLTLEEL,

Q.Message: Jul 10 17:55:00.725 simc: 1061 SI M 3- MVACADDR GET_FAIL: Interface 1 source MAC address
is not found. EWS T 53— AwE—UMILXYVALANTI Y bE—F(WLC)TRREQFT., ChEAEZRLTWERDOTT M

°

A.Zhix, CPUASREEERENTY NOREHRICOVMNO—JICIT—HARELECEEZEKRLET,

Q74xX¥VZLANY bPE—=F (WLC) KRDITF— Ay t—UhHRRENhET,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsk97299
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsk08181

7710p 14:52:21.902 nvstore.c:304 SYSTEM-3-FILE_READ_FAIL: Failed to read configuration file
'cliWebInitParms.cfg'

77 10p 14:52:21. 624 nvstore.c:304 SYSTEM-3-FILE_READ_FAIL: 2y 744 F¥al—VYavy 774"
rfidInitParms.cfg, 4 #4232 h i€ ATLE

7710p 14:52:21.610 nvstore.c:304 SYSTEM-3-FILE_READ_FAIL: Failed to read configuration file
"dhcpParms.cfg'

7710p 14:52:21.287 nvstore.c:304 SYSTEM-3-FILE_READ_FAIL: 2y 744 F¥alb—Y a3y 77401 7T
bcastInitParms.cfg, 4 #4232 h F¢ATLE

3718p16:05:56. 753 osapi_file.c:274 OSAPI-5-FILE_DEL_FAILED: 7 » 1 wéﬂ‘f*& SECATLE:
sshpmInitParms.cfg7 » 1 JI/O)HWJ*,*T It4pclFliee - oz & fp_main_task -~ Id:11ca7618

Mar 18 16:05:56.753 osapi_file.c:274 OSAPI-5-FILE_DEL_FAILED: Failed to delete the file :
bcastInitParms.cfg. file removal failed. - 7w &x : &= : fp_main_task ~ Id:11ca7618

Q. ChsDIFT— AyvtE—CREAERLTVWEZDTT b,

AZhSDOXYE—YRBREBOXY E—THY, BEOT—MFIEO—HTT, chsOXYE—JRBFVK 2N DELDR
E77ANDOFRKEY) RZBHBRICABLUELEDICRTENET. BEDRETV T AU RIONSBA2LEERPRET 7ML %
HAMBDCEANTEBRWVES, ETOELADRES —T AN, DHCPH—/NREN BV, &Y (RFID ) REANBLWEEDX Y
t—PEEBLET, CholR, BEEKERIZCENDTERIEARENRVWXAYE—ITY, chsoXyE&—2AHO  O—
ZoBKEFHTRI_ERFHYEHA,

Q.HE6- W.C01, | ocal 0, al ert, 2008- 07- 25, 12: 48: 18, apf _rogue. c: 740 APF- 1-
UNABLE_TO KEEP_ROUGE_CONTAI NED: Unabl e to keep rogue 00: 14: XX: 02: XX: XX in contained state - no
available AP to contain. EWSI5—Jvt—UhHRRENET, ChEIATERLTVWARDTT h,



AChid, TEMEMEZETLULAPHEATERLSZY, IV NO—SHFFENLEERITIDOICEL EAPER DTS5 1z
BOlLEEERLET,

Q.DTL- 1- ARP_PO SON _DETECTED: STA [00: 01: 02: Oe:54:c4, 0.0.0.0] ARP (op 1) received with invalid
SPA 192.168. 1.152/ TPA 192.168.0.206¢t W3 Y 2TF L X v t—UMITA XYV ALAND Y bA—JERRENEFT, Cox
vt —CRAERLTVWEDTY .

A ATALNARPRAT —T7 4 VI FIIGEARPRA AZ 2V #RHE LU EWEMENSHYET, LAL, CcOXvE—DRF, EEOHD
ARPRT =T A VINRELECEEZMSTLEERTDEDTRBYEBA, XV E—2R, ROZBENRILTEIBEICETRT
ThFET,

WLAN(EDHCP Required CEREE T, 9547 MFNA ARG TOWLANIZBER TS5 iz, JRIICDHCPEET T
ARPXY E—DZREELET, CNEEEBBETHIAHEMENI BV ET, EEAF, 9FATURNCARTAYIICT
RLANEEESNEZER., VAT MUGOTII I3 SEMEDHCPU —RAEZREFLTVWREEICRET
DHUEMENDYET, RREND LT — AV E—TJEFARAOKSICHEYNET,

DTL-1-ARP_POISON_DETECTED: STA [00:01:02:0e:54:c4, 0.0.0.0] ARP (op 1) received with invalid SPA 192.16

CORBNFRILEHZE, BRELT, 947 MNEWLCBHTDHCPERETIDETCT—R N T4V I EREZETER
<IEYWET,

SHMIC OV Tk, FCiscoWirdlessLAN Controller A7 AXY 2= HA Ry @ "TDTLXY £—2 ) #5RBLTLKEE L,

Q.LAPDERIZEA L . Power over Ethernet(POE) 3R & h A, 74 Y VR LANI Y FO—500TBRDELSC%E-T
WwE7,

<#root>



AP's Interface: 1(802.11a) Operation State Down: Base Radi o MAC. XX: 1X: XX: AA: W: CD Cause=Low i n-1ine power

Q. ECLHEENS S M?

A.Zhlk, Power over Ethernet(POE)RREA EL K BREE N TV B WVWESICRET D ARSI BV ET, FIERA RSN
Lightweight E— RICERE N TVBEE, LEXE, APLIBL £hlk AP1242, £hE 1250 ) —ADT IR R4 > M Cisco
pre-Intelligent Power Management ( pre-IPM ) R4 Y FILERENTVBINT— A VSTV RN SEANRBEENZBE, 10T4
> N —EEFE NS Power over Ethernet ( PoE ) 2R ET 2 HEN HYWET,

L, TPower over Ethernet, 1 —H %Y R R—MNDEEEL ZSBL TS EZL,

Q74XYVALANAY =5 (WLC) KRD Xy t—UhRR&hTT,

<#root>

*Mar 05 10:45:21.778: % WAPP- 3- DI SC_MAX_AP2: capwap_ac_sm c: 1924 Dropping prinmary discovery request fror
AP XX: 1X: XX: AA: W: CD - maxi mum APs joined 6/6

QchiBfE@ERLTWVADTY h,

AlLightweight 7 7 2ARA > Nk, AV NO—Z 2R3 EDICHEOTILIVAXLEZERNL—ALET, FARAANVENAD
T7OEAQOFMIIOVWTR, TOLYL ALANIY MO—F(WLCOADLightweight APLAP)D &, #SBL T EEL,

CDITS— AV E—2, WLCH APORABREICEELEBTTAAANVEREZTR > EEZICWLC ETRRENET


https://www.cisco.com/c/en/us/tech/lan-switching/ethernet/index.html
https://www.cisco.com/c/en/us/tech/lan-switching/ethernet/index.html
https://www.cisco.com/c/en/us/tech/lan-switching/ethernet/index.html
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo

LAPDZ7' 24X O MNO—Fk, RETNATVEVS, ThHAHFEEEZORED LAPTH2BE. FETREEINTOO N
O—ZICR/LTLWAPPF A AANVERERELET. T4 AANVERSN, APOBRBRETEELTWA2ONO—-ZICF
ETdE, WCREREZHEY) ., TANFRAKAPRETHH e #RHBL T, ERCHEEYT. COIS—%RLET,

QLWAPP Y 2F 4 A v+ —Y 20 TOHMAEBHREECTAFETEETh.

ALWAPPY AT LXY E—2 OFFMIE. TCiscoD 4 VL ALANIY NO—SATAXYE—TUHA R42 (BLE) s Z2838BLT
<EEW,

Q."Error extracting webauth files;T7—AvE—YHI74 ¥V RLAND Y bA—F(WLC)ERTREhFEFF. Chizfd
ERLTVWADTY h,

ANV RILENRTVWR T 7AIINOHRIC, 77 ANERFEEUCIONFEBEBAD T T7AIINEENATVRIHE. WLCRAAR A
WebFBEE/NAZRIL =N RILOO—RICKBLET, DAZ A AWeREIE/NY RILICT 71 IILBEDIOXFOHIBRAF BV ET,
NRILADIRTOT7AIILEN 30 XFLATHZ L 2HEIT D,

QEZHDAPT NV —ThdH 35.2%1-136.01— KEE{TT 3WirdessLAN Controller (WLC; 74 YV ZLANa > b —3 ) TlI}
VEREEShTOWAAPIT VN —THINTWeHGUIKRREhE3hUITEHVEHA, ECLBBENHEIM?

AXELZAPYI)L—7I&, CLIMshow wlan ap-groupsIN > REFHT D ERRTEET,

DANZ1ED APTIIL—TZBMLTLKEEV, X, S1BDAPTI—TZ2EAL LN, 51B8BHNFRIASHA 2 (R
—23), 52EBBOIN—T%EBMTBE, Page3Web GUIICRRENET,

COREEBATDICIE. WLC/N—2327.02200c 7Yy 79 L—RLET,

BERR

e WiSM b5 FW>a—F 1+ V51T 3 FAQ
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https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/70608-wism-ts-faq.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/70608-wism-ts-faq.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/70608-wism-ts-faq.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/70608-wism-ts-faq.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/70608-wism-ts-faq.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/70608-wism-ts-faq.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/70608-wism-ts-faq.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/wireless/index.html
https://www.cisco.com/c/en/us/support/wireless/index.html
https://www.cisco.com/c/en/us/support/wireless/index.html
https://www.cisco.com/c/en/us/support/wireless/index.html
https://www.cisco.com/c/en/us/support/wireless/index.html
https://www.cisco.com/c/en/us/support/wireless/index.html
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