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o BEBHPORY ND—UTR., FEONVRIEL>TRIDAREMI HD2EEZ +OoEIEL T
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CORFIXVRNTE, LAPZWLC IZERIDI-ODREFIES LU LWAPP DAL VYL A XY
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1.DHCP H—N\N%ZFEHABEICL T, APARYRD—O PRLAZEBTEDLSIZLET,
X AT 3 43, APHFEBZIHTRY NIEETIHEICERAENET,

WLC ZEAXBERICEELET,

AAYTFZE WLC HICERELFE T,

AAYTFZ AP AICERELET,
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3. 7OV M RREhzS, cLUICOYVA>LET, 72N MOI1—YRlEadminT, T
72 ) MDO/INAT— RiFadminTd,

4. BEIZISUT, resetsystem EAHNL T, EEZBEHL., VI H—RZHKBLET,

5 RAIDDAHY—R Z7OVTMRRENES, DATALABEANILET, DATLBRICE
R NFETOHHRITEES ASCII XFEFERATEET,
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2120000 &EABLET,
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BHREAEODAAYFR—NT "XA4T 14 vlany O—HBELTHRETATVRHEE., OI8O
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VLAN A" MO—FLETEOICBDIELSICEKETHILEN HYET,

10.XYRNDT—DT AVER—TIAARA(BEATL) OYBR—INESTZADLET, WLC
NHBER. TEANIILOFHEY N 1 —HZXY N KR—K D1 ~ 4 DR—NEFEHTEE
9,

M. I9TZAT N, BBAVE—TIAA, BREY—ERR—N AV EZ—TI( A (ERT
PHEE)ICIP7RLAZEBHTZFT7AILNDHCP H—NNXD IP 7 RLAZAHILET,

12. LWAPP R T2 AR— R E—RIZAVY FF(LAYER2F 2 (FLAYER3), X : V1 —R%Z
FAL TWLC 4402% %% L. [AP Transport Mode] [LAYER2] ZBIR L =88, &1 HF—R
FAPY Z—2 v OFHEBERELELA

13. RS —KRIJIADIPFRLAZEAALET, Ik, L4V 3n0EF21)FT1EEE
T4 DEBENFERTS 10111 BEOREOKRFERDIP 7 RLAZEETEERET, &

CBE, FREhSRETS—RNVIAIPPRLAGTZAR—=NT7 RLATT,

14. Cisco WLAN Solution ® Mobility I —7"& & RF JIIL—7T DR ZADLE T,

15. WLAN 1 0 Service Set Identifier (SSID ) F1eE XY RTJ—0FZANDLET, DO ID &
. Lightweight AP ¥ WLC & QEERFICERTZF 7 4L MO SSID LAY ET,

16. V74T MU TEEIP 7 RLAZFATDIALBEWVWAZEELET, V9714726
FHEDIPT7RLAZEETEDXSIZTSICE, yes EAHNLET, DHCP H—/\H5



DIPF7RLAZIDZAT RNV ITERTEDELSICTSICEK, noEAHDLET,

17. WLC EIZ RADIUS ﬂ-/?’é%ﬁ:’ﬁ?%%gﬁﬁé%éﬂ\ yes EABL. AT DERZAD
LET, RADIUS H—/NXD IP 7 RL ABER— N EEWZERADIUSH —/NZRET D 4
ENfBVEE. FEEETY—/N%ES E@'%%/\(&" nn&EAALET,

18. nlﬁ@@%ﬁﬁ)\ﬂbi?o "Helpiny EABLT, U R—KFENTVBREOJARNER

R~LET,

19. IEEE 802.11b, |EEE 802.11a, & &' IEEE 802.11g DHR— N EBMFLFEMICLF
9,

20. Radio Resource Management ( RRM; &)Y —AE®E ) (HBIRF ) ZBMELXEN
ICLET,

WLC 4402 : BV 1 F— K

Wl come to the G sco Wzard Configuration Tool

Use the '-' character to backup

System Nane [ Cisco_43: eb: 22]: c4402

Enter Administrative User Nane (24 characters nax): admin
Enter Administrative Password (24 characters nmax): ****x
Service Interface | P Address Configuration [none] [ DHCP]: none
Enabl e Li nk Aggregation (LAG [yes][NO: No

Managenent Interface | P Address: 192.168.60.2

Managenent |nterface Netmask: 255.255.255.0

Managenent Interface Default Router: 192.168.60.1

Managenent Interface VLAN lIdentifier (0 = untagged): 60
Managenent Interface Port Num[1 to 2]: 1

Managenent |nterface DHCP Server |P Address: 192.168.60.25
AP Transport Mode [l ayer2][ LAYER3]: LAYER3

AP Manager Interface | P Address: 192.168.60.3

AP- Manager is on Managenent subnet, uses sane val ues

AP Manager Interface DHCP Server (192.168.50.3): 192.168.60.25
Virtual Gateway |P Address: 10.1.1.1

Mobi lity/ RF Group Nane: RFgroupname

Net wor k Nanme (SSID): sSsID

Allow Static | P Addresses [ YES][no]: yes

Configure a RADIUS Server now? [ YES][nho]: no

Enter Country Code (enter 'help' for a list of countries) [US]: uUs
Enabl e 802. 11b Network [YES][no]: yes

Enabl e 802. 11a Network [YES][no]: yes

Enabl e 802. 11g Network [YES][no]: yes

Enabl e Auto-RF [YES][no]: yes

EWLCLDEEBA 2 R—T I LAk, WLCOARAL SEICpingAleBE—DA>2—7 T
AATT, TDI=H, WLC DAZBA S APYR—2 YDA R —T I A4 A% ping TEREL
DiF, BEESYOBETT,

FEAPZWLCICEERFAICE. APRR—D VAUV R—TIAAZRETIXLEN HYE
9o

WLC DAL Y FDRRTE

ZOBITE. 1 R—ROKNERENTUVS Catalyst 3750 A Y FEEALET, 0BT,
APNZR—D VY EEBEBAVRA—TIARAILRTZREL T, VLANGO ICEREL TVWET, RAM Y
FOR—NFIEEE8021Q D RSV ELTREETNTH Y, % VLAN ( Z0OHESE VLAN
2~4E60)DENRSVIDEREAFTEATVET., EEBLTAPIZ—S+ 0D

VLAN (VLAN 60 ) IR T AREENTHEY, RSUIDZRAT 47 VLAN ELTRBEE h



TLWEEBA. TDLEO, COBTIIASDA2E—TI (A% WLC ICRETIHRIC. 12—
7IAAICIE VLANID A8V ETSNhET,

8021Q AMYF R—KEDREDHZXIZRLET,

interface G gabitEthernet1/0/1
description Trunk Port to Cisco WC
swi tchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 2-4,60
switchport mode trunk

no shut down

AWLCOFAHEY NR—RNZEFEITIHBERE. RAMYFOFAHEY hAR—BNEFICHELEL
TWB e Z2BRELTLKEEV, WLCOFHEY RA—HYRYRNZRAS/YTFDTT7ANA
—HRY MR—NIERTDE, BELEEA.

COREHTE, BBEROHS VLAN DA A 802.1Q hZU T LICHAIEND LS ICEHET DI AA
YVF R—RMAREETATVBREICERLTLKEZV, fOITXTOVLAN BT IL—Z2T&Eh
TVWET, COBDERERFXATREHYNEEAN, BRABORANT7ZI0T1RELTHEFHL
£F9, BROBVVLAN 27N —-Z2T092¢&, BROHZDTL—LDOHH WLC TLREZND
S, NT7TA—XANRBEENET,

AP DALY FDERE

Catalyst 3750 T® VLAN 4 B2 —7 T4 ADREBERICRLET .

interface VLANS
description AP VLAN
ip address 10.5.5.1 255.255.255.0

Cisco WLCIFEI(2802.1QKZ > JIC#E#H L £ 94", Cisco Lightweight APIFVLANZ ¥ > J %535
LBWVWESH, RAN—ASMYTFOTIVEAR—BNCOIKMERTIHREN HYET,

Catalyst 3750 TOAM Y F R—NDEREHZRICRLET,

interface G gabitEthernet1/0/22

description Access Port Connection to C sco Lightweight AP
swi tchport access vlan 5

swi tchport node access

no shut down

CNT, COAVTZARNTZIFYTO AP BROEBHABVEL £, LAP TRHREXRETEZ WLC
BRHEFEZERAL T, MATS WLC ZIBIRLE T, RICLAP A" WLC ICERE KT,

CLIB RV'GUIZEATETA YL ALANIY FO—Z OHHRREIC D VW THA L TV B Ciscott
R—=—RIAZ1ZFAOEFANDOIV 2 VZRIIRLET, CLIBLVOGUIZEALLETDAYL A
LANI> b O—7 O#HIERE,

ST, RENFERCHELTVWRIAESHERRBLET.
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LAP A" WLC ICB &5, WLCHDI—HY A2 Z—T7 I 4 ADLED "Wirelessy DTFIC, ¥
hs® LAP Z2RRTEET,

Al APs |

Saarch by AP MAL Search |
Operational
AP Mame AP MALC AP Up Tifme Adruin Status Statias AP Mode Certiticate Type AP Sub Mode
O0iib:ick ediaf:db 04,00k 01 e 31 ¢ Enable REG Lanzal MIC Hone

I—YA42R—T7 I 4RI NO—ZDLEE

CLITI(d. showap summary X RZFEAL T, LAPHFWLCICERE N ZHRRTEET

o

(Cisco Controller) >show ap summary

Number of APs. .. ... . . . . 1

Aobal AP User Name................. i, Not Confi gured

dobal AP Dotlx User Name........................ Not Confi gured

AP Nare Slots AP Model Et her net MAC Locati on Port Country
Priority

AP001b. d4e3. a81b 2 Al R- LAP1232AG A- K9 00: 1b: d4: e3: a8: 1b default |ocation 2 I'N
1

WLCOCLITIF. show client summaryAN > RZFEAL T, WLCIZBREATWVWRITA4T b
ERRTDEETEET,

(Cisco Controller) >show client summary

Number of ClientsS...cccceceeeecccccccsccccccccncccs 1
MAC Addr ess AP Nane St at us W.AN Auth Protocol Port
00:40:96:a1:45:42 ap: 64:a3: a0 Associ at ed 4 Yes 802.11a 1

(Cisco Controller) >

GUIB LU CLIZFEALTODAVYLALANI NO—FOHHPEREZERITID HEZEHRBLEET
FTFEANL—23a & KRICRLET, "CLIBKLUVGUIZFEALEDA YL ALANI NO—
S OFEAZEE 1 (Initial configuration of Wireless LAN Controller with the CLI and GUI),

NZ7L1—h

COETR, REONSZ TN 2—F42TI2VWTEHBLET.

a2 R

LTFOORY ReFEALT, REORSZ LS 1—FT12T=2T0VET,
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3% : debugcommandsZ AT B EIIC, TdebugdX > ROBELER 25RBL LK EE
Lo

R Ddebug Iwapp events enableWLCY > R f1l&, Lightweight APA'WLCIZERE hi-lL %
RLTVWET,

(Cisco Controller) >debug lwapp events enable

Tue Apr 11 13:38:47 2006: Received LWAPP DISCOVERY REQUEST from AP
00:0b:85:64:a3:a0 to ff:ff:ff:ff:ff:ff on port '1'

Tue Apr 11 13:38:47 2006: Successful transm ssion of LWAPP Di scovery- Response
to AP 00: Ob: 85:64:a3:a0 on Port 1

Tue Apr 11 13:38:58 2006: Received LWAPP JOIN REQUEST from AP
00:0b:85:64:a3:a0 to 00: Ob: 85: 33: a8: a0 on port '1'

Tue Apr 11 13:38:58 2006: LWAPP Joi n- Request MIU path from AP 00: Ob: 85: 64: a3: a0
is 1500, renote debug node is O

Tue Apr 11 13:38:58 2006: Successfully added NPU Entry for AP
00:0b:85:64:a3:a0 (index 48) Switch IP: 192.168.60.2, Switch Port: 12223,
intIfNum 1, vlanId 60 AP IP: 10.5.5.10, AP Port: 19002, next hop MAC:
00:0b:85:64:a3:a0

Tue Apr 11 13:38:58 2006: Successfully transm ssion of LWAPP Join-Reply to AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:38:58 2006: Register LWAPP event for AP
00:0b:85:64:a3:a0 slot 0

Tue Apr 11 13:38:58 2006: Regi ster LWAPP event for AP 00: Ob: 85:64:a3:a0 slot 1

Tue Apr 11 13:39:00 2006: Received LWAPP CONFI GURE REQUEST from AP
00: Ob: 85: 64: a3: a0 to 00: Ob: 85: 33: a8: a0

Tue Apr 11 13:39:00 2006: Updating IP info for AP 00:0b: 85:64:a3:a0 --
static 0, 10.5.5.10/255.255.255.0, gtw 192.168.60.1

Tue Apr 11 13:39:00 2006: Updating IP 10.5.5.10 ===> 10.5.5.10 for AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: spamVerifyRegDonain RegDonain set for slot 0 code O
regstring -A regbDfronCh -A

Tue Apr 11 13:39:00 2006: spamVerifyRegDonain RegDonain set for slot 1 code O
regstring -A regbDfronCh -A

Tue Apr 11 13:39:00 2006: spantEncodeDomai nSecr et Payl oad: Send domai n secr et
Mobi lity G oup<6f, 39, 74, cd, 7e, a4, 81, 86, ca, 32, 8c, 06, d3, ff, ec, 6d, 95, 10, 99, dd>
to AP 00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39: 00 2006: Successfully transmission of LWAPP
Config-Message to AP 00:0b:85:64:a3:a0

Tue Apr 11 13:39:00 2006: Running spanEncodeCreat eVapPayl oad for SSID ' SSID

Tue Apr 11 13:39:00 2006: AP 00: Ob: 85:64: a3: a0 associ ated. Last AP failure was
due to Configuration changes, reason: operator changed 11g node

Tue Apr 11 13:39: 00 2006: Received LWAPP CHANGE_STATE EVENT from AP
00:0b:85:64:a3:a0

Tue Apr 11 13:39:00 2006: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Received LWAPP Up event for AP 00:0b: 85:64:a3:a0 slot 0!

Tue Apr 11 13:39:00 2006: Recei ved LWAPP CONFI GURE COMVAND RES from AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Received LWAPP CHANGE_STATE_EVENT from AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39: 00 2006: Received LWAPP Up event for AP
00:0b:85:64:a3:a0 slot 1!

ROEHE, ROEFZEWLCdebugcommandZ RL TWE T,

. debug pem state enable : 7 VAR > —XZX—vFNY T AT a3 EBRELERT


https://www.cisco.com/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

- debug pem events enable

- debug dhcp message enable:DHCPH—/N&E DB THEICRBEE N/ZDHCPX Y £—2 0O F
NY TRBHIERRENET

. debug dhcp packet enable:DHCPH—/N& DB TEZEE NBHDHCP/NT v N DM T/VY
THEBARTRENET

Tue Apr 11 14:30:49 2006: Applied policy for mnobile 00:40: 96: al: 45: 42

Tue Apr 11 14:30:49 2006: STA [00:40: 96: al: 45:42, 192.168.1.41] Repl aci ng Fast
Path rule type = Airespace AP Cient on AP 00:0B: 85:64: A3: AO, slot O
| nHandl e = 0x00000000, Cut Handl e = 0x00000000 ACL |Id = 255, Junbo Franes

= NO interface =1 802.1P =0, DSCP =0, T

Tue Apr 11 14:30:49 2006: Successfully plunbed nobile rule for mobile
00: 40: 96: al: 45: 42 (ACL | D 255)

Tue Apr 11 14:30:49 2006: Plunbed nobile LWAPP rul e on AP 00: Ob: 85: 64: a3: a0
for nobile 00:40:96: al: 45: 42

Tue Apr 11 14:30:53 2006: DHCP proxy received packet, src: 0.0.0.0,
len = 320

Tue Apr 11 14:30:53 2006: dhcpProxy: Received packet: Cient 00:40:96:al: 45: 42
DHCP Op: BOOTREQUEST(1), IP len: 320, switchport: 1, encap: Oxec03

Tue Apr 11 14:30:53 2006: dhcpProxy(): dhcp request, client:
00: 40: 96: al: 45: 42: dhcp op: 1, port: 1, encap Oxec03, old nsch
port number: 1

Tue Apr 11 14:30:53 2006: dhcp option len, including the magic cookie = 84

Tue Apr 11 14:30:53 2006: dhcp option: received DHCP REQUEST nsg

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 61, len 7

Tue Apr 11 14:30:53 2006: dhcp option: requested ip = 192.168.1.41

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 12, len 15

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 81, len 19

Tue Apr 11 14:30:53 2006: dhcp option: vendor class id = MSFT 5.0 (len 8)

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 55, len 11

Tue Apr 11 14:30:53 2006: dhcpParseOptions: options end, |len 84, actual 84

Tue Apr 11 14:30:53 2006: nscb->dhcpServer: 192.168.60.2, nsch->dhcpNet mask:
255. 255. 255. 0, mscb- >dhcpGat eway: 192. 168. 60. 1, nscbh->dhcpRel ay:
192.168. 60. 2 VLAN: 60

Tue Apr 11 14:30:53 2006: Local Address: 192.168.60.2, DHCP Server:
192.168.60.2, Gateway Addr: 192.168.60.2, VLAN: 60, port: 1

Tue Apr 11 14:30:53 2006: DHCP Message Type received: DHCP REQUEST mnsg

Tue Apr 11 14:30:53 2006: op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1

Tue Apr 11 14:30:53 2006: xid: 3371152053, secs: 0, flags: O

Tue Apr 11 14:30: 53 2006: chaddr: 00:40:96:al1:45:42

Tue Apr 11 14:30: 53 2006: ciaddr: 0.0.0.0, yiaddr: 0.0.0.0

Tue Apr 11 14:30: 53 2006: siaddr: 0.0.0.0, giaddr: 192.168.60.2

Tue Apr 11 14:30:53 2006: Forwardi ng DHCP packet locally (348 octets) from
192.168.60.2 to 192.168. 60. 2

Tue Apr 11 14:30:53 2006: Received 348 byte dhcp packet from 0x0201a8cO
192. 168. 60. 2: 68

Tue Apr 11 14:30:53 2006: DHCP packet: 192.168.60.2 -> 192.168. 60.2 uses
scope "I nternal Scope"

Tue Apr 11 14:30:53 2006: received REQUEST

Tue Apr 11 14:30:53 2006: Checking node 192.168.1.41 Allocated 1144765719,
Expires 1144852119 (now. 1144765853)

Tue Apr 11 14:30:53 2006: addi ng option 0x35

Tue Apr 11 14:30:53 2006: addi ng option 0x36

Tue Apr 11 14:30:53 2006: addi ng option 0x33

Tue Apr 11 14:30:53 2006: addi ng option 0x03

Tue Apr 11 14:30:53 2006: addi ng option 0x01

Tue Apr 11 14:30:53 2006: dhcpd: Sending DHCP packet (giaddr:192.168.60.2)to

192.168. 60. 2: 67 from 192. 168. 60. 2: 1067

Tue Apr 11 14:30:53 2006: sendto (548 bytes) returned 548

Tue Apr 11 14:30:53 2006: DHCP proxy received packet, src: 192.168.60.2
len = 548



Tue Apr 11 14:30:53 2006: dhcpProxy: Received packet: Cient 00:40:96: al: 45: 42
DHCP Op: BOOTREPLY(2), IP len: 548, sw tchport: 0, encap: 0xO

Tue Apr 11 14:30:53 2006: dhcp option len, including the magi c cookie = 312

Tue Apr 11 14:30:53 2006: dhcp option: received DHCP ACK msg

Tue Apr 11 14:30:53 2006: dhcp option: server id = 192.168.60.2

Tue Apr 11 14:30:53 2006: dhcp option: lease time (seconds) = 86400

Tue Apr 11 14:30:53 2006: dhcp option: gateway = 192.168.60.1

Tue Apr 11 14:30:53 2006: dhcp option: netmask = 255.255.255.0

Tue Apr 11 14:30:53 2006: dhcpParseOptions: options end, |len 312, actual 64

Tue Apr 11 14:30:53 2006: DHCP Reply to AP client: 00:40:96:al: 45:42,
frame len 412, switchport 1

Tue Apr 11 14:30:53 2006: DHCP Message Type received: DHCP ACK mnsg

Tue Apr 11 14:30: 53 2006: Op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0

Tue Apr 11 14:30:53 2006: xid: 3371152053, secs: 0, flags: O

Tue Apr 11 14:30:53 2006: chaddr: 00:40:96:al1:45:42

Tue Apr 11 14:30:53 2006: ciaddr: 0.0.0.0, yiaddr: 192.168.1.41

Tue Apr 11 14:30: 53 2006: siaddr: 0.0.0.0, giaddr: 0.0.0.0

Tue Apr 11 14:30:53 2006: server id: 10.1.1.1 rcvd server id: 192.168.60.2
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