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L3AA Y FZERDONTPH—/NELTERET S

SATFAEERO NTP H—=NICF28EEE. JO0-/N)L > 714F1L -3 E—RTHED
AN REFERALET, chik, SATANASBOBZRERBE ATV EVEETERUTT

o

#ntp master !--- Makes the system an authoritative NTP server

NTPFIEE D &R E

tFIVTALOBNTHOSATALAEDT IS I—>3aV2FATEIHEEE. ROIN RE
FERALERT, ROV RICKE), NTP FRELHENBRMICEY XT,

2FEBOIOXV RIZKY, ThEIOFAF—AHAEREINET, &2, F—FS, 247
BRMEZ 1 DT OEELET, BEYR—RENTVEF— AT E md5 £FTY,

3BBIC, EHTEDRAF—DIVANEZEERLET, F—HNMEEHENATVBIEHESES., COZATA
ENTPNT Y RTCOF—FERAITZIATLALERHIZDE/ITETVET, NTPRIEZHRTE
ITBICE, xR REJO-N)IL AV 74F1L—>3> E—RTHEALE,

#ntp authenticate

!--- Enables the NTP authentication feature
#ntp authentication-key number md5 value
!I--- Defines the authentication keys

#ntp trusted-key key-number

!--- Defines trusted authentication keys

RIZ, 3560-CX L3RS Y FTONTPH—NDOEREFZERLET. ALY FIENTP materTd, DY)
IL—REERONTPH—/NELTEELETAH. BEIEBIONTPH —/Ixxxxxxxh 5 R EWMEBLET,

(config)#ntp authentication-key 1 md5 1511021F0725 7
(config)#ntp authenticate

(config)#ntp trusted-key 1

(config)#ntp master

(config)#ntp server XxxX.XXX



NTPH—/NHOWLCOHER

N—23286H5., NTPAZEMICTEERT, IV NO—FENTPH—NOBICERATF Y RILEZRET DI EETERT,

O NO—FGUITNTPRIIZRETBICIE. AOFIEZRITLET.

[Controller] > [NTP] > [Keys] ZiZIRL £ T,

[New] 20U Y OLTHLLWF—ZERLET,

[Key Index] TH Rk RY JRAICF— A VFYIREADLET,

Key Checksum ( MD5&E iz (& SHAL ) & U'Key Format ROY 7RI U AN EERLET,

.

KeyTFARRY JACF—ZAHDLET,

alali

cisco MONITOR  WiAMs CONTROLLER WIRELESS —SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Controfler NTP Keys > New < Back Aoply
General Ky Index 1
Tcons
Checksum MDS v
Invent
s Key Format  [ASCII ¥
Interfaces

Mey  resss
Interface Groups

Multicast
¥ Network Routes
¥ Fabric Configuration
¥ Redundancy
¥ Internal DHCP Server
¥ Mobility Management
Ports
- NTP

[Controller] > [NTP] > [Servers] D JEIZEIRL T, [NTPServers) R—DZBEXRT, N—2 323X LEF4%ZERL. Newz ¥
Dy UTINTPY—/NEZEBMUET, [NTPServers> New] R—S A RRENET,

e Server Index (Priority)Zi2IRL £ 7,

.

Server IPAddressTF ARRY JAIINTPH—/NDIP7 RLAZABDLET,



NTPH—/\ZBEE% 4 Z— 7 )LIZ L. NTP Server Authentication F T Y IRy VREAICL T, BRICHELE%—90 >
Fuy AEBRLET,

Saye Configurabion | Ping  Logout | Befresh

HONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDRACK L
Controlier NTP Servers > New _<mack | apehv |
Ganaral NTP Version 4
1
e Servts Tndes (Priarity) iv
Inventory T
Server [ [P ¥ [1s2.168.100.254
Interfaces
Enable NTP Authentication -

Interface Groups 2
Key Index [1

Multicast

Metwork Routes

Fabric Configuration

Redundancy

Internal DHCP Server

Mobility Management
Ports

- NTP
Server

[APPLY] 20U Y L&Y,

> MO—ZCLIZERLU TNTPRREEZRET D ICIE, XOOX RYU—ZBHFLET,

>config time ntp version 4

>config time ntp key-auth add 1 md5 ascii cisco
>config time ntp server 1 192.168.100.254
>config time ntp auth enable 1 1

ﬁ
]



NTPH —/¥

#show ntp status

Clock is synchronized, stratum 3, reference is X.X.x.x

nominal freqis 286.1023 Hz, actual freq is 286.0901 Hz, precision is 2**21
ntp uptime is 6591900 (1/100 of seconds), resolution is 3496

reference time is E007C909.80902653 (09:23:21.502 UTC Fri Feb 8 2019)
clock offset is 0.3406 msec, root delay is 59.97 msec

root dispersion is 25.98 msec, peer dispersion is 1.47 msec

loopfilter stateis'CTRL' (Normal Controlled Loop), drift is 0.000042509 s/s
system poll interval is 128, last update was 7 sec ago.

#show ntp associations

address ref clock st when poll reach delay offset disp

*~XXXXY.Y.Y.Y 220 1024 17 13.634 0.024 1.626

~127.127.1.1 .LOCL. 79 16 377 0.000 0.000 0.232

* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

#show ntp information

Ntp Software Name : Cisco-ntpv4

Ntp Software Version : Cisco-ntpv4-1.0

Ntp Software Vendor : CISCO

Ntp System Type: Cisco I0S/ APM86XXX

GUIDBE
=)
Ry .
WLCA'BIEZMHITHM :
S T :
T Saye Conbguration  Ping  Logost  Befrash
cisco MONITOR  WLAMs CONTROLLER WRELESS SECURITY MANAGEMENT COMMANDS MWELP  PEEDEACK N Home
Controller NTP Servers _dpely | Hew.. |
General
Tcons NP Versaon (4 7
Invent
ooy Server Hax Polling Min Folling
Interfaces Index Server Address(Ipvd/1pvis) Ky Index Key Type Interval Interval
Interface Groups 1 192.168.100.254 3 HO5 ] 5 -]
Multicast

b Hetwork Routes

b Fabric Configiration
b+ Redundancy

b Internal DHCP Server 11T QUETY Status

# Mobility Management

Pors 151089 o001 yes no bad reject mobilize 1192.368.100.254
- NTP

Server

ey

BESEYE R



aliln Saye Comfiqueation  Ping  Logout  Refresh

CISCO HONITOR  WiANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELF FEEDBACK i Home
Controller NTP Servers Apgly Heve...
General
icons NTE verson [4 7
Inventory
Server Max Polling  Min Polling
Interfaces Index Server Address(Tpvd /Tpvi) Key Index Key Type Imterval Interval
Interface Groups i 292.168.100.254 t MD5 w0 6 [ -]
Multicast

b Network Routes
¥ Fabric Configuration

¥ Redundanmcy

t
b Internal DHCP Server 11T Query Status
b Mobility Management ~d asaid stofus sond rench auth sondibson last_svent ced sre_nddr

Poris 150059 635 wes wes ok Syspesr  fys_peer 3 192.168.100.254
= NTP

Seraer

Kevs

WLCCLIDEE

(Cisco Controller) >show time

TiME.eeieieeeeceeeeeeee e Fri Feb 8 10:14:47 2019
Timezoneddta.........cooovevveeeereennnen. 0.0
Timezone loCation..........coveeeeeeeeeeenens
NTP Servers
NTPVersion......ccoeeeeeeeeeecenenenn, 4

Index NTP Key NTP Server NTP Key Polling Intervals
Index Type Max Min

11192.168.100.254 MD5 10 6

NTPQ status list of NTP associations

assoc
ind assid status conf reach auth condition last_event cnt src_addr

11385 f63ayes yes ok sys.peer sys peer 3192.168.100.254

(Cisco Controller) >

RS7LZa—hk

Cisco |OSA BB T DNTPH —/VAITl&, debugntpal enable AN REFEHTEET,

#debug ntp all

NTP events debugging ison

NTP core messages debugging is on
NTP clock adjustments debugging ison
NTP reference clocks debugging ison
NTP packets debugging ison

#



(communication between SW and NTP server Xx<X.xxx)

Feb 8 09:52:30.563: NTP message sent to X.x.x.x, from interface 'Vlanl' (192.168.1.81).

Feb 8 09:52:30.577: NTP message received from x.x.x.x on interface 'Vlanl' (192.168.1.81).
Feb 8 09:52:30.577: NTP Core(DEBUG): ntp_receive: message received

Feb 8 09:52:30.577: NTP Core(DEBUG): ntp_receive: peer is 0x0D284B34, next action is 1.

(communication between SW and WLC)

Feb 8 09:53:10.421: NTP message received from 192.168.100.253 on interface 'VI1an100' (192.168.100.254).
Feb 8 09:53:10.421: NTP Core(DEBUG): ntp_receive: message received

Feb 8 09:53:10.421: NTP Core(DEBUG): ntp_receive: peer is 0x00000000, next action is 3.

Feb 8 09:53:10.421: NTP message sent to 192.168.100.253, from interface 'V1an100' (192.168.100.254).

(communication between SW and NTP server Xxxx.xxx)

Feb 8 09:53:37.566: NTP message sent to x.x.x.x, from interface 'Vlanl' (192.168.1.81).

Feb 8 09:53:37.580: NTP message received from x.x.x.x on interface 'Vlanl' (192.168.1.81).
Feb 8 09:53:37.580: NTP Core(DEBUG): ntp_receive: message received

Feb 8 09:53:37.580: NTP Core(DEBUG): ntp_receive: peer is 0x0D284B34, next action is 1.

(communication between SW and WLC)
Feb 8 09:54:17.421: NTP message received from 192.168.100.253 on interface 'V1an100' (192.168.100.254).
Feb 8 09:54:17.421: NTP Core(DEBUG): ntp_receive: message received

Feb 8 09:54:17.421: NTP Core(DEBUG): ntp_receive: peer is 0x00000000, next action is 3.
Feb 8 09:54:17.421: NTP message sent to 192.168.100.253, from interface 'VI1an100' (192.168.100.254).

WLCHI :

>debug ntp ?

detail Configures debug of detailed NTP messages.

low Configures debug of NTP messages.

packet Configures debug of NTP packets.

(at the time of writte this doc there was Cisco bug |D CSCvo29660

on which the debugs of ntpv4 are not printed in the CLI. The below debugs are using NTPv3.)
(Cisco Controller) >debug ntp detail enable

(Cisco Controller) >debug ntp packet enable

(Cisco Controller) >*emWeb: Feb 08 11:26:53.896: ntp Auth key Info =-1
*emWeb: Feb 08 11:26:58.143:; ntp Auth key Info=-1

*emWeb: Feb 08 11:26:58.143: ntp Auth key Info=-1

*emWeb: Feb 08 11:26:58.143: Key Id = 1 found at Local Index = 0
*sntpReceiveTask: Feb 08 11:26:58.143: Initiating time sequence
*sntpReceiveTask: Feb 08 11:26:58.143: Fetching time from:192.168.100.254

*sntpReceiveTask: Feb 08 11:26:58.143: Started=3758614018.143350 2019 Feb 08 11:26:58.143

*sntpReceiveTask: Feb 08 11:26:58.143: hostname=192.168.100.254 hostldx=1 hostNum=0
*sntpReceiveTask: Feb 08 11:26:58.143: Looking for the socket addresses

*sntpReceiveTask: Feb 08 11:26:58.143: NTP Palling cycle: accepts=0, count=5, attempts=1,
retriesPerHost=6. Outgoing packet on NTP Server on socket 0:


https://tools.cisco.com/bugsearch/bug/CSCvo29660

*sntpReceiveTask:

*sntpReceiveTask:
*sntpReceiveTask:

*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveT ask:
*sntpReceiveT ask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:

*sntpReceiveTask:

*sntpReceiveTask

Feb 08 11:26:58.143:

Feb 08 11:26:58.143:
Feb 08 11:26:58.143:

Feb 08 11:26:58.143:
Feb 08 11:26:58.143:
Feb 08 11:26:58.143:
Feb 08 11:26:58.143:
Feb 08 11:26:58.143:
Feb 08 11:26:58.143:
Feb 08 11:26:58.143:
Feb 08 11:26:58.143:
Feb 08 11:26:58.143:
Feb 08 11:26:58.143:

: Feb 08 11:26:58.143:

sta=0 ver=3 mod=3 str=15 pol=8 dis=0.000000 ref=0.000000

0ori=0.000000 rec=0.000000
tra=3758614018.143422 cur=3758614018.143422

Host Supports NTP authentication with Key Id =1

NTP AuthKey Id=1Key Length=5

MD5 Hash and Key Id added in NTP Tx packet

00000000: 1b Of 08 00 00 00 00 00 00 00 00 00 00 00 00 00
00000010: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000020: 00 00 00 00 00 00 00 00 €0 07 6 02 24 b7 50 00 ............ $.P.
00000030: 00 000001 e4 35f31a89f093¢c551¢c7c523....5....Q.#

00000040: 01 dd 67 €0 ..g.
Flushing outstanding packets

Flushed 0 packets totalling O bytes

Packet of length 68 sent to ::ffff:192.168.100.254 UDPport=123

*emWeb: Feb 08 11:26:58.143: ntp Auth key Info=0

*emWeb: Feb 08 11:26:58.143: idx !=0:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveT ask:
*sntpReceiveT ask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveT ask:

*sntpReceiveTask:

*sntpReceiveTask:
*sntpReceiveTask:

*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:

*sntpReceiveT ask:
*sntpReceiveTask:

(Cisco Contraoller)

Feb 08 11:26:58.146:
Feb 08 11:26:58.146:
Feb 08 11:26:58.146:
Feb 08 11:26:58.146:
Feb 08 11:26:58.146:
Feb 08 11:26:58.146:
Feb 08 11:26:58.146:
Feb 08 11:26:58.146:
Feb 08 11:26:58.146:
Feb 08 11:26:58.146:
Feb 08 11:26:58.146:

Feb 08 11:26:58.146:
Feb 08 11:26:58.146:

Feb 08 11:26:58.146:

Feb 08 11:26:58.146:

Feb 08 11:26:58.146:

Feb 08 11:26:58.146:

Feb 08 11:26:58.146:

>

ntp key 1d = 1 Msg auth Status = 66

Packet of length 68 received from ::ffff:192.168.100.254 UDPport=123

Incoming packet on socket 0: has Authentication Enabled
00000000: 1c 04 08 eb 00 00 Oe a0 00 00 Ob 2e c3 16 11 07
00000010: €0 07 €5 f8 d3 21 bf 57 €0 07 e6 02 24 b7 50 00

00000020: e0 07 €6 0224 e5e3 b4 0076022413 c7 5a...$......$.Z
00000030: 00 00 00 01 32 e4 26 47 33 16 50 bd d1 37 63 b7 ....2.& G3.P..7cC.

Keyld In Recieved NTP Packet 1

Keyld 1 found in recieved NTP packet exists as part of the trusted Key/s

The NTPtrusted Key 1d 1 length=5

NTP Message Authentication - SUCCESS

sta=0 ver=3 mod=4 str=4 pol=8 dis=0.043671 ref=3758614008.824734

0ri=3758614018.143422 rec=3758614018.144133
Offset=-0.000683+/-0.002787 disp=1.937698

best=-0.000683+/-0.002787
accepts=1 rejects=0 flushes=0
Correction: -0.000683 +/- 0.002787 disp=1.937698

Setting clock to 2019 Feb 08 11:26:58.145 + 0.001 +/- 1.940 secs
correction -0.001 +/- 1.938+0.003 secs - ignored
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