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AE8 DHCP H—NEEH T3S, 74 VL ALAN O RO—3 (WLC ) Tlt DHCP X O 2
DOEEE—RAYR—NENET,

« DHCP 7’O0%< £—R
« DHCP 7V Y EF—R

DHCP 7’OF < E— Rid DHCP AJL/N—#AEE L TEIEL, DHCP H—NEDA YL AT S A
7> RNOBODHCP RS H o> a>otfa1)74 &dlfd%EELLET, DHCPT U Y o E—
RIZE, DHCPRZH 02 a2 NO—Z0®REZDAVLAIZAT U MIRLTE
2IIEBNICTRATIUNFBYET,

DHCP 7’OF< &7 v S F— ROLE

DZ54AF> b . - . DHCP 7' 1
DHCP (= DHCP 7 OF> £—KR v F— R
giaddr DZE Yes Wi x
siaddr DZE Yes WIAY-4
NTY RORAED N
= Yes (AYAY-4
TRA77—Id -
R
AL Yes (ALAY-4
F773>282M -
()
HoR— k Yes Wiz
7O0—RF¥ AR
A8I1-F+¥ABM |Yes (RYNY-4
/\
?qﬂpwﬂ$— Lz $
Z7OF>I—CIhNEUL—I—2IORE, £252<H
RFC JEXE#L LB TEHY EHA, RFCICELICERTSIZIE, DHCP |LWWX
TS E—REHELET,

DHCP 7’O0#> £—R

DHCP 7’OF R IXTORY ND—IVRBICRETHD D EERYYEBA, I O—FF. A
IIN—ge=BEL, BENDEFIVUTFTA(RBBIIRLTIEHIZ. IXTODHCPRS B
AAEZEESLTIUL—LZET,

BE, A2 O-Z0REIPTRLARK, 75472 NIHTBINTODHCPRZ 2 H U 3
YOEEFERIPTRLAELTHERAEINE T, TORR, EBO DHCP ¥ —/NIP 7 RL AA A&
ThBELRRHNEXEA, CORBIPRERIONO—-F LT, DHCP RZ2H 023> 0F/)N\NY




THAELTRRENET, LEL, REIPPRLAZERITZE. BEDZATOIZA4T>
NTREBENARETDAREMEI B KT,

DHCPZ'OFZE—ROBETE., RHEEUTAZ7ORNILNEENKREE)T47ORILD
MATEUBENERFEINERT,

HEBDHCP H—NA SEBBOA 7 7—HFEEITHE, BEDHCP 7OF D RERBL EHAOF
77—%BRLT, TOY—NDOIPP7RLAZIVZFATROTF—2BEICRELET. TOH
R, BHTRINZ YO IVHFRYMIDET, BEOIXNTORNZ YOI a2EEL
DHCPH—NZNLTRITENET, COK, TOFZRBIFTAT72 MRS S DHCP Y —/\%
BRLUET,

DHCP 7O*2 B F7# I KTAX—TILTY, BETZINTOIAY ~NO—-F R, AL
DHCP7 OF I REZFH OBENHV) X T,

N EDHCPAT S 3 V8A EL<BET DI, DHCPT O+ 2B T2 ABN HYET

o

Z7O0F> N7y ho70—

Mohile DHCP Handling of Packets for Local Clignts
Hanst Controller Sarver

1) Client sends DHCP discover as all-subnets broadcast
2} Conftrolier unicasts DHCP discover to DHCP servers
configured on WLAN with WLAN IF address as source
3) DHCP server sends DHCP offer to controller (only
first offer received by controller is processed. All others

1) DHCP Discover

-

2) DHCP Discowver

3) DHCP Offer

. are dropped by proxy)
4) Conftroller unicasts DHCP offer to client with option 54

and source addrass set as controller’s virtual IP (clients
now balieves contraller is DHCP server)
&) Client sends DHCP request to virtual IP address
6) Controller unicasts DHCP request from WLAN IP
address to DHCP server which returned the first offer o
the client

B) DHCP ACK T) DHCP server send ACK o controller
e | | 8) Conftroller unicasts ACK from the virtual IP o the

Cliemt

4) DHCP Cifer

5) DHCFP Request
2

6) DHCP Reguest

Ty DHCP ACK

ZT7OFS NTYROF YT F+

O MNO—ZA4 DHCP 7’OF E—R0FE. I "NO—Z& DHCP /N Y K% DHCP #—/\
CEETRETTELS, EBRICHFLULWVWDHCP N Y NZE4#EKL T, DHCP H—NICEEL £ T,
95 AT RDHCPINT Y NICEET DTN TODHCPA 7> a3k, O NO—SDHCP/NT v
NMCOE—&hET, ROARIU—>2>3 v NIk, DHCP Request /N7 Y RO BIA RENATV
9,

74T N

CORIV=23v RN, 94T RNIASRIENTY RFYTFY T, ZCICRE



DHCP Discover, DHCP Offer, DHCP Request, DHCP ACK A" RE  TWEF, DHCPER A &
FARTREN, boot pOFEMAEHE N T, DHCPAT Y 3V A RRENET,

Fafiasts DHCP proxy_cliand, poap - Wirechark
Fie Gt vew G0 Coture Bnafoe Soatsiics  Tooks el

Bddas EAXSE ++aTL BE Al a8k B
Fiker: [BoOER = Expreesson.. Oes Apoks

| . = Tipre: o Degstraptan Pragoogl Info

L 0. 0D LA 255295 259, 155 CHOR oHCP Discover = Transaction D0 OxBOSedZa7?
4 2.0981H 0.0.0.0 285, 285, 294, 289 CHCP oHCP plggover - Tranfadtion DD CocBided2a’
CHOP 247

OHCP Offer = Transaction I0 OxBOSed

1.1.1.1 30,001, 2.4

# Frame 4 C35E Epmed on wire, 35S Bytes caprtursd)

# Erharngt LI, Sro: puffalo T3:02:0b (00:16:0L:7F:022060), Oft: Droadcast (PFPIFFFPoRriFR-re)
# Interner Protocol, Sro: 0.0,0.0 (000,000, DET: 295295 25E. 255 CI95.293.255.255)

# USAF DATagram Protocel, Seg Port: bodrpo (68), DET Port: BooTps (67)

M SAGE TYRE! BOOT AEGUEST (1)
Hirdware TYpe! EThernet

mardware address lemgrh: &

Hops: O

Transaction §0: OwBOGed2a7

feconds elapsed: 3 {Mttle endian bug?)
Bootp flags: 0woD00 (undcast)
£1ent IF sddress: 0.0.0.0 {0, 0.
vowr {cllent) IP address: 000,00
Wext se&rver TP address; O,0.0.0
R&lay dgent IP address: O,0.0.0
Cllent WAl pddrets: Buffalo_73:02
sérwver hodt name not glven

psot File name rot given

Mgl cookie: {om)

optiom: (Teil,T=l) DMCP MESTAGE TYEE = DNCP REGUESE
fptienm: (r=61,0=7) Client 1dantifie

option: (Teil, T=d) AegueETed 1P addrass = §0.101.2.4
optiom: (Teld, l=d) Servar TdenTifier - £.1.1.3

optiom: (T=12,1=10) HOST MASE = "LEMOWO-TEL"

option: (r=81,1=24) Cliant Fully Qualifisd cmmalin Hase
dption: (v=&d, 1=8) vendor class fdencifier = "NEET 5.07
dption: (r=55_1=01) Paramerter Esguest List

Ered OpTiom

=

2.0}

R

FE Docketrac: Protuxal ftcntnl, 106 brries Pachate: 79 Diphayecd: § Marked: 0 Frofie: Dafuk

H—/\l

COARII—=22ay gk, H—NRAIASBENTY NF YT F+TF, IOH&FH, DHCP Discover, DHCP Offer, DHCP
Request, DHCP ACK " RENTVWET, XL, ChsEIOY NO—FADHCPZOF 2 O#EEE L THBEL ENT Y N T,
ZCTE, DHCPERNBHFARTE N, boot pOFMARBEENT, DHCPA T2 avFRRENET, chsBEIZATU D
DHCPERNT Y NERUTH D EITEBRL TS EE VY, £, WLCTOFIANTY REUL—L, NTYRTRLAZEHA
RRTDECEBLTLSEZ,



Buffalo_HCP proay_poribirnor, peap - Wireshark
Dl [ Yew 0 Cebre Grabos  Raistil  Jodk el
Hddaee EEXR2E A++»aT2 BH Al a8 K B

Fiter: [BSTR * Expression... Do Apply
M. = T Linrin nritirad o Padad ]
1082 27858731 S0, 101,0.11 11.9.0.11 OHCP DR plsodeer - Trarsaction ID OwdddB6332
1083 27450034 11.0.0.11 ¥0.001.0.11 DHCP DHCR Offar = Tramsaction ID OwgHES6337
L D LK sk, 1 i 1L 11,5, | [l LT - action 10 okl sy s
LOBT 27 480841 11.0.0.500 0L L0L.0.10 CHCP DHCP ACK = Trarmsaction 10 OwdMES6332

*

Frame 1086 (362 Inytes on wire, 361 EyEes Caprisad)
EThérnet II, Srcd C180o_TLIiTH:07 CO0:19:aa:TL:T75:07), Dat: Cleco _BRiRd:48 (00:1%9:aF:b2 :Fd:48)
IAternet Protodal, Sre: S00100.0.31 (50.104.¢.117, pat: 11.0.0.11 (21.0.0.11)
EEr Catagram Protocol, Src Port: bootps (7)), Dst Port: bootps (&7)
Bootstrap Protocal
HOZSage Typa! Bo00T Request (1)
Hardwars Typé: ETharnet
Hardware address lamgrh: &
Hops: 1
Tramgactlion I0: OxdadBdiz2
feconds elapsed: O
Wl Bootp Flags: Ow0ed0 (unicast)
client 1P address: 0.0.0.0 (0.0 ]
o (cliemc) IP address: O.0.0. 0. 0.0, 00
MEAT SEruge IP addrass: 000,000 (0.0, 0.0)
Ralay agent IF address: 50.101.0.138 (50.1000,4.11)
Client sMas yddredd: B PE1e_T3:02 :0b (00160l :TEi02 00
Tarver hoft name not glven
Boot Flle name not glven
Haglc cookie: (o)
aprion: fr=5%3,1=1% BHIPE Hassage Typld = DHOP BRQUEST
aprion: (=41, 1=7) S11ent Sdantifier
option: (T=50,1=4) Regeested IF Address = $0,104.2.4
option: (T=94, =4} Serves Tdentifier = 11.0.9.11
option: {E=12,1=10) HModt Hame = “LEHMAO-THL™
option: (E=81,7=147 Client Fully Cusalified Comiin Mame
option: {t=80,1=8) vendor class {dentifier = “MEFT 5.0°
aprion: fr=5%5,1=11% Parameter Reoguest List
End Sption
Packding

pl'h “CriDenumants ancd Settrgalatuiderspy Dooumentiifu sldbera IRCE Doosment|Buff o DHOP. | Packebi- 1224 Deplypedt o Markesd: 0 Profia: Dof it

i EEHEE

0.0
(U

= EERERERER=E

77 0+> OREH

O RNO—5%DHCP7OF>ELTHEATSICE, OV NO—>TDHCP 7OF IV #EEE A Z—TILICTBHRENFHYET,
FT7AINRNTRE, COBEEAZ—TITT, DHCPTOF > ZEBMICTBICE, AOCLION REFERTEET. GUID
DHCPXZ1—0OAY NO—SR—ITEEALUENTEET,

<#root>

(Cisco Controller) >

config dhcp proxy enable
(Cisco Controller) >

show dhcp proxy

DHCP Proxy Behavior: enabled

DHCPZOF A EETZICIE,. DHCPH—ERAEZMBETHEIANO—FA U EX—T IAATT T4 I UDHCPY —/N%ERE

PRENHYET, DHCPH -, BEAVR—T IS A, pNRX—TI YAV R—TI(A A, BIVFA(FIVvI(E—-T

A ATHRETEET, RO CLI XY REBALT, 84> KZ—7 I/ A DHCPH—NERET B LA TEET,



<#root>

(Cisco Controller) >

config interface dhcp ap-nmanager prinmary <prinary-server>
(Cisco Controller) >

config interface dhcp managenent prinary <prinary-server>
(Cisco Controller) >

config interface dhcp dynam c-interface <interface-nane>

prinmary <primary-server>

DHCP 7 Uy e O—NIRETHZ D, I NO—FRHDIXNTO DHCP RS H I aVICHELET,

RS7LZa—hk

COONY ROBHERLUET, debugdhep packet enable /Y FIZid, O NO—3 4" MAC 7 KL X 00:40:96:b4:8c:el B9
AT KHS DHCPRequest #2{5L . DHCP Request # DHCP #—/NIZIXfEL., DHCP H—/N\A S5 DS %ZZ{EL . DHCP
Offer B9 TSA T NIEBLTVWRZENRENTVWET,

<#root>
(Cisco Controller) >

debug dhcp nmessage enabl e

Thu Jun 25 21:48:55 2009: 00:40: 96: b4: 8c: el DHCP recei ved op BOOTREQUEST (1)
(len 312, port 29, encap Oxec03)

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option len (including the magic cookie) 76 Thu Jun 25

Thu Jun 25 21:48:55 2009: 00: 40: 96: b4: 8c: el DHCP selected relay 1 - 192.168.3.1
(l ocal address 192.168.4.2, gateway 192.168.4.1, VLAN 101, port 29) Thu Jun 25 21:48:55 2009: 00: 40: 96:

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP op: BOOTREQUEST, htype: Ethernet,
hlen: 6, hops: 1 Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP xid: Oxfc3c9979 (4231829881), secs:
flags: 0 Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP chaddr: 00:40:96:b4:8c:el Thu Jun 25 21:48:5

Thu Jun 25 21:48:55 2009: 00: 40: 96: b4: 8c: el DHCP Forwardi ng DHCP packet (332 octets)
-- packet received on direct-connect port requires forwarding to external DHCP
server. Next-hop is 192.168.4.1

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP sending REQUEST to 192.168.4.1
(Ten 350, port 29, vlan 101) Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP selecting relay 2 - cont

Thu Jun 25 21:48:55 2009: 00: 40: 96: b4: 8c: el DHCP received op BOOTREPLY (2) (len 316, port 29
encap Oxec00)

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option Ten (including the magic cookie) 80 Thu Jun 25
yiaddr 192.168.4.13) Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el Assigning Address 192.168.4.13 to mob

Thu Jun 25 21:48:55 2009: 00: 40: 96: b4: 8c: el DHCP sending REPLY to STA (len 424, port 29,
vlan 20) Thu Jun 25 21:48:55 2009: 00:40: 96: b4: 8c: el DHCP transmitting DHCP ACK (5)



g
of

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6,

hops: 0 Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP xid: Oxfc3c9979 (4231829881), secs: O,
flags: 0 Thu Jun 25 21:48:59 2009: 00:40:96:b4:8c:el DHCP chaddr: 00:40:96:b4:8c:el Thu Jun 25 21:48:5

DHCP 7’ OF A A Z—TNILBE2TWA A M A—F &, 774 T 4—)LE DHCPH—/N\OEB & L THEET DTN
AADOBIZIE, HEERAMOBEN GBI HY)ET, CORMBEOEREFEREFK, —RICT7AT70x—)LELTER
O—>TDHCP/OF > #EMICTBD LT,

ENBTFNAADTTATO4—) AV R—F 2 MFTOFERCHELBEVEHTT, COBBEORBEREGE, IV K

V54T N1 NO—>TDHCPREQIREEIZA D &, O RO—ZWDHCPinform/N Y h&E ROYFULET, 7954

TFoN&E, 954F7> ND SDHCPDiscover/NT Y K&ZETHET, IV NO—F ETRUNREICIE AW ELA ( i

DSAT U RNFRNT T4V 0BT LEODICHETT ), DHCPTOF A EMICAD E, DHCPA > 7 4 —LNT Y MY
JRO—FIC&>THEEENET,

HMEICBEITZ>IXNTOINO—FF., BUDHCPFOF

REEBOBENHYET,
DHCP7 U Y E—R

DHCPZ ) v T#gEld, DHCPRZ 402 a>TOdY NO—S0REZITZAT Y MIHL TR ICEBMICT DK SICFEE
ENTVET, 802117514 —HRY NINOERZERE, V54T DS O/NT Y M iELight Weight Access Point

Protocol LWAPP) N > R A ST 5 47> NVLAN(FE L IELIO—Z > ¥ 055 [ Ethernet over IPEoIP) N > RN, BEEhTIC
ED

TUvoEhEY, BRIC, 1—FXY MIASBR2NMADERERE, VFA T MONTY NEIFAT > MVLAN (i
@FL3O—Z 2T DBEREIPN U XRIL ) A SLWAPPR Y RIIA, BEENTICT VYD ENET, Chik, 95/4TNERAS

YFR—NCBERAK, TOUSATY MERDO DHCP RSO H IS 3V RATHEEABTHAIERBTENTES
DHCP 7 Uy 0Bt : 7Uv < N7y h 70—



hobile soller QHCP

Host Server
1) DHCFP Discover
- Handling of Packetls for Local Clients
1) Client sends DHCP discover as all-subnets broadcast
2) DHCP Offer which is bridged by the controller.
- 2) DHCP sarver sends DHCP offer to client in a unicast
packet.
3) Client sends DHCP request as all-subnets broadcast
3) DHCP Request which is bridged by the controller.
L 4) DHCP server sand ACK to client in a unicast packel.
4) DHCP ACK
-t
TV NTYNOFYTFv . OF4T 2 R
Msntied) - Wireshark EEE

Be DR Wew 0p Cabse Seavie Daletes [Sp
Eedae pE=x%2 BesveoFit ER Acaqr a0E X B

- | " D Jew fook

L ‘e oy PEEraton Pt ofo -
i e T B oo ode otscoe - Transaction 1 auosaeers
gomn aeee U mmma e .

a Frimé § (342 Bytes on wird, 342 bytes ciptured)

& Ethernat IE, Src: clsco 32:7acé0 (D0:la:ed:32:7az40), Dsvz O0:1b:77:33:8E:5e (D0alba77:1395)
= IRRernEt Protocsl, Sres 197,168,101 197.164.10,1), oat: 152.168.20.120 (100.168.10.120)
i User batagram Protocol, Src Port: bootps (A7), Dst Port: bootpc (8H)

B BGTHT tron

Medsapk type: Bogt Reply ()

Harowdr§ Type: ETherrat

Hirdelr# Jidrgds Tengrh £

Hops: 0

Trardenion 100 OudiEaesls

seconds elapyed: 0

Bootp flags: ueli0d (undcast)

Clienn 19 addrwsss 0,0.0.0 (0.0.0.00

vour (c1ient) TP address: 192.185.10.130 (150188, 10,1200
Wt sareRr 18 addewss: 0.0,0.0 (0.0.0.8)

REliy dgent TP addresss 0,0.0.0 (0.0.0.6)

Client MAC address: 00:1bz77:23:96z82 (00zlb:7Ti23:96:8a)
sereer higt nase ot given

Boat File name ot given

Maglc cookie: o)

= optien: (1e1),1=1) D= MELTHGE TYRd = DHCP e

@ dotion: (te54,1=d) Server Tdentifier = 152.180.10.1
 option: (=51, 1) 1P Qg eSS Lease Tiek = 1 diy
moption: (T=58,1=d) kenewal Time Wilue = 1 hours

W oprion: (r=59,1=4) rabinding Tme walue = 7L howrs
Fooprien: (rel.l=d) Subnet witk = 250,095, 294.0

w Ootlon: (t=3,1=4) Houter = 1%7.188.10.1

Brd opTion
e & JE M M & lc
ok R
el i
L]
DOsD
WA =
s s Frotoal e, Wl b 200 L o Bl

DSATNIONTY RFYTFYORII—223Y hTR, Z7OFE—RTOIZATURF Y 7FrOEHEVG. O
> hO—FOREIPT RLATREEL, Offer/NTY MEAKNT Y MMZRRENBDHCPF—/NOEBODIPTT,



7‘U‘y:/“ /\e’]-‘y |\0)q'—'\17°9'--\1 : ﬂ_l‘-ﬁu

[l DHCPwiredCaptured_2_peap - Wireshark
Ele Edt Wew Go Caphae  Snshaw sl Bedp
Ehdaens 2EEX228 A++»aT22 BE acaaln a8 % B

Fiter;  Baokp T Daresson,,. Oear  Apply
Ha, - Tires Source Destiretion Protocol Info
39 6,134724 0.0.0.0 255.25%5.255.255 DHCE DHIP R T t - 'I'rll'l!-l:‘!"ml'l Ik ﬂhﬁfﬁtﬂi

[ AU A 138ES0 0.0 0.0 } THCP THCP
41 6.139836 192.16B6.10.1 192,166, 10.104 DHCP [T B I:ﬂﬂ
42 B.14F308 1%2.188.10.1 162,166, 10.104 DHCP CHCP ACK = Transaction ID Ox3FEieeld
66 9, 47928 192, 166,10, 104 192,166,101 DHCP DHEP Regquest - Transaction I0 OxS6alfblc
GF 6051900  1%2.168.10.104 1%2.168.10.1 DHCP DHOP REquest = Transaction ID dwxébalfblc
68 9,052548 192, 168.10.1 102,168, 10,104 DHCP DHCP ACH - Transaction Ib Ox66alfblc
69 9. 05TOTE 192.168.10.1 152.168.10.104 DHCP DHCP ACK = Transaction ID OxG6A1FH2E

Frame 40 (356 bytes on wire, 356 bytes caprured)
Etheérnet IT, Src: Afronet_bh:44:51 (00:40:9A-bG:44:91), Dst: Broadcast (FEIFFFF:Fff-FF:FF)
Internet Profocol, Src; 0.0.0.0 (0.0.0,00, Dst: 25%.255. 255,255 (255,295,255, 255)
; user patagram Brotocol, Src Port: bootpe (68), DSt Port: bootps (670
EBOOTSTrap Protocal
Hessage type: Boot Request (1)
Hardware Type: Ethernet
Hardware address Tength: &
Hops: O
Transaction 16: Ox5F3Zeels
seconds elapsed: O
% Bootp Flags: du0o0d (unicast)
cHent IP address: 0.0.0.0 (0.0.0.0)
vour (client) 1P addreess: O 0,000 C0.0.0.00
Héxt férver IP address: 0.0.0.0 (0. 0.0.00
Eelay agent IF address: ©.0.0.0 (0.0.0.00
CMent MaC address: afronet_bS:dd:Sl (00:40:06:06:44:51)
server host nese ot given
Boot F1l¢ name not given
Haglc cookie: (oK)
oprion: (T=53,7=1) OHCP MESfage Type = OHCP REQUEST
option: (t=61,7=F) Client iderntifier
option: (T=50,7=4) Bequested IP Address = 192.1463.10.104
oprion: (T=12,7=12) HOST Ha#e = “Cisco-ibA-wp*
optien: {z-81,1-16) cliemt Fully qualified pemain Hame
option: (T=60,1=8) vendor ¢lass Identifler = “"WSFT 5.0
oprion: (T=55,7=11) Parameter Request List
End oprion

i W R

ol Al W a &

BENTYRFYTFYORI)—223 Y RNTRE NTYNAOHFTARNIS AT N 00:40:96:06:44.51 A S EIERY KD—2
A DHCPRequest 7O—RF Y AR THBI EHN RENTVET,

TS OREH

DHCP7 Uy S#EERA IV NO—STAZ—7IICTDICE,. O NO—S5TDHCP 7 OF S #MEEx2F 1 t—TIICTHHEN S
WET, COMEET E—7ILICTBICE, CLITROOR > REFEATIHBEN HVYET,

<#root>

(Cisco Controller) >

config dhcp proxy disable
(Cisco Controller) >

show dhcp proxy

DHCP Proxy Behaviour: disabled



DHCPH—N\HFIZA T RERBULAY2L)ZY RDO—JICBEELBVEEE., IPALN—EFERALT, 954T7 > KNF—KD
IADODHCPH—NIC7O—RFYARNEEETIHRENHET, K. COREOHERLET,

<#root>

Switch#

conf t
Switch(config)#

interface vlan <client vlan #>
Switch(config-if)#

i p hel per-address <dhcp server |P>

DHCP 7 Uy el v O—NILBRETHZ -, I NO—FRHOINXNTO DHCP RS H U a v ICEELExd, I O—
FEOREBIXNTOVLANIZOWT, BRAVIZARTIVF v ICIPhdpa X ZBMTBHENHVET,

RZ7LZa—k

CCI—EBETRRENTWABFNYTRIOAMNAO—F CLITAZ—TILICEh, CORFIAVNAICH DD DHCP OZ25 Ak
BENTVET,

<#root>
(Cisco Controller) >
debug client 00:40: 96: b6: 44: 51

(Cisco Controller) >
debug dhcp nessage enabl e

00:40:96:b6:44:51 DHCP received op BOOTREQUEST (1) (len 308, port 1, encap Oxec03) 00:40:96:b6:44:51 D
00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to DS

00:40:96:b6:44:51 DHCP received op BOOTREPLY (2) (len 308, port 1, encap Oxec00) 00:40:96:b6:44:51 DHC
00: 40: 96: b6: 44: 51 DHCP option: server id = 192.168.10.1

00:40:96:b6:44:51 DHCP option: lease time = 84263 seconds 00:40:96:b6:44:51 DHCP option: 58 (len 4) -
00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to STA

00:40:96:b6:44:51 DHCP received op BOOTREQUEST (1) (len 328, port 1, encap Oxec03) 00:40:96:b6:44:51 D
00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to DS

00:40:96:b6:44:51 DHCP received op BOOTREPLY (2) (len 308, port 1, encap Oxec00) 00:40:96:b6:44:51 DHC

00: 40: 96: b6: 44: 51 Assigni ng Address 192. 168. 10. 104 to nobil e 00: 40: 96: b6: 44: 51 DHCP successfully bri dgec



CODHCPFNYIHAICKE, O NO—FTDHCP 7V Y IHERAENTVWACEERTVS DADRNHYET,

+  DHCP successfully bridged packet toDS : 954 7> RASHEFENETLO DHCPNT Y NEFEEET T ICEES AT AL
(DS) ICTVYvTEnkce®RLET, DSREBOAVTITZARNTIF YT,

»  DHCP successfully bridged packet to STA : 2O XY E—2 &, DHCPNNT Y NFEEET N TICAT—232 (STA) I

TVvPEnkle®RLET, STARDHCPEERTBD VAT KNIV TT,

iz, FNYITLRBREBOY—/NIPT RLANRFREATVE Y., ChiF 192.168.10.1 TF, DHCPT U Y DD IC
DHCP7OFZ AL TVBHE AR, Y—/NOIPT RLALKIETSZIY RO—FOREIPT RLANRTENET,

g

-
=

F7AIKNTE, DHCPZOFZREMICHE2>TVET,

MECBEIRINTOIY MO—F &, BUDHCPTOF I REEF OBEN BV ET,

.

DHCP A>3 82 FEETZICZIE. DHCP7OF I N M Z—TNILB > TVWBHBENHY ET,

A& DHCP H—/\

RE DHCP % —/Ni&, A DHCPH—NZFERATERVWT SO F A7 1 ARICHIN SEAThTVWELE, ALY TRV RNE
CHBDI0KRFBOT VEARA Y NAPEF DNMEBEBIA VL ARY RD—0 Y R—K TR LHICHRFEhTVET, AHY—
N&E. DA4YLRAIZATUN, BEERAP, BBAVE—TIAADTTZATVAE—RAP, BLV APH SHftEhD
DHCPEXRIZX L., IPFRLAZRHELET, hld, EEHNEAADHCPYH—NTREHYY EB A, TR—NTEBHERFRSNT
BV, KIRBZEATRILRTEE A,

R DHCP ET U YT F— ROLLER

OV RO—ZOEER 2 D0 DHCPE— RiE, DHCP 7OF T EEE DHCP 7 U Y OWITFNATY, DHCP 7 U Y S HFERT
&, AMNO—ZFBEERAPICK S DHCPBack D& S ICHBEL F T, DHCP/N7 Y NE, VLANIZU Y J9EhTWEH—E
ALY REBBIF (SSID)NDIZA T FNEEMIAS APICEFENET, RIC, DHCP/NT Y NEZ D VLAN A SEEE
F9. IPALN—HFFOVLANDODL A VLY —KRITIATERETIATVWREE, NTYRNBRAALIRNIZF v ARZNLTE
DODHCPH —NICEEEENET, RIC. DHCPH—/NIE. TO DHCPNNT Y REBEEL L L3 AV 2— 7 I 4 AICEELEEZERL
£9, DHCPTOF > TEHEREALUZZATEN, IXNTOEERVLANDLIA Y Z—T7 I A ATREL, O NO—FTEETOIE
Fo HERWE, V54T MDD SWLANICDHCPERABE T2 L, WLANTIE, VLANOD AV Z—T7 I/ ATERENTLD



DHCPH—NZHER T3 H, TEEGFWLANODHCPA—/N—Z 4 R#gEZFERL T, DHCP/AT Y NMOGIADDR7 1 —)L RIZ
VLANA VB —T7 IA ADQIPF RLAZANLT, 1ZF ¥ ANDHCP/NT Y hEDHCPH —NICEELE T,

A& DHCPH—/N: N7y b 70—

Handling of Packets for | Clign

hobile DHCE

Convoler Server 1) Client sends DHCP discover as all-subnets broadcast
2) Conftroller forwards the DHCP discover via the DHCP
proxy service of the conlroller to the internal DHCP
server (Note: the configured DHCP server IP address
must be the management IP address of the controller).

3) Internal DHCP server sends DHCP offer back to the
3l:| DHCP Offer DHCP proxy agent on the controller.
4) Controller unicasts DHCP offer to client with option 54

and source address set as controller's management [P
address.
3) Clignt sends DHCP requeast to the managemeant IP
addrass.
6) Controller unicasts DHCP request from WLAN IP
address to DHCP proxy service which then forwards the
request to the internal DHCP server.
iy T) Internal DHCF server sends ACK to the DHCP proxy

| sarvice.
8) Confroller unicasts ACK to the client.

2) DHCP Discover

4} DHCP Offer

5) DHCP Reguest

&) DHCP Request

7) DHCP ACK

M DHCP % — /X D 5% E fI

KREPDHCPH —NHABEETE D LSICTBICK, O NO—FTDHCPTOF > 2BMCTIHBEBEN B ET, Chik, Xty
2aAVICHBDCUIHSTSENTEET,

% o INTON—232 T, GUIBHTDHCPOF > ZRETHERFTETE AL

Controller->Advanced->DHCP

DHCP Parameters

Enable DHCP Proxy

DHCP Option 82 Remaote [d field format AP-MAC -




Tz, RORSICCLINSETSENTEERT,

Config dhcp proxy enable Save config

REDHCPH—NEAFX—TINICTRICE. ROFIEZRITLET,

LIPPRLAZETINTZEHICERATHRAI—7%2EHL £ 3 (Controller > Internal DHCP Server > DHCP Scope)e Z9 UY VL ET

o New

DHCP Scope > Edit

Scope Name User Scope

Poal Start Address 192.168.100.100

Fool End Address 192.168.100.200

Metwark 192.168.100.0

Netmask 255.255.255.0

Lease Time (seconds) 26400

Default Routers 192.168.100.1 0.0.0.0 0.0.0.0
DN Domain Name wicZ106.local

CNS Servers 0.0.0.0 0.0.0.0 0.0.0.0
Metbios Name Servers 0.0.0.0 0.0.0.0 0.0.0.0
Status Enabled

2.DHCPA—N—Z 4 RZ2V R O—FDEBA VR —T I A AIPT RLAICRAZNLET,



WLANs > Edit < Back |

_ General | Security | QoS | Advanced

Allow AAR Override || Enabled DHCP
Cowverage Hole Detection  |¥] Enabled CHCP Sarvar ¥ override
Enable Session Timeout ¥ 1800

~ Session Timeout (secs) 192.168,.100.254
Aironet IE [Ennkled DHCP Server 1P Addr
Ciagnostic Channel [FEnablad DHCP Addr. Assignment 1] Required
[FvE Enable A HManagement Frame Protection (MFP)

Overnide Interface ACL None
Infrastructure MFP ¥

P2F Blocking Action Cusabled - PFrotection
Client Exclusion Penabled °° MFP Client Protection .
Timeout Value (secs) | Optiona

VoIP Snooping and I DTIM Period (in beacon intervals)
Reporting L—

HREAF 802.11a/n (1-255) 1
H-REAP Local Switching2 [ Enablad 802.11b/g/n (1 - 255) 1
Learn Client 1P Address & Enabled HALC

State || Enabled

3.DHCPZ OF A EMIBE>TVWBREZBABLET,

DHCP Parameters

Enable DHCP Proxy ¥
DHCP Option 82 Remote Id field format AP-MAC -

RZ7LZa—k

REDHCPY —/NXOFT/NY I TRBE, IPP RLAOBEBICEAEOH2 VAT RNERODT2BENHNET, ROTNY T %
ROTIIBENHNET,

debug client <MAC ADDRESS OF CLIENT>



debug client &, ABLEZIFAFTY N MACT RLADKTTFNY T4 Z—TIIZTBIOOTT,

debug dhcp packet enable debug dot11 maobile enable debug dot11 state enable debug dot1x events enable debug pem events enable debug pem state enabl

DHCPA'#{T9 25 XA IV Rik. debugclientIY > RIZ&K > THEIMIZ A & — 7 )LIZ 7% % debug dhep packet enable 1Y > RTY,

<#froot>

00: 1b: 77: 2b: cf: 75 dhcpd: recei ved DI SCOVER

00: 1b: 77: 2b: cf: 75 dhcpd: Sendi ng DHCP packet (giaddr:192.168. 100. 254)to 127.0.0. 1: 67
from 127.0.0. 1: 1067

00:1b:77:2b:cf:75 sendto (548 bytes) returned 548 00:1b:77:2b:cf:75 DHCP option Ten (including the mag
00: 1b: 77: 2b: cf: 75 DHCP option: message type = DHCP OFFER

00:1b:77:2b:cf:75 DHCP option: server id = 192.168.100.254 00:1b:77:2b:cf:75 DHCP option: lease time =
00: 1b: 77: 2b: cf: 75 DHCP option: message type = DHCP REQUEST

00:1b:77:2b:cf:75 DHCP option: 61 (len 7) - skipping 00:1b:77:2b:cf:75 DHCP option: requested 1ip = 192
192.168.100.254 dhcpd: Received 340 byte dhcp packet from Oxfe64a8c0 192.168.100.254:68

00: 1b: 77: 2b: cf: 75 dhcpd: packet 192.168. 100.254 -> 192. 168. 100. 254 usi ng scope "User Scope"

00: 1b: 77: 2b: cf: 75 dhcpd: recei ved REQUEST

00:1b:77:2b:cf:75 Checking node 192.168.100.100 Allocated 1246985143, Expires 1247071543
(now: 1246985143) 00:1b:77:2b:cf:75 dhcpd: server_id = c0a864fe 00:1b:77:2b:cf:75 dhcpd: server_id = c
adding option 0x33 adding option 0x03 adding option 0x0f adding option 0x01

00: 1b: 77: 2b: cf: 75 dhcpd: Sendi ng DHCP packet (giaddr:192.168. 100. 254)to 127.0.0. 1: 67
from 127.0.0. 1: 1067

00:1b:77:2b:cf:75 sendto (548 bytes) returned 548 00:1b:77:2b:cf:75 DHCP option Ten (including the mag
00: 1b: 77: 2b: cf: 75 DHCP option: message type = DHCP ACK

00:1b:77:2b:cf:75 DHCP option: server id = 192.168.100.254 00:1b:77:2b:cf:75 DHCP option: lease time =

WLCHZFDHCPY —/NTODHCPY—AD O UT

ROOARX REFRITLT, WLC DAEE DHCPH—/\NIC#% % DHCP Y — A%V T TEET,

<#root>



config dhcp clear-lease <all/lP Address>

UL TF-EOHRFRDEBYTY,

<tfroot>

config dhcp cl ear-1|ease all

4
of

REDHCPY — /N HEET B - ICIE. DHCPTOF 2 Z A X—7IICTIREN HYET

REBDHCPH —NZHEA T 2B ENDAR— N7 NDDHCPOEA (CPUACLOEEEZ (12 )

IVRIA-YA2R2=TI(4A

REDHCPY —/Ni&, 127.0.0.1 UDPR—K67ZNL T RO—FL—TNY VLV BR—TITLATUY AV LET

ONVRTEBYEEA )

config dhcp proxy disable 1Y > Rig, DHCP7 Uy S#gez AL ET, chikoyO—/N)L IX RTT (WLANZ ED

DHCPZOF R F7AIRNTEMCE>TVWET,



DHCPZ7’'OF>%#F14=—7)IZFdE&, O—AHJ) WLAN EHE DHCP Y —NEHEHTEEBA. TUYDBIERK, NT
YRNERBY—NICUVAANLIRNTZEDICHEEBELRALUICEEYEEA. TUYTE., 80211 A5 1—HXY NI
ADTRERE, BILTVYTDIFRLEFERYET, DHCPAT Y MNE, ZEEEIhTICLWAPPR VY RILASOUTAT U~

VLANIZ (FEEZTOHIC ) BEhET,

Z7OFBAZ=TIICTEHEE. WLAN ZA X—T)ICTBIZIE, DHCPH—/NE WLAN DA VB —T7 I/ A ( £i&
WLAN Bk ) TRETHIHEN BV ET, 7OFIHFF12—TIL0LEICR. Y—NEERAShEVLED, $—NEE
ETRHEEHYEEA,

I—YHNFDHCP7OFZEAZ—TNICLEDETRDE, TXNTO WLAN (FLRBEMTSNTVRAVE—TI(A
JICDHCPH—NHAREENTVWR L ZAHBTRRBLET ., RECNTVAVE, A1 Z—TIILBEFEARLET,

DHCP &3k

WLANDSELEEICE. RUNRE (V547N NA—FZNULTRNTTA VIO ZBETENTEDRE ) ICBITITBHH
IC1—HICDHCPEZE T KRSICERTRZ AT 23 UANHBYVET, COFAT> 3 TlE, DHCPRequest D&BELRF XD EISAT
VRNIERLET, V4TSI MO—JICBRENDIETERE DI, DHCPRequest & DHCP H—/AA S5 R&E 1D ACK
THo VAT RN ChSOFIEZETLTVWBRY, 9547 NEDHCPOAEDOFIEZBEBL, RUNIRREICBITLET,

WLANE = Ednt _<Back | Apply

General | Security | QoS | Advanced

Adlow Aduh, Orearrade Enablad DHCP
Coverage Hole Detection || Enabled DHCF Seryer Override
Enable Sessian Tirmegut 7 LEDD
Session Timeout [Secs) CHCP Addr. Assignimant .r Required
of
Feconat 18 Enabled Management Frame Protection (MFP)
Cragrasthic Chanmnel Emnabled
IPv6 Enable Infrastructure MFP W
Protectnon
Overnde Interface ACL NofeE -
MFP Clignt Protectsan
P2P Blocking Adon Dhaabled - 5 Optstnal
Chant Exclusion 3 + Erabled &0 DTIM Period (in beacon intervals)
Timeos Valse (secrc)

L2&L3noO—=>49

L2Roam: 9 Z A T 2 MICEMBEDHCPU —AA H VY, BUL2RY RDO—0 LM27o0E X2 NO—FETL2O—I T 2 ET
TBHE. VTAT >V NTreDHCPERIT TR HEREL, IZATRIVNYERLLCTOOY MO—ZASHFH LW MO
—JIBEBITIMBENBYET, RIZ, 94T M BUDHCPEXEL T2BE. BEOI NO—ZF LODHCPT U Y
JEEGFTOFITOLRARE. BUNTY NEBBHICTUYSLET,

L3



O—X>27:30—3X2702FVATE, V4TV NEEBBLIRY NI)—VILHB2700ELD AV NO—ZBZBBHLET
o COBE, VAT RERAOIAY MO—FILTUA—Eh, HLWARBIC NO—F0IFA4TFURT—TILICVAREIE
o POA—2FVATR, 94T RNTF—RBABINOA—ZETA—2 NO—FBOEIPRN Y RILAT R R 2T
ENBLH, VFATNODHCPET > A—2 NO—FTREBEETNET,

BERR

+ Lightweight Cisco Aironet 72t R ;R4 > N DHCP A 7> 3> 43 O FREH|

e TUZHNHR—BNERFIXT b - Cisco Systems
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