B—RN—FTAAAEA CSROEREF T —>
AERAED WLC ADA > O—R

2E

BUbE
b3

=
FHTRZAVR—FV N
FI—SIERE
FI—HEOHR—K
EERED LRI
ATY71:CSR DAER
273> A:OpenSSL Z{FA L = CSR

27232 B:WLC &% CSR D4R
TV 2: Eh-FIAE QIS

A7 a VA T B—FTS5 L XCAH SFinalpem7Z Z A )\ EZHWETS

Z73 B H—R/N—F 1CAN SFinal.pemZ 7 AL EBET S
ATFYZ3CLIL: CLIZFRALE WLC ADH—R)N—FASIERA I O— R
AFY 7 3GUlL:GUI EFEALEWLC ADH—RN—F (SIEEQA I O—K

[N 2 Rl
S A% (HASSO) DEEREIE
BEER

FL®IC

CORFIXYNTR, AreOSWLCTIEAZEZERB LA R—KNTDHEICOVTEHAL
9,

I e
EH4
ROEBICEITRHBNIHD N HEREIET,
- EAREEMIC WLC, Lightweight 72 EA KA K (LAP) . BRE IS VLA I5AT
VN NW—RERETDHE.
« OpenSSL 77 Vr—>3a>aERATSHE.
s NEAF—AVTTANTIUF Y EFDRIGRE

Ed e R D e S



CORFIXNOBERIE. ROVTRNIITEN—RIITON—TIVICETOVTVET,

s 77—LJITF N—>232 8.3.102 F&EL TL S Cisco 5508 WLC
« Microsoft Windows Fi® OpenSSL 7 7’4o —> 3>
« H—RN—F 18R (CA ) ICEBEOEHY —I

CORFIXVNOREHRE. REDFARRELCHZITNARACETVWTERENELZ, DR
FAXKTEATDIIXNTOTFNAAGR, JUTBE(T7FIN ) RETHERZRKLTLE
T BHEEBPORY ND—OTR., FEONVRIEL>TRCDAEMNI HE2FEZ THOEIELT
<EEL,

FI—2FRE

AAEFI—2E, FI—AOZAASIREDOAAZTICLI > TERTND —EDIHETT

o

AAEFI—OBENE, ETVIAELNSFEHEES NS CAIAEITOEHE W LEEZHEZ
ETY, CAR, BERICETHAERNDIDZERIALL KT,

ZOCANEETS CATHBHE (L—NIREFLIRNUIC CATRBEOIE—HEET
BLEICEITRENET ), BEENLLTIRBLEBETEH L EBHRLET,

V74T NE, BHEOD CA LK > THERENEAAZTETNEZFANBVENBHY KT
o BE., VAT RTR, iIHEOZAMZHWETERZVERLET,

Chix, SEEREOEBEN VSATUoNOTSOHICHREEATVEWY A CAICKBIEETT,
TOHEE, FI—2 SSLIAEXEFERAETIN—T2ERAITIHEN HYYET,

FI—AHEOYR—K

O hO—-ZZ2FAL T, FINAALEAEZ Web FBEAOFI—2AAEE L THVO—R
TEEXT,

AEEED LX)

« LRI O:WLC EOH—/\FEEAE D X & £

« LRI 1:WLC EOY—/NFEEAE & CAIL—NGIBRE R EA

e LRI 2:WLC EOY—/NGERE., 1 DOBR{EHE CAFIHRE, KU CAJL—NEEHA
ExFER

e LRI 3:WLC EOH—/NEIBHE, 2 DNERNEHE CAFEHE, &RV CAJL—KNEEHA
ExFER

WLC T, /XA 10KB ZBADFI—VIAHBERF Y R—bEhF A, £1ZL. WLC /N—
232 7.0.230.0 XTI, COFIRIMYBRIATVET,

N FI-UITREEFYR—RENTSEY). WebRIEWebBEICZBICKETS



N A RD— RITHEEE. O—NJLEAP. BE. £-FWebRITELIHA—Reh
TWET

XOEED Web FRAIFIAERFERATEET,
s FI—FIHHE

« FI—2ZEhTLVAVIRE
- BBEK

N oEwWeN—TaTeUETE. FI— EREOKN YR —RENTUET (LENFDT
. BETT)

EEANTTFI—2ENTVRVIARAEZEKTZICE. CORFIXNESRL, AHEN
CALHAZE L HAEDLENBIMBHRFERL T EZ W,

CORFIXNTIE, FIT— Secure Socket Layer ( SSL ) fEBAE % WLC ([SBHIICA A
—ILIBFEZHRALET,

ATY 7 1:CSR DA

CSRZEMTIBDHEFE 2 2HVWET, OpenSSL (83K ERDWLCY 7 NI T T THEERME—
NE%E) ZEALTFHTITS>HN,. WLCEHEKTCSRZERML T (8.3. 102 BETHEATEE ) .

Z7>3> A:OpenSSL ZfEMAL 7z CSR

N sEChrome/N\—T 3> 58LlE . THEORBEE L TEERET. Y7 T U ARES
SAN)EBFETIHENBYET. XOEU3a>TR, COTSIHOHFELVWVELTHS
OpenSSL CSRICSAN7 1 —)LRZEMT B HEICODVWTHBALET,

OpenSSL ZFEAL T CSRZERTBHICE. ROFIEZERITLET.

1.0penSSL &4 2= LB Prxg, ©

Microsoft Windows ik, 77 # JL N Topenssl.exeld X DIFBATICH V) £F c:\>opensd > binE S
il

N E HUWLCU U— R -2 0penSSL/N— 3 V098 EE hTUET A, N—T
3275TE0penSSLNN—2 3 21.00 B R—KNEEME N TEH V) (Cisco Bug ID
CSCi65315 - OpenSSL v 0TE R E N SEREQ YR — N BERC & #SH), C
ON—T 3L DERAFEEENTWET. OpenSSL 1.1NDEHEET A NEXT. 8.x3
BOWLC ) —RATBELET.

2.0penSSL MBE7 7AINZRO2FTAE—L, COCSRAIHEEL XY, IE—Z2wEE
LTROEI>a>zEMLET (R1ZS3R ),


http://downloads.sourceforge.net/project/gnuwin32/openssl/0.9.8h-1/openssl-0.9.8h-1-setup.exe?use_mirror=voxel
http://downloads.sourceforge.net/project/gnuwin32/openssl/0.9.8h-1/openssl-0.9.8h-1-setup.exe?use_mirror=voxel
http://downloads.sourceforge.net/project/gnuwin32/openssl/0.9.8h-1/openssl-0.9.8h-1-setup.exe?use_mirror=voxel
http://downloads.sourceforge.net/project/gnuwin32/openssl/0.9.8h-1/openssl-0.9.8h-1-setup.exe?use_mirror=voxel
http://downloads.sourceforge.net/project/gnuwin32/openssl/0.9.8h-1/openssl-0.9.8h-1-setup.exe?use_mirror=voxel
http://downloads.sourceforge.net/project/gnuwin32/openssl/0.9.8h-1/openssl-0.9.8h-1-setup.exe?use_mirror=voxel
https://tools.cisco.com/bugsearch/bug/CSCti65315

<{froot>

[req]

reg_extensions = v3_req

[ v3_req ]
# Extensions to add to a certificate request

basicConstraints = CA:FALSE
keyUsage = nonRepudiation, digitalSignature, keyEncipherment

subj ect Alt Nane = @l t_nanes

[aTt_names]

DNS. 1 = serverl. exanpl e. com
DNS. 2 = mail . exanpl e. com
DNS. 3 = www. exanpl e. com
DNS. 4 = www. sub. exanpl e. com
DNS. 5 = nx. exanpl e. com

DNS. 6 = support.exanpl e. com

'DNS.1y . TDNS.2, (&) THEZTICE. TREORBENTRNTEETATVD S
ENFHYET, RIC, WCTHEAESNDURLEEZIAKE T, GIOHORFOTRK, TR
DopenSSLN—2 a2 TREFELBVA, OXVNIBI>TVET, ARL—F1 2T
AT LXopenssD/N—D AVICEK 2 TREKEBRIBEN HYVET, cOBREENE/N—
TAVOREZRDESIZRTFELET, openss-sanenf AL TVETAH,
HTUVWCSRZEKTBICEH, XOONRZAHDLET,

<#root>
OpenSSL>

req -new -newkey rsa: 3072 -nodes -keyout mnykey.pem -out nyreq. pem-config openssl-san. cnf

N EWLCTH. 85Y T RYITN—3 3 TRAF—H 1 L4096E Y RAHH— k&
hTLET

EBRE. N, BHAEOEBOALZRHRZTOVT MFRRENET, DEBBEREADL
xY,

N ELVWRESREETAC LN EETT, THEOERCEAENDRANE
(HEE ) H. WLC LORBAVR—TIARAIPFRLADRAAY Z—L SAF
L (DNS)DARAREIVNUIC—HTBoE, TUTZTOEMA DNS CEBET



N zoeERELET. £ JREP(VIP) AV E—TIAANOEEEICE. 0
EEERMTBEOICTRATFAEY T — NTRREFHYET,

UL T—ROBIERDESVTT,

<tfroot>

OpenSSL>

req -new -newkey rsa: 3072 -nodes -keyout mnykey.pem -out nyreq. pem-config openssl-san. cnf

Loading 'screen' into random state - done
Generate a 1024 bit RSA private key
................................................................ ++++++

You are about to be asked to enter information that is incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is a default value,

If you enter '.', the field is Tleft blank.

Country Name (2 Tetter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:San Jose

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ABC
Organizational Unit Name (eg, section) []:CDE

Common Name (eg, YOUR name) []:XYZ.ABC

Email Address []:(email address)

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:Test123

An optional company name []:0penSSL>

6. CSR ( $5ICSANJE tEpresencE ) (&,  openss req-text -noout -in csrfilename
7. IXTOXERBFHZANTDRE, 20T F7FAINFERENET,

- mykey.pem EVWSHHZETHL VHEF—
« myreqg.pem EWSFHZEL CSR

#F7>3> B:WLC IC&D CSR D4R

WLCHA'Y 7RI ITTFTIN—2 32831020 ZRITLTVWSREE. KURLLEFT I IV,
WLCE AL TCSRELERTHZETT, A, F—AWLCLETERE h, WLCA SEFE
NBEWZETT, LEN 2T, ABCLABEhBERBYELA,

BEATE., COFZETE. SANBEOFEEZHVELEIZDREO T/ SUFOBMBEIC BB L
FHSNTWACSRICSANEZRET R LRG> TEEBA. —ZOCATIE., BHEBFICSANT 1 —



IRZFEATEDI-SD, CACERIZDCEZHBHLET,

WLCHKIZ K DCSRERTIF2048E Y hDF—H A4 AN FEHAE N, ecdsa¥—H 1 XlF256E Y
NTY,

N s generation AN RZREITL, TNICHESAEHAZTZXREA VAR =ILLTVEVES
. WLCEH U7 —REICHU<KERENLZCSREF—ZFALETH. ThICHSAHAEEZF
EREWESD, XROUT—RMEICWLCRHHTTPSTRLICEETEEIC K ET,

Web FRFEA D CSR ZEMTAICE. ROAN RZAHLET,

(WLC) >config certificate gener ate csr-webauth BE BR Brussels Cisco TAC mywebauthportal.wir eless.com tac@cisco.com

MIICqjCCAZICAQAWZTELMAKGA1UECAwWCQIIXETAPBgNVBACMCEJydXNzZWxzMQ4w
DAYDVQQKDAVDaXNjbzEMMA0oGA1UECwwDVEFDMSUwIwYDVQQDDBxteXdlYmF1dGhw
b3JOYWwud2lyZWxIc3MuY 29tMIIBIJANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKC
AQEAnNssc0BxIJ2ULa3xgJHSIAUtbd9CuQVqaf2nfln+V1tu82rzTvz38bjF3g+MX
JiaBbKMA27VJH1J2K2ycDMIhjyYpHIN59T4fXvZr3JNGVfmHIRuYDNCSdilOookK
FU4sDwXyOxR6gfB6m+Uv5SCOuzfBsTz5bfQ1NIZgg1hNemnhqVgbXEd90sgJmaF2
OtsLOjUhbLosdwMLUbZ5LUa34mvufol3VAKAOcmWZh2WzMJial2JpbO0afRO3kSg
x3XDkZiR7Z9a8rK6Xd8rwDIXOTcMFWdWVcKMDgh7Tw+Ba1cUjjiMzKT600jFGOGu
yNkgYefrrBN+WkDdc6c55bxErwIDAQABOAAWDQY JKoZIhveNAQELBQADggEBABOK
ZvEpAafoovphlcXIEIL2DSwVzjlbd9u7T5JRGgqri119/0wzxFjTymQofga427mj
5dNgICWxRFmMKhAMOOfGQkUoP1YhJRxidu+0T8046s/stbhj9nulinmoTgPaA0s3YH
tDdWgjmV2ASnroUV9oBNu3wRERQtKDX/CnTSRG5YufTWOVfIIRNLILkUGpzA69Xd
YHPLnD2ygR1Q+3Is4+5Jw6ZQAaqlPWyVQccvGyFacscA7L+nZK3SSITzGt9B2HAa
PQ8DQOaCwnqgt2efYmaezGiIHOR8XHOaWcNoJQCFONnb4KK6/1aF/7eOS4LMA+jSzt4
Wkc/wH4DyYdH7x5jzHc=

webadminMCSRZER T D EHIC, OIN RRIRXOELSICEEETNET,

(WLC) >config certificate generate csr-webadmin BE BR Brussels Cisco TAC mywebauthportal wireless.com tac@cisco.com

N OVUREANTBHE. CSRABKICHNENET, OB ETRETHC LR TE
$th, WCASTFYTO—RTBCEL, BRETHEETEELA. IV REAS
L%, OYE1—2EQT77ALICCSR & OE—T Y RR—ANTDBEN &Y ETF.
ERENEF—F. KO CSRAERENDETWLC KBV ET (TOrdF—F LEE
EhET ), BOWLC/\— RYIIPELEERVA)TIBEN 55 BAE. HLLOF—F
USEREEEA Y AN—ILTEEL Ao HLUWWLCTCSRIERE hET .

N s

ERENEZCSRIEE, ¥—RN—T 1 OBBRBILEIVE—T A ARBF—12T7F AN



SOFF (PKI)ICETHRENFHYET,
ATV T 2 BREENAHEOHRE
A73aVA IV EZ =754 XCAD SFinalpem7 7 AL 2HBTS

COFITE, BEODIXR—7Z4XCA ( ZOHFITIEWindows Server 2012 ) D& ZR L,
Windows Server CAZH#ASEY RT7YTI23FIBERLEE A,

1. 720 TIY 2—7 54 XACAR— (BE Fhttps://<CA-ip>/certsrv) ICBEI L. Requesta
certificate’&éé}f\lﬁo

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Servicas Documentation,

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

2. 1) Y Y advanced certificate request & S B8,

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

3.WLC F£7=(d OpenSSL » SERfBL 7= CSR ZA B L E T, Certificate Template RO Y 7 ™I
R I\_C“‘ Web Server’i’j}ﬂﬁo



Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 ce

Request box.

Saved Request:

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

5dNglCWxRFmKhAMO0 £fGQkUOP1YhJRxidu+0T8046
tDdWgjmV2ASnroUVIoBNu3wR6RQtKDX /CnTSRG5Y
YHPLnD2ygR1Q+3Is4+5Jw6ZQAaqlPWyVQccvGyFa
PQ8DQOaCwngt2efYmaezGiHOR8XHOaWcNOJQCFON.

Certificate Template:

Web Server

Additional Attributes:

Attributes:

)

4. 7RI —DOHED

Submit >

[L7R—B (Report) ] Bas6aencoded A 7> A VRAZBIRLE T,

Certificate Issued

The certificate you requested was issued to you.

DER encoded or © Base 64 encoded
Download certificate

----- Download certificate chain

5 A O—RUKEEEBHEDR A 7T HFPKCS7(.p7Tb)DESIE, SEAEEPEMICERLET (X
DFITEE, FIREFI—EFE774I)LFB TAlcerts.p7by ELTRIDO—RENTVET

)o

openssl pkes7 -print_certs -in All-certs.p7b -out All-certs.pem

6.4773 3 A (CSRELM T H0penSSL ) £BRU - BAE. THEFI—> (COBITE T
All-certs.pemy EWVWS EHT ) SIAZELCSRE L EICERE N EMEF— ( T/INM AAEORE
F—. COFITEmMykey.pem ) ZHAEDLE T, 77 1)L Zfinal.pem& L THRFELET, CSRZ



WLC (A 723a>rB) A SEEEAEKLEESRE. COFIEZAFYTLET,

All-certs.pem” 7 A )L &final.pem7 7 A L ZEK T BICIE, OpenSSLT7 7V —2 3> TR0
NREZABDLET,

<tfroot>

openssl>

pkcs12 -export -in All-certs. pem-inkey nykey. pem
-out All-certs.pl2 -clcerts -passin pass:checkl123
- passout pass: check123

openssl>

pkcs12 -in All-certs.pl2 -out final.pem
- passi n pass:check123 -passout pass:check123

~ ECOORYRTE, INTA—2 -passin BKRY -passoutic U T/NAT—RZANTS
PBENHVET, -passout /NTX—RICHRETBD/NAT—REFE., WLC LTERETS
certpassword /NTX—RE—BLTVWBZENHVYET, LEEDHITE, -passin & -
passout DB D/NTX—RICH L TEREE NS /VAT— RIE check123 T9,

Final.pemid, "Option A. CSR with OpenSSL. ICHE2> TWLCICHA I O—REBDT77AILTTY

o

FA723a> B WLCEKIC& > TERE NAECSRy ICfE2 =H4. All-certs.pemidWLCICH ™
YO—RIBT7A4ILTT. ROFIETIEE, COTF7AIILEWLC AT O—RLET,

N EWCADTRENT Y 7 O— KA KKLEEEE. PEMT7 7 A LICFI— V2652
CEERBLET, CAFEDESICERENBAICOVTRE, A7 I VBORTY T
2 ( H—R/N—FT 1 CAN Sfinal.pemZEE TS ) ZSBLTLKEET VW, 774 TRREN
BAREN 1 DEHDBER. TANTOHBCATHET 7 ()L E)—N CAIRAEB 7 7 4
LEEBTHAYIVO—RL. 77 ALICEBMLT (B IE—F Y RR—ARLT ) FI
—EERLET,

FA7>3a B Y—RN—FT 1CAN SFinalpem7 7 AL &2HEBE T3

1.CSR 0E#HRZIE—L T, F£E0 CA OEFEY—ILIZBEY) FITE T,



H—R/N—FT 14 CAICCSRZEEFETDE, Y—RN—FT 1 CANTFIRIEBRLLIHE
FI—UNEFX—IITRENTEERT, FI—VIHAENEES., CALSHHAEOFI—
VEENFRENET, COPIORSIC FEFIAEN 1 DEFRTIENDHEIE. CAHLSK
O 3IEHEOIARAEEZ TRV ET,

* Root certificate.pem
* Intermediate certificate.pem
» Device certificate.pem

~ ¥ : SEBAE A" Apache & Secure Hash Algorithm 1(SHANBES{LICHIEL TWD 2 &%
BERL T EE L,

2.3 Dwnftﬂﬁifé?’\'f)\¥bf‘b ZEpem 7 7AI)ORABRZUTOIETEHOT7 7 A4 )LIZ]
E—T72RR=-AKMLZFET,

3. All-certs.pem ELT 774 IILEZRELET,

4. A7 3A(CSREEKTD8HIC0penSSL ) #FAL =B4EF. All-certs.pemilEEE &
CSREEEICERENLEMET— ( TF/INAM ABPEOMEF—; COHITRE
mykey.pem ) E%H&Ab’d'f 7 7 4 )L Zfinal.pem& L TRIFLET, CSRZWLC ( F7
2aAVB)MSEEERLEBER. COFIEZAFYTLETD,

All-certs.pem”7 7 A )L &final.pem7 7 A LZEK T B ZIE. OpenSSLF7 7 U r—>3 > T
/A@:l?/ I\Ekjjbijo

<#root>
openssl>

pkcs1l2 -export -in All-certs.pem -inkey nykey.pem
-out All-certs.pl2 -clcerts -passin pass:check123
- passout pass: check123

openssl>

pkcsl1l2 -in All-certs.pl2 -out final.pem
- passi n pass:check123 -passout pass:check123



~ EZOORY RTE, INTX—A -passin BKXY -passoutlc L T/NAT—R%EA
NITBHBENHVYET, -passout NTX—RICRETH/NAT—RIE, WLC £ETE&
E T % certpassword NTX—RE—BLTVRMBENHYET, LEOHITR, -
passin & -passout DEHFD/NTZX—RICH L TEREE NBD/NAT— R(F check123 T
E

Final.pemi&, "Option A. CSR with OpenSSL. ICfiE2 TWLCICA T O—RE2T77 1)
TY, "A72a2VBWLCEKIZE > TERENECSR, ICfE2 1237E. All-certs.pemlid
WLCIZA I O—RIBDMBENHDT7AILTT, ROFIETIEE., COT7714)L%& WLC
ICAD>O0—RLET,

N sEsHA2EHR—RERTVET, Cisco Bug ID CSCuf20725 &, SHA512 HR— KN DEXR
TY.

ATFY 7 3CLI:CLIZFEALE WLC ADOY— R/N—F 1 EFBR

EpAo>O—R

CLIZEHALTFI—BHEAZEWLCIIADO—RITDICE,. XROFIEZETLET,

1.TFTP H—NEOF 72K F«4 LI KNJIC final.pem 77 AL Z2BEL E T,

2.CLITANDAR > REZAHALT, FUVO—REBEZZEELET,

<tfroot>
>

transfer downl oad node tftp

>

transfer downl oad datatype webaut hcert

>

transfer downl oad serverip

>

transfer downl oad path


https://tools.cisco.com/bugsearch/bug/CSCuf20725

>

transfer downl oad fil enane final.pem

SIAEZESILTEDRSIC, pem 774D

ARL—=FT AT ZATLTSSLF—¢&
NAD—RZAALET,

<#root>
>

transfer downl oad certpassword password

~ E:certpassword DA, TCSROERK. IV IVDATY T4 ( £ldk5) THRE
L7z -passout NZX—ZNAD—RERUTHBDEZHREBLET, <OBITRE,
certpassword D& (& check123 THEITNER Y EHA, 73 VBEERL LFE
(DFEVY., WLCEHZFERL TCSRELEK T SHES ). certpassword7 1 — )L R(&ZE
HOERFRIZLET,

. REANDLET, transfer download start 1< ~/ HE%ﬁ'bT\ E%ﬁéht%ﬁi’i%ﬂ?bi?o
RIS, ZAOY7TRTy EAALT, REOF D O— RFEEHERL., SAEEF—OAD
\/D_I\‘Eﬁ‘ﬁ%bijo 5/&13\ 7'_70)‘[5“(1;)’(030:‘:339)_(“3'0

<#root>
(Cisco Controller) >

transfer downl oad start

7o T TFTP

Data TYPe. i ittt i e e e Site Cert
TFTP Server IP. ...t e et e e naaanneeens 10.77.244.196
TFTP Packet Timeout.........uuiiiirnrnnnnnnnnnnnn 6

TFTP Max Retries. . ..o nieeeee e innaanneenns 10

TFTP Path. ..o e e e aee e ns /

TFTP Filename. . ..ot ee e e e neaanneeens final.pem

This might take some time.
Are you sure you want to start? (y/N)

y



TFTP EAP Dev cert transfer start.
Certificate installed.

Reboot the switch to use new certificate.

5. EEZAMICTRLEHIC, WCEDT—KLET,

ATY73GUl:GUI ZFERAL I WLC ADH—R/)N—FT 1
E0A I O—R

GUIZERALTFI—VAAEZWLCICHA DV O—RIBICE. ROFIEZETLET,

Elﬂl

7

1. TINA ADFEAE final.pem & TFTP H—NEOF7 AN F4LOMVICOE—-LET,
2. 1#3R security > Web Auth > cert Web Authentication Certificate XR—> Z#BHRE £ 9,

3. XNIEH%ZMEELETT., Download SSL Certificate F T Y 7R Y 2 A% A ZL T, Download
SSL Certificate From TFTP Server/A\o X —2 & RRLE T,

4.[IP Address] 74 —JLRIZ, TFTP H—/XD IP 7RLAZAHLET,

BIOHITOR  ALAk: CONTRCL-ER  WGRELSSE  SECURITY  WSNOGEMEMT  COMASHDE  HEL™

......... =

Sacuriby Wak Autheriicetien Cemiflcats [onntx
* AAk Current Cariicaie
[N ST
= PALIUE N b -
prpr E-lul bsnsdwelasthier
frermn-| hn TIH orr Party
[ZELOSE S
F O RACS— Seal Fuba TZILLIATAL
ez
Leovra] ham b WAH: L ETURl T T - L T 1 FL VI NE-E TR T N I TR AL TR TH L TH T EE ]
Hes Flormg o Hanm Co 15, O ern Syeame T, G Mee At Cmanith GRG0
Foeabiba- ©omnk
Lo Lingn Podaiss FHTE AT Cml15, 0= gen Syrama Sme, OL=Dey oa S50 (mmaduth;, Ches 1.1.1
AP e
WLe | e R Y R E T (0 P PR - V.o P | 1}
¥ Lacel EAP S
ZHA1 Fi-garprirl: Paried: 75 cP PhcpBPido Thaisind D odP DR el D s

F Frinridy Nnler
F ArcERs Control Lists

w Wihreless Protection
Folicies

* | Weh dnth

BB Lazis Facs
|2 titias

¥ Kilvasnil

5. [File Path] 7 4 —JL RIZ.

6. [File Name] 7 1 — )L RIC,

[=] Desenload S5L Ceriificaie -
Pt s’ e tad e Vi e e ate i abos mlin

Dawanlead S50 Carificaic FHom THFIP Semecr

|12 77,74 138
R

Teaul facandz] e

Snver IF Addmer

Upmheaz Fle Palh |-

Cheili=aie Filw Hanw |h-.u.r-l|— |

Catficals Pasitoed [semesens

AAEOTALIRNI NAZABLET,

AAEDERZADLET,
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In some cases, the logs only say that the certificate installation failed:

*TransferTask: Sep 09 08:37:17.415: RESULT_STRING: TFTP receive complete... Installing

Certificate.

*TransferTask: Sep 09 08:37:17.415: RESULT_CODE:13

TFTP receive complete...

Installing Certificate.

*TransferTask: Sep 09 08:37:21.418: Adding cert (1935 bytes) with certificate key password.

*TransferTask: Sep 09 08:37:21.421: RESULT_STRING: Error installing certificate.
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Add WebAuth Cert: Adding certificate & private key using password c
Add ID Cert: Adding certificate & private key using password checkl

Add Cert
Add Cert

Decode
Decode
Decode
Decode
Decode
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to ID Table: Adding certificate (name: bsnSslWebauthCert)
to ID Table: Decoding PEM-encoded Certificate (verify: YES

Verify PEM Cert:
Verify PEM Cert:
Verify PEM Cert:
Verify PEM Cert:
Verify PEM Cert:

Cert/Key Length was 0, so taking string 1
Cert/Key Length 7148 & VERIFY

X509 Cert Verification return code: 0
X509 Cert Verification result text: unabl
Error in X509 Cert Verification at 0 dept



*TransferTask: Jan 04 19:08:13.343: Add Cert to ID Table: Error decoding (verify: YES) PEM certificate
*TransferTask: Jan 04 19:08:13.343: Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
*TransferTask: Jan 04 19:08:13.343: Add WebAuth Cert: Error adding ID cert
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