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2. [Security] 20 Y O L&ET,

3.[Add] 27U Y I L&ET, B<HAATOT T, ANONYMOUS LOGONEASZL, RICHRT &
SICHATOVZ2HELET,

Select this object type:

Users, Groups, or Builtin securty principals

From this location:
CISCOSYSTEMS local

Enter the object names to select (examples):
ANONYMOUS LOGON|

aLENz/N1 > R
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LDAPH —NAQO—ANREAICI—HEZRETHICE. COBEOFIEZETLETS,
1. Windows PowerShellZB &, XD K SICAHDL FT servermanager.exe7 7 1)L

2. Server ManagerV 4 > RUT, ADDSZVUYOLET, T —NBZHI UYL TER
L £ 9 [Active Directory Users and Computers] D JEIZZEIRL £T,

3.[Users] ZHEV Y OLET, RRENEDAVTEFAMNXZI—HSNew > UserDJEICEE
L. ILLWI—HZERKLET,

B Active Directory Users and Computers |;|i-

File Action View Help

e 2E F 0| XD HE 2easvER

-

O Active Directory Users and Computers [WIN-AD\| Mame Type Description )
b [ Saved Queries 82, Allowed RO... Security Group... Members in this group c...
4 F3 CISCOSYSTEMS.Jocal 82, Cert Publish... Security Group.. Members of this group ...
B Builtin 82 Denied ROD... Security Group.. Members in this group c...
p - Computers 82, DnsAdmins  Security Group... DNS Administrators Gro...
b 5 Domain Controllers #2, RAS and IAS ... Security Group...  Servers in this group can...
b | ForeignSecurityPrincipals 82, WinRMRem... Security Group... Members of this group ...

2 LDAP-USERS
p | LostAndFound
3 Managed Service Accounts
p . Program Data

82, Cloneable D... Security Group... Members of this group t...
82, DnsUpdateP... Security Group... DNS clients who are per...
3_3_‘ Domain Ad...  Security Group... Designated administrato...

m

82, Domain Co... Security Group... Al workstations and ser...

B 1 System .
e 52, Domain Con... Security Group... All domain controllers i...
b (] NTD Delegate Control... #2 Domain Gue... Security Group... All domain guests
b 1 TPM Find.. #2, Domain Users  Security Group... All domain users
= - = *—=——n...  Members in this group c...
New » Computer ;
All Tasks r Contact Do
View » Group P
Refresh InetOrgPerson e
Export List. HEE A e
MSMQ Queue Alias i
Properties ) ..
Printer p
Help User P
Shared Folder p.. Members of this group ...

| < m

21 weyrr-rey = E—

Create a new object...

4. ROBICRT RS, I—FRER—DTHBAT7 A=) RICBEHRZADLET, COFITER
. Userlogon name” 4 —JL RICWLC-adminA"SEE N TWVWE T, <k, LDAPH—/IN
OO—NNFREICERAENDI—HYETT, [Next] ZVVYILET,

5. NATD—RZAHDL, BREOLOBD/NATD—RZANDLET, [Password never expires] 7
723 &BIRLULT [Next] 2O VY I LZET,
6. [Finish)| 22U Y OL&ET,

#HLUWI—YWLC-adminAUsers I TF D FICERENE T, LT, I ILF>
ST,

« 1—%% : WLC-admin

« NAT—R : Admin123



WLC-admin\NDEBEZEER DT 5

O—ALFEI—FHFERE DT, EBEERENSTIHLE
. ROFIEZRTLET,

1. [Active Directory Users and Computers] ZB& £ 9,

2. View Advanced FeatureslicF T Y IN—IOHFFVWTVWB & ZBRELE T,

FHYVET, ChZETSCR

3. I—HWLC-adminlcBEHL THI VY ILET, XRORICRTESIC, ITFARMNXZ

1—75A SPropertiesZBRLUET, CDI1—

File Action View Help

1R FEELLE

Active Directory Users and Computers

LaETaR

Hlk., BWLC-adminTEAIEhET,

BE

b [ Saved Queries
4 F3 CISCOSYSTEMS.local
B - Builtin
p | Computers
b 2] Domain Controllers
b | ForeignSecurityPrincipals
2| LDAP-USERS
7l LostAndFound
| Managed Service Accounts
“| Program Data
7] System
“| Users
| NTDS Quetas
B ] TPM Devices

v v v v

-

<[ m

: Active Directory Users and Computers [WIN-AQ

>

Marme Type * Description

#2, Domain Gue... Security Group... All domain guests
82, Domain Users Security Group... All domain users
H2, Group Polic... Security Group... Members in this group c...
2, RA_Allowad... Security Group...

f&RA_AIIawCo... Security Group...

H2, RA_AllowDa... Security Group...

% RA_AllowHo... Security Grof Copy..

52, RA_AllowMe... Security Groy o,
H2,RA_AllowNe... Security Groy L
82 RA_AllowRe... Security Grot LlameBlanping s
H2 RA_AllowSh... Security Groy Disable Account
2, RA_AllowVp.. Sec urity Groy Reset Password...
H2 Read-only D... Security Groy Move...

}?{ WSSUsers Security Groy OpeniomePage
% Ent‘EIpl.[iE A.. Sec ur!ty Groy Send Mail

52, Enterprize R... Security Groy

H2 Schema Ad...  Security Groy All Tasks

!, aalfares User Cut

\‘. Administrator  User Delete

_i_, CiscoTAC User

?_. Guest User Rename

2, kebtgt User | Properties I
l_, stduser User

s; WLC-admin  User

Help

Opens the properties dialog box for the current selection.

4 RIZRFTKSIZ, [MemberOf] 27 20UV U LET,




Sessions Remote control
COM+ Atribute Editor

Profile Telephones
Published Certificates Password Replication

Member of :

Mame Active Directory Domain Services Folder
Domain Users CISCOSYSTEMS local/Users

Primary group: Domain Users

: There is no need to change Primary group unless
Set Primary Group you have Macintosh clients or POSIX-compliant
applications.

5[Add] 22V YO LET, <KX AT7OT T, AdministratorsE AHL ., RORICRT LS I
OKZOUYOLET,



Select Groups

Select this object type:

2

(Groups or Builtin secunty principals Object Types...

Fram this location:

CISCOSYSTEMS local Locations. ..

Enter the object names to select (examples):

Administrators Check Names
Advanced... oK Cancel

LDP Z2AL - 1—UEHE O

COGUIY =)Lk, 1—YAFTXTD LDAP BEH#t7* 14 L U ~N1J ( Active Directory & & ) IZX L
TER. N1V R, RE, ZE. B, HIREEDBREERITTEDLSICTDLDAP V54T
~ NT9, LDP Tk, Active Directory IZ#MENTVR AT DI VRNEFDOXRTF—X (EF 2

UFARBRTRLTUT—2 3> ARF—RBE ) ERFTEET,

LDP GUI YV —IJLIx. #& CD A5 Windows Server 2003 Support Tools 24 A R—=ILT D & A
VARN=IENET, TR, LDPI—FT1UF1ZFERALTI—H Userl ICEERITSNT
WOARENEMHZERIBZDFEICODVTHALET, —HOEME., WLC T LDAP H—/\FRE

NFX=Z (1—YEBURAT, I AT ITIORNEATBE ) DEZEANTDEEICERE

nEd,

1. Windows 20124 —/\ ( ULDAPH—/YLT% ) T, Windows PowerShell’Zf&. LDP&

ABUTLDP7SOHICTOLEALET 2SR,

2. RICRTELSIZ, LDPX A > 14> RJTConnection > Connect® EIZ:EIR L., LDAPH —

NDOIPT RLAZAHDL TLDAPH—NICEHELE T,



Connection | Browse View Opticns Utilities Help

I Connect... |
Bind... Ctr+B

Disconnect

New Ctrl+N

Connect to :Eec'rfi:d SErVEr

3. LDAPH—/NIZ#E#HL 125

Treez VY O ULET,

I ROBRIZRTRIIC, XA X Z1—h5ViewzERL ,

Connection Browse View Options Utilities Help

defaukNamingContext: DC=CISCOSY STEMS. DC=local, ~

dnsHosthame: WH-A0W2BUGSLRI.CISCOSYSTEMS locat

domainControllerFunctionality: 5;

domainFunclionaity: 5;

dsServiceName: CN=NTDS Settings, CH=\WIN-A0VZBUGSLRY, CN=Servers, CN=Defaull-First-Ste-Name CN=5Sites, CN=Configuration DC=CISCOSY STEMS, DC=lacal;

forestFunctionalty: 5;

highestCommittedUSN: 16580,

isGhbalCatalogReady: TRUE:

isSynchronized: TRUE;

IdapServiceName: CISCOSY STEMS local win-alv2buBBIraS@CISCOSYSTEMS LOCAL;

namingContexts (5): DC=CISCOSYSTEMS, DC=local; CN=Configuration,DC=CISCOSYSTEMS DC=local CN=Schema,CN=Configuration 0C=CISCOSYSTEMS, DC=local;
DC=DomainbnaZones, DC=CISCOSYSTEMS, DC=kcal, DC=ForestinsZones DC=CISCOSY STEMS,DC=keal,

rootDomainNamingContext DC=CISCOSYSTEMS DCslocal;

antext: £ CH=C DC=CISCOSYSTEMS, DC=local
serverhiame: CH=WN-AQVZBUSSLRY,! W-SQNH& (CN=Default-First-Site-Name, CN=S5#es CH=Configuration, DC=CISCOSYSTEMS, DC=local,
 ChwAggregate C  CH=Configuration, DCs CISCOSYSTEMS, DCslocal;

supponedCapabiltes (8): 1.2.840.113556.1.4.800 = { ACTWVE_DIRECTORY ), 1.2.840.113556.9.4.1670 = { ACTVE_DIRECTORY_VS1 ) 1.2.840.113556.1.41791 =
ACTIVE_DIRECTORY_LDAP_INTEG ); 1.2.840,113556.1,4.1935 = ( ACTVE_DRECTORY_VE1 ); 1.2.840,113556.1.4.2080 = { ACTIVE_DIRECTORY_WE1_R2 ),
1.2.840.113556.1.4 2237 » { ACTVE_DRECTORY_WS ),

supportedControl (35): 1.2.840.113556.1.4.319 = { PAGED_RESULT ) 1.2.340.113556.1.4.801 = { SD_FLAGS ), 1.2.840.113556.1.4.473 = ( SORT ) 1.2.840.113556.1.4528 = (
NOTIFICATION ); 1.2,840.113556.1.4,417 = ( SHOW_DELETED }; 1.2.840,113556.1.4.619 = ( LAZY_COMMIT ); 1.2.840.113556,1.4,841 = { DIRSYNC };
1.2.840.113556.1.4.529 = ( EXTENDED_DM ); 1.2.840.113556.1.4.805 = | TREE_DELETE }; 1.2.840.113556.1.4.521 = { CROSSDOM_WOWE_TARGET };
1.2840.113858.1.4.970 = ( GET_STATS ); 1.2.840.113558.1.4.1338 = ( VERFY_NAME ); 1.2.840.113558.1.4.474 = ( RESP_SORT ), 1.2.840.113556.1.4.1339 = (
DOMAN_SCOPE ); 1.2.840.113556.1.4.1340 = { SEARCH_OPTIONS ); 1.2.840.113556.1.4,1413 = ( PERMISSIVE_MODFY ); 2.16.540.1.113730,3.4.9 = { VLVREQUEST );
2.16.840.1.113730.3.4.10 = { VLVRESPONSE }; 1.2.840.113556.1.4.1504 = ( ASQ ); 1.2.840.113556.1.4.1852 = ( QUOTA_CONTROL ); 1.2.840.113556.1.4.802 = (
RANGE_OPTION }; 1.2.840.113556.1.4.1907 = { SHUTDOWMN_NOTFY }; 1.2.840.113556.1.4.1948 = ( RANGE_RETREVAL_NOERR }; 1.2 840.113556.1.4.1974 =
FORCE_UPDATE ); 1.2.840.113556.1.4.1341 = { RODC_DCPROMO ); 1.2.840.113556.1.4.2026 = ( DN_INPUT J; 1.2.840.113556.1.4.2064 = { SHOW_RECYCLED );
1.2.840.113556.1.4.2065 = { SHOW_DEACTIVATED_LINK J; 1.2.840.113556.1.4.2066 = { POLICY_HINTS_DEPRECATED ); 1.2.840.113556.1.4.2090 = { DIRSYNC_EX )
1.2.840.113558.1.4.2205 = ( UPDATE_STATS }; 1.2.840.113556.1.4.2204 = ( TREE_DELETE_EX ), 1.2.840.113558.1.4.2206 = { SEARCH_HINTS ); 1.2.840.113558.1.4.2211
= { EXPECTED_ENTRY_COUNT ) 1.2.840.113556.1.4.2239 = (POLICYJ'N'I‘S}

ies (15):  Ma  IntRecvTimeout; MaxConnections; MaxCs

MaxBatchReturnMessages: MaxQueryDuration; H!xTetrpT!hlcSEa Hnmlmuc WinResultSets; MaxResultSetsPerConn; MmmnhﬁcmonPcrcunn Max\VaRange;

supparedLDAPVersion (2): 3 2;

supporiedSASLMechanisms (4); GSSAPL GSS5-SPNEGO; EXTERNAL; DIGEST-MDS;

_

4. RINENSD [Tree View] V4> RUT, 1—H D BaseDN ZAHLET, COHITIE,
Userlld R XA > CISCOSYSTEMS.local®OU "LDAP-USERS, ICEFEFNhTVE T, XOK
ICRFTERDIC, OKZO VY ILET,
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5]

Connection Browse View Options Utilities

Idap://WIN-AOV2BUGBLRY.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local =MIET I

Help

Ready

defautamingContext: DC=CISCOSY STEMS, DC=local ~

dnsHosthame: WIN-A0W2BUSELRY.CISCOSYSTEMS local;

domainControberFuncticnalty: 5;

domainFunctionality: 5;

dsServiceName: CH=NTDS Settings, CN=WIN-A0V2BUGELRD, CN=Servers,CN=Defaull-First-Site-Name, CH=Sites, CN=Configuration DC=CISCOSY STEMS, DC=local,

forestFunctionalty: 5;

highestCommitiedUSH: 18585;

isGlobalCatalogReady: TRUE;

isSynchronized: TRUE;

dapServiceName: CISCOSYSTEMS local win-a0vZbuB8iraS@CISCOSYSTEMS.LOCAL,

namingContexis (5); DC=CISCOSYSTEMS, DC=lpcal, CN=Configuration DC=CISCOSYSTEMS DC=local, CN=Schema CH=Configuration DC=CESCOSYSTEMS, DC=local;
DC=DomainDnsZones, DC=CISCOSYSTEMS DC=local; DC=ForestDnsZones, DC=CISCOSYSTEMS, DCelocal,

rootDomainNamingContéxt: DC=CISCOSY STEMS,DC=kcal,

schemala|

serverNan Tree View n,DC=CISCOSYSTEMS, DC=local

subschem

5 ({ ACTIVE_DRECTORY_WS1 ); 1.2.840.113556.1.4.1791 = (
ACTIV|| BaseDN: [OUsLDAP-USERS.DC=CISCOSYSTEMS DCslocal | [les0.112555.1.4.2080 = ( ACTIVE_DRECTORY_VE1_R2 );
1284

supporteds ,—] AGS ); 1.2.840.113556.1.4.473 = { SORT ) 1.2.840.113556.1.4.528 = (
NOTIF 2l OMMIT §; 1.2.840.113556.1.4.841 = ( DIRSYNC );
1284 3556.1.4.521 = ( CROSSDOM_MOVE_TARGET ); L
1.2.84 =1 = 3556.1.4.474 = ( RESP_SORT J; 1.2.640.113556.1.4.1339 = |

DOMAIN_SCOPE §; 1.2.840.113556.1.4.1340 = | SEARCH_OPTIONS }; 1.2.840.113556.1.4.1413 = { PERMISSIVE_MODIFY J; 2.16.840.1.113730.2.4.9 = { VLVREQUEST J;
2.16.840.1.113730.3.4.10 = { VLVRESPONSE ), 1.2.840.113556.1.4.1504 = ( ASQ J; 1.2.840.113556.1.4.1852 = { QUOTA_CONTROL }; 1.2.840.113556.1.4.802 = (
RANGE_OPTION ); 1.2.840.113556.1.4,1907 = { SHUTDOWN_NOTIFY J; 1.2.840.113556.1.4.1948 = ( RANGE_RETREVAL_NOERR }; 1.2.640.113556.1.4.1974 = (
FORCE_UPDATE ); 1.2.840,113586.1.4.1341 = { RODC_DCPROMO }; 1.2.840.113556,1.4. 2026 = { DN_INPUT }; 1.2,840.113556,1.4,2064 = { SHOW_RECYCLED );
1.2.840.113556.1.4.2085 = ( SHOW_DEACTIATED_LINK ); 1.2.840.113556.1.4.2086 = ( POLICY_HINTS_DEPRECATED ). 1.2.840.113556.1.4.2030 = { DIRSYNC_EX )
1.2.840.113556.1.4. 2205 = ( UPDATE_STATS ), 1.2.840.113556.1.4.2204 = ( TREE_DELETE_EX ) 1.2.840.113556.1.4.2206 = { SEARCH_HINTS ) 1.2.840.113556.1.4.2211
= { EXPECTED_ENTRY_COUNT ; 1.2.840,113556.1,4 2238 = | POLICY_HINTS |,

supportedLDAPPolicies (15) MaxPoolThreads; MaxDatagramRecy; MaxReceiveBuffer; IntRecvTimeout; MaxConnections; MaxConnlkiisTime; MaxPageSize;

} MaxQuer ) MaxTempTableSize; ; Mi s onn; ificati onn; MaxVaRange;
supportedLD&Persion (2): 3; 2;
supportedSASLMechanisms (4): GSSAP, GES-SPNEGO, EXTERNAL, DIGEST-MDS,

5 LDP7 S99 OERICIE. %= L #-BaseDN(OU=LDAP-USERS, dc=CISCOSYSTEMS,
de=local)® FICY ) —2 A RRENET, YVI—ZBBALTI—F Usert ZRDOHET
o cDI—HiE, 1—H DB ZRIT CNETERINENET, DHITIE CN=User1 TT
o CN=Userl #A7I)LVVYOLET, RICRITKSIZ, LDPTZIOHFOHFBORAL I,
UserICEEERITSNTVBIXNTOEMNRTRENEKT,

L5

Loy

Idap://WIN-AQV2BUGELRIS.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local l;[i-

Connection Browse View Options Utilities Help

= QU=LDAP-USERS,DC=CISCOSYSTEMS, DC=local

=8 Ch=Userl,0U=LDAP-USERS, DC=CISCO!

Mo children

€ n >

Ready

Expanding base ‘ClsUseri OUsLDAP.USERS DC=CISCOSYSTEMS, DCulocal...
Getting 1 entries
Dn: CH=User!,OU=LDAP-USERS, DC=CISCOSYSTEMS, DC=local
accountExpires: 82233T2038854T75807 (never);
badPasswordTime: O (neverk,
badPwdCount; ;
cn: Usert;
codePage: 0;
countryCode: 0;
displayName: User1;
distinguishedName: CH=User! OU=LDAP-USERS DC=CISCOSYSTEMS DC=local
dSCorePropagaticnData (2} 12/24/2015 1:34:53 PM E. Europe Standard Time; 12/24/2015 1:20:39 PM E. Eurcpe Standard Time; Ox0 = }, 0x0={ };
givenName: Usert;
instanceType: 0x4 = { WRITE ),
lastLogoff: O (never);
lastLogon: O (never);
logonCount: 0;
name: User1;
objectCategory: CH=Person,CH=Schema, CN=Configuration, DC=CISCOSYSTEMS, DC=local
obpectClass (4): top; persen; organizationaliPerson; uger,
7 UID: ca4! Sbal-41d7-9dal1-5 :
objectSid: 5-1-5-21-986598191-3042038731-3456728873-1120;
primaryGrouplD: 512 = ( GROUP_RID_USERS J;
pwidLastSet: 12/24/2015 1:19:16 PM E. Eurcpe Standard Time,
sAMAccountName: Usert:
sAMAccountType: S05306388 = { NORMAL_USER_ACCOUNT §;
userAccountControk 0x10200 = [ NORMAL_ACCOUNT | DONT_EXPRE_PASSWD ),
userPrincipalName: User 1@CISCOSY STENMS local,
uSHChanged: 1657§;
uSHCreated: 16570;
whenChanged: 12242015 1:20:39 PM E. Europe Standard Time,
whenCreated: 122472015 1:19:15 Pi E. Europe Standard Time;

"

6. LDAP #—/\IZ WLC ZRET B & £ (21, [User Attribute] 7 1 —JLRIC, 1—H& %2
I LOIO-ROBHOBHMZANLET, <O LDP OE LA S, sAMAccountName A
d—HH "Userly ZECEMHND 1 2THRI DAV ET, TZ T, WLC D [User
Attribute] 7 4 —JL RICH ST % sAMAccountName BHEZ A DL F T,

7.LDAP H—/NIZ WLC ZERET D & E (I, [User Object Type] 74 —J)LRIZ, LO—KR%Z
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JI—H & L THEEIT S LDAP objectType BMEDEZALLET, Z<DFES, 1—H% L3
— RIZI& objectType BHEDEABEHD Y, TOSEOVK2ARI—HICEETHY ., £
2. WOPRBMOATZSION BATERBENTVET, LDP 1D CN=Person I

LO—REZI-HELTEBTZEND 1 D2TT, TZT, WLC O User Object Type BHEE

L T Person Z1EL £,
RIZ LDAP H—/)NXD WLC Z58EL £ 9,
LDAP % —/X® WLC OE&E

CCETTLDAP H—/AHBREEhE L1, JRIC LDAP H—/SOEMEMAL T WLC £REL
£7, WLC O GUI A S AN FIEERTLET,

N CoRFIXDNTH. WCHEABERICRES h, LAPFWLCIEEREhTWS
CEERBELTVWET, WLC TLAP EOELXEREZVO TCERETDHEE. "Wireless
LAN Controller ( WLC ) A® Lightweight AP ( LAP ) Q&8 #SBLT<FE L\,

1. WLC @ [Security] R— O ERIZH B XA R4 > T [AAA] > [LDAP] %583 L. LDAP #
—NRRER—DICEHEARAFTT,

Saye Configuration | Ping  Logout Refresh

MONITOR  WiaNs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK # Home

-
Security LDAP Servers

erver
Index Server Address(Ipv4/1pvé) Port Serv

Secure Mode({via
er State TLS) Bind
B 172.16.16.2000 389

Enablad Disabled Authenticated [~}

Advanced EAP

b Priority Order

b Certificate

LDAP H—/NZEBMT Bk, [New] 221 Y U LET, [LDAP Servers > New] R—I A&
RENhET,

2. [LDAP Servers Edit] R—< T LDAP H— /YO 4 (LDAP H—/XD IP 7 RL A, R—KE
F, T—NEWMLARAT—ZRRABE ) ZEBELET,

« [Server Index (Priority)] RAY 7H 2 RY VAN SHESZEIRL, TOMOEER
O LDAP H—NNEELEZZOY—NOBEIENEZEELET, Y—/NEH&EKX 17
BERTHRETEET, I NO—FHFRDOT—NICEHRTELEVES, VAMNAD
2EB O —N\NOEHRZHITTS., EVSKSICBYET,

+ [Server IP Address] 7 1 —J)L RIZLDAP H—/XO IP 7 RLAZAHDLET,

« [Port Number] 7 4 —JL RIZ LDAP 3 —/N®D TCP R—hBEEZA DL ET. BEVEE
Bk 1 ~ 65535 T, 7 #J)LNE 389 TT,


http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00806c9e51.shtml
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00806c9e51.shtml
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00806c9e51.shtml
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00806c9e51.shtml
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00806c9e51.shtml
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s BEINA > RTWR., /N1 RI—HFICAuthenticatedZFEALEL =, ChiE,

LDAPH—/NEFD/SAT—RADT I AICEREWAWLCEBRI—HOEFRTY

« [UserBase DN] 7 4 —JLRIZ, §XTOHOI—HDIJARNEEL LDAP H—/\NHDOH 7
VI)—n#EAIE (DN) ZANLET, &AW, ou=organizational unit, .ou=next
organizational unit & & T o=corporation.com % &ETY, I—HE2ELY ) —HFKR—A
DN T& %354 . o=corporation.com & /=& dc=corporation, dc=com EA AL E T,

COPITREI—HIFEBEN (OU ) LDAP-USERS ICEEhTVET, COEZEN
(& lab.wireless RXA > D—FE& L THERENTVWET,

I—4 X—ADNlF. 1—H18$ (EAP-FAST RIEARICESI<KI—H 4LF>D
YL ) FRFEEATVIEFRO7IL NAZIELTVBRXENf HYVET, COHITRE,
11— X —ADN OU=LDAP-USERS, DC=CISCOSYSTEMS, DC=local® FIZ & ') &
9,

« [User Attribute] 7 4 —JLRIZ, I—H¥EZ2ECI1—H¥ LI-RRNOBEOZRZ A D
LET,

[User Object Type] 7 1 —JL RIC, RWROLI—RAEI—HE L THETS LDAP
objectType BMDEEZANLET, ZL<DEFEE, 11— L I— RIZIE objectType &
HOEFEHEHY., TOSEOVK2ARI-—HICEETHY) ., £, LW 20
NDATDIIONRATEHBENTVET,

chsm2o07 4 —)L ROER., Windows 20128 R—K~Y —)LO—Zp& L TREE
NTWBLDAPT7 SO 1—FT14UT 1 &2EALT, FALINIH—NASWBT
ZETF. O Microsoft LDAP 7ZUH# Y —)Li& LDP EREIhET, COYV—I)LZE
AL T, $EI1—Y 0 [User Base DN], [User Attribute], & & T [User Object Type]
74— ROEZHERTEET, LDP Z2FAL LI —YEBBMHOEEAEZDOFMIC
VTR, CORFIXVND "LDP ZFEAL LI EMHOER, 2B LT
I A

[Server Timeout] 7 1 — )L RICEBEEOER (B ) ZADLET, BUSEHEG 2
~30WTHY., FTIAIMNEFE 2®TT,

- [Enable Server Status] FI YT RY JAZFICLTZ D LDAP H—NZH®ICT
PP, FIVIOR—D%ZAT7ICLTEMILET, F7F I MEFEMTT,

s [Applyl 22U YOLT, BEEBWELET, LRROBEREMEAL REDH £ RICK
LET,



Saye Configuration | Bing | Logout |Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK f Home
Security LDAP Servers > Edit < Back Apply
¥ AAR Server Index 1
General
- RADIUS Server Address{lpva/Ipve) 172.16.16.200
Authentication Port Number 389
Accounting ¥
Fallback Simple Bind Authenticated
BHS - Bind Username CH=WLC-ADMIN,CNeUsers,DE=CISCOSYSTEMS,T
Dawnloaded AVE
P TACACS+ Bind Password
LDAP Confirm Bind Password
Local Net Use:

MAC Filtering User Base DN CH=Users DC=CISCOSYSTEMS, DCLOCAL
E sabled Clisnts User Atiribute sAMAccountiame
n Policios
AP P 5 User Object Type Person
Password ollties Securs Mode(via TLS) Disabled »
* Local EAR Sarver Timeout 2z seconds
Advanced EAP Enable Server Status Enabled v

* Priority Order
* Certificate

3. ZN T LDAP H—/NICBE T B FFMA" WLC IZEREEhEL 2, RIC. WLAN Z Web FRELA
ICRRELET,

Web FBEEA O WLAN DFRE

BUOOFIETIE, 1—H DO WLAN ZERLET, ROATYTZEITLET,
1.WLAN Z#EK T2 EHIC, O RO—0O GUI T[WLANsS] 22U Y ILET,

[WLANS] 74 2 ROFRRENET, COVARDICEF. AV NO-ZICREE QT
% WLAN O—BAFRRENET,

2. %LV WLAN ZERET 12O [New] 20U Y I L E T,

CDBITE, WLAN OFEHI%Z Web-Auth ELTVWET,

wlaln
[of f. of o] MOMNITOR  WlAMs COMTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANMDS HELP  FEEDBACK
WLANSs WLANSs > New
¥ WLANs Type WLAN -
WLANS
Profile Mame LOAP-TEST
b Advanced
SsID LDAP-TEST
jiml 11 -

3.[APPLY] 20 UY L&Y,

4. [WLAN] > [Edit] 74> ROT, WLAN BEONTAXA—REZEHZLET,


/content/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-25.gif
/content/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-26.gif

Saye Configuration | Ping  Logout  Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANS WLANs > Edit 'LDAP-TEST' < Back apoly | *
* WLANS General | Security | Qos [ Policy-Mapping | Advanced |
WLANS
ELadianced Profile Mame LDAP-TEST
Type WLAN
SSID LDAP-TEST
Status ¥ Enabled
Security Policies [wPAZ][Auth(802.1%)]

(Modifications done under security tab will appear after applying the changes.)

Radia Policy Al -
Interface/Interface

oS management -
Multicast Wlan Feature Enabled
Broadcast SSID | Enabled

NAS-ID

. [Status] FT Y URY ZREFAVICLTIO WLAN ZEMICLET,

« WLAN [ZXfL . [Interface Name] 7 4 —)L RASEE B A2 X—T T4 A% BRL &
EE

CDFITE, WLAN Web-Auth ICEHITDEEA 2 X—T I/ AZEVIEITTVEXRT

o

5. [Security] 27 &2 )Y 2 L%ET, [Layer 3 Security] 7 1 —JL RT, [Web Policy] FT v ¥
Ry O A%ZFIZL T, [Authentication] #7723 > #&BIRLE T,

Save Configuration  Bing  Logout  Refresh

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANs WLANs > Edit 'LDAP-TEST' <Back | | Apply | -
L WLth General | Security | QoS | Policy-Mapping | Advanced |

WLANS
v Advanced Layer 2 | Layer 3 l ARA Servers

Layer 3 Security & web Policy +
9 puthentication
Passthrough
Conditional Web Redirect
! Splash Page Web Redirect

On MAC Filter failursi

Preauthentication ACL 1Pv4 Mone w  IPv6 None w  Webduth FlexAd Mone w
Sleeping Client || Enable
Over-ride Global Confight Enable

Web BREIZFERALTOA VLR VSAT RN ERIAETRD D, COFTIa>zEBIRLE
9, [Override Global Config] F T Y JRY VU AZFA>ICL T, & WLAN O Web FRRIEREZ
BIMICLET, [Web Authtype] ROY 7H ™Y XZ1—HSEYE Web RIDEE %8
RUET, COBITRE, WE Web FREEZ2FEALE T,

N 52 WebSE 802 1XEREE TR Y K— RE R TWER A, Chik, Web RIEFEAT
B8, LAV 2E2F21UF14ELT, 802 1x £/1F 802.1x Z2FEHT S
WPAWPA2 £ BIRTE RV EEBHRLET. TOMOTANTOLA V2251
F4 NSA—REBALLE Web BIEA YA —hEnET,
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6. [AAA Servers] X 7 ZIBIRLE T, LDAP H—NDOFINE D> XZ1—HSFREL = LDAP
H—NZEBRLET, O—H) F—ERXR—AXLEF RADIUS H—NZFEAL TLVBIEERE
. [Authentication priority order for web-auth user] 7 4 —)L RTERIEED TS A AV T 1 5%
ETEETD,

Save Configuration | Bing = Logout Refresh

afealn

cisco MOMITOR ~ WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK
WLANs WLANs > Edit ‘LDAP-TEST' < Back Apply
= \’_\'TL"_“_“ General J Security | QoS | Policy-Mapping ] Adwanced |
» Advanced Layer2 | Layer3 | AAA Servers

Interim Update

Serverl 1P:172.16.16.200, Port:389 w
Servear 2 None -
Server 3 None

Local EAP Authentication

Local EAF Authentication | |gnabled

Authentication priority order for web-auth user

Not Used Order Used For Authentication
LOCAL . ez LDAP . [Lue ]
RADIUS (re— r
” < | | Daw

7.[APPLY] 20 VJYOLEXT,

N Cobitl, I-YERTTBEHOOLAV2EF1UTF 4 HRBEREATUE
Wi, LA V2EE1UF 47 4—)L KTNone®BRL £ 7.

ﬁﬁ'u\

ST, RENFERCHBELTVWRIAESHERRBLET.

g

COEYRTYTERIATRDLEDIC, TAVLARAIVZATURNEEEL., REFBEESVYICEH
ETRIHESHZRRBLET,

DAVYLARAIZATRNNFEEBLES, Web 75 JHI(Z URL ( www.yahoo.com %5 & ) Z AL
£F9, I—HYHARIAETATLVEVLED, WLCERZOI—HEARNZF Web O 1> URLICUR A
LOMNLET,

A4 ILFUIFIILOAANROSNET, I—HPHFI—HPREENADT—RZEETHDE, O
TAY R=DEAFI—HF ILFT¥IILOALZZITEY ., WLC Web F—/YD

action_URL ( http://1.1.1.1/login.html 2 & ) CANZEFE TR EEEICERERLET, chAH'A
ANTA—=RELTHAREIY—DOURAALINURLICEBHEAET, T, 1111, RS
YFDOREBAE—TIAATRLATTY,

WLC (& LDAP 1—HY F— 2R —AICBELTCI1—Y %2R LET, REAENKIITHE,. WLC
WebH—/NiE, [REENEVZALINIRLELEZEIVSAT Y MBRABENIZURLICI—H %
EULET, KICHIZRLET www.yahoo.com IC 77 AL TLEE LV,



/content/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-29.gif
http://www.yahoo.com.
http://www.yahoo.com.
http://www.yahoo.com.
http://www.yahoo.com.
http://www.yahoo.com.

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to th

senver.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

% Continue to this website (not recommended).

® More information
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2 https://1.1.1.1 - Logout - Micros... [= |[B]X
File  Edit  View  Favorites  Tools  Help ,?’

Web Authentication

Login successiul |

You can now use all regular nebwiork services
ovel the wirelezz hetwork,

Flease retain this small logout window in order
to logoffwhen done. Mote that vou can ahways
use the following LIEL to retrieve this page;
https 1.1 1 logout himl

Ladgout i

loor 8 @ nternet
NZ7I>a1—hk

COtEY2aVTR, BEORNZ TN A—FT AT CRADBREBNLET,
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BREODRNT TN 1—F4202T75HIC. KOOAXV REFATEXRT,

* debug mac addr <client-MAC-address XX:XX:XX:XX:XX:XX>

* debug aaa all enable

* debug pem state enable

* debug pem events enable

» debug dhcp message enable

» debug dhcp packet enable

R\, debug mac addr cc:fa:00:f7:32:35 AN > ROH Al Z#RLET

debug aaa Idap enable

(Cisco_Controller) >*pemReceiveTask: Dec 24 03:45:23.089: cc:fa:00:f7:32:35 Sent an XID frame

*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec

*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec

*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec

*apfMsConnTask_1: Dec

*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec

*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec

*apfMsConnTask_1: Dec

24
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554:
554:

554:

554:

554:
555:

555:
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555:
555:
555:
555:
555:
555:
555:

555:
555:
555:

555:

*pemReceiveTask: Dec 24 03:45:43.555:

*apfMsConnTask_1: Dec 24 03:45:43.555:
*apfMsConnTask_1: Dec 24 03:45:43.555:
*apfMsConnTask_1: Dec 24 03:45:43.556:

CccC

cc:
cc:

cc:

cc:

CccC

cc:

cc:

CccC

cc:
cc:
cc:
cc:
:fa:
fa:

CccC
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35
35
35

35

35

35
35

35

35
35
35
35
35
35
35
35
35
35
35
35
35
35

35
35
35

35

Processing assoc-req station:cc:fa:00:f7:32:35
Association received from mobile on BSSID 00:2
Global 200 Clients are allowed to AP radio

Max Client Trap Threshold: 0 «cur: 1
Rf profile 600 Clients are allowed to AP wlan

override for default ap group, marking intgrp
Applying Interface policy on Mobile, role Loca

Re-applying interface policy for client

172.16.16.122 WEBAUTH_REQD (8) Changing IPv4 A
172.16.16.122 WEBAUTH_REQD (8) Changing IPv6 A
apfApplyWlanPolicy: Apply WLAN Policy over PMI
In processSsidIE:6246 setting Central switched
In processSsidIE:6249 apVapId = 1 and Split Ac
Applying site-specific Local Bridging override
Applying Local Bridging Interface Policy for s
processSsidIE statusCode is 0 and status is O
processSsidIE ssid_done_flag is 0 finish_flag
STA - rates (3): 2416448 0000000000
suppRates statusCode is 0 and gotSuppRatesETel
AID 2 1in Assoc Req from flex AP 00:23:eb:e5:04
apfMs1xStateDec

172.16.16.122 WEBAUTH_REQD (8) Change state to

pemApfAddMobileStation2: APF_MS_PEM_WAIT_L2_AU
172.16.16.122 START (0) Initializing policy
172.16.16.122 START (0) Change state to AUTHCH

172.16.16.122 AUTHCHECK (2) Change state to L2

cc:fa:00:f7:32:35 172.16.16.122 Removed NPU entry.
cc:fa:00:f7:32:35 Not Using WMM CompTliance code qosCap 00
cc:fa:00:f7:32:35 172.16.16.122 L2AUTHCOMPLETE (4) Plumbed mobil
cc:fa:00:f7:32:35 172.16.16.122 L2AUTHCOMPLETE (4) Change state



*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:

type

Airespace AP Client - ACL passthru

00:f7:32:
00:f7:32:

on AP 00:23:eb:e5:04:10, slot 1, interface = 1, QOS

IPv4 ACL I

*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:

*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:

type

IPv4 AC

*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:

*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:

*pemReceiveTask:
*pemReceiveTask:
*pemReceiveTask:
*pemReceiveTask:
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:f7:32:35 DHCP received op BOOTREQUEST (1) (len 322,vla
24 03:45:43.708: cc:fa:00:f7:32:35 DHCP (encap type 0Oxec03) mstype Off:ff:ff:ff:
24 03:45:43.708: cc:fa:00:f7:32:35 DHCP selecting relay 1 - control block settin
dhcpServer: 172.16.16.25, dhcpNetmask: 255.255.254.0,

*DHCP
*DHCP

*DHCP
*DHCP
*DHCP

Socket
Socket
Socket

*DHCP
*DHCP

Socket
Socket

*DHCP
*DHCP
*DHCP
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Socket
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Socket
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Task:
Task:
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Task:
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Dec

Dec
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Dec
Dec

Airespace AP

Dec
Dec

Dec

Dec
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Dec
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Dec

Socket Task: Dec
Socket Task: Dec
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Dec
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Dec
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Dec
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Dec
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24
24

03:
03:

03:
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03:
03:

45
45

45:

45:

45:

45
45

Client -

24
24

24

24

24
24

24
24
24

24
24
24

dhcpGateway: 172.16.16.1, dhcpRelay: 172.16.16.25
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556:

cc:
cc:
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cc:
CccC

fa:
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fa:
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fa:

:fa:

ACL passthru
on AP 00:23:eb:e5:04:10, slot 1, interface

43.
43.

43.

43.

43.
43.

43.
43.
43.

43.
43.
43.

556:
556:

556:

556:

556:
556:

556:
556:
556:

556:
557:
557:

Dec 24 03:45:43.557:
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172
172.

172.
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apfPemAddUser2 (apf_policy.

.16.
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16.
.16.

16.

16.

.16.

16.
16.

.16.
16.

16.

16.

16.
16.

16.
16.

16.

16.

16.

16.
16.

16.
16.

16.

16.

122
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16.16.122

WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD
WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD

(8
(8

(8
(8

(8
(8
(8

(8
(8

(8
(8

(8
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(8

pemApfAddMobile
Adding Fast Pat

rule
rule

Fast Path
Fast Path

Fast Path rule

Fast Path rule
Successfully pl
pemApfAddMobile
Replacing Fast

rule
rule

Fast Path
Fast Path
Fast Path rule
Fast Path rule

Successfully pl

c:359) Changing sta

apfPemAddUser2:session timeout forstation cc:f

Scheduling deletion of Mobile Station:
Func: apfPemAddUser2, Ms Timeout

(calle
1800, Sessi

Sending assoc-resp with status 0 station:cc:fa
Sending Assoc Response to station on BSSID 00:
apfProcessAssocReq (apf_80211.c:10187) Changin

VLAN: 16

:00:f7:32:35 172.16.16.122 Added NPU entry of type 2, dtlFla
:00:f7:32:35 Sent an XID frame
:00:f7:32:35 172.16.16.122 Added NPU entry of type 2, dtlFla
:00:f7:32:35 Sent an XID frame

24 03:45:43.708: cc:fa:00:f7:32:35 DHCP mscbhVaplLocalAddr=172.16.16.25 mscbVapLoc
24 03:45:43.708: cc:fa:00:f7:32:35 DHCP selected relay 1 - 172.16.16.25 (local a
24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block settin
dhcpServer: 172.16.16.25, dhcpNetmask: 255.255.254.0,

dhcpGateway: 172.16.16.1, dhcpRelay: 172.16.16.25
24 03:45:43.709: 00:f7:32:35 DHCP selected relay 2 - NONE

24 03:45:43.709:

CccC
CccC

dhcpServer: 172.16

dhcpGateway: 0.0.0.
709:
709:
709:
709:
709:
709:
709:

24
24
24
24
24
24
24

03:
03:
03:
03:
03:
03:
03:

45

45:
45:
45:
45:

45:
45:

43,
43,
43,
43,
143,
43,
43,

CccC
CccC

CccC

cc:
cc:
:fa:
cc:fa:

cc:

:fa:

:fa

.16.

0,
:fa

:fa:
fa:

fa

fa

VLAN: 16

:00:f7:32:35 DHCP selecting relay 1 - control block settin

25, dhcpNetmask: 0.0.0.0,

dhcpRelay: 172.16.16.25 VLAN: 16
DHCP mscbVaplLocalAddr=172.16.16.25 mscbhVaplLoc
DHCP selected relay 1 - 172.16.16.25 (local a
DHCP transmitting DHCP DISCOVER (1)

op: BOOTREQUEST, htype: Ethernet, hlen
xid: 0x62743488 (1651782792), secs: O,

:00:
00:
00:
:00:
00:
00:
:00:

f7

f7

f7

f7:
f7:

f7:
f7:

132:
32:
32:
132:
32:
32:
132:

35
35
35
35
35
35
35

DHCP
DHCP
DHCP
DHCP

chaddr:

ciaddr: 0.0.0.0,

cc:fa:00:f7:32:35
yiaddr: 0.0.0.0



*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP siaddr: 0.0.0.0, giaddr: 172.16.16.25
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block settin
dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16

*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selected relay 2 - NONE

*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

24
24
24
24
24
24
24
24
24

03:
03:
03:
03:
03:
03:
03:
03:
03:

45
45:
45:
45:
45:
45:
45:
45:
45:

143,
43.
43.
43.
43.
43.
43.
43.
43.

709: cc:fa:00:f7:32:35 DHCP received op BOOTREPLY (2) (len 572,vlan 0O
710: cc:fa:00:f7:32:35 DHCP sending REPLY to STA (len 418, port 1, vl
710: cc:fa:00:f7:32:35 DHCP transmitting DHCP OFFER (2)

710: cc:fa:00:f7:32:35 DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6
710: cc:fa:00:f7:32:35 DHCP xid: 0x62743488 (1651782792), secs: O,
710: cc:fa:00:f7:32:35 DHCP chaddr: cc:fa:00:f7:32:35

710: cc:fa:00:f7:32:35 DHCP  ciaddr: 0.0.0.0, yiaddr: 172.16.16.122
710: cc:fa:00:f7:32:35 DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0

710: cc:fa:00:f7:32:35 DHCP server id: 1.1.1.1 rcvd server 1id: 172

*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32:35 DHCP received op BOOTREQUEST (1) (len 334,vla
24 03:45:43.714: cc:fa:00:f7:32:35 DHCP (encap type 0Oxec03) mstype Off:ff:ff:ff:
24 03:45:43.714: cc:fa:00:f7:32:35 DHCP selecting relay 1 - control block settin
dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16

*DHCP Socket Task
*DHCP Socket Task

*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:

*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*ewmwebWebauthl:
*ewmwebWebauthl:
*aaaQueueReader:

*aaaQueueReader:
*aaaQueueReader:
*aaaQueueReader:
*aaaQueueReader:
*LDAP DB Task 1:
*LDAP DB Task 1:

*LDAP DB Task 1:

*LDAP DB Task 1:
*LDAP DB Task 1:

: Dec
: Dec

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

24
24
24
24
24
24
24
24
24
24
24

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

45:
45:
45:
45:
45:
45:
45:
45:
45:
45:
45:

4
4
4
4
4
4
4
4
4
4
4

3.714: cc:fa:00:f7:32:35 DHCP mscbVapLocalAddr=172.16.16.25 mscbVapLoc
3.714: cc:fa:00:f7:32:35 DHCP selected relay 1 - 172.16.16.25 (local a
3.714: cc:fa:00:f7:32:35 DHCP transmitting DHCP REQUEST (3)

3.714: cc:fa:00:f7:32:35 DHCP op: BOOTREQUEST, htype: Ethernet, hlen
3.714: cc:fa:00:f7:32:35 DHCP xid: 0x62743488 (1651782792), secs: O,
3.714: cc:fa:00:f7:32:35 DHCP chaddr: cc:fa:00:f7:32:35

3.715: cc:fa:00:f7:32:35 DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
3.715: cc:fa:00:f7:32:35 DHCP  siaddr: 0.0.0.0, giaddr: 172.16.16.25
3.715: cc:fa:00:f7:32:35 DHCP requested ip: 172.16.16.122

3.715: cc:fa:00:f7:32:35 DHCP server 1id: 172.16.16.25 rcvd server i
3.715: cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block settin

dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16
*DHCP Socket Task: Dec 24 03:45:43.715: cc:fa:00:f7:32:35 DHCP selected relay 2 - NONE

24
24
24
24
24
24
24
24
24
24

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

45:
45:
45:
45:
45:
45:
45:
45:
45
45:

43.
43.
43.
43.
43.
43.
43.
43.
143,
43.

715: cc:fa:00:f7:32:35 DHCP received op BOOTREPLY (2) (len 572,vlan 0O
715: cc:fa:00:f7:32:35 DHCP setting server from ACK (msch=0x40e64b88

715: cc:fa:00:f7:32:35 DHCP sending REPLY to STA (len 418, port 1, vl
715: cc:fa:00:f7:32:35 DHCP transmitting DHCP ACK (5)

715: cc:fa:00:f7:32:35 DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6
715: cc:fa:00:f7:32:35 DHCP xid: 0x62743488 (1651782792), secs: O,

715: cc:fa:00:f7:32:35 DHCP chaddr: cc:fa:00:f7:32:35

715: cc:fa:00:f7:32:35 DHCP  ciaddr: 0.0.0.0, yiaddr: 172.16.16.122
715: cc:fa:00:f7:32:35 DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0

715: cc:fa:00:f7:32:35 DHCP server id: 1.1.1.1 rcvd server 1id: 172

Dec 24 03:46:01.222: cc:fa:00:f7:32:35 Username entry (Userl) created for mobile, Teng
Dec 24 03:46:01.
Dec 24 03:46:01.

Dec 2
Dec 2
Dec 2
Dec 2
Dec 2
Dec 2

Dec 2

Dec 2
Dec 2

40
40
40
40
40
40
40

40
40

3:4
3:4
3:4
3:4
3:4
3:4
3:4

3:4
3:4

6:01.

6:01.

6:01.

6:01.

6:01.
6:01.
6:01.

6:01.
6:01.

222: cc:fa:00:f7:32:35 Username entry (Userl) created in mscb for mobi
222: AuthenticationRequest: 0x2b6bdc3c

222: Callback. . vue i e e 0x12088c50

222: (] afe Y ale Yalo T N 11V o 1S 0x00000002

222: ProXyState. .ot e e e CC:FA:00:F7:32:35-
222: Packet contains 15 AVPs (not shown)

222: ldapTask [1] received msg 'REQUEST' (2) 1in state 'IDLE' (1)
222: LDAP server 1 changed state to INIT
223: LDAP_OPT_REFERRALS = -1

223: TdapInitAndBind [1] called lcapi_init (rc = 0 - Success)
225: 1dapInitAndBind [1] configured Method Authenticated Tcapi_bind (r



*LDAP DB Task
*LDAP DB Task

*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task

*ewmwebWebauth

*ewmwebWebauth
*LDAP DB Task
*ewmwebWebauth

*ewmwebWebauth
*ewmwebWebauth
*ewmwebWebauth
*ewmwebWebauth

1: Dec
Dec

=

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

RFRRRBERRRRRRRRRR

1: Dec

1: Dec
1: Dec
1: Dec

1: Dec
1: Dec
1: Dec
1: Dec

24
24

24
24
24
24
24
24
24
24
24
24
24
24
24
24

24

24
24
24

24
24
24
24

03:
03:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

03:

03:
03:
03:

03:
03:
03:
03:

46:
46:

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

46:

46:
46:
46:

46:
46:
46:
46:

type = Airespace AP Client
on AP 00:23:eb:e5:04:10, slot 1, interface = 1, Q0S = 0
IPv4 ACL ID = 255, IPve ACL
1: Dec 24 03:46
1: Dec 24 03:46

*ewmwebWebauth
*ewmwebWebauth

*ewmwebWebauth
*ewmwebWebauth

*ewmwebWebauth
*pemReceiveTas

1: Dec

1: Dec

1: Dec
k: Dec

24 03:46:

24 03:46:

24 03:46
24 03:46

ID
:01
:01

:01
:01

01.
01.

01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.

01.
01.
01.
01.
01.
01.

01.
01.

01.

01.

.228:
.228:

.229:
.229:

225:
225:

225:
226:
226:
226:
226:
226:
226:
226:
226:
226:
226:
228:
228:
228:

228:
228:
228:
228:
228:
228:

228:
228:

228:

228:

LDAP server 1 changed state to CONNECTED
disabled LDAP_OPT_REFERRALS

LDAP_CLIENT: UID Search (base=CN=Users,DC=CISCOSYSTEMS,DC=1local,
LDAP_CLIENT: Tdap_search_ext_s returns 0 -5

LDAP_CLIENT: Returned 2 msgs including O references

LDAP_CLIENT: Returned msg 1 type 0x64

LDAP_CLIENT: Received 1 attributes in search entry msg
LDAP_CLIENT: Returned msg 2 type 0x65

LDAP_CLIENT : No matched DN

LDAP_CLIENT : Check result error 0 rc 1013

LDAP_CLIENT: Received no referrals in search result msg
TdapAuthRequest [1] 172.16.16.200 - 389 called lcapi_query base="
Attempting user bind with username CN=Userl,CN=Users,DC=CISCOSYST
LDAP ATTR> dn = CN=Userl,CN=Users,DC=CISCOSYSTEMS,DC=Tocal (size
Handling LDAP response Success

Authenticated bind : Closing the binded session

cc:fa:00:f7:32:35 172.16.16.122 WEBAUTH_REQD (8) Change state to
cc:fa:00:f7:32:35 apfMsRunStatelnc

TdapClose [1] called lcapi_close (rc = 0 - Success)
cc:fa:00:f7:32:35 172.16.16.122 WEBAUTH_NOL3SEC (14) Change state
cc:fa:00:f7:32:35 Stopping deletion of Mobile Station: (callerId:
cc:fa:00:f7:32:35 Setting Session Timeout to 1800 sec - starting

cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Reached PLUMBFASTPATH: f
cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Replacing Fast Path rule

cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Fast Path rule (contd...
cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Fast Path rule (contd...

cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Fast Path rule (contd...
cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Fast Path rule (contd...

cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Successfully plumbed mob
cc:fa:00:f7:32:35 172.16.16.122 Added NPU entry of type 1, dtlFla

(Cisco_Controller) >show client detail cc:fa:00:f7:32:35

Client MAC Address. .....coiiiiiiiii it ieaannnn cc:fa:00:f7:32:35
Client Username .........eouiiiimnnnnnennnnnnnnnnn Userl

AP MAC Address. ...iiiiiii it ittt s i e 00:23:eb:e5:04:10
AP Name. . ... it i i it i et e e e e AP1142-1

AP radio sTlot Id.......iiiiiiiiiiiii it 1

Client State....viiiii it it ettt e e eaannn Associated

Client User GroUp.....uueve e nnnnns Userl

Client NAC OOB State.....cuiiiiminnniannnnnnnnnn Access

Wireless LAN Id.......oiiiiiiiniiain i iiannnnnnns 1

Wireless LAN Network Name (SSID)................. LDAP-TEST
Wireless LAN Profile Name......... ... iiiinann. LDAP-TEST

................................ Not Supported

BSSID. . ittt e e e e e 00:23:eb:e5:04:1f
Connected FOr ...ttt it ettt e e aaaann 37 secs

Channel . ... i i i i i et e ettt e e 36

IP AdAressS. .. iiii ittt ittt ettt 172.16.16.122
Gateway Address..........iiiiiiiinnnnnnnnnnnnnnns 172.16.16.1
1= ] 255.255.254.0
Association Id........oiiiiiiiiiiiiin it 2



Authentication Algorithm............. ... ..., Open System
Reason Code. ... iiiii i et e 1
Status Code. ..ot e e 0

--More or (q)uit current module or <ctrl-z> to abort

SESSTON TiMEOUL .« it ittt ettt ennnnns 1800
Client COX VErSTON. . v v vttt it i e i i e e eeeeaeeennnnns No CCX support
QOS LeveTl. .t it i e e e et e e Silver
Avg data Rate.....vuiiiiii e e e 0
Burst data Rate....uviiiiiiiiiiiiii i iennnns 0
Avg Real time data Rate.........ccviiiiiininnnann. 0
Burst Real Time data Rate.............cvvvvvnnnn 0
802.1P Priority Tag. . «eueeeersnnnnneeennnnnnnens disabled
CTS Security Group Tag....vvvrrrrnennnnnnnnnnnnns Not Applicable
KTS CAC Capabidity .o e e e e i i iieeeenns No
Qos Map CapabiTity...vvriiii it i iiiiennnnnnnnnnns No
L Y T o o o J o EnabTed
APSD ACS . . ittt ittt ittt ettt e e anaananaanananns BK BE VI VO
Current Rate. ... .ottt e e eenannn m7
SUPPOrted RateS. .. iii ittt i e 12.0,18.0,24.0
MobiTlity State.......vviiiiiiii ittt i i i i eeeennnns Local
MobiTlity Move Count........ovviirnnnennnnnnnnnnns 0
Security Policy Completed......... ..., Yes
Policy Manager State........ciiiiiinnnnnnernnnns RUN
AUudit SessTion ID. ... iii ittt nnnn ac10101900000005567b69f8
AAA ROTE TYPO. t ittt ittt ettt ennnnns none
Local Policy Applied. ... .o none
IPvA ACL Name. ..o v ittt e e et e e e e eaeaneenns none

--More or (q)uit current module or <ctrl-z> to abort

FlexConnect ACL Applied Status................... Unavailable
IPv4 ACL Applied StatuS......uiiiniinnnnnnnnnnnnn Unavailable
IPVE ACL Name. ..o it i i it ittt ee e e eaaaneenns none

IPv6 ACL Applied StatuS......viiininnnnnnnnnnnnnn Unavailable
Layer2 ACL Name. ... ...t iiiiii it eeananennns none

Layer2 ACL Applied StatuS.......oviiiinnnnnnnnnnn Unavailable
LG I 1Y T o 17 T SimpleIP
MDNS Status. ... viiiiit it i et eeeaans EnabTed
mDNS Profile Name...........coiiiiiiiiiiiiinnnnnn default-mdns-profile
No. of mDNS Services Advertised.................. 0

POTiCY TYPE. e ittt ettt i e e, N/A
Encryption Cipher.. ...ttt None
Protected Management Frame ............ouuuuvunnn No
Management Frame Protection...................... No

EAP Ty . ittt i et it Unknown
FlexConnect Data Switching........... ... .ot Central
FlexConnect Dhcp StatuS.....oviiiiiinnnnnnnnnnnnn Central
FlexConnect Vlan Based Central Switching......... No
FlexConnect Authentication....................... Central
FlexConnect Central Association.................. No
INterfaCe. i ittt i i i e e, management
VAN . Lttt ittt ettt et e, 16
Quarantine VLAN. . ... ...ttt i e e eaaanens 0

--More or (q)uit current module or <ctrl-z> to abort

Access VLAN. ..o i et e e 16

Local Bridging VLAN. .. ...« iiiiiaiiennnns 16

Client Capabilities:
CF Pollable.......ovvii i e e e e e e e Not implemented
CF Poll Request......vviiiiniiiinnnnnnns Not implemented
Short Preamble.........uiiiiiiniinnnnnnn Not implemented

PBCC. ittt i e it e et Not implemented



Channel Agility......coiiiiiiiiiiiiiiinnnnn Not implemented

Listen Interval......ooiiiiiiiiinnnnnnnnnnnn 10
Fast BSS Transition.......coeuiiinnnnnnnnn. Not implemented
11v BSS Transition.......oeuiiiinnnnnnnnnnn Not implemented
Client Wifi Direct Capabilities:
WFD capable. ...ttt nenn No
Manged WFD capable....... ... No
Cross Connection Capable.............coo.. No
Support Concurrent Operation............... No

Fast BSS Transition Details:
Client Statistics:

Number of Bytes Received................... 16853
Number of Bytes Sent...........ccvvivvvnnnnn 31839
Total Number of Bytes Sent................. 31839
Total Number of Bytes Recv................. 16853
Number of Bytes Sent (last 90s)............ 31839

--More or (q)uit current module or <ctrl-z> to abort

Number of Bytes Recv (last 90s)............ 16853
Number of Packets Received................. 146
Number of Packets Sent..................... 92
Number of Interim-Update Sent.............. 0
Number of EAP Id Request Msg Timeouts...... 0
Number of EAP Id Request Msg Failures...... 0
Number of EAP Request Msg Timeouts......... 0
Number of EAP Request Msg Failures......... 0
Number of EAP Key Msg Timeouts............. 0
Number of EAP Key Msg Failures............. 0
Number of Data Retries..................... 2
Number of RTS Retries.........covvvuvuunnnnn 0
Number of Duplicate Received Packets....... 0
Number of Decrypt Failed Packets........... 0
Number of Mic Failured Packets............. 0
Number of Mic Missing Packets.............. 0
Number of RA Packets Dropped............... 0
Number of Policy Errors.................... 0
Radio Signal Strength Indicator............ -48 dBm
Signal to Noise Ratio................cvun. 41 dB
Client Rate Limiting Statistics:
Number of Data Packets Received............ 0
Number of Data Rx Packets Dropped.......... 0

--More or (q)uit current module or <ctrl-z> to abort

Number of Data Bytes Received.............. 0
Number of Data Rx Bytes Dropped............ 0
Number of Realtime Packets Received........ 0
Number of Realtime Rx Packets Dropped...... 0
Number of Realtime Bytes Received.......... 0
Number of Realtime Rx Bytes Dropped........ 0
Number of Data Packets Sent................ 0
Number of Data Tx Packets Dropped.......... 0
Number of Data Bytes Sent.................. 0
Number of Data Tx Bytes Dropped............ 0
Number of Realtime Packets Sent............ 0
Number of Realtime Tx Packets Dropped...... 0
Number of Realtime Bytes Sent.............. 0
Number of Realtime Tx Bytes Dropped........ 0

Nearby AP Statistics:
AP1142-1(sTlot 0)
antennal: 25 SeCS aQg0. ... uuuuvnrnrnrrennn -37 dBm
antennal: 25 SeCS AQg0....uuuunvnrnrrrrennn -37 dBm
AP1142-1(slot 1)



antennal: 25 SeCS aQg0....uuunvnrnvnrrnnnn -44 dBm

antennal: 25 SeCS AQg0....uuininrnrnrnnnnn -57 dBm
DNS Server details:
DNS server IP ... ... i i i i 0.0.0.0

--More or (q)uit current module or <ctrl-z> to abort
DNS server IP ... ..ttt eaaanns 0.0.0.0
Assisted Roaming Prediction List details:

Client Dhcp Required: False



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



