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R—ARICREENET, AN H—NOBEIIAKOT—ER—AEFEHTD &, Cisco VAV
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= . Guest opens Web browser
- . Web traffic is intercepted by
Wireless LAN Controller and

redirected to login page
(captive portal)

Clsoo Guest
Sarver

10.1.1.14 Guest logs in with details

provided by sponsor
WLC authenticates user

against Guest Server using
RADIUS

Guest can now access the
intamet
A . Guest Access Recorded
2,
-
Wireless Access Wireless LAMN Intomet
Poant Controller
10.10.51.2

Q4YLALAN > hO—5 (WLC ) DERE

WLC ZRETDICIE,. XOFIEEEITLET,
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NERATATABRPA 2 Z—TIAABHREANLET, resetsystem Y RICK2 T
EChSOTOCT MNFBRBEQET,

Wel come to the Cisco Wzard Configuration Tool

Use the '-' character to backup

System Nane [Cisco_44:36:c3]: WLC

Enter Adm nistrative User Nane (24 characters nmax): admin
Enter Adm nistrative Password (24 characters max): admin
Service Interface | P Address Configuration [none][ DHCP]: <ENTER>
Enabl e Li nk Aggregation (LAG [yes][NQ :no

Managenent Interface |P Address: 10.10.51.2

Managenent Interface Netmask: 255.255.255.0

Managenent Interface Default Router: 10.10.51.1
Managenent Interface VLAN lIdentifier (0O = untagged): 0
Managenment Interface Port Num[1 to 2]: 1

Managenent Interface DHCP Server |P Address: 10.10.51.1
AP Transport Mode [l ayer2][LAYER3]: layer3

AP Manager Interface |IP Address: 10.10.51.3

AP- Manager is on Managenent subnet, using sane val ues
AP Manager Interface DHCP Server (10.10.5<X>.1):<ENTER>
Virtual Gateway | P Address: 1.1.1.1

Mobi | ity/ RF Group Name: mobile-1

Enabl e Syrmetric Mbility Tunneling: No

Net work Nane (SSID): wireless-1

Allow Static | P Addresses [ YES][ no]: <ENTER>

Configure a RADIUS Server now? [ YES][ no]: <ENTER>

Enter the RADIUS Server's Address: 10.1.1.12

Enter the RADIUS Server's Port [1812]: <ENTER>

Enter the RADIUS Server's Secret: cisco

Enter Country Code (enter 'help' for a list of countries) [US]:<ENTER>
Enabl e 802. 11b Network [ YES] [ no] : <ENTER>

Enabl e 802. 11a Network [ YES] [ no] : <ENTER>

Enabl e 802. 11g Network [ YES] [ no] : <ENTER>

Enabl e Aut o- RF [ YES] [ no] : <ENTER>

Configure a NTP server now? [ YES][no]: no

Configure the systemtine now? [ YES][no]: yes

Enter the date in M DD YY format: mmidd/yy

Enter the time in HH MM SS format: hh: nm ss

Cisco NAC Guest Server

CiscoNAC AN =N, AN, ZUHEBEOIVZAT U NI—BHBEXRY ND—O F
VEAERHIZ IO I ZIBLPLAR—NYJI1—232TYH, CiscoNACH AN H
—/\I&. Cisco Unified Wireless Network £7#=(& CiscoNAC 77’2 ATF AV )1—>avkt
EICHELET. CORFIXRNTIR., CiscoNAC AN H—/\%& Cisco WLC £E#HETZF
JEZFHBEALET, chlckY), AN I THONEERL, TAMNO—BHEZERXY ND—
DT OELAZRKRIELET,

MEZExRTIBICE. ROFEZRTLERT,

1. WLC TFAEY—/N& LT CiscoNAC AN H—NZEMLET, ChZRETDICE.
WLC ( https://10.10.51.2, admin/admin ) ZZ8 LU £ 9, [Security] > [RADIUS] >
[Authentication] D JEIZE#EIRL £9,



c |5¢ﬂ MONITOR  WLANS CONTROLLER WIRELESS  SECLRITY FAMAGEMENT (DHEMANDS HELF
Security RADIUS Authentication Servers
v AAA Call Station ID Type | IP Address =
Gereral
» RADIUS
Authenbication Use AES Key Wrap [ [Designed for FIPS customers and requires a key wrap compliant RADIUS server]
Aoosunting
; TA’T\;I:;:“ Metwork Eerver )
i Uwar Management Index Srrver Address Part TPSes Admin Status
Loap —
Lacal Hak Lsara = [+ 1 101112 1812 Disabled Enabled [~
HAL Filtaring

Dimabled Chasis
Liser Lesgin Policias
AP Policies

New %2R U £ T, CiscoNAC AN H—/S® IP 7KL X (10.1.1.14 ) ZEBMLET .,
RERBEEMLET, HARBERBLET,

o]
CISCD MONITOR WLAMs CONTROLLER WERELESS SECLRITY MANAGESMENT COMMANDS HELP
Security RADIUS Authentication Servers > New
- AAA sarver Indax (Priority) [2 =
G ners
v HADILS
Authanticstion Server IPAddress |Iﬂ..l.l..ll-
ArEnuriing
Falbak Shared Secret Format Asern =
¥ TACACS+
LR
Local Mat Lisers Shared Secret |. phatu
MALC Filterirsg
Disabled Cliants Confirm Shared Secret |l PEEE
Usir Login Palicias
AP Policias
Key Wrap [ [Designed for FIPS customers and reguines & key wap complant RADIS serer)
F Local EAP
b Priority Ordar Port Number |1812
* Accass ControlLists o rvar Status Enabied 7]
, Wirghess Protection
Folicies Support for RFC 3576 Enabled =]
b Web Ruth
Server Timeout |2 seconds
b Advanced
Nebtwork User [+ Enable
Managaemant [+ Enabla
IPSec [T Emable
>
Apply ZiBIRL £ 9,
afuer]i
CISCOD MONITOR WilANS CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMANDS HELP
Sacurity RADIUS Authentication Servers
B Calll Stathon ID Type | IP Address =
Ceneral
» RANLIS
Aihanienion Use AES Key Wrap [ (Designed for FIPS custeners and requires a key wrap compliant RADIUS server]
Accounting
Fallbaci Metwark Sarenr
* TALALE + Useér Management Iaden Server Address Pad IPEee Admin Sladus
s [+ I+ n | iD.1.1.42 1813 Desabled Enabded .

Locad Net Lisers
MAL Fikering [+ [= 2 1p.1.1.134 1812 Dasabled Enabded = |
Cidabded Chants

User Login Policies

AP Pobcies

2.WLC TTFHIFT 1429 H—/X& LT CiscoNAC AN H—/N&ZEBML £, [Security]
> [RADIUS] > [Accounting] Z3&RL £ 9,
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Security RADIUSE Accounting Servers Apply | Mew.. |

= Ak Hubwork User Sarver Index Surver Addross Port 1F¥sc  Admin Stafus
BT

New %2R L £9, Cisco NAC #AK H—/NO IP 7KL R (10.1.1.14 ) #BML £,
HEWBRZEMLET, HERZZHRELET,

CISCO MONITOR WiANs CONTROLLER WIRELESS SECURITY HAMAGEMENT COMMANDS HELP
Security RADIUS Accounting Servers > New
- AR Server Index T =

Seneral {Pricrity]
» RADIUS

Buthenbenlicn Server IFAddress Ilﬂ.l.l.li

Accounting

Fallback -

» TACACE+ Shared Secret Format | ASCII =]
LOWF
Lopead Sdms Liwmre Shared Secret |"""
MAT Fikaring
Cigabled Chents Confirm Shared |‘.I.I'.I
User Login Policies Secrat
AP Polcies
v 1 | EAR Port Number [1813
* Priority Order Sarvar Status | Ensbied =)
b AcDEEs Control Lists
Server Timeout [~ seconds
" Wiralheas Prabection
Palicies
Hetwork User F Enable
P Web Auth
v Advanced IPSec [~ Enable

Apply ZBIRLE T,

atfner]ns

CISCO MOMITOR WLANs CONTROLLER WJRELESS SECURITY MAMNAGEMENT CDMMANDS HELP
Sacurity RADIUS Accounting Servers
w AAR Mebwork Sarver Admin
General [P Index Server Address Part PSS Bhabus
i F 1 10.1.1.12 1811 [isabled Ensbled -]
ithartication
Aepauntig [+ i 10.1.1.14 1813  Disabled Enabied 2

Fallback

.NAC AN H—N%EFEHTDKSIZ WLAN (wireless-x ) ZZEL F£9, WLAN ( wireless-
x) ZimEL £ T, [Security] X7 EBIRL EF, [Layer 2 Security] Z [None] [CEE L.
[Web Authentication] Zf£H 9 % & 5 (C [Layer 3 Security] ZZEL £ 9,
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CISCO MONITOR  WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP

WLANS WLAN= > Edit

e _ General | Security | Qo | Advanced
st Layer 2 Layer3 | AAA Servers

¥ Advanced

Larpsr 3 Scurity | Mone

B Wb Policy 7

= Autrertcation

" Passthrough

™ Eonditinnal Wab Badirect

" Spiash Pape Web Redirect
Preauthenteation ACL Nane ¥

Over-ride Global Corfig [ Enable

[Security] %7 O T [AAA Servers] ZiBIRL £ T, [Server 1] 7RY JADT T, [RADIUS
server (10.1.1.14)] ZiBIRL £ 9, [Server 1] 7RY U AN T T, [Accounting Server
10.1.1.14)] ZBIRL £ T,

MONITUR  WiLANs CDNTROLLER  WIRELESS SQECURITY  MANALEMENT CDMHEANDS HELP

WLAMS WLANS = Edit
* WLANs |EmSnaEELE| Security |HONETINREKESE
i  Layer3 | Layerd AR Servers

b Advanced |

Seleol AMA sereers below o everide use of deflault servers on thas WLAN

Radius Senvem LDAR Baresrs
Authenticstion Servers  Accounting Servers Server 1 | None I |
[* Enmbied Server T | Nene -
Sarvar 1 [1P:1000.1.14, Port: 1822 v [EP:10.1.0.14, Pert- 1813 | 7| Server 3 | Mane =
Gerver 2 [ MNome = [ hane =
darard [ T EEE—

Local EAP Authentication

Local Bl &uthenticatiens | Enabled

[Advanced] & 7 %3ZR L £, [Allow AAA Override] #2414 Z—7ILICLET, ThiZ&kl),
NAC AN T T SATVANSISZAT RN EDEYS A RALTINERETEE

MONITOR  WiANs CUNTRULLER WIRELESS SECURITY MANALGEMENT LOMMANDS HELP

WLAMa WLANs > Edit
- WLANS | General | Security QeS| Advanced
WLAK
b Adwanced Billow Bk Overrice ¥ Enablad DoeCP
H-REAP Local Switching 4 [~ Esabled BHEP Sarwer [™ overice
Erable Tesiion Timesut :W
Gassion Timetat [2605) DHCP Addr, dssignment [ Asquired
firanet IE * Enabied Hanagemenst Frame Praatection [MER)
Diggriistic Cmanine T Enabled
I=uf Enakie Infragireciuee MFP Probecton  [=
Dwerride Dnterface ACL [ Fene =] MPE Clant Prataction § [octonal =
PIP Biocking Action | Cunabiled L | BYTH Period (i besion interals)
Client Enclusion 2 ~ Enabied jea
Timecut Value [sece] szitasm(i-2880 [

802, 13k/pin (1 - 2551 b

3 : SSIDTAAA override " EMIC > TWVWBHEE. NGSEDTARI—HOERYDS A7
RALE, FANI—HFoOJA4 > BOEYSZIVRALTIRELTWLCICT YS 1Eh
79, [Apply] &ZIEIRL T WLAN Eﬁi&ﬁﬁb*?o



CI5C0 MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANS WLANs > Edit
+ WLAMNS Ganeral | Security | QoS | Advanced
WlLA NS
b Advanced Prafile Mame wireless-1
Type WLAN
S50 wireless-1
Status = Enabled
Security Policies Web-Auth

[Medifications done under security tab willl appear after applying the changes.)

Radio Policy &l |
Inite face management )
Bropdeast 5510 F Enabled

4.CiscoNAC 7'A KN H—/NICRADIUS V547> helL T v O—FHEMENTVSD D
ESHEBRBLET, ChZERETSICE. NACT AN H—N
( https://10.1.1.14/admin ) 228 L %£9, & : URLIZ/adminZEET D &,
[Administration)/ R— A RRENEKT,

il Cisco NAC Guest Server Administration
CISCO
- VWhait weeild you ke ba da:

40 MmN
LiDQOouL

+ Add/Edit Local User Accounts

A it e athon
al Lisars « Add/Edit Administrator Accounts
+ Configure Active Directory Authantication
Guest Pollcy « Configure NAC Appliance Settings
Pasaward Pollcy + Configure your Email Server Seftings
S . Select the User Interface Template to use

Radius

il Sadtings + Edit the User Interface Templates

[Radius Clients] iR L £ ¥, [Add Radius] ZiZIRL EF. RADIUS 25 7> MEHRE
ABLET, BEI (WLC AT AR ) ZAALET, PP RLAWLCOIPT RL A
(10.1051.2)Z AL ET. ATYT 1 TAHLVERUREREZEZANLET, HENEE
BMEBLET, HBAZADLET, [Add Radius Client] ZiZIRL £7



il Add Radius Client

CIsco
Mair Raders Chent Fors been sdded. &hanges will not take effect uniil Radess service has been resiarted
r Radius Client
Aithantication
Pdarree: Sl
Address: [10.10.51.2
Secrat 7
Guest Policy Carirm Secrel 7
& WLE
evices
Add Radius Clant | Rasel Form
User imerface
Sarver
= Clson 2007 Version 100

EEZBAMCTR1-HIC RADIUS Y—EAZBiEE L £, [Radius Clients] ZZ#IRLET
» [Restart Radius] R Y 7 AT [Restart] ZZIRL £ 7,

sl Radius Clients
CI5€o
Main - Ragius Clients
CAM
i t Wi
Guast Policy
wes
Adid Aad s Ecit Radius Caniete Aadus
— Restart Radius
User imerface
"-I'I:. CRAnges are made IO M [mous e Dieaks Cicy Ma Rastar Radius bubor Rgtan
Sarver

Cisco 2007 Wersion 1.00

5. Cisco NAC A~ H—/NiICA—AJ)L 11— ( Lobby Ambassador ) Z#ERX L &9, [Local
Users] ZiBIRL EF, [Add User] ZBIRLET, F: IXTOT7 1 =)L RICADTHIHEN
&) E T, [First Name]lllobby& AL E T, [Last Name]lCAmbassador& AHWLET, 1
— 1 HlobbyZ AL E T, [Password]li_password& AL £ T, [Group] Z [Default] D&
FICLET, EFX—I)LT RL Alobby@xyz.comZ AL FE T, [Add User] Zi&IRL £,
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AuEhenticalon

Gt Policy

Davices

User Inierisce

Sarver

B Clsoo 2007 Version 1.0.0

A—Al1-—veLTOdaoL, YANTHIONZERLET, NACT AN =N\
( https://10.1.1.14 ) ZZ28RL., ATY 75 TERLEI—HFRENAD—RTOTIL
T, ChZEHZRELET,

CISCO

Ussdr Accoame

Raporting

AN A=Y THI2 KD [Create] ZIBIRLET, F : IXTODT7 1 —=)LRICAHT S
ENfHYET, [FirstName] ZA DL ET, [Last Name] ZA L E T, [Company] Z AN
L& J, [Email Address] ZA DL E T, F : BFX—ILT RLARI—HFETT, [Account

Add a Local User Account

Local User Aocounts can creade guest uasr accounts

Firsi Mama: lobby
Lzl Mame: Ambaesador

Jsarname: jobby

Password: P

Repeai Password; ="
Group: | DEFALLT =
Email Adorass: Jobbisng m'“"l

Add User | ResetForm

Walcome 1o the CEco NAC Guest Server

What wosild rou ke Ba da
« Craate a Gueast Usar Account
« Edit Guast User Account and tirme
« Suspend Guest User Accounts
« View Active Guest User Accounts

« Report on Guest User accounis

End: Time]Z A8 L F 9, [Add User] ZEIRL £,
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cISCO Create a Guest Usar Account

Lsar Acsounts

Rieporiing

jiivesa: [Queat] et com
+1 (WG} | [BRROOCD
fime [08 ] :[68 =]
Daie[15 »|[Jan =|[2008 »| B8

Time| 23 =] |58 =|
i [18 =] [Jan = [2008 = B8

f: | Amancailos_Angedes x

Add Lisar Rasat Fam |

7.7 AN WLAN IZ##L, AN I—HelTOJa4 2 LET, DA VLR ISATUNE
AN WLAN ( wireless-x ) [C#E#LE T, Web 7Z5UH &< & [Web-Auth Login] R—<
CURALOIRNENET, F: ¥, https:/1.1.1.1/loginhtmlE A B L TOT A O R—=D
CURALIRNTREETEET, ATV 6 THERLESAN I—HBEEZADLET
o ATVYZ7 6 TEBERENLZ/NAT—RZAHDLET, WLC IC Telnet ##: L. show
clientdetail ¥ RZFEAL T, £v> a2 E4LAFTIMFREEATVWS L EZRRRL
£Y. V23D RALTINNBBIDE, AN ITAT 2 M ELHEBRL, ping &

FLELERT,

[Cizco Controller) »&how client detail 89:13:ed:b7:5edd

Client MAC AQO@eEs. cuvisssssasananssasanansnnnnns BB13 a8 DT i5e i
Clierk USeImoms .cocosossnssisisanssssansnisdsdss podxdcisco.con
AP AL ARITEEE . cavanans s s nasa s ma s s s nam R [ Ll RO e g e s H = S H
Client SEObE. susansssnsnanansnsnnnsnsnsnsnnnsons Associabed
Wireless LAN Idesvavasssonssasanansnasanansnnnnns 1

= A1 7 :df joh es i f
L2l sa v rasasananansssnssasansnssasanansnnnnns &0

T . id.1.1.22
AEEociation [d. e vacsnannsasansnnsananannnanans 1

uthenticotion AlQOrikm. ... ocvcimvrvnsransennuss Opan Systen
REEE0N Codf . vssavanansssnssasananssasanansnnnnns a

Lo - L a

SAsEion TIMBOUL i sasasansnansnansnasnananananns 59

Cliert CLX v ion. cocasansrscanansssssnansnssans 4

Client EZE version. oveuanasasansnssananansnanans 1

M NG s s sarasasasasosanasisisansbasansnasdsdss Dizobled

005 Lavel e vasasanananssanasasanamsnasananannnnns Silvar

Diff Serw Code Point {DE0P) .. ..cicicscicsansnicans dischled

B9E 1P PTIOEILY TOQ.u s sausnsnsnansnannnnnnnnunns dizobled

[ I T 1 Enabilled

U=#Flr S0Pt sawanannssnssasanams o sanansnnnnns Dizobled
Mobilityw State. ... cicicsnsnicsrsnsnirsrsnsnsnans Lecal

—-Hore-- or {gjult
(Cisco Controller) =J

74 ¥ LALANIY RO—F(WLC)A SNACH A K H—/Y(NGS)N DWebFRIE £ B ET 3
l&. WebZBEE7'0/NT 1 TPAPE— RBII%#FEATHUEN SV £F. CHAP & NGS THR—
REhTWARWESD, Web SBFEHRU S —A CHAP ICREEh TV ERTRAKLET,
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. _TCiscoNAC P75 A F > A -Clean Access Manager 1 VA RL—23> 8L 71 F
AL—=3a> HAR VU= 4.1(3)g

- "CiscoNACFPZFATF U AARAYFBEIFEIAVYLALAN O hO—=FDYR—bg

. Cisco Wireless LAN Controller A7 4 ¥aL—>3> A4 KR, UI)—AX7.0.116.0

- (EF#) Cisco Identity Services Engine (ISE ) E9 A/ VYL ALAN > hO—5
(WLC ) D&

- NAC(Clean Access) : 'ARNTF V2 ADERE
. MAHA K : Cisco Wireless LAN Controller') ') —24.1%Ef L =Cisco’ AT VR

- TOZHhIL BHR—bE RFI XN - Cisco Systems
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