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Active Directory Installation Yizard i j_j

Welcome to the Active Directory
Installation Wizard

Thig wizard helpz vou install Active Directory services on this
gerver, making the zerver a domain controller.

[f thiz iz the firzt time you have ingtalled Active Directan, it is
recaommended that yau firzt read the overview in Active

Directon Help.

To continue, click, Hexst.

.................................

2. Next =% ') v 2 L T Active Directory Installation Wizard Z21TL £,



Active Directory Installation YWizard

Operating System Compatibility
Irmproved zecurity zettings in Windows Server 2003 affect alder versions of
Windowz,

Diomain controllers running *windows Server 2003 implement secunty zettings that
require clientz and other zervers to communicate with thoze domain controllers in a mare
SECLINE Wal.

Some older versionz of Windows, including Yindows 95 and Windows NT 4.0 5P3 ar
earlier, do not meet these requirements. Similarly, some non-Windows spstems, including
Apple Mac 05 & and SaMBA clients, might not meet these requirements.

Far mare infarmation, zee Compatibility Help.

.................................

.FHLVWRXA > &RERT D=8, 77> 3> Domain Controller for a new domain ZiZiR L
x£9,




Active Directory Installation YWizard

Domain Controller Type
Specify the role wou want thiz server to have.

Do pou want thiz server to become a domain controller for a new domain or an
additional domain controller for an exizting dormain?

Select thiz option o create a new child domain, new domain tree, or new forest,
Thiz zerver will become the first domain cantraller in the new domain.

" Additional domain contraller for an existing domain
& Proceeding with thiz option will delete all local accountz on this zerer.

Al cryptographic keys will be deleted and should be exported befare
continuing.

Al encrypted data, such az EFS-encrypted filez or e-mail, should be decrypted
before continuing or it will be permanently inacceszsible.

4. New 27UV IL, RXLY)—DFHLVWITALANEERLET,



Active Directory Installation Wizard

Create Hew Domain ;
Select which twpe of domain to create.

Create a new:

Select thiz optian if this i the first damain i your organization ar if pou want the new
domain to be completely independent of vour current forest,

™ Child domain in an exizting domain tree

[f vou want the new domain to be a child of an existing domain, zelect thiz option.
For example, you could create a new domain named
headquarters. example. microzaft. com as a child domain of the domain

example. ricrozoft. com.

™ Domain tree in an existing forest

[f pou don't want the new domain to be a child of an exizting domain, zelect this
option. Thiz will create a new domain tree that i separate from any exizting trees.

£ Back MHeut » I Cancel

5. ATALIDNS HAA VAR =ILEThTVWEVWEEGE, D1 —RICK') DNS £5RET S
EOOATIIVHNRRENET, COIDE1—2X T No, Just Install and Configure
DNS ZBIRLE T, [next] Z0JUYOL&ET,



Active Directory Installation Wizard

Install or Configure DM5S
You can configure or install Domain Maming Service [DMS] on this computer.

Diomain Maming Serdice [DMNS] iz not configured on thiz computer. [z DMS already
running on thiz netwaork’?

" Yesz, | will configure the DNS client

6. FTILLWRXALSDZELBEDNSBEANLET, COHITE., Wireless.com HEHENTH
V). Next 22 Uv O LET,




Active Directory Installation Wizard

Mew Domain Hame
Specify a name far the new domain.

Type the full DMS name for the new domain
[for emample: headguarters. example. microzoft. com).

Full DMS name far new domair:

wWireless. com

£ Back Hewut » i Cancel
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Active Directory Installation Wizard

MetBI0OS Domain Hame
Specifp a MetBIOS name for the new domain.

Thiz iz the name that uzerz of earlier verzsions of Windows will uze ta identify the new
dorain. Click Mext to accept the name shown, or bppe a new name.

Domain MetB10S name: WIRELESS

8. RXAVOF—ER-AREO70O0T7—>32 2 BRUET, next] 209 UYILET,



Active Directory Installation Wizard

Database and Log Folders
Specify the folders to contain the Active Directary databaze and log files.

For best performance and recoverabiliby, store the databaze and the log on zeparate
hard dizks.

Where da you want to gtore the Active Directory database?

Databaze folder:

Browse... i
Where da you want bo store the Active Directory log?
Log folder:
CAWIMNDOWSYHTDS Browsge. .. 1
< Back Mest » i Cancel

9.Sysvol 7F )N A0OT—>3> & BBIRULET, next] ZVUYILFET,



Active Directory Installation Wizard

Shared System Yolume
Specify the folder to be shared as the system volume.

The 5Y5SYOL folder stores the zerver's copy of the domain's public filez. The contents
of the S%'SWOL folder are replicated to all domain controllers in the domain.

The 5%SVOL falder must be lacated on an NTFS walume.
Enter a lozation far the S%5S%0OL falder.

Folder lozation:

C:AWIMN DO 5SS WOL Browse. .

10. A—HEITN—TOF7 2L RNOT I EAHAZBRRLET, next] 29UV I LET,



Active Directory Installation Wizarﬂif

Permizsions
Select default permizzions for uzer and group objects.

Some server programs, such az Windows NT Remaote Accezs Service, read infarmation
ztored on domain controllers.

% Pemizzions compatible with prewindows 2000 server operating systens

Select thiz optian if you run server programs on preswindows 2000 server operating
spztems ar on Windows 2000 or Windows Server 2003 operating sypztems that are
members af preswindows 2000 domains.

i- Anonymous uzers can read information on this domair.

™ Pemizzions compatible only with Windows 2000 or Windows Server 2003
operating systems

Select thiz option if pou run gerver programs anly onwWindows 2000 or Windows
Server 2003 operating systems that are members of Active Directon domaing. Daly
authenticated uzers can read information an thiz domain,

< Back et = Cancel i

M. EBEONAT—RZREL. Next 27U Y ILET,

Active Directory Installation Wizari:-lif i

Directory Services Hestore Mode Adminizstrator Pazsword

Thiz pazzword iz uzed when pou start the computer in Directary Services Restore
Miode.

Type and confirm the pazsword pow want to azzign to the Administrator account uzed
when thiz server iz started in Directory Services Hestore Mode.

T he restore mode Sdminiztrator account iz different fram the domain Adminiztrator
account. The pazswords for the accounts might be different, =0 be sure to remember

bath.,
Restore Mode Password: LI LT
Confirm pazsword: TITTTTT

For mare infarmation about Directon Services Restore Mode, zee Active Directary Help.

< Back Mt Cancel




12.Next 22 1)Y LT, RERERELLE I\“)(/(‘/O)Z'T:/El‘/_"_é_??@%’\bi?o

Summary
Rewiew and confirm the options pouw selected.

You choze ho:

The new domain name iz Wirelezz.cam. Thiz iz alza the name of the new farest.
The MetBlIOS name of the domain is WIBELESS

D atabaze folder; CNWINDOWSSHTDS
Laog file folder: C:SwINDDWSSHNTDS
SY'SVOL folder: C:AMWINDOWSASYSWOL

The password af the new domain administratar will be the same as the paszward of
the adminiztrator of this computer.

To change an option, click Back. To begin the operation, click Mest.

i

< Back et =

Cancel i

13. Finish &2 1) ¥ & L T Active Directory Installation Wizard ZFU & 7,



Active Directory Installation Wizard x|

Completing the Active Directory
Installation Wizard

A ctive Directary iz now ingtalled on thiz computer for the ...flj
domain ‘Wireless. com.

Thiz domain controller is aszigned ta the site
Default-First-Site-Mame. Sitez are managed with the
detive Directory Sitez and Services administrative tool.

Ta cloze this wizard, click Finish.

Hack Finizh LCancel

X

Windows muzst be restarted before the changes made by the Active
Drirectomy Installation wizard take effect.

Dion't Restart Mow

CDOFIETIE. Microsoft Windows 2003 Server &# RX 4> O RNO—Z & L TEREL., LWL
R XA > Wireless.com Z/ERXLEL =, X2, Y—/NEIZDHCP H—EAZRELE T,

Microsoft Windows 2003 Server T® DHCP H—EADA AN —J)LLEEE

Microsoft 2003 Server @ DHCP 4 —ERAlF, T4 VLA T4 TR IPT7 RLAZEMHT
BDEHICFERAENET, DHCP H—EAZY—NIZA AN —=I)LLERETSICE. "OFIEZE
TLET,

1. Control Panel T Add or Remove Programs 22 )Y VL& 9,

2. Add/Remove Windows components #2271 Y I L& 9,

3. Networking Services Zi#iRL ., Details 20 Y VL %Y,

4. Dynamic Host Configuration Protocol (DHCP) Zi#iRL . OKZJ0 U Y UL &,



Networking Services |

To add ar remove a component, click the check box. & thaded box means that anly part
of the component will be installed. To zee what's included in a component, click Details.

5 ubcnmpnnents af M etwnrklng Services:

\ 1.7MB =
ﬁ Q Dynarmic Host Conbiguration Protocal [DHCF] 0.0 MB

| B | ptemnet Authentication Service 0.0 kB

| -

1 ™ Remate Access Quaranting Service 0.1 ME
(] W BPC aver HTTP Prasy 0.0 ME
(] ™ Simple TCPAP Services 0.0 ME

i ]

(] ™ findows Intemet Mame Service [wINS) 0.9 kB

Descrption:  Setz up a DHCP zerver that automatically azzigns temporary [P
addreszzes to clent computers on the zame netwark.

Total dizk, zpace required: 3.4 MB
Space avallable on dizk: F224 5 MB

=
b

chals.,

aFk. Cancel

5 Next#2 )Y LTDHCP #— I:7\’<E4/7\|\—)Lb$3“o

Windows Components Wizard

Windows Components
You can add or remove components of Windows.,

To add ar remaove a compaonent, click the checkbox. & shaded box means that only
part of the component will be inztalled. Tao zee what's included in a component, click
Details.

EnmpnnentS'

...... | @ Intermet Explorer Enhanced Security Configuration 0.0mME ___t_j
(1% £.3 ME

oI Managernent and Monitanng Tools

1 Mebworking Services
1 551 Other Metwark File and Print Services

0.0mME
| &4 Bemate Storane 42 MR ..:j

Description:  Contains a warety of gpecialized, network-related services and protocols.

Total dizk zpace required: 3.4 MB

_ _ Details... 1
Space available on disk: 2121 MB

< Back Mext » Cancel i HEelD i




6. [Finish) 20 VYO LTAVARN=ILZETLET,
Windows Components Wizard ; : Z __Zj_{_j

Completing the Windows
Components Wizard

You have succezsfully completed the Windaves
Components \Wizard.

To cloge thiz wizard, click Finish.

7.DHCP H—EA%F&ET S =% . Start > Programs > Administrative tools ®IEIC2 U Y I L
DHCP A+ v 7A4>2# )Y ILET,

8. DHCP #—/\ ( Z @I T& tsweb-lapt.wireless.com ) Zi&IRL £ 7,

9.Action 22 1)v U L., Authorize 2271)Y 2 LUTDHCP H—ERAZFBAL XTI,
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10. A2 Y —)J)L ¥V 1) —T tsweb-lapt.wireless.com Z571) Y 2 L. New Scope 27 1)v UL
IOAVYLARIOSAT MO IPT7RLAGERZEEZLE T,
11. New Scope Wizard ® Welcome to the New Scope Wizard R—> T, Next 2o UYL &
ER

Mew Scope Wizard 5;3:1

TP

Welcome to the New Scope
Wizard

Thigz wizard helps you zet up a zcope far distiibuting [P
addreszes to computers on your netwark.

To continue, click Mext.

Hack P Mest ; Cancel

12. Scope Name R—< T, DHCP ORAO—7EZAHNLET, COFITRE, AOA—THKIC
DHCP-Clients Z{EFFH L& J, [next) 29 UYL ET,



Mew Scope Wizard

Scope Name
You have to provide anidentifping scope name. “'ou alzo have the option of
providing a description.

N

Type a name and dezcription for this zcope. This information helps you guickly identify
hiow the zocope iz to be uzed on pour nebwork.

M arne:

Dezcriptior;

DHCP-Clients

DHCP Server for Wireless Clients

< Back et =

Cancel

13. IP Address Range XR—> T, EIEODHRHAERED IP PRLAZAHNL, NextZzOUvY D

LET,




Mew Scope Wizard

IP Address Range

'ou define the scope address range by identifying a zet of conzecutive [P
addresses,

N

Enter the range of addrezzes that the scope diztributes.

Start IP address; | 10 . 77 . 244 218

End IP address: 1o .77 244 .13

& zubnet mazk defines haw many bitz of an [P addrezs to uze for the netwaork/zubnet

|0z and haw many bitz to usge for the host [D. You can specify the zubnet mask by
length or az an |IP address.

Length: g ﬂ

Subnet mask: 25,0 .0 .0

< Back et =

Cancel

14. Add Exclusions R—> T, DHCP Ad—7H2SBRELEKRATEZ IP T RLAZEEL
F9, next)] 20UV IOLET,




Mew Scope Wizard

Add Excluzions
Excluzions are addreszes or a range of addreszes that are not diztibuted by the
SEIVEL

N

Type the [P addrezs range that pou want to exclude. [f pou want to exclude a zingle
addrezs, tppe an addresz in Start IP addreszz only.

Start IP address: End IP address:

Excluded addresz range:

=]
i L

< Back et = Cancel

15. Lease Duration R—> T — A HIR %18

Mew Scope Wizard

EL, Net 2V UYILZET,

Lease Duration
The leaze duration specifiez how long a client can uze an IP address from this
SCOPE.

N

Lease durationz should typically be equal to the average time the cormputer iz
connected to the zame physical netwark, For mobile netwaork:s that consigt mainly of
portable computers or dial-up clients, shorter lease durationz can be useful,
Likewize, for a stable netwark: that conzists mainly of desktop computers at fised
locationz, longer leaze durations are more appropriate.

Set the duration for scope leazes when diztributed by this server.
Lirnited ho:

Days: ngrs: Minutesz
Fd PP

< Back Mt Cancel




16. Configure DHCP Options X—< T Yes, | want to configure DHCP Option now Zi#iR L .
Next 27 UY JLEXT,

Mew Scope Wizard

Configure DHCP Options

You have to configure the most common DHCP options before clientz can uze the @
SCOPE.

When clientz obtain an addreszz, they are given DHCP optionz such as the [P
addrezzes of routers [default gateways), DHS servers, and WINS settings faor that
SCOPE.

The zettingz pou zelect here are for thiz zcope and overide settings configured in the
Server Options folder for thiz server.

Do pou want to configure the DHCP optionz for this zcope now?

" Mo, | will configure these options later

< Back Mt Cancel

17. TF7A2LVRNDT—RDIT A4 -2 HBHE. Router ( Default Gateway ) R—Z TE®D
T—RIOITAIN—ZRDIPT7RLAZEEL., NextZ2V Y ILET,




Mew Scope Wizard

Houter [Default Gateway])
You can gpecify the routers, or default gateways, to be distributed by thiz zcope.

To add an IP addresz for a router used by clients, enter the addrezs below.

IP address:

1 D??E##EED EEE:\,:_:E"E':;'_:'-\.-';:_:

F e
LA T

< Back et = Cancel

18. Domain Name and DNS Servers R—2 T, ZEERELERX LM OZBZEADLET
o BT, Wireless.com ZEFRALET, H—/NXODIP7RLAZAHDLET, [Add] &
2)YOLET,



Mew Scope Wizard

Domain Mame and DHNS Servers

The Domain Mame Systern [DMS) maps and tranzslates domain names uzed by @
clientz on pour network.

You can specify the parent domain pou want the client computers on your netwark, to uze for
DMS name resolution.

Parent domain: | ireless.com

T o configure scope clients to uge DMNS zervers on your nebwaork, enter the IP addreszes far thoze

SEIVETS.
Server name: IP address:
E _5:’:‘“;.;,'_:5'-\.-';:_: 1 D??Eq--'lz'l I_"| EE;:\,:_:E"E':;'_:'-\.-":_:
< Back et = Cancel

19. [next) 22 VY O LET,
20. WINS Server R—> T Next 22Uy OLET,

21. Activate Scope R—< T Yes, | want to activate the scope now ZiEIRL, Next 201U v U
LEY,



Mew Scope Wizard

Activate Scope
Clients can obtain addrezs leases only if a scope iz activated.

" Mo, | will activate this scope later

< Back et = Cancel

22. New Scope Wizard #7392 1=%., FinshZ2U Y L ET
Mew Scope Wizard i '

o

Completing the New Scope
Wizard

Y'ou have succezsfully completed the Mew Scope wizard.

Ta cloze this wizard, click Finish.

< Back

Cancel




23. DHCP Snapin 714 > RJT, fERL I DHCP AOA—7HNT VT 17 THD L &#RER

N R - 1|
B i fen beh |
== LB *>FER FE|OE

;'-:r B L e bt cars [ DL TP.HA28T]
R -l i Lo L1 2
e T e I [EFET o o S || st =2 L
LI )
'_j:l‘::l . I T DR ] Scope [172 56 D] e gy 8 D8 S Pow kiralsax hard
=] Server Oplors
.!‘,'H-ml:,.‘-'g gm..«.-m 0 ey _III'E' B EEAT e

ZhT, Y—/NLTDHCPDNS A1 Z—7 NI 21=0OT, Y—NE2I>R2—T54 XD:EE
B(CA)H—NELTHRELET,

Microsoft Windows 2003 Server OFB8ER (CA) H—NEULTDAL 2 ABR—=ILERR
E

EAP-MS-CHAPV2%ZEH 9 2PEAPIE, H—/NLICHBFHAEFICE SV TRADIUSH —/NZRRIEL
9. T, V547N IE1—20OFEETS/V7 ) Y U7 Certification Authority ( CA ) 2
H—NFIFREERITIILENHYET (2FY., NTUY VI CASIREN VZA TN Y
E1—XNOiAE A NT O Trusted Root Certification Authority 7 # LRI TICEET D HEN
HYET ). COHITIE, Internet Authentication Service ( IAS ) NFIFAEZRKIT T D RIAF

( CA) &L T, Microsoft Windows 2003 Server Z5&EL £ 9,

H—NECHAZY —ERAZA AR LTRETSICKE,. ROFIEZRITLET,

1. Control Panel T Add or Remove programs 22y L&,
2. Add/Remove Windows components #2271 Y 2 L& 9,
3. Certificate Services 22 )Y VL&Y,



Windows Components Wizard

Windows Components
You can add ar remove components af Windows.

To add ar remaove a companent, click the checkbox. & shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Details,

Components:

...... =

M - Certificate Services 1.8 ME

B F-rail Services 1.1 ME

[ ¢34 Fax Servines 7 9 mF :j

Description:  Installz a certification authority [C&) o izsue certificates for use with
public key securnty programs.

Total dizk zpace required: 13.8 MB Dietails

] i‘%.ﬁ.ccessnries and Utilitiesz 4.9 MB ﬂ

Space available on dizk: FN06ME

< Back M et > Cancel ! Help

4. T After Installing Certificate Services, the computer cannot be renamed and the computer

cannot join or be removed from a domain.Do you want to
continue?

sicrosoft Certificabe Services

*

5. Certificate Authority Type T Enterprise root CA Zi#IRL . Next 2V UYL E T,

j After instalbing Cestificate Services, the machine name and domain membership may not be changed due to the binding of the machine name toC4

irfomation stored in the Active Dkadtary, Changing the maching name o domain memnbseship would invakidsts the certficates Bsued From the Ca,
Please ensure the proper machine name and domain membership o= configured before instaling Cerbficabe Services, Do you want bo conkinue #




Windows Components Wizard

CA Type
Select the type of Ca pou want b zet up.

" Enterprize subordinate Cé
" Stand-alone root Ca
i Stand-alone subordinate Cé

DES':”I:'“DH I:II: |:|':'|| t_'.-'l:lE-' ............................................................................................
The mozt trusted Ca inan enterprize. Should be installed before any other Ca,

< Back M et > Cancel Help

6.CAZEBRITHEBMZANLET, CDHITIE Wireless-CA ZERAL TWE T, [next] 27
vy OLET,



Windows Components Wizard

CA ldentifying Information
Enter infarmation o identify this C,.

Common name for this C:

wireless-Ca)|

Digtinguizhed name suffis;
DC=wireless, D C=com

Presview of diztinguizhed name:
CH=Wirelezs-Ca DC=irelezz,DC=com

Walidity pernod: E wpiration date:
5 ;‘T‘e ars :j 12242012 701 Ph
< Back M et > Cancel Help

7. AEAET—RIR—A ARL—2& LT Certbog 4 LY NUSMERENE T, [next] 2 1)
YILET,



Windows Components Wizard

Certificate Database Settings

Enter lozations for the certificate databaze, database log, and configuration
inforrnation.

Browse. ..
Certificate databasze log:
iE:"»WINDEIWS hapztem32Certlog Browse. .
I Store configuration information in a shared falder
Shared folder:
e R i E LT "'5.!-
I Freserve enicting certificate database
< Back M et > Cancel Help

S NSABEMCE>TVWEBEER, ChEFELELTHSROFIBICECSKEN HYET, IIS%E
BBV ENfNHHDEVSBEXAYE—JICRWLULTOKZIUYOLET, CANFM1RA
R—=IlEhi-%. BHENCEREN THOhET,

Microsoll Certificale Services

Ve wo |

9.Finish 22y LT, FEER/ (CA) Y —EADA VAR —IZZTTLEXT,




Windows Components Wizard - : .._?..‘:j

Completing the Windows
Components Wizard

You have successfully completed the \Windows
Components \Wizard.

Ta cloze thiz wizard, click Finizh.

ROFIETIE. Microsoft Windows 2003 Server |Z Internet Authentication Service 24 > A M=)l
LTERELET,

RAXLADOFAT> b DR

RDFIETE, 94T RN eBREY ND—DIEHEE, HILLWLRXAMAS RXAVER
DE/REATO—RLET, 2RV, VATV R ERXAVICEREEET, COLDICE
 ROFIEZRTLET,

ANL=RNEOA—HYZRYNT—TILTIOSAT U NEBRRY ND—VICEHELET,

OTAT U RNEREL, TOIOZATROI—HYR/NAD—RTOJALET,

.Start, Run QJEICVV)YIL, emd EABLT, OKZVVUYOLET,

R R 7OV 7 NTipeconfig EABL, Enter 201 Y 2L T, DHCP A EEEICEIMEL &
SATRNFDHCPH—NDSIPT7RLAZZTWM e ZRBLET,

5. 94T RERXAICSMEES 8, My Computer 252 ') Y 2 L. Properties %i&

RUFET,

6. [Computer Name] 2 720 vy U LE T,

7.[Changel 20 )Y OL%ET,

8. Domain #7')Y U L. wireless.com EAHL, OKZJUYOLET,

A WON -



Computer Name Changes

ou can change the name and the memberzhip of this
computer. Changes man affect access to nebwork, resources.

Computer name:
Cligrt1 |

Full computer name:
Chentl.

bember of
{(#) Domair
WWireless

) wWorkgroup:

e e
o et o o
B e et AR

Ok || Cancel J

9. Username (C Administrator EA L, 954 T2 MSMTBDRAXLAODINAT—REA
HLUET, ( ZhiEH—/NETO Active Directo OD%:EE%T"T/ NTT,

Enter the name and password of an account with permission
ko join Ehe domain.

User name: ﬁ adminiskrakor B

Password: TTITIIIL




Computer Name Changes

.3
\‘%a) Welcome Eo the Wireless domain.

|. Ok, |
10.[OK] &2 U Y 2 LET,

11.[Yes]ZVUv O LTAVE1I—Z2BREBESEET,

12. JE1—2BEBL LS, XOBFHRTOT A LET, 1—HE= Administrator, /\
A™J)— R=<domain password>, R X4 2= Wireless.

13. My Computer 252 ') Y L., Properties 201 )Y L&,

14. Computer Name X 7% 2 1) Y 2L, Wireless.com RXAICW\WB L EBELET,

System Properties

Syztem Hestore Automatic | pdates Hemote

General Camputer Mame | Hardware Advanced

e Windows uses the following information to identify pour computer
%ﬁ an the nebwork.

...................................................................................................................

Computer description:

For example: "Kitchen Computer’ or "M an's

Comnputer'',
Full computer name: Clentl wWireless. com
Dromair: Wirelesz.com
T o uze the Metwork, [dentification \Wizard to join a Nehwork [0
domain and create a local uzer account, click MNetwoark: £

L.

T o rename thiz computer or join a domain, click Change.

- Change...

&, Changes will take effect after pou restart this computer.

] || Cancel |

15. ROFIET, 94T NFH—NHS CASIRE (58 ) 2ZELELERBRELE
ER

16. Start, Run QJEICZVU Y IL, mmc EABDLT, OKZIVUYOLZET,

17. [File] 2 ') v 2 L. [Add/Remove] AT+ YA %IV ILET,



Standalone | E:.;tengigngl
Ilze thiz page to add or rerove a standalone Snapein from the console.
Snap-ng added to: | Conzale Roat v'_
Diescription
Add. . Heminke Bhout
H] 8 | | Cancel

18.[Add] 22U YO LET,
19. Certificate ZiZRL ., Add 22U Y LLEY,



Add Standalone Snap-in

Axallable Standalone Snap-ins:

S hap-in - Vendaor ~
% MET Framewark 1.1 Configuration ticrozoft Corporation
Bctives Contral ticrozoft Carporation
i . Certificates Microzoft Corporation
@ Component Services ticrozaft Corparation e
Computer bManagement ticrosoft Corporation
Device Manager ticrozoft Corporation
E Dizk, Drefragmenter icrozoft Corp, Executi...
% Dizk Managernent Microzoft and VERITAS. .
Ewvent Viewer Microzoft Corporation
Folder ticrozaft Corparation ¥
D ezcrption

The Certificates snap-in allows you to browse the contents of the
certificate stores for pourzelf, a service, or a computer,

sdd | | Close

20. Computer account Zi#RL, Nextx 20U Y O LET,



Certificates snap-in

This gnap-in will always manage certificates for:

£ My uzer account
) Service account

{#) Computer account

sHank [ et = J[ Cancel J

21.Finish 22Uy LT, F7#)MOO—-NII IE1—RZEZHEBLETT,

Select Computer

Select the computer you want thiz snap-in to manage.
Thiz znap-in will always manage;

(%) Local computer. [the computer this consale iz running on)

) Another computer: Hrompse:

[ ] Allow the selected computer to be changed when launching from the command line. This
only appliez if you zave the conzaole.

[ < Back J[ Firish J [ Cancel J

22.Close 207')v oL, OKZOUYOULZET,
23. Certificates (Local Computer). Trusted Root Certification Authorities ® JEIC &R L .



Certificates 22 )Y L &9, JUAKRDNS Wireless ZHL £7,

w4 Consolel \Lorsole HostiCertificates |Local Computer Y rusted Hoof Certification Authormieshiertibceles )

B Pl Achion  Vmw  Faortes  Whedow  Helo

e D@ LR XFE @

[ Coresoie Root lnwmd T ¢ | tas &- | Bapration Dabe | Intmrcdad Purposes = Mar St A
=) Certisbes fLocel Compuber) IS SERMICIOS DE CERTIFICACION - ... SEFWICIOS DE CERTIFICATION - &.... 371073006 Secure Emad, Server,..  SERYICIOS 0ECERT...

: =mwcmf-:a|mm [=ls1a sanws Chart 0o 516 Serurs Chark CA EE e SecirsEnsd, Sarvar.,  Socets Interbancar..,

E’S{-‘.Sﬁ:\:t Samrver O 514 Seture Sereer CA LS SevureEmal, Seover. .. Socketa Interbanca ..

h @fm:m mmm‘"ﬂttfﬁ- Sy Rook & LiznLe SerursCmad, Sarver,,,  Sessary ook Ci

- e CertFcation futhes Bl sante: Bool CA, Srarlins Rost £ SR kL il chhin =

& IBT-] w’i * iy IZdre TrushCanker Class 1 8 T TrustCenker Class 1 Ch Lzl SecursEmad, Server., T TrgskTenker D,

2 [ Untrushed Cevtifcstes [l TC PrustCanber Cs 2 C4 TE TrostConter Chasi 2 Ch Lioin SecursEmad, Servar... 10 TruiCenter Ol

8 Thind-Party Finct Certfication Ay [ 1o TnestCenber Qs 3 24 TS TrustCenier Class 3 Ch TE Securs Emad, Server. ., TC TruskOerker O,

W @Tﬂ.ﬂhﬂd:ﬂk E-'I.' FrushCanbar Clans 4 25 T Trost Corser Class & CA [NpRrsifh] e Emad, Sarvar. .. TC TrusCenter Tl ..
[ | E7C TrushCanber Tiwe Stargang CA T TrustCeniter Tine Stanging 8 L0l T Shanping T TrushCenber Tine. .
=] Tt Persoral Bass ©A Theestn Parsonsl Banic Ch [ R frsicd] chert Augherticaton.,.  Thawts Personal R, ..

Thawhe Peraoral Fredme CA Thawste: Personsl Froemsl C4 Lijenea ek Achesndication...  Thawhe Persona Fe. .

=] thapwbs Furmrl Promn Ca Thassts Parsonsl Fremam Ci [Mplriied] Chant Aucharticaton...  Thawbs Permonal Pre.,

Thewbe Prsiin Server T8 Thiswt e Prawsin Senaes O4 L et Siietd AU . Thawhe Pramism Ser..

Thasste Searver 8 L Jerver Autrentioatin. ., Thawbs Sereer CA
E-’M T et g C4 Thaeste Trne=sLangerg CA [ R T SLETOG Thawds Time ..
=0 - AT 53T LT - DT e S5 Mede i Server Autfentiontion  UTH- DATACom 550
Ehrh-l.ﬁafﬁu-ﬂh'g Bpbeniicatl.. UTN-USERFra-Chanl Authertcation.,.  T/0EDLS Seiure Emad Tk USERFre-Cha.. .
EUrk-LeEeFust Hardwars LUTHHISERFirst-Harchaars izl Sarver dutrentication  UTH - LISERFrst-Ha,
[T LBt Hatvrerk Appleatiors  UTH-LSER Fret-hebwark Appleations 7710{2000 SscureEmad, Servar...  UTH - LISERFir ek,
TH-LEERFirst-Oljact LT ISERFirst-Oinjact 08 Time Shavping, Code...  UTH - LISERFiest-Cicject
a‘-hhr\md Softwearn Pull. ., VertSon Corrsr ol Softweens Publs... 1511580 Secure Emad, Code &, WeriSigr Commarncial ..
IEverizign Cormercial Softrre Publ... Veron Conmnernal Softwans Publs,. LBJZ004 SecursEmed, Code 5., SR Conmendal .,
a‘mﬂqwlrrhrumhh.. Verifugn Encirachual Softvasrs Publehe. . 130115995 Secure Emad, Code 5, 'h'-r'q'hlrrh'ru a..
ISl verisign Individual Software Publis...  Vergn Indkcusl Softeare Pubkche, . LBJZ004 SecureEmad, Code 5., YeriSign Indeidud 5.,
Elverizgn Trust Nemaork Verifign Trust Metwrk 5197018 Secursmsd, Chark ., ertig Cless 2 Frin,,
Tl verizign Trust hetrael. WariSgn Trust Metwark Az SecureEmad, Cherk .., WeriSign O2ss 2 Pri..
Elverizign Trust Netmaork Vesfign Trust Metvark 51972000 Secursfmsd, Chark ., VeriSig Class 3 Pri,,
[ verizagn Tiust hietmsce . VesiSign Trust Metveork AFzE SecureEmad, Cherd ... VeriSagn Oass 3 Prins..
Edverisign Trust Netmaork VesfRgn Trust Metvk S19/2008 Secursfmsd, Chark .., VertSig Class 4 P,
[l sieriSagss Truil Mt paiw b, Vi Trust Melwork, T riet SerureEmad, Chind .. WiriSagn Oass L Pri..
Trust Metmaek, VesiRgn Trust Metwrk aiziznes SecursEmad, Chark ., VeriSign Class 4 Frins,

W ign Trusit Mabwork. Si1ufanie SacuraEmad, Chard ... VeriSage Qs | Prin..

G ) SscursEmad, Sarvar.., et BX by ST o

2. BIDOVZAT R E2ESICRXAVICEMTBRICE., COFIEZEVRERLEXT,

Microsoft Windows 2003 Server T® Internet Authentication Service D1 > ABN—
JLEFEERMOER

CDFRETIE, PEAPRAZFEALTIAVLAR IVZAT N ZERBIATHHIZ, Internet
Authentication Service ( IAS ) Z RADIUS H—/N&ELTHEALE T,

RDFEZERTLT, Y—NELCIASZA A=) LTHRELET,

1. Control Panel T Add or Remove Programs 22 )Y J L& T,

2. Add/Remove Windows components 22 Y J L& T,

3. Networking Services Zi#iR L, Details 22 Y VL ET,

4. Internet Authentication Service ZERL, OKZ7 UYL, Next 20 JUYOLET,



Metworking Services x i

To add ar remove a component, click the check box. & thaded box means that anly part
of the component will be installed. To zee what's included in a component, click Details.

5 ubcnmpnnents af M etwnrklng Services:

1.7MB =
0.0 MB
0.0 ME
L Hemote Access Quarantine Service 01 MEB
L] JBIRPC cver HTTP Prosy 0.0 ME

ﬁ Q Internet Authentication Service

] ™ Simple TCPAP Services OoME =
] .;":Z Windows Internet Mame Service PaMNS) 0.9 MB ______j

Diezcrption:  Enables authentication, authonzation and accounting of dial-up and WP
uzerz, |45 supports the RADIUS protocal.

Total dizk, zpace required: 3.4 MB

Space avallable on dizk: 2082 MB
0K, Cancel
5 FinshzO2U)Y 2 OLT, IASOA2AN—I)ILZZTLET
Windows Components Wizard ; : ]

Completing the Windows
Components Wizard

You have succezsfully completed the Windaves
Components \Wizard.

To cloge thiz wizard, click Finish.




6. XDOFIETIE. Internet Authentication Service (IAS ) ICXRBTH I E1I—XOFHEZ A
JAR=ILLET,
7.Start. Run QIRICY UV VL. mmc EANLT. OKZVUYILERY,

M B drica  den Fwarer Wik b |zl =]
b L L |
[ =3

Tharw: e 50 iwem b shara in Hhin i
| I
o] | 2 | M Wbt Cormiors. | MR 0aecs | A& drnargr - pooessann . | B bt dasseracaion .. [ cessniel - [rererkn, [ ]2 WA nze

8. 774) XZ1—7TConsole 27')Y 2L, Add/Remove A} Y 74> %BIRLET,
9. Add &2V VY OL, AFTYTALZEMLET,



. Add/Removye Snap-in

—ansole Ro

10. AFY 74> D' ARND S Certificates Zi#IRL, Add 22y LLET,



Add Standalone Snap-in s 21X

Available skandalone snap-ins:

Snap-in | vendor | -
“fiﬂ MET Framework, 1.1 Configuration  Microsoft Corporation
""m.ﬁ.cl:we Direckory Domains and Trusks  Microsoft Corporation
ﬁﬁ'.ﬁ.ctwe Direckory Sites and Services  Microsoft Corporation
rr_é.ﬁ.ctwe Direckory Users and Compu...  Microsoft Corporation

,_ii.ﬂ.ctwe:-i Conktrol Microsoft Corparation
@ADSI Edit Microsoft Corporation
ﬁg.ﬁ.uthnrlzatmn Manager Microsoft Corporation
@Certlﬁcate Templal:es Microsoft Corporation

Microsoft Corporation
ﬁ Certification futhority Microsoft Corporation :j
E

25 U erkificates

E... DE!SI:I"II:I':II:II'I .................................................................................................................................................
{ The Certtificates snap-in allows wou o brawse the contents of the

- certificate stores For vourself, a service, or a computer,

.................................................................................................................................................................................

T hiz gnap-in will always manage certificates for;

My user account

ErvICE account

]
;::umputer accourlt

< BHach Hewut »

Cancel




12. Local computer Zi#R L, FinshZ2 UYL ET,

Select Computer

Select the computer you want thiz snap-in to manage.

= Thiz znap-in will ahways manage:

i Local computer: [the computer this conzole is running on

i Another computer: ; Browse.

[ allow the selected computer to be changed when launching from the command line. This
arly applies if you zave the console.

< Back Finizh Cancel

13.Close 271Uy OL, OKZOUYDOLZFEY,

14. Certificates (Local Computer) ZE&B L . Personal folder 257 ') Y U L, All tasks,
Request New Certificate M JEICEIRL E 7,

" Consndall - |Consle Reck |
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15. Welcome to the Certificate Request Wizard T Next 27 UY L&Y,

';u-f'-gw_qﬁf e



Certificate Request Wizard : L j_j

Welcome to the Certificate
Request Wizard

This wizard helps wou request a new certificate From a
certification authority (CA) in wour domain,

& certificate, which is issued by a certification authority,
is a confirmation of wour identity and contains
infarmation used ko proteck daka or to establish secure
niebwork, connections,

& private key is the secret half of a public and private
key pair associated with a certificate, It is used o
digitally sign or decrypt data encrypted with the
corresponding public key.

To conkinue, click Mext,

.................................

< Bact Eec et i_ancel

16. Domain Controller SEBAE 7> 7L — M Z&IRL (DC UAOH—NTIOE1—XFIHE
ZERTBFEE Computer SERAE T 7L — K ZERL ). Next 22U Y ILET,



Certificate Request Wizard i - : E_j

Certificate Types

& certificate bype conkains preset properties for certificates,

Select a certificate bype For wour requesk, You can access only certificate tvpes that
vou have permissions for and that are available from a trosted CA,

i_ertificake bypes:

Directory Email Replication
Domain Controller
Damain Contraller Authentication

To select a cryprographic service provider and a Ca, select Advanced,

™ aAdvanced

< Back Mexk = i_ancel 1

17. AIAEO B EHAZANDLE T,
Certificate Request Wizard : : ___::-Ej

Certificate Friendly Mame and Description

You can provide a name and description that help wou quickly identify a specific
certificate,

Type a friendly name and description For the new certificate.

Friendly name:
PEAP-Wireless

Descripkion:
185 Server Certificate - 802, 1x Authentication

< Back Mext = Cancel




18.Finish 22Uy oL T, fABAEERV1HF—RERET bi?_o

Certificate Request Wizard

Completing the Certificate
Request Wizard

You have successfully completed the Certificate
Request wizard,

You have specified the Following settings:

Friendly Mame PEAP-Wireless
Compuker Name TSWEB-LAPT
Certificate Template  Domain Controller

< Back Finish

Zancel

.................................

Internet Authentication Service T® PEAP-MS-CHAP v2 REEDERTE

IASZAZAR—=ILL, IAS DFEFAEZERTE DT, IAS ICRADKEZITVET,

RDATY TEEITLET,

1. Start > Programs > Administrative Tools DJEIZ 2 1) Y 2 L TA S, Internet Authentication
Service ATV 7SA&IDVYIOLET,
2. Internet Authentication Service (IAS) 2452 ') ¥ ¥ L. Register Service in Active Directory

2OV ILET,




:Jm::;:m ﬁ::_": ba Inkarmst At hantic stian Serice
B Fawraty fecnw Poiom .
B 20 Cornaction @ sqpusal P s e T::;;hmﬁu:uw, l:??;‘:h.:i;:ﬁflﬁ tﬁlw:m‘.:\:lmrslmmu R Fasbwrh. Tk S N Coaiigans LS b Porvsid
Frpstes b e ey rereol scome prope b oF e accunits in factive Disssony, o the fackion: mena, chick Begibes Server in ks Diecory,
g thh A i s St AT i e, ),
(Bt evves B Aithes CmTone [
W] | | A Habvrt Corariors | WR0aecE R IR | [ e —————

| w2 BEMAT
. Register Internet Authentication Service in Active Directory 4 7OAJRY VAN RREND

DT, OKZVVYOULET, <NhT, IAS »" Active Directory IO 1 —H %R TED LS
&YW ERT,

Register Internel Authenticalban Server in Active Diredbory:

Toenable [45 to authenticate users in the Ackive Direchary, the computers ronning AS must be authoried bo read users® diakin propertiss from the domain.
Car ol wiish £ aukhor ize this computer bo read users’ dial-n propesties from the Wireless.com domain?

ROBAATOT RYVDATOKEVIYILET,

Server registered:

'j This computar s now authonoed Do read usees’ dal-n properiees From domain Wiekss, com,

T authoriza this computer bo read users' diskHin properties From other domains, you must register this computer ko be a member of tha RAS|IAS
Sereers Group n that domain.

5.MSIAS H—/NI2, D4 YLALANOY RO—5% AAAYSA TP RELTEMLET,
6. [RADIUS Clients] 2574 1) ¥ # L. [New RADIUS Client] Zi&IRL £7.
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7.924F>NE (Tl WLC) ZBABL, WLCOIPFRLAZABLET, [next] & &
)y OULET,

New RADIUS Client

Hame and &ddrezz

Type a friendly name and either an IP Addrezz or DMS name for the client.

Enendly narme: WILC

Client addrezs [IP or DM5):
10.77.244.210)

Werify...

£ Hack Met Cancel

8. RMAR—= M Client-Vendor T RADIUS Standard iR L. £ E5#Z&E%Z A L. Finish
#OUYOLET,

9. WLC " AAA VT AT RELTIAS ICEMENTVASZEICEFELTSEZ L,
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10. 94T >ROVE—RNTIOEA RIS —ZERLET,
11. TN = HIZIE. Remote Access Policies 257 1) ¥ 7 L. New Remote Access Policy Zi&
RLUET,
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12.UFE—RNTIOEA RV —FBZAHLET, COBITE, PEAP EVSERZFEALET
o RIC, [Next] ZOVUYOLET,




Mew Remote Access Policy Wizard

Policy Conhiguration Method
The wizard can create a tppical policy, or you can create a custom policy.

How do wau want to zet up this policy?

{* |Uze the wizard to et up a typical policy for a common scenario

" Setup a custom policy

Tvpe a name that deszcribes thiz palicy.

Palicy name:  [PE AP wirelesd

Example: Authenticate all PN connections.

< Back M et Cancel

13. EHICIHLU TR —OEHZBIRLET. COHFITIE., Wireless ZiBIRLE T,




Mew Remote Access Policy Wizard

Access Method
Policy conditions are bazed on the method uzed to gain access to the netwark.

Select the method of accesz for which pou want to create a policy.

i WPN
Uze for allYPM connectionz. Ta create a policy for a specific WPMN type, go back ta the
previous page, and select Set up a custom policy.

" Dialup

ze for dial-up connections that uze a traditional phone line ar an Integrated Services
Drigital Hetwark, [I1SDOM] line.

% iafireless

TR S
ze for wirelezz LAMN connectionsz anly.

" Ethernet
=& for Ethernet connections, such az connections that use a switch.

< Back M et Cancel

14. ROR—T T User 2BRL, COVE—NTIOEA RV —Z2I—-HFOUANIEAL
£



Mew Remote Access Policy Wizard

Uszer or Group Access
You can grant access to individual ugers, ar you can grant access o selected

Qraups.

Grant accesz bazed on the following:

[lzer accesz permizzions are specified in the uzer account.

" Group
[ndividual uzer permizzions override group permissions.

f T s
A BERR LR AR

.......
mmmmmmmm

< Back M et Cancel

15. Authentication Methods T, Protected EAP (PEAP) Zi#iRL . Configure 20 1JY VL&
ER



Mew Remote Access Policy Wizard

Authentication Methods
EAP uzes different types of security devices to authenticate uzers.

Select the EAP type far thiz palicy.

Tvpe:

Frotected EAF [FEAF]

Configure ...

< Back M et

Cancel

16. Protected EAP Properties X—=> T, Certificate Issued ROY 7HAI> XZ1—H S5ZH

THAAEEZERL, OKZIUYILET,




Protected EAP Properties

This server identifies itself to callers before the connection is completed.
Select the certificate that wou want it bo use as proof of identity.,

Cettificate issued
Friendly name:
Issuer:

Expiration date:

[ Enable Fast Reconnect

Eap Tvpes
Secured password LEAP-MICHAPR w2) MaovE 1S
....... - ___, ]
add Edik 1 Remove 1 ik iZancel 1

rsweb-lapt, Wireless, com

PEAP-Wireless
Wireless-Ca

12/16/2008 5:53:02 PM

2 x|

17.VE—K TOERA RIS —OFMZM#ZEL . Finish 20V ILET,

Mew Remote Access Policy Wizard

Completing the New Remote
Access Policy Wizard

Policy “izard. Y'ou created the following policy:

PEAP-wireless

Coaonditions:

IEEE 802.11"
Authentication: EAP[Protected EAP [PEAF))

Encryption: Bazic, Strong, Strongest, Mo encipphion

Ta cloze this wizard, click Finish.

You have successfully completed the Mew Remote Access

MAS-Part-Type matches "wWireless - Other OR Wireless -

< Back C Firnzh

Cancel




18.UE—NTIEARV—AUANCEMENELL,
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I
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19.RU>—%F01)Y 2L T, Properties 27') Y 2 L&T, Ifaconnection request
matches the specified conditions ® T T Grant remote access permission Z3#RL £7,




PEAFP Properties e ﬂ.ﬁj

Settingz

Specify the conditionz that connection requests muzst match.

Folicy conditions:

MAS-Port-Tope matches "Wirelezs - Other OR ‘Wireless - IEEE 802.11"

4| | i

Add. | Edt. Remove |

If connection requests match the conditions specified in thiz policy, the
azzociated profile will be applied to the connection.

Unlezs indradual access permizsions are specified in the user profile, this
policy controlz access to the netwark.

If a connection request matches the zpecified conditions:
" Deny remaote access permission

¥ Grant remote access permission

ak. i Cancel Sy

Active Directory AD1—H D&

C DERETIE, Active Directory I 1—H F—RIXR—ANHFEIhET,
Active Directory D F—ZRX—AIC1—HZEMITSICE. KOFIEEERTLET,

1. Active Directory Users and Computers 122V —JL Y 1U—T, Users 2671 Y L. New
2O0VvOLT, UsereP )y OLET,
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2. [New Object—User] XA FOJRY VAT, JAVLARAI—HOEBRHZAHNLET, <D
5l Tl&. Firstname 7 4 —)L RIC Client1. User logon name 7 4 — )L RIZ Client 1 Z £ F
LTVET, next] 20 UY ILET,

Mew Object - User

Create in:  ireless com/Uzerz
Eirst name: Client 1 |ritials; I

Last name:

Full name: Clignt 1

I zer logon name:

IEIient'Il | @wireless. com |
Idzer logon name [pre-windows 2000];
IWIHELESSR IEIienH
< Back I Meut » Cancel

3. [New Object — Userl X4 FAJRY U AT, [Password] & & T [Confirm password] 7 1 —
LRIZEEZEONAD—RZAHDLET, [User must change password at next logon] F I ¥
ORYDOREHFTICL, [Net] 20UV ILET,



Mew Object - User %]

g Create in:  wireless comdUzers

Pazsword: TTIII1

LConfirmn pazsword: TTTITIT)

I User cannot change password
{7 Password never expires

I Account iz dizabled

£ Back Meut » Cancel 1

4. [New Object—User] 4 7 OJRY U AT, [Finishh 20UY L&Y,
New Object - User i :

g Create in:  wireless comdUzers

Wihen pou chck Finizh, the following object will be created:

Full rame: Client 1 j__j

Uzer logon name: Client] @wirelezs. com

tBack {i Firsh Canicel 1

................................




EBMOI—F THINEERTIICR., ATVYT 2~ 42 VELET,

A—HICRRT VL AZFATS

RDATY TE#RITLET,

1. Active Directory Users and Computers 1>V —JL Y U—7T, Users 7#)Z%Z V)Y UL
. WirelessUser 252 1) Y 2L T, Properties 27 ')JY 2L, Dial-in 2 7 ICBBL £,
2. AIIow access ZiEIRL, OK E'? U 4 '7 LET.

Client 1 Properties 7 x|
Remaote control i Terminal Services Profile ; COk+ ;
General ; Address i Account i Profile ; T elephones i Organization ;
tember OFf Cial-in i E rivironment i Segzions ;

Rerote Accezs Perrmizzion [Dial-in or WEM)

{ s . - e - P
H I Ikt o o Harmnimbh Femmbe :‘:_.--\..--\.5;..:} SR BLERS
{ S LT S L S LT T LA I el Y e DT LIS L LI e o L Ly

Callback Optionz

| ¥ Mo Calback
" Set by Caller [Bouting and Remaote Access Service only)

" Alwaps Callback to:

- o TORRTI AR o N D T
P i Lo o b B R et gl B ol e P = feil)
I Azaign a Static 1P Addiess
- L Cp ol O :
— I Ei e T IR = VeI e o
{ e B RN |l gy B B R =

Define routes ko enable for thiz Dial-in o TP 1
connechion.

Q. i Cancel 1 Apply

Wireless LAN Controller & Lightweight AP D 5&%E

R, COFREICEETITAVLAFNAAZRELE T, hlZlE. Wireless LAN
Controller (WLC ) . Lightweight AP, LT ITA VLA VZA T ROBRENEENET,

MS IAS RADIUS #—/YT RADIUS E2EF&#T5 1% D WLC OEEE




£9. MSIAS 2RI —NICEATIEIICWLC ZRRELET, I— ILFo>vIILzEHN
8 RADIUS H—/NICEE TR ICIE, WLC ZRRETHIHLENf HYVET, TS5 &, HEB
RADIUS H—Nik, I—HOILFoo v ) &AL, DA VLA OZATUORNIT O AR
RELET, TOLEHIZIE., Security > RADIUS Authentication X —< T MS IAS H—/\%
RADIUS H—/N& L TEMLE T,

RDATY TERITLET,

1. 2 MA—Z® GUI A 5 [Security]. [RADIUS], [Authentication] Zi#iR L T, [RADIUS
Authentication Servers] R—2 &R RLET, KRIC. [New] 22 1) Y I LT, RADIUS H—
NEeERELET,

-0 HNREH L0 25FHB K-

“ METCS L

Security RALIUS Authentication Servers = Mew < Davch ] apply
AAR Sarver Tindek (PROATY) 1 |

Ganeral

RAUS Suthertication —

RADALS Acctunting Server IPAddress {i0.77.344108 0

Local Wat Users

AL Filtering Bhared Brcret Format .=..-..I.u

Cisabled Cherts
Lisar Login Polees - .
AP Polcias Shaored Secrat [repworen 0000

Access Contral Lists confinn Shoesd

[PSec Certificates Sacrat
& Cartificala
10 Cerhificats KRy Wrap =
Whab Aulh Certilicale
Wiralass Protection Paort Murmbser 1B12
Policins
U e Sarwer Status Enabled |»

Rogue Pofices
Standard Sipnatures .
Cusinm Sgrabures Suppaort for RFC 3576 Enabied =
Clisrk Exclusion Pobcas
AP Autfenboation

Ratransmit Timeout Z | seconds
Metwork Lisar Fl Enatie
Management || enabie
IPEec [] Enablls

2. [RADIUS Authentication Servers] > [New] XK—>T RADIUS H—/SONTAX—REE&EL £
¥ RADIUS H—/NIP 7 RLA, #BEWE, R—rES, T—NAT—ZFABEODNTX
— XN HV)ET, [Network User] FT Y U7RY U AL [Management] FT Y IRY VAT
BBI-HYEXRYND—U 1—Y%IC RADIUS R—RANFRIAZBEAITZIAESH EIBEL
£9, COPITIE, MSIAS & 10.77.244.198 EWS IP 7 RL A%& %D RADIUS H—/\ &
LTEALTVET,



Security RADIUS Authenticalion Serwers appiy 1 rew,

ARA Call Btation ID Type |10 Address "

RADIUS Authentication

RADIUE Arcoanting Credentials Caching [
Local Mat Users
PMEC Filtaresg
Cnabled Chants
Uisar Login Policies

Use AES Kay Wrap [

AP Poloas
LN :::-::ﬁl't Mamageneni E:I:::r Server Address Pord IFSec Adenim Slabus
Access Contral Lists
IPEse Certificates =l =] i 10.77.244.198 iBiz Diks abibad Ensblad Edit Esmave Fing
A Cartificata
10 Cartificaks

Wiel Rull Certilicate

Wireless Protection
Palicing
Tlust-h: l:-F Falicizs
Rogu =11
-ml:l-a-ﬂ:l SIgnatures
CUFIDM St b &
Clisrd Exclusion Pohces
AP AUtEEbcation

3. [Applyl 20 )Y OLET,
4. MS IAS H—/\H Radius H—/N& LT WLC ICEBIEh, DAVYLA I9FATRD
CERATEDLSICKEYEL L,

‘55'

WLAN TOD OS5 AT > N DERTE

DAVYLAISATY NDEELD SSID (WLAN ) #BZELET., COBITIE. PEAP VS
ZBD SSID ZERLET,

OS54 T> NN EAP R—AMREE ( & 2 Tld PEAP-MSCHAPV2 ) #24TL . AES ZBSL XA
“ALELTHERATAEDIC, LAV 2FEIC WPA2 ZERELE T, HOERFEIXNTF7AI BN
DEFRICLEFET,

X :CORFIXPMTH, WLAN EBBAE—TIAACNNARLTVET., RV I\'7—
JICEBO VLAN ¥ H 2355, MUL = VLAN ZERL TENZ SSID ICNA RTBZENT
ZFET, WLCICVLAN ZERETHFEIC OV TR, TERILANI RO—FT®O VLAN (D_“""'
Bla 22RLTIZEL,

WLC (Z WLAN ZERETBICIF. XDOFIEEZERITLET,

1. 1> NO—Z® GUI T[WLANs] 221 Y 2L T, [WLANS]R—DBZRRLET, COR—
DIICk, A MO—ZILEETD WLAN D—ENfRRENET,

2.3 LW WLAN Z4ER TSI, [New] 29U Y UL ET, WLAN O WLAN ID & WLAN
SSIDZABL, [Applyl 20U Y OLET,


//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805e7a24.shtml
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805e7a24.shtml

EloEn SPETINE

WLANS WLARNS = Mew < Dack | apely |
WLANS w
o b LA 1D [2 -/

&P Groups WLAY

WLAN S5ID [eean

3.3 LV WLAN 4R T B . # L L WLAN ICKF 3 [WLAN] > [Edit] R—I A ERE hE
T, < DR—ITIE, General Policies, RADIUS Servers, Security Policies, 802.1x
Parameters %% &, FMO WLAN ICEIEDE RETEXBE/NTAXA—REZERTEXT,

Einds Srimwn Save Configiratan  Fing | Logout ' Refre
MONITCR LSS COMTROLLER WIRELESS SECLURITY MAALASEMENT =i r, (5 HELP
LA WLAMNS > Edit | = pack | Apply I
WLAMNS WLAN ID 1
WLEN:
AP Grougs YLAN Frofile Name FEAP
WLAM SSID FLAP
General Policies Security Policies
Badio Palicy | all -I EPvE& Enable ]
i Statug [F enatled
Sy WAL WP -
Session Timeauk [secs] |I:I Lares e r Ly E J
N
Guakity of Sarvice (Qog) [Siver (bast alern =] CIMAS Fiering
WHHN Folicy Disabled = Laper 3 Securky Iﬁ_
7920 Phone Support [T Chent CAC Umit [~ &F CAC Lisnit Cweb Paliey *
Broadeatt S50 ¥ Enablad
Aironet 18 ¥ Enablad
Allow ARE Dresrride I Eneblsd * weh Policy cemnot be wsed in combination with

EPdgs.
- pllad ** &0
Clank Bechisma Fe ¢ ¥ fhen client extlasion is enabled; & beneout

Teneout Value (3264) value of 2ero mesns infinity{will reguirs
DHCPF Server T Owesride adrdnistratrne overdde fo resel sxcheded clients)

. . o CKIP is ot supported by 10xx APs
CHER adde, aggignmert [ Bagquined
Indsrface Hame management =
BFP b Bagial red i
MFF Signabure
Gah SEBEN ¥ (Slekal parp Dizabled)
H-REAF Locel Swibching [T

* H-BEAP Lasal Swillching nat iupgsrted mith IPSEC, CAAKITE and FORTRESS
wuthentcatons

4. WLAN ZE®IZF3(ZIE. General Policies ® T® Admin Status ICF T Y 9N —0%Z ANE



I, APICE—> 7L—ATSSIDZ#70—R¥ v AREE35H4F. Broadcast SSID I
FIVIN—DZANTT,

5. Layer 2 Security T, WPA1+WPA2 ZiZIRL FE T, <N T, WLAN TWPANBMICHEY E
To R=TETFICAZO—)LL., WPApolicy ZBIRLET, COHITIE., WPA2 & AES RF
BtZEHAL TWET, [RADIUS Servers] D7 AU XZ1—H5, i#7%& RADIUS H
—NEBRLET, ZDFITIE, 10.77.244.198 (MSIAS H—/XD IP P RL A ) AL

TVWET, WIANRY RD—JDEHICETVT, TOMD/NZX— ’;‘l’&i%‘(éi?o

Ernew Svnvemn Save Confguration P Le=gzist” " Rafrazh
- KONITCR,  WLANs  CONTROLLER  WIRELESS SECURITY  MAMOGEMENT COMMANDS  HELP

- ok
WA WRAL+WPAZ =
PFaramaters

WLAMS WPAL Policy r

WLAHS WPAT Folicy F
AP Groups VLAH WPAZ Encryglion Faszs [ Ter
Al iy Mgt Iw.'.- j“'

6MWME7UJ7L¥?O

MONITOR  WLANs  CONTROLLER WIRELESS  SECURITY  MANSGEMENT  COMMANDS
WLANS WILAMS B
WLANS
WLAME Profile mame H.L"k WLAM 51D I'-I.IJr:'l‘!ln Secwrity Policres

AF Groups VLAN
PEAP 1 FEAF Emnaklad [WrAZ)[Awth{S02Z. 0u)] Edit Eifi

*WLAN 1D F-06 vl not B parhed 1 LLIG.LI00 snvd L340 AP modelt

DQAVYLAVS5AF> b DERTE

QAYLA 2F4AF > NTH PEAP-MS-CHAP v2 RREED R TE

RO Tk, Cisco Aironet Desktop Utility (ADU ) ZERALTIOA VLR V9S4 T > NERET
BDHEIODVWTHBLTVWET, 9FA4F7 RN TRTROBREZTSRIC, FATZT77—AD
IF7ED—FTAVTAON—2AaUHFBHTHDICEZBRLTLKEEVL, BF/N—>3a>n7
F—ADJIFEI—FT 41T 1k, Cisco.com ® Wireless I O—R R—=JIZHVET,

ADU T Cisco Aironet 802.11a/b/g DA VYL A OZAT N TR TR ERETHICIE. ROFIE
ZRITLET,

1. Aironet Desktop Utility ZB& £9,

2. Profile Management 22 1) Y VL, New 22 )Yy oL T7O7 74 I ZEEZLE T,

3.General 27 T7O77A)NEBESSIDEZANLET, COFITIEF., WLC IZEREL £
SSID (PEAP ) #EAL £7,



Profile Management

General | .5 en.:uri,';' i ﬁ&.,-a-'.gg.'j |

Profile Settings
Profile Mame: | PEAP-MSCHAPY2 :
e

Metwork Mamss
55ID1: | PEAF
55102 |
55103 i o o e |

L oK “ Caricel

4. Security 2 7 Zi#IR L, WPA/WPA2/CCKM %iEIR L T, WPA/WPA2/CCKM EAP type T

PEAP [EAP-MSCHAPV2] £ A 51 L . Confi

Profile Management

Lﬁrﬂaﬂ' 5 EEU"'!r' . Bdvanced |

ure 27 JY OLET,

Set Secuity Ophons
(&) WPAAWPAZ/CCKM
i WwWPAAKPAZ Passphrase
) 802 1x
) Pie-Shared Key (Static WEF)
") Maone

[ Canfiglare, ]

Group Folicy Delaw

WPAAVPAZ/COKM EAP Type:

|-l Sssociation o Moed el

Frofile Locked

("] Lirvit Time tor Finding Domain Contralles To: - - = |

p—

caliniallkealii .. |

DE || Cavesl ]




5. Validate Server Certificate %3#3R L . Trusted Root Certificate Authorites ROAY 7& > X
— 1—T Wireless-CA #E#IRL £,

Configure PEAP (EAP-MSCHAP ¥ 2)

| Phisepackhie Inmirnaton forBamareEogon

Yalidate Server |dentity

IC

Trusted Roaot Certification Authaornties

"Wwhen conneching, uze;

{ ) Certificate

{#2 User Mame and Password

Llze Windows User Mame and Pazzword
Lizer Information for PEAF [EAP-M5CHAR %2 Authenhication

Af e ::_.-1 i Fraber
| AaeriHame L e HE e e

Flasaimnd:

Sianced ] E k. : | Cancel |

6.OKZOUY UL, 7O7 74 EBMICLET, & : Protected EAP-Microsoft Challenge
Handshake Authentication Protocol Version 2(PEAP-MSCHAPv2) % Microsoft XP SP2 T{£ A
L. P4 VL AH— RAHMicrosoft Wireless Zero Configuration(WZC) TEEBE N TW3 54
l&. Microsoft’RY K7 4 ¥ U AKB885453Z EA T A UENHVWET., CORYRNT 1Y D
ALKV, PEAP 77 AN L1 —AICBEEUVERELOWVWS DA OBEABLEEIhET,

BRBERNZ TN A—TF142T

RENPEEYYICEHIET DL EZHRTDICE., DA VLAIZA4F >N Clientt EO7O77
4 )L PEAP-MSCHAPV2 ZBMICLET,




Dpkions Help

action

Current: Status | Profile: Management || Diagnostics |

Cisco SYSTEMS

Frafile Hame
Link Status

Wirelezz Made

- PEAP-MSCHAPW2
srAuthentizated

haHZ B4 Mbps

Metwark: Tippe: Infrastiuctine

Current Chanrnel: B4

Server Bazed Authenticahon: PEAR [EAF-MSCHAR
[P Address: 1077244218

[iata Encription:: AES

Sigrial Strength; Excellent

| Advanced

7’07 7 4 )l PEAP-MSCHAPv2 A" ADU L TEMICZ B &, V54T NTE 80211 =T~
FoAL M RITE N, JRIC PEAP-MSCHAPV2 FEREA"R1TE & ¥, PEAP-MSCHAPV2 FEE D B Zh il
ZRIZRUET,

RETDARNOD—T O AZEBBEIBICE. FNYT AN RZEALEY,

TIORTYIRNAEZ=T)EY=) (BEFI—HEH) (OIT) IF. BEND show IX> R&H
R—KLEFT, OIT ZFEHAL T, show AN ROBIOoHZERRLET,

TA4VYLALAN DY RO—=FTOROFNY T IV RABATT,

. debug dot1x events enable : 802.1x 1 R> RO F/NY T #E&E

- debug aaa events enable : AAA 1 R NDOF/INY T ZR&E

- debug mac addr <mac address> : MAC O 7/YY J %Z8&TE. debug mac IV RZEH

- debug dhcp message enable : DHCP I5— XY 2—I0OF/NNY T8 E
debug dot1x events enable 1Y > K & debug client <mac address> Y > RO HAHIZXRICRL
=7,

debug dot1x events enable

Tue Dec 18 06:58:45 2007: 00: 40: 96: ac: e6: 57 Received EAPOL START from
mobile 00:40:96:ac:e6:57
Tue Dec 18 06:58:45 2007: 00:40: 96: ac: e6: 57 Sending EAP-Request/Identity to
mobile 00:40:96:ac:e6:57 (EAP Id 2)
Tue Dec 18 06:58:45 2007: 00:40: 96: ac: e6: 57 Received Identity Response (count=2) from
mobile 00:40:96:ac:e6:57
Tue Dec 18 06:58:51 2007: 00:40: 96: ac: e6: 57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
Entry for station 00:40:96:ac:e6:57 (RSN
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:

00: 40: 96: ac: e6: 57 Sending EAP Request from AAA to
57 (EAP Id4 3)

00: 40: 96: ac: e6: 57 Received EAP Response from

57 (EAP Id 3, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 4)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 4, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 5)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 5, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP I d 6)

00: 40: 96: ac: e€6: 57 Recei ved EAP Response from

57 (EAP |Id 6, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 7)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 7, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 8)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 8, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 9)

00: 40: 96: ac: e€6: 57 Recei ved EAP Response from

57 (EAP Id 9, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 10)

00: 40: 96: ac: e6: 57
57 (EAP Id 10, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57
57 (EAP Id 11)

00: 40: 96: ac: e6: 57
57 (EAP Id 11, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57
57 (EAP Id 12)

00: 40: 96: ac: e6: 57
57 (EAP Id 12, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57

Recei ved EAP Response from
Type 25)
Processi ng Access- Chal | enge for

Sendi ng EAP Request from AAA to

Recei ved EAP Response from
Type 25)
Processi ng Access- Chal | enge for

Sendi ng EAP Request from AAA to

Recei ved EAP Response from
Type 25)
Processing Access-Accept for

Creating a new PMK Cache
0)
00: 40: 96: ac: e6: 57 Sending EAP-Success to

57 (EAP Id 13)



Tue Dec 18 06:58:52 2007: 00:40:96: ac: e6: 57 Sending default RC4 key to
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:52 2007: 00:40:96: ac: e6: 57 Sending Key-Mapping RC4 key to
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:52 2007: 00:40: 96: ac: e6: 57 Received Auth Success while in
Authenticating state for mobile 00:40:96:ac:e6:57

debug mac addr <MAC Address>

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Association received from
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57 STA: 00: 40: 96: ac: €6: 57 -
rates (8): 12 18 24 36 48 72 96 108 00 00000 O
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20)
Change state to START (0)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Initializing policy
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Change state to AUTHCHECK (2)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 AUTHCHECK (2)
Change state to 8021X REQD (3)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 8021X REQD (3)
Pl unbed nobil e LWAPP rul e on AP 00: Ob: 85: 51: 5a: e0
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57 Changing state for
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associated
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Stoppi ng del etion of
Mobi l e Station: 00:40:96: ac: e6:57 (callerld: 48)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Sendi ng Assoc Response to
station 00:40:96: ac: e6: 57 on BSSI D 00: Ob: 85: 51: 5a: e0 (status 0)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Changing state for
nmobi | e 00: 40: 96: ac: €6: 57 on AP 00: Ob: 85:51:5a:e0 from Associ ated to Associ at ed
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6:57 10.77.244.218 Renoved NPU entry.
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 dot 1x - novi ng
nmobi | e 00: 40: 96: ac: e6: 57 into Connecting state
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: €6: 57 Sending EAP-
Request/Identity to mobile 00:40:96:ac:e6:57 (EAP Id 1)
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: €6: 57 Received EAPOL START from
mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac: e6:57 EAP State update from
Connecting to Authenticating for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 dotlx -
moving mobile 00:40:96:ac:e6:57 into Authenticating state
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Ent eri ng Backend Auth Response state for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Ent eri ng Backend Auth Req state (id=3) for nobile 00:40:96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 3)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 3, EAP Type 25)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Ent eri ng Backend Auth Response state for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57
Ent eri ng Backend Auth Req state (id=4) for nobile 00:40:96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57 (EAP Id 4)
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Recei ved EAP Response from nobil e 00:40: 96: ac: e6: 57 (EAP Id 4, EAP Type 25)



Wed Dec 19 02:31:49 2007: 00:40:96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

ac: e6: 57

Ent eri ng Backend Auth Req state (id=5) for nobile 00:40:96: ac: e6: 57

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

(EAP 1d 5)
Id 5, EAP Type 25)

ac: e6: 57

Ent eri ng Backend Auth Req state (id=6) for nobile 00:40:96: ac: e6: 57

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Req state (id=10) for nobile 00: 40:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Req state (id=11) for nobile 00: 40:

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Processing Access-Accept for mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

(EAP 1d 6)
Id 9, EAP Type 25)

ac: e6: 57

96: ac: e6: 57
(EAP I d 10)
Id 10, EAP Type 25)

ac: e6: 57

96: ac: e6: 57
(EAP Id 11)
Id 11, EAP Type 25)

ac: e6: 57

Creating a new PMK Cache Entry for station 00:40:96:ac:e6:57 (RSN 0)

Wed Dec 19 02:31:56 2007: 00:40:96: ac: e6: 57

Sending EAP-Success to mobile 00:40:96:ac:e6:57 (EAP Id 12)

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Sending default RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Sending Key-Mapping RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40:96: ac: e6:57 10.77.244. 218
8021X_REQD (3) Change state to L2AUTHCOMPLETE (4)
Wed Dec 19 02: 31:56 2007: 00:40:96: ac: e6:57 10.77.244. 218

L2AUTHCOVPLETE (4) Pl unbed nobile LWAPP rule on AP 00: Ob:

Wed Dec 19 02:31:56 2007: 00: 40: 96: ac: e6: 57 10. 77.244. 218
L2AUTHCOVPLETE (4) Change state to RUN (20)

85:51: 5a: e0

Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN

(20) Reached PLUMBFASTPATH: from line 4041

Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN

(20) Repl acing Fast Path rule
type = Airespace AP Cient
on AP 00: Ob: 85:51:5a:e0, slot 0, interface = 2



ACL Id = 255, Junbo Franes = NO, 802.1P = 0, DSCP = 0, Tokenl D = 5006
Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN (20)
Card = 0 (slot 0), InHandl e = 0x00000000,
CQut Handl e = 0x00000000, npuCrypt oFl ag = 0x0000
Wed Dec 19 02:31:56 2007: 00:40:96: ac: e6:57 10.77.244.218 RUN
(20) Successfully plunbed nobile rule (ACL | D 255)
Wed Dec 19 02:31:56 2007: 00:40:96: ac: e6:57 10.77.244.218 RUN
(20) Reached RETURN: fromline 4041
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57 Entering Backend
Aut h Success state (id=12) for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: €6: 57 Received Auth Success
while in Authenticating state for nobile 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40:96: ac: e6: 57 dot 1x -
novi ng nobil e 00:40:96:ac:e6:57 into Authenticated state
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