WLANZ > FO—Z(WLC) T DEAPRIRED EXE

A&

BE

Bl R SR A

EZ#®
FERAIZIAVR—F b
RELE

B

aXE

XY RNI—UK

WLC QEAXEBEADERES LTI MO—FAD Lightweight AP O &R

S1#8 RADIUS H—/\IC & % RADIUS SREFAH M WLC DERE

WLAN NT X —R DFRTE

58 RADIUS H—/Y& L T® Cisco Secure ACS DERES LURIMITAT N NAOI—Y F—
BANX—ADER

DS5AT > NDOERE

NP | Tl N

NSNS a—F14>TnE K

EAP 24 X — QiR

NSN3 —FT 14200 kEHD ACSRADIUS H—NAS5ONYT—2 774 OHE
EBEN

B=

CORFIXNTE, AERADIUS H—/NTHERAITZHILRZBIA ORI (EAP ) RO =8
ICOA4VYLALANIO>NO—F (WLC ) ZBRETADHZEICODVTHBALET., CcOFREHITE
A=Y OLFUO Y I ERKRILT S =% IC, Cisco Secure Access Control Server ( ACS ) & #\EB
RADIUS H—NELTEALTVWET,

R4
B4
COREZTORC, ROBEHBNFBhchTVWBE2BELET,

. Lightweight Access Point (AP; 77 EA RA4 > K~ ) 8KV Cisco WLC DEREICETHER
19 73 H 3

. Lightweight AP Protocol ( LWAPP ) (Z B8 9 % EZ#y 4 &%

. Cisco Secure ACS 7 £ M S\&8 RADIUS H—/NDOEREFEICE T 2 HEo



FAIRIR—F b

CORFIXVNOERE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

. Cisco Aironet 1232AG </ ') —X Lightweight AP

7 T7—ALTJIT 51 FEEBL TWSB Cisco 4400 1) —X WLC

- N—=23 241 FHEEL TLWSB Cisco Secure ACS

. Cisco Aironet 802.11 albig 754 T N TR T X

7 T7—LTIT 42 &M@ L TWB Cisco Aironet Desktop Utility ( ADU )

CORFIXYNOBHR. BEDTRARELHDTNAACEIVWTERENELL, COR
FIAIXVRNTEATZDINTOTNA AR, I (F7#ILDN ) REOREL SEBLTVET

o WROXY ND—INEBREBPRATHSDEEICEFE., EORSBIATNRIZDOVTE, TOEBEMN
&E’ﬂthjb\fﬁﬁit:ﬁﬁﬂbfd%<%E?’J‘“&)Ui@'o

*EoE
KF1XT NREOBMEE, TYRAIFUNL T4 YT AOERR) EBRLTILEEW,
BXJE

COEVSIVTRER, CORFIANTHAITIHREZREITDLOICLEZBREZRMLT
W&Ed,

F CORFIXNTHEASNZ IV ROFMEFTANSICIE, Command Lookup Tool (B &
JI—HERZFEAL TEZL,

EAP BBRLAICT/NA AZRETDICEF. AOFIEZETLET,

WLC Z#EAXBEICEEL, O hO— 3(,: Lightweight AP &8 L £,

. 5\%B RADIUS H—/N%Z A L /= RADIUS SREEAIC WLC R EL T,

WIAN NG X—REZRELET,

. 95%B RADIUS t+— /Y& L T Cisco Secure ACS Z#3%EL, B IVSAT7NAOI—H F
—ZIR—AZERLET,

A OWODN -

XY ND—OR

C DK TIE, Cisco 4400 WLC & Lightweight AP I&E/\7BHATEHKENTVET, S0
RADIUS H#—/\ ( Cisco Secure ACS ) ERAU/NTICEHKELET, IXTOFNARARRLUY T X
YRALHYET, BHMICAP 2O MO—ZLERLET, WLC & AP &, Lightweight
Extensible Authentication Protocol ( LEAP ) SBAEAICEXE TR LBA B EF. AP ICEHRT DY
AT NE, AP EOBENFIC LEAP FBAEZEAL £9 ., RADIUS FBAEZRITT B ICIF

Cisco Secure ACS Z#fER L £9,

Dl G g

1232A0G Light Weight AP 4400 Series WLC  Cisco Secure ACS Servar

Wireless Chent
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WLC QOEXBERDRBES LI MO—5AD Lightweight AP DB

WLC ZEAEEMICERET S 2k, Command-Line Interface (CLI; AN RSA > 42 &2 —7
IAA) ETCRE—KNT7Y 7 A7 4F21L—>32 D4 —REZFALET. COftl, GUI
ZEHEALTWLC Z2RETDCEETEETRT, cORFIXYNTR, CLILETRZ—KNT7YS
AV 74F1L—>3> D4 —RZEEALE, WLC LEOREICODVWTHALET,

WLC A¥I TRBTDE, AX—KNT7Y7 A2 74F1L—232 D4 —RIEEAVET
o BAREICK, A2 74F21L—232 DAY —RZEHERALET. OV HF—REF, CLIX
J2l& GUI TRITTEER T, ROHAHR, CLIETORER—K 7Y 7 A2 T74F21L—>32 7
1 —ROFlERLET,

Wel come to the Cisco Wzard Configuration Tool

Use the '-' character to backup

System Nane [Ci sco_33:84:a0]: wnc-1

Enter Administrative User Nane (24 characters max): admin
Enter Admi nistrative Password (24 characters max): *****
Managenent Interface | P Address: 10.77.244.204

Managenent | nterface Netmask: 255.255.255.224

Managenent |nterface Default Router: 10.77.244.220
Managenment Interface VLAN ldentifier (0 = untagged):
Management Interface Port Num[1 to 4]: 1

Managenent | nterface DHCP Server |P Address: 10.77.244.220
AP Manager Interface |P Address: 10.77.244.205

AP- Manager is on Managenment subnet, using sane val ues

AP Manager Interface DHCP Server (10.77.244.220):

Virtual Gateway |P Address: 1.1.1.1

Mobi lity/ RF Group Name: Test

Net wor kK Name (SSID): cisco1l23

Allow Static | P Addresses [YES][no]: yes

Configure a RADI US Server now? [YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enabl e 802. 11b Network [ YES][no]: yes

Enabl e 802. 11a Network [ YES][no]: yes

Enabl e 802.11g Network [ YES][no]: yes

Enabl e Auto-RF [ YES][no]: yes

Configuration saved!
Resetting systemw th new configuration..

CNSONTA—RIZKVY), WLC FEFXBERAICKREENET. COREHFTIE. WLC TEE
A2 —TIAAIPTRLAELT10.77.244.204 N ERAEHh, APXR—T ¥ /12 X—T 14
AIP7RLAELT10.77.244.205 A" fERAEhTVE T,

WLC TZOMDHAEZERET S ICIE, FHTIC Lightweight AP Z WLC ICERTIMBEANHY KT
o M RFIXNTI, Lightweight AP A" WLC ICBEBRENTVWBZENFRELE>TVET

o Lightweight AP Z WLC ICE &I 25X ODVTOFEMIE., TOAVYLAILANO MO—F
(WLC ) A® Lightweight AP (LAP ) O &y 2B L T &L,

Jh#8 RADIUS H—/XIc &% RADIUS BREEFH D WLC DOEEE

A—% LT v I)LZAE RADIUS H—NICEIETSICE, WLC ZRETIHLENHYVET
o TSI BE, AFMRADIUS H—/NNIE, I—HFDIL T v )LZREEL. DAVLAR ITA
FUORNCTOEAEZRELERT,
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SMEF RADIUS H—/YRIC WLC ZRET D ICIE. RDFIEZRITLET,

1. 1> rO—Z® GUI A 5 [Security], [RADIUS]. [Authentication] ZiEIRL T, [RADIUS
Authentication Servers] R—2 ZRRLET, RIC, [New] Z7 )Y I LT, RADIUS H—
NEERZLET,

Sars Configurghos, g Logeat  Befrash

¢ MOMNAGEMENT  COMMAONDS  MELP
Secunty RADILS Authertication Servers = Edit o Bsilk apply |
v AAK Berver Index 1
i:'.'u |_"
P Sirrwi F Address 1377244 298
AL
b Bharad Sacret Format |H-:JI: -I
TALC
LA
Local Met Lisers Sharad Sacral [ons

Dieakled o i Canfinmm Shanacd
iar Loge Pobdial Smcrot
AP Pl

¥ Local EAP Ky Wrap = [Cresigred for FEFS customers and regeires s key wreg comphant RADIUS server)

F Priorty Order

Pinrt Miifr Bigd 1=z

¥ Arcess Condrel Lists

B Wireless Protection Borver 5tatus |EA-¢|I:-I:-:I ¥

Palicies

F Wb Aiith Suppart for BFC 3576 |rmuud =

* Advanced
Surver Tirmeoat |= pTib= itk
Natwrork Bser F Enable
Wl (gl F Enable
IFE®C I Enabde

oo - 1

2. [RADIUS Authentication Servers] > [New] XK—< T RADIUS H—/NXONTFX—RZE&EL T
¥, RADIUS H—/NIP 7 RL A, HEME, R—hE&S., T—NAT—ZABEDNTX
—ZNHYET, [Network User] FI Y U7RY U A& [Management] FI Y URY VAT
. WLC BB ERY NT—9 1—HIC RADIUS R—ANRIAEZBHITINESHEEELE
T COBITIEE, XD&KSIZ, CiscoSecure ACS % IP 7 RL AN 10.77.244.196 TH 3
RADIUS #—/N&ELTHERALTVET,

3. 2NT, WLC TIFSRSEIC RADIUS H—/\%& A TE £ T, [Security] > [Radius] >
[Authentication] D JEIZiEIR TS &, RADIUS H—NRRENTHERETEET,

Security RADIUS Authentication Servers Apply

v AAA Call Station 1D Type [12 adgress =

Use AES Key Wrap [ (Designed for FIPS customers and requires & key wrap comphart RADIUS server)

. Network Server
P [ALAL2+ User Management Index Server Address Port [PSec Admin Status
] W 1 10.77.244.196 1Mz Disabled Enabled

'-'.-'-.: Filtering
RFC 3576 &, Cisco CNS Access Registrar ( CAR ) RADIUS H—/\TREHR—KkEhTL



F I A", Cisco Secure ACS Server /N\—2 32 40 LB TRV AR—RENTVELA, O—
7))L RADIUS H— Ntz AL T, 1—HY&RBIEITHEETEXFT, O—AH)
RADIUS H—/NNlEk, N—232 411710 D J—RTEAEThELE, &KV BION—D
AN HEETSD WLC (CE. O—7AJ)L RADIUS O#EEEH V) FH A, O—NJ)L EAP EFEE
FETHY, chzFERALT, I—HEDA VLA IZATMNZO—NIICRIATESR
To COBEER. NYITITURIATANHUL 12 V) AZEREET—/NAFLLL =Y L Z3E
BTEIAVLAIVTGAT O NEDERZHFIDMLEN HBDVE—DN F71ATOFER
ZBRELTHESNTVET, O—HILEAP I, O—AHJ) 1—Y F—EXX—AF & LDAP
NY DIV RF=ER=—ALSI—HFOILFOIYINZBBLTI—HZFIALET,
AO—AJ) EAP T, A MNO—F DAV LAIZATNEDET, LEAP, PAC ZfE
H 9% EAP-FAST, SIEAE%EH 9% EAP-FAST, 8 & T EAP-TLS RREEA Y R—RhEhT
L\ijo O— jJ)I/ EAP‘; /\J77J7WLHIE/XT-L\t L/Tnln-l-é*l_Cb\gEj-o 1> I\D
—Z I RADIUS H—N\A"REET A TVWASHES, OV NO—FTR&EWIC. RADIUS H—/\
TOIDAVYLAIVZAT > NORIANBHSNET, O—HI EAP AEHE DD,
RADIUS H—N\A"RA LT OKRLERES, £/l RADIUS H—IAREENTVWEVESD
IZ. RADIUS H—N\HFRBREEhBVWEEOHKTT, T4 VYL ALAN I NO—FTO—AH
JLEAP ZRET D HEIC DV TOMIE., TEAP-FAST KU LDAP H—N\NEFAL D
AVYLALAN O NO—ZTOO—H) EAP RIEDFREHL ZSRL TS EE LY,

WLAN NT X—2 DORETE

RIZ, DTAVLARYRND—DILEBEIREOICITATMNFERTS WLAN Z2RELXT
o WLC DEENTA—RZRETHHEIC. WLAN O SSID £ERELTHVET, <D SSID %=
WLAN IZERATRcE®. HiLVSSID ZHHKTADCEETEERT., COBITIEK, FHL LW SSID
ZERLET,

XA MO—JICREREXRI6OWLANZERETE E T, Cisco WLAN Solution Tld. Lightweight
AP AICERKT 16 ® WLAN ZHIHTEE T, FWLAN [CE—E0tEF1UFT1 RUS—%E)
HTBDENTEET, Lightweight AP Tld, §XTOTF YT 1 7% Cisco WLAN Solution
WLAN SSID A7 O0—RF ¥ AREh, & WLAN CERENTVRRUS—HAERHENET,

FLLVWLAN B8RV ZNICEETEINTX—REZRETDICE. ROFIFEZERTLTSEEL,

1. 0> RO—5®0 GUI T [WLANs] 29U Y 2L T, [WLANS] R—S ERRLET, COR—
JIClk, OV MO—JICHEETS WLAN D—EFXRRENET,

2. # LW WLAN ZERRTBIZIE. [New] ZOU Y OLET, WLANOZAT7MIBE
WLAN SSID ZA 1L, Apply 7'5:7 )y O LET, COHITIE, SSID &L T Cisco ZEAL
TVWET,

]

CISCO MONITOR WLANS CONTROLLER WJRELESS SECURITY MANAGEMENT
WLANs WLANS > New
v WLANS Type |m_nl'~r -;
b Advanced Profile Name [Cisco

WLAN SSID [Cisco
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3. 5LV WLAN 2R T2 &, HL LV WLAN K3 [WLAN] > [Edit] R—I A RRENE
T, COR—I TR, WAV —, EF2VFT1 KRV —, QOSKRII—, BLUTZED
MOBERZNTX—2%ZEL, COWLAN ICEEOZREB/INTOAXA—FEZERTEEXT,

WLANSs = Edit < Back |

General Semrh:!.'- | Qo5 | . Adunced_ |

Frofile Name Ciscn

Type WLAN

31D Cisen

Status M Enabled

Security Policies [wPaz][auth{B0nZ.1%]]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy [ all ;i
Interface [management ;‘
Broadcast S5I0 W Enabled

ROY 7RI AZ1—HS5EYE Interface Z3BIRLE T, WLAN XY RD—T D EHIC
BEIVT, TOMONTA—REZZEETEET, WLAN 24 ZX—TJ)LICTBICIE. General
Policies ® T ? Status RY VAICF I Y ION—DZANET,

4. [Security] 2 7% ') v U L. [Layer 2 Security] Zi#i{RL £, [Layer 2 Security] RO Y 7°
A9y XZ1—H5, [802.1x] ZBRL ET., 802.1x D/ASX—KTld, WEP BDH 1 X
ZBBRLET, COBITE128EY NO WEP F—ZFEALEXT, cnlF 104 EY D
WEP ¥—& 24 EY NOMIHILARI NILTT,

WLANSs > Edit

| General | Security | QoS | Advanced
Layer 2 E Layer 3 1 AAA Servers
Laver 2 Security I B02.1% ;I

[T MAC Filtering
802.1X Parameters

802.11 Data Encryption Type EKey Size
& WEP | 104 bits = |

5. AAA Servers X 7 Zi2IR L £, [Authentication Servers (RADIUS)] RO Y 7’4 X1
—A 5, BY& RADIUS H—NZEBRLET, cOY—NE. DA VLA IZAT U e
HRALTBDEHICFERAENET,



WLANS > Edit
 General | Security | QoS | Advanced

|' Layer2  Layer3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers LDAP Servers
Authentication Servers Accounting Servers Server 1 | None =
IF Enabled Server 2 None =
Server 3 |None =
25" [1p:10.77 244 196, Port:1812 =] [None =]
EE“” | None | | none =]
Eer\'er |Hr:|ne: ;I |Hnne;]

Local EAP Authentication

Local EAP Authentication [ Enabled
6.[Applyl 22V YO LT, REEZRELET,

5#8 RADIUS 3 —/Y& L T® Cisco Secure ACS DRESLURAITAFMNA

Q11— F—ER—ADEK

Cisco Secure ACS TIA1—H F—AX—A&ZER L TEAPRIAZEMICTAICIE. XROFEERE
TLET,

1. ACS GUI #* 5 [User Setup] #3BIRL., 1—HE=AHL T, [AdI/Edit] 22U Y I LET,
ZnflTE, 1—4E ABC T,
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‘4 DIADIBI DS [ - 2%

Ergen Bretoms usEf SE‘[“' x
N —— E——

——— s Uper Setmp and Extermal User Datahases
Taer |""3'-'-I s Finding a Sperific Visr in the CiscoSerurs lser Database

| ¢ Auding a User ta the CisraSenme User Database
M ) o Listhng Usermamis thar Fegin with o Particular Character
T — s Listing All Ussrnames in the CiscoSerurs User Diatabase
o Changing o U'sername in the CiscoSecere User Detabase

| U
it

i

Lisf uaers b geapyg weth le@erijnssbes

-
[
e
[T
=
L}

ES
[
=
=

g INYREIZ Tlaes .ﬁ""*-’:l.li:!"\-" i U Coeligie slivedan] e
2122232108 oformabon, add urers, and delete apers m the databace

51 Lia® ol Luai | User Setap and Exiernal User Datahases

- Bafore Odcd Sedure ACS e huthenli ile uierd with an

;
o
i

i
£

externnl ety dutab e

* You matt have the database up and ninning on the
emernal server For example, f you are anng tolcen
wd ek e i, T = token pereer s be
ey wd properly configued
o Tou miet have configared the apphcabile

paramnetera in e Extersal Ty Databases sechos
MNaote: Teer Setap conlguraion ovemdes On Uj Fatug
Conliguerasan

B you rely on e Unlosown Ulrer Podicy o the Eatermal
Mrer Databarrs mecon o create orgres m the
CacoSerure wey dutsbaie fof upesy defed g s
rxierrad weer database aserrasney camnot ke locabed or
Tt byewe il e iasey huas mned cossfully authenbeated

-

. [User Setup] R—=IHFERRENLES, I—HFICEBBEDIXRTONTA—ZEERZLET, <
NPT, I—HE., NAT—R, BLCBHE 115 ( Supplementary User
Information ) ZE8EL TWET, EAP RIAICHELRZDIE, CcnSONTAXA—ZETTT,
ESIILTF—ER—-AILLI—HEEMTRICE. EFEZIVYILTHASALFIEZRYIR
LEF, F7FIIERTR, IXTOI—HREFT7FILN TFIL—TOTICTIL—FLEh,
TIN—TICERENTVWBRELURVS—HEETShET, FEOI—HZFOITIL—7
ICEIVYHTRHBEICOVWTOHMIE. TCisco Secure ACS for Windows Server 3.2 11—
HARs O TI—HY I)N—TEEB, U923 ZRBLTLEE,
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Bisen Brevims u:ser &mp
Arcoumt Divshled
[l_p'-l-l‘i' | ].\"_M

Supplementary User Infa

Pavewnri Anthiwtic aticn
Groap to which the aser is ascigned

Users ABC (New Dier)

I© Accoont Dwabled

Supplementary User Infa ¥ Callbark
Cliowt [F Aodidre is A v wt
Feeal Hame T Advanced Semmngn

Netwerk Aceess Hestmictiana

Max Sessions

Usage Chistas

Aceoums [Heahle

Drmernds asl able 4T3

TACACS+ Emable Concrsl

TACACS+ Emabile Password

TACACS+ Uatheund Farrsnord

TACACS+ Shall Comunand \othariistian

Command Awthormation far Nemwork Device Management

Diezcrpion F_Iq’n'l

User Setup ¥

Prarword Autivershe ghon

[CrcoSacws Dmtatace =]
CwtoSecure PAF (Also aied for CHAFMES
"HAFIARAF o the Separate Beld o not checked )

@ @ B B B 3 8 & B 8 8 B B 8 B B B 8 @

- 4 [-....._. Appbs stiony

S o TACACS Unknown Services
ol [ L] ITTF m}n'\: _l'!c.l'l'“hhlrl

Fazrword o HADILY Yendor-Specific Adinbwies

I Sepatate (LHELAFNG-UHAPTAREAY)

Fasrward |
Conlfm [ Arcount Dasshled Biatus

Pasreard

elecy e Accoaim Daiabled check bog 1o Aeatds thif
acoousd, clear the check box fo enable the accomt

When & toloen server i uwed for authenhe alion,

rpplymg 4 separite CHAT patewresd for atoken
poerd uper sllows CHAF suibsertienhss Ther e . o
especialy usebdl when soken cackng = snabled [Eack 2 Tog]

| MH o Maletine o Vissrmame " |
B.ACSH—NEDAAMAOZAThELT, A NA—TZE&KLET, ACSOGUIT
[Network Configuration] 22 ') ¥ 2 L& 9, [Network Configuration]| R—I AFRRE NS
. WLC O&EHI, IP7RLA, HERER, BROFREHX ( RADIUS Cisco Airespace ) %&
EELET, ACSHUADMOIRRIEY—/NICOWVWTR, X—H—OXZa17I)ILE2SBLTL
EEWV, H:WLCEACSH—NTRERETIHEMBF—EF—HLTVBIBENfHYET,
HEMETE. KXFENMXENFXBIENET,




Add AAA Client

10.77.244.204 |
aah Clant IP Address

Shared Secret ||:i5|:|:1

RADIUS Key Wrap

Key Encryption Key ]

Message sAuthenticator Code {

Key
Key Input Format O ASCIL @ Hexadecimal
Authenticate Using |R;’-\DIUS (Cisco Alrespace) ;!

™ Single Connect TACACS+ AaA Client (Record stop in accounting on failure)
[ Log Update/Watchdog Packets from this A&A Client

[T Log RADIUS Tunneling Packets from this A&4& Client

[T Replace RADIUS Port info with Username from this AAh Client

r Match Framed-IP-aAddress with user IP address for accounting packets from
this a4 4 Client

Submit Submit + Apply | Cancel !

4. BERUIEAP RALFEZRITIBD RS ICRIAT — /AR EET N TVWB L ZHATRICE
. [System Configuration] . [Global Authentication Setup] 22U Y 2 U%E T, EAP OFRKET
. EY)%s EAP FiEZBIRLET, cOfITE., LEAPREIZHERAL TVET, BRENKT
LS, [Submit] Z0 Uy L&Y,



T

= - PAAAIEI D S
ings Brengms S*‘stgm [:ul'lﬁgl.ll'ﬂ“ﬂ“

s

il

Ligaw
— = Clahal Anthentication Setup s FEAP
| fo o EAP-TLS
ek
o e
B | | EAP Confligaratisn ? » EAF.MDS

» ME CHAF Configmation
[l FEAFP
Cias ke Alow EAP-MSCHAP?

!

Lagrtmin 1 s B 7
S T Al=w EAJ

I
f

::' ACE T
3 | etarmg] |y F-‘"‘F TLE - FEAF

= | Regarts Select one of more of the follweag opace Nasr; FPEAF w a corpficate. bassd aulieeitoation
Al ¥

1 T
. i t!; E.

ot v it o

&
i
nm W
1

s Allew EAP-MSCHAPYI—To ssble EAP-MSTHAPs

) Wit PEAF scdhepncanos, elect the Allow EAP-
LEAR — - MECHAPY? check box
B Allow LEAT fwromet ook
EAP-MINS ) ¢ Allew EAP.-GTC—T: snable EAF . GTC wattas FEAF
Alicwr EAF DT mienhcaon, relect the Mllew EAP-GTC check box
» Ciaeo chent initial display mesiage—To 1poady & meteage
M- CHAP Configuration ? pacaived by vaers whe aee & Clioe FEAD clissk, type e

™ Alcw WS- CHAP Vernon | Authersr ahon message @ the Unco chent metial display message box

i 42 THAD Verson 3 P
Alow 122 T erwed. 2 Aathemie hos o PEAF seision thme s 'III.;.I:IJIFHI The FEAP o xian

- - timas gt (mimmtea) box defiss s maommen FEAT seinon engd
| Subme | Subme - Rosse | Cancel | i

|4

DF4AF > bDOERE

B EAP OBERICVTAT U NERETIHVENHYVET, V4T MEEAP RO T
—>32 7OEAHIC EAP OBEZ Y —/NICRRLET, ¥—/\H"T0 EAP OBEZHYR—bH
LTWBEE., Y—/NETDEAP OBEICKH L THERELEXT., EAP OBENYR—KEh
TVWEWEE, Y—NBEEREEZREEL. 974T7NIBER® EAP sREFAL TR
I-hLET, COTOEAR, HR—MEN TV EAP OBEN XIS I —MEh3E T
LET. COBITE. EAP DEBREL TLEAP ZFEALTVET,

Aironet Desktop Utility ZfERLTO A7 NLET LEAP 25 ETDICIFE. XROFIEEZERITLE
CB

1. [Aironet Utility] 74 %X 7 )L 2 ') v 2 L T Aironet Utility ZBZ £ 3,

2. [Profile Management]2 722 JY I LE T,

3. 707 74L&V Y UL, [Modify] Z:#IRLET,

4. [Generall] 27707 7AIILBEBIRLET,. WLAND SSID ZAHNLET,



Hrofile Management

Geretal | Securly  Advanced

Profile Seltngs

Chert Name: |WIRELES5123
M atvenrk, Mames

S50 |Cisch

5 i

ssinx ||

[ ox || coce |

p:
: SSIDF AN FENNENXBlEN, WLCTRHREENTVWSSSIDERLIC—HTHIHEN
HVET,

5. [Security] 27 T, [802.1x] #:&IRL E£J., EAP OEEE L T [LEAP] Zi&IRL . [Configure]
2O)YOULET,
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6. [Use Temporary Username and Password] ZiZBRL EJ, chiCkV AVEI1—XHNHiES
IFRLECICIA—HF ILFUOIVYILEANTRELSROSNET, CcICRRENTWS 3
D2OFTaroVTnrEIIVYILET, < OBITIE Automatically Prompt for



Username and Password ZEHAL£d, chiZ&kt), Windows ICOT 4> F BRI
Windows 1 —HY&E/NZAT—READTDEUNCE LEAPOI—H LT vIEA
HEBYBENBYVET. VAT TETERAO—I2TJ0, XY NID—ONOBEE
FFZETSECIC, JLTFUOYIZBAATED LHO7OV 7 N2 HIHBELEL, B
LEAP H 7D AV NZUBIOEY 2 a>0BRAZRATEEZHBEE. V1 RIUVOKLEHD
[Always Resume the Secure Session] ¥ I Y JRY JAICFIVIN—DVZANET, &

: FTOMOA TS A OFMIC DOV TIE. FCisco Aironet 802.11a/b/g7 4 Y L ALANDY S
ATRTETR (CB2IAGEB LUPI2IAG) 1 VAR —IBLUVEREAA R ® "054
FORNTPRET7RORE, O3 2SRBLTLKEED,

Canfigure L EAP

| [+] Bz Rgsurs the Secure Sassion

Uzes Hame and Password Settings

(¥} ise Temposany Lser Hame and Pastword

'I'::I Uiga Wirndones Uses Mame srd Passwond
=) Ausomabcaly Prompt for User Name and Password
) Marually Promgt for Uger Hame and Paswwond

0 Ul S mvoedd Llpr Mame and Paszwond

[+#] Mo Mesesntk, Connection Urdess Uzer Iz Logged In
Autiwedicabon Timecut Value [in seconds) [0 |

| o | | cCeca |

7. [Advanced] 27 Tk, TUTF>7IL. Aironet ILiEHEAE, BROHD, AREREEZTOMD
80211 DATAVERETEET,

8.[0K| &Y ILET, CATISATY NEREFHD/NS X— R &AL THEA
ZITWET,

2

CCTR, BENERICHELTVWALESH ZHFELET,

i
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Log on b
Card Mame Cizco Aironet 302.11a/b/g Wireless Adapter
Profile Marme : EAP-Authentication
ak, I Cancel
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LEAP Authentication Status - 2| =1O] x|

Card Name: Cisco Aironet 802.11a/b/g Wireless Adapter
Profile Mame:  EAP-Authentication

Steps Status
1. Starting LEAP Authentication Success
2 Checking Link Status Success
3. Renewing |P address Success
4 Detecting |PX Frame Type Success
5. Finding Domain Contraller Success
[T Show minimized next tme Cancel

WLC GUI @ [Monitor] 27 DT T haEBREIT D EETEET, [Monitor] > [Clients] D JEIZiE
RU, 954T7>>ROMACT RLAZHERLE T,




Save Canfigaration  #ing  Logow®  Wefresh

AT AT T DOMBAMDY  HELP
Sl Wl oW iNeils Mara b L | ' ]
T Tl Searh by MRl addeeus we ety
Saatigtics
g . Ciepmt ~AL Addr AP Namme AF AL Bdde LA Lyme  %tatus #uth Port

Wirabess O Dlddcdiiaeef ST B Sheledl DDl 3550 :4h-dl  Crsenl23 02118  Bsdacisted Tes 1 - _';

. - —

Chsnts

7M1 —b
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1.AP A" WLC ICEFEE N TVWB L ESH ZHEFR T SICIE. debug Iwapp events enable 1Y >/
ReFEALET,

2.RADIUS H—=NA" DAV LA VAT N SHRAERZZEL TRIET BN ESH =K
ULET, WLC A RADIUS H—NICTVEATELHAESH ZERTSICIE. NAS-IP-
Address, BB RUFRZHBLET, TOLHIZIE. ACS ¥ —/\T Passed
Authentications L 7R— N & Failed Attempts LAR— N ZFAXET, ChsOLKR—RNE,
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WTIlk, TCisco Secure ACS for Windows®/N\—2 3 VB K TFAAATNY T BEHROEE. &
SRLTLSEEL,

.Fh, RO debug IN REFEAL T, AMARIEIO NS TS 1—F14 00 %T7528 %
TZF Y, debugaaaallenable : IXTH AAA XY E—OFNY T EBRELET,
debug dot1x packet enable : T XT®D dotIx NTY ROFNY T EALZ—TIICLET, X
(Z debug 802.1x aaa enable 1N~ ROEHflERLET,

(Cisco Controller) >debug dotlx aaa enable

*Sep 23 15:15:43.792: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_USER NAME(1) i ndex=0
*Sep 23 15:15:43.793: 00:40: 96: ac: dd: 05 Addi ng AAA_ATT_CALLI NG_STATI ON_I D( 31)
i ndex=1
*Sep 23 15:15:43.793: 00: 40: 96: ac: dd: 05 Addi ng AAA_ATT_CALLED_STATI ON_I D( 30)
ndex=2
*Sep 23 15:15:43.793: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS_PORT(5) index=3
*Sep 23 15:15:43.793: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS | P_ADDRESS(4) index=4
*Sep 23 15:15:43.793: 00: 40:96: ac: dd: 05 Addi ng AAA_ATT_NAS_| DENTI FI ER( 32)
i ndex=5
*Sep 23 15:15:43.793: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_VAP_ID(1) index=6
*Sep 23 15:15:43.794: 00:40: 96: ac: dd: 05 Addi ng AAA_ATT_SERVI CE_TYPE(6) i ndex=7
*Sep 23 15:15:43.794: 00:40:96: ac: dd: 05 Addi ng AAA ATT_FRAMED MTU(12) index=8
*Sep 23 15:15:43.794: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS PORT_TYPE(61) index=9
*Sep 23 15:15:43.794: 00:40:96: ac: dd: 05 Addi ng AAA _ATT_EAP_MESSAGE(79) index=10
*Sep 23 15:15:43.794: 00:40:96: ac: dd: 05 Addi ng AAA ATT_MESS_AUTH(80) i ndex=11
*Sep 23 15:15:43.794: 00:40: 96: ac: dd: 05 AAA EAP Packet created request =
0x1533a288.. !!!
*Sep 23 15:15:43.794: 00:40:96: ac: dd: 05 Sending EAP Attribute (code=2, |ength=8,
id=2) for nobile 00:40:96: ac: dd: 05
*Sep 23 15:15:43.794: 00000000: 02 02 00 08 01 41 42 43
..... ABC
*Sep 23 15:15:43.794: 00:40:96: ac: dd: 05 [BE-req] Sending auth request to
'RADIUS' (proto 0x140001)
*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 [ BE-resp] AAA response 'Interim
Response’
*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 [ BE-resp] Returni ng AAA response
*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 AAA Message 'Interi m Response' received
for nobile 00:40:96: ac: dd: 05
*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 Recei ved EAP Attribute (code=1,
| engt h=19, i d=3, dot1lxch->id = 2) for nobile 00:40: 96: ac: dd: 05
*Sep 23 15:15:43.799: 00000000: 01 03 00 13 11 01 00 08 42 3a 8e dl 18 24 e8 9f
........ B:...
*Sep 23 15:15:43.799: 00000010: 41 42 43
ABC
*Sep 23 15:15:43.799: 00:40: 96: ac: dd: 05 Ski ppi ng AVP (0/80) for nobile
00: 40: 96: ac: dd: 05
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_USER NAME(1) index=0
*Sep 23 15:15:43.901: 00: 40: 96: ac: dd: 05 Addi ng AAA_ATT_CALLI NG_STATI ON_I D( 31)
i ndex=1
*Sep 23 15:15:43.901: 00: 40: 96: ac: dd: 05 Addi ng AAA_ATT_CALLED_STATI ON_I D( 30)
i ndex=2
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS_PORT(5) index=3
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS | P_ADDRESS(4) index=4
*Sep 23 15:15:43.901: 00: 40: 96: ac: dd: 05 Addi ng AAA_ATT_NAS_| DENTI FI ER( 32)
i ndex=5
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_VAP_ID(1) index=6
*Sep 23 15:15:43.901: 00:40: 96: ac: dd: 05 Addi ng AAA_ATT_SERVI CE_TYPE(6) i ndex=7
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA ATT_FRAMED MTU(12) index=8
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS PORT_TYPE(61) index=9
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA _ATT_EAP_MESSAGE(79) index=10
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA ATT_RAD STATE(24) index=11
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA ATT_MESS_AUTH(80) i ndex=12
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 AAA EAP Packet created request =
0x1533a288.. !!!
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*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Sending EAP Attribute (code=2,
| engt h=35, id=3) for nobile 00:40: 96: ac: dd: 05
02 03 00 23 11 01 00 18 83 f1 5b 32 cf 65 04 ed

*Sep 23 15:15:43.902: 00000000:
RS - S [2.e..

*Sep 23 15:15:43.902: 00000010:
..O0..5. . k.. W..

*Sep 23 15:15:43.904: 00000020:
ABC

da c8 4f 95 b4 2e 35 ac cO 6b bd fa 57 50

41 42 43

*Sep 23 15:15:43.904: 00:40:96:ac:dd: 05 [BE-req] Sending auth request to

' RADIUS' (proto 0x140001)

*Sep 23 15:15:43.907: 00:40:96:ac: dd: 05 [ BE-resp] AAA response 'Interim

Response’

*Sep 23 15:15:43.907: 00:40:96:ac: dd: 05 [ BE-resp] Returni ng AAA response
*Sep 23 15:15:43.907: 00:40: 96: ac: dd: 05 AAA Message 'Interim Response' received

for mobile 00:40:96:ac:dd:05
*Sep 23 15:15:43.907: 00:40:96: ac: dd: 05 Recei ved EAP Attribute (code=3,
= 3) for
03 03 00 04

| engt h=4,id=3, dot 1xcb->id
*Sep 23 15:15:43.907: 00000000:

nmobi | e 00: 40: 96: ac: dd: 05

*Sep 23 15:15:43.907: 00:40:96: ac: dd: 05 Ski ppi ng AVP (0/80) for nobile

00: 40: 96: ac: dd: 05
*Sep 23 15:15:43.912: 00: 40: 96:
*Sep 23 15:15:43.912: 00: 40: 96:
i ndex=1
*Sep 23 15:15:43.912: 00: 40: 96:
i ndex=2
*Sep 23 15:15:43.912: 00: 40: 96:
*Sep 23 15:15:43.912: 00: 40: 96:
*Sep 23 15:15:43.912: 00: 40: 96:
ndex=5
*Sep 23 15:15:43.912: 00: 40: 96:
*Sep 23 15:15:43.912: 00: 40: 96:
*Sep 23 15:15:43.912: 00: 40: 96:
*Sep 23 15:15:43.912: 00: 40: 96:
*Sep 23 15:15:43.915: 00: 40: 96:
*Sep 23 15:15:43.915: 00: 40: 96:
*Sep 23 15:15:43.915: 00: 40: 96:
*Sep 23 15:15:43.915: 00: 40: 96:
0x1533a288.. !!!!
*Sep 23 15:15:43.915: 00: 40: 96:

ac:
ac:

ac:

ac:
ac:
ac:

ac:
ac:
ac:
ac:
ac:
ac:
ac:
ac:

ac:

dd:
dd:

dd:

dd:
dd:
dd:

dd:
dd:
dd:
dd:
dd:
dd:
dd:
dd:

dd:

05
05

05

05
05
05

05
05
05
05
05
05
05
05

05

Addi ng AAA ATT_USER NAVE(1) i ndex=0
Addi ng AAA ATT CALLI NG STATI ON | (3

Addi ng AAA ATT_CALLED_STATI ON | D( 30

Addi ng AAA ATT_NAS PORT(5) i ndex=3
Addi ng AAA ATT _NAS | P_ADDRESS(4) in
Addi ng AAA_ATT_NAS | DENTI FI ER( 32)

Addi ng AAA_ATT_VAP_I D(1) index=6

Addi ng AAA_ATT_SERVI CE_TYPE(6) i nde
Addi ng AAA_ATT_FRAMED _MTU(12) i ndex
Addi ng AAA_ATT_NAS_PORT_TYPE(61) in
Addi ng AAA_ATT_EAP_MESSAGE(79) i nde
Addi ng AAA_ATT_RAD_STATE(24) i ndex=
Addi ng AAA_ATT_MESS_AUTH( 80) i ndex=
AAA EAP Packet created request =

Sendi ng EAP Attribute (code=1,

I engt h=19, id=3) for nobile 00:40: 96: ac: dd: 05
01 03 00 13 11 01 00 08 29 23 be 84 el 6¢

*Sep 23 15:15:43.915: 00000000:
........ YH. L

*Sep 23 15:15:43.915: 00000010:
ABC

*Sep 23 15:15:43.915: 00: 40: 96:
' RADI US' (proto 0x140001)

*Sep 23 15:15:43.918: 00: 40: 96:

*Sep 23 15:15:43.918: 00: 40: 96:

*Sep 23 15:15:43.918: 00: 40: 96:
mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.918: 00: 40: 96:
vendorld O, val ueLen 4

*Sep 23 15:15:43.918: 00: 40: 96:
vendorld 0, val ueLen 35

*Sep 23 15:15:43.918: 00: 40: 96:
| engt h=35,id=3) for nobile

*Sep 23 15:15:43.918: 00000000:
L He foj...L

*Sep 23 15:15:43.918: 00000010:
R I ). Voo,

*Sep 23 15:15:43.918: 00000020:
ABC

*Sep 23 15:15:43.918: 00: 40: 96:

41 42 43

ac:dd: 05 [BE-req] Sending auth request to

ac:
ac:
ac:
ac:

ac:

ac:
00:

dd:
dd:
dd:
dd:
dd:

dd:
40:

05
05
05
05
05

05
96

[ BE-resp] AAA response 'Success'
[ BE-resp] Returning AAA response
AAA Message 'Success' received for
processing avps[0]: attribute 8,

processing avps[1l]: attribute 79,

Recei ved EAP Attribute (code=2,
;ac: dd: 05

02 03 00 23 11 01 00 18 03 66 2c 6a b3 ab

98 ac 69 fO 1b e8 8f a2 29 eb 56 d6 92 ce

41 42 43

ac: dd: 05 processing avps[2]: attribute 1,

f3 13

1

)

dex=4

X=7
=8
dex=9
x=10
11

12

dé ae

c3 4c

60 a6



vendorld 9, val ueLen 16

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 processing avps[3]: attribute 25,
vendorld 0, val ueLen 21

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 processing avps[4]: attribute 80,
vendorld 0, val ueLen 16

E:FNVITHIO—BOTRE., AR—ADFWICKY T Y TENTVET,

4. RADIUS H—N\HFI1—TF0IOL T v I 2Z2EFELTVWBRHLESHZRANDBICE. WLC T
AOJVZEHRLET, WLCGUI ASOTZHFE TSI, Monitor 20Uy I LET, E/IO
HARXZ1—H5, [Statistics] 20 JYIL, #7320 AKNAS [Radius server]
Z2OV)YOLET, WLC TO RADIUS H—/NDRBRENELLAZWVWE, RADIUS H—/NNT11
—FOLF UYL EEENBEVEENF HBD0OT, COERBFIIEICEETT, RADIUS
NTX—=BOBRENELLBEVEED WLC TOOJTDORRZRICRLET,

Save Configurshon  PFing Logowt B

MONITOR  WiAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMAMDS HELP

Sl Wl Trags Lo Llear Lig

show wlan summary X > RZHAEO B TEATH T, £0O WLAN T RADIUS H#—
NREENFERAEATVWR A DLYERT, TDHE. showclientsummary INX > RZFERT

% &, RADIUS WLAN TORRREICKIILIEMAC T RLA(9FA4T 2 N) b HAVET,

£, ZOEFHRZ, Cisco Secure ACS MDHIIL AT ELFXRKL EHITOOT B

B2 EETEERT,

hSTNS2A-—F42TDECH

- A2 MA—Z7T. RADIUS H#—/\%" active IREET & V), standby ¥ disabled TlF&E W & %&
HWELET,

-RADIUS H—/\HFWLC AST IV EATEDHNESHZRANDICE., ping AN REFEAL
7,

.WLAN (SSID) ® ROY7H™> X=1—T RADIUS H—/N\ABIRENTUVD C & & RER
LEY,

- WPAZEA I 5FE k. Windows XP SP2H O &# D Microsoft WPATRY K7 4 Y U A% A
VARN=ILTRRBENFNHYET, Ty, ITFAT NG TUANAORSANERHICT
VT ITL—RIBDVENHYET,

. Microsoft wireless-0 I—F A UFT A IZK 2 TH—RAEEE TS XP SP2 TOIIRAEXR
ENDESIZ, PEAP Z1T5F Ak, Microsoft 'S KB885453 /NY FEAFTHMEN HY) E
9, Windows Zero Config/client ¥ 7" h> N Z{EA 3 %355k, [Enable Fast Reconnect] %
EHCLET, COFREEITSICIE. [Wireless Network Connection Properties] > [Wireless
Networks] > [Preferred networks] D JEIZEIRL £, XIC. [SSID] > [Properties] > [Open] >
[WEP] > [Authentication] > [EAP type] > [PEAP] > [Properties] > [Enable Fast Reconnect] @ JI§
CBIRLE T, REZEMNELRFEMIITREHOAT> a2 EFE, V1 RIOKRERICHY)
7,

. Intel 2200 £7=l& 2915 h— REZFEA T BESE. Intel D Web 4 M T, ROD—RICET



PBRAOBBIZOVWVTOHBAZSREL TS EE V), Intel® PRO/Wireless 2200BG Network
Connectionintel® PRO/Wireless 2915ABG Network Connection@EEDREZH < =8, =H
D Intel RZANZZTA—RLTLEE, Intel RZ A /NE,
http://downloadcenter.intel.com/ A 5 X2 O—RTEX T,

CTILYST 71— A—N—H#EE"E WLC TIZR—7ILIZTDE, WLC FIEEICTIL Y
STICBBEH, AAA H—/\H notresponding THBDEX—F U TEhTLEVET, £
L. Y41 LMNEEZITOIBEE. A A —NRBZFOBEDIZTAT ML TOHREE
LBEVWHEEMNHEINDT, CNZETDODBVESICTIHENHYYET, BVNEIAHAEERED
OB EITAT MRS ETRARMEAHYET, LAL, ZTOHBETE WLC IC&
) AAA B —/\A" Tnot respondings & KT* Mnot functionaly &L TXY—UE B HJEEMN B
WET, ChERRIDEDIC, TILYITBTII—IINA—-N—HEEZEDNLET, T
OzHIC@E, O O—Z0 GUI »* 5 config radius aggressive-failover disable 1Y > R Z 5=
TLET, COMEZEMICTDIE, TORADIUS H—NDLSOREBEDZEZI D2DITA
ToRFEBEHELULTERRTBDESICOK, A NO—F RO AAAH—NIZT7 T—=)LF—/N—
LET,

EAP 2 4 X —DiR{E

802.1x FRAERFIC DOT1X-1-MAX_EAPOL_KEY_RETRANS_FOR_MOBILE: MaX EAPQL- Key ML

retransm ssions reached for nobile XX:XX:XX:XX: XX

COIT— AV tE—2, 94T MY WPA (802.1x ) F— X I—>arHizdr MO
—ZICH U THBRICBELEN, 2 ECEEZRLTVWET, O NO—ZF, F—FXOd>I—>
AVHFDSERHICAAI—ERBELET, COXYE—IHRRENDHEE. BERKY7UHY
NCBTABEICREREAN®YVET. EFN—30095ATF RO RSANBLRT T 7—A
IT72BRBLTVRCEZBRELET, WLC Lk, 9547 MR Z2XET D HICIRETRE
ZEAP ZAN =NV OHAREENTVET, NSO EAP ZAN—ICRIRDESBEDHNH
WET,

EAP- 1 dentity- Request Ti nmeout

EAP- 1 dentity- Request Max Retries
EAP- Request Ti neout (seconds)
EAP- Request Max Retries

EAPQOL- Key Ti neout

EAPOL- Key Max Retries

CNSDEZRETIHIC., ThTINOREAR, BSLPEZEELLEBELCRXRY ND—0ICL
DEEOSBHENBZIN ZEBBLTEBENFHYKT,
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