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1. ISE GUIA* S, Administration > Network Resources > Network DevicesiZ 3R Add.
2. RICRTERSIZ, WLCEEIPZ RLAEWLCEISEOEORADIUSHERBZEMFERAL THRE
ZExETLET,



Al lgentity Services Engine

Home » Context Visibility » Operations » Policy w Administration » Work Centers
b System  » Identity Management - Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
= Network Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MD
1]
Metwork Devices List > New Network Device
Network Devices

Metwark Devices

Dafault Device

|~ Mame | WLC-C9800-CL II

Device Security Settings

Description [ ywiLc-g800 |

[paddress  ~| *IP: [10.10.1.17 | 132 |

* Device Profile | g Cisco | | 5]

Software Version I:l

* Metwork Device Group

Location [a) Locations O | [ Set To Default
IPSEC [np O || Set To Default
Device Type |'.'.'LC o | Set To Default

~ RADIUS Authentication Settings

RADIUS UDF Settings

Frotocol RADIUS

* Shared Secret

cessersq | [Show

Use Second Shared Secret [

| Show

CoAPort [ 1700 | [ set To Default

AT Y 7°2:Cisco ISECOAHBI—HDERE

COFIETIE, Cisco ISEONPBIL—HFTF—EIXR—AILI—FZEMITDHECODOVTHALET

RDATY TE#RITLET,

1. ISE GUIA 5., Administration > Identity Management > Identities 12 3R Add.
22 ROBEIZRTRSIC, A—HE, NAT—R, BRI —HTI—TTREEZEZTLET,



“Heey ldentity Services Engine Home  » ConlextVisiblity  » Operations  » Policy [EXCLOESCOnE * Work Cenlers

b System || - Identity Management | » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Sarvice  » Threat Centric NAC

« |dentities § Groups  External Identity Sources  Identity Source Sequences » Settings
@  Network Access Users List > New Network Access User

Users v Network Access User

Latest Manual Metwork Scan Results * Name | jonathga-102

Status Enabled

Email |

¥ Passwords

Password Type: | Internal Users hd

Password Re-Enter Password

R | | Generate Password | i

* Login Password

R | | Generate Password | i

Enable Fassword

¥ User Information

First Mame | |

Last Name | |

¥ Account Options

Description |

Change password on next login O

¥ Account Disable Policy

O Disable account if date exceeds | 2021-05-18 (yyyy-mm-dd)

¥ User Groups

[vian102

(Gnca)

FIE3 : F4F I Y UVLANEY HTICEAISRADIUS(ETF 7 RUEL— M ZBRETS

COFETEF. DAV LAI—HYORAT7A77AINERIR) S —EERTBDHEICDODVTE
BBLET,

RDATY TERITLET,

1. ISE GUIA 5, Policy > Policy Elements > Results > Authorization > Authorization profiles 23R Add FTL L)
Z7A77AIINEERLET,

2. ThEFhOJIIL—7TOVLANERZFEAL T, RY7O077MIILOBREZZTLET, XD
K. jonathga-VLAN-102 FIL—7 DEREE,



bl Identity Services Engine

Policy Sets  Profiing Posture  Client Provisioning
Dictionaries  » Conditions

Authorization Profiles = jonathga-VLAN-102

b Authentication

Authorization Profile

*Mame | jonathga-VLAN-102 |

Autharization Frofiles Description | Crymamic-Vian-Asignment

Downloadanie ACLs Aco=ss TyP2 | WOCESS ACCERT - |

b Frofiling Metwork Device Prafile ke Cizco | w

¥ Posture Senvice Template [

¥ Client Provisioning Track Movement 7] 3

Passive |dentity Tracking 7] ;

* Common Tasks

O DaCL Mame

O ACL (Filter-ID)

Security Group

[ EditTag | IDiName (104 |

= Advanced Attributes Settings

Selact an item |

= Attributes Details

Access Type = ACCESS ACCERT
Tunnel-Private-Group-ID = 1:102
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

Fesat
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ILHERENhET,

3. [ZFF Policy > Policy Sets IZIR add RIICRTEKDIZ, HILWARUS—ZERTBICE. XOF
JEZEITLET,



Policy Sets || Profiling  Posture  Client Provisioning  » Policy Elements

Policy Set O
+ Status  Pualicy Set Name Description Conditians Allowed Protocols / Server Sequence Hits Actions  View
~ DEWVI Device Type EQUALS Al ice &
rd @ Jonathga-Policy Diynamic-Vian-Asignment L‘.! T C_‘E e - b LA De Default Network Access . .D )
¥ Al P
+ lle N t
nterm
2. 0oiion
» op

RIS, TWN=TFAXN=29 FICETVTEATIORATO7 74 Z2EYETHHIC, 1
—‘U‘G)w.,\ RIS —ZERTIBENFN HVET,

5. Z2FZ £9, Authorizationpolicy 29> 3 ZSBL, RICRIEDIC, TOEHE/LEITAR
U —EERLET.

Status  Fuke Name

F Y
) NI 0 + + o
2
FY
) D NI 0 + + o
) D + + o

BHHOVLAN 2 EHTIEHDORASY FORE

AAY FTEBOVLANZHAAITDICE, ROON RZRTLT, O O-ZICEHKENT
WBRRASYTFR-—NERETIHVENFHYET,

Switch(config-if)#switchport mode trunk

Switch(config-if)#switchport trunk encapsulation dotlg

E BEAEDARAMYTFTR., TOAAMYFLETHERENLZINTO VLAN ICHLT KT
YO R—REBBIBCENT7AILNTHAECIAET, AAMYFILARRKY ND—0H
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- ALY —NOFMEFEAL TWLC Z28ELET,
. VLANZREL £,

. WLAN ( SSID ) OB E

AR —=7O7 74 ERELET,
CRVARTZRELET,
APIZARU AR T ZEIV)HTET,

ATY 7 BEY—NOFMEEAL EWLCHRE

D7AT > NERAT B LEHICRADIUSH —/NEBETED RS ICWLCZRET I LEN HV) X

ER

RDATY TERITLET,

=3 Dashboard

<) Monitoring 3 S _]_l b

W
LY

L. Configuration

¥ Administration

%' Troubleshooting TACHCSs

1. > MO—Z OGUIT, configuration > Security > AAA > Servers / Groups > RADIUS > Servers > + Add JR

DRIZTRTLSIC, RADIUSH—/\EBZADLET,

Authentication Authonzation and Accounting

+ AAA Wizard

I MAD



Create AAA Radius Server x
Name™ Cisco-ISE Support for CoA ENABLED . »

Server Address® 10.10.1.24 CohA Server Key Type Clear Text v
PAC Key D CoA Server Key @

Key Type Clear Text - Confirm CoA Server Key

ke @ | e Automate Tester O

Confwm Key® | seeeee {

Auth Pon 1812

Acct Por 1813

Server Timeout (seconds) 1-1000

Retry Count 0-100

| 'O Cancel |

2. RADIUSH—/YZRADIUSY IL—7°ICIBIIF B (Z &, configuration > Security > AAA > Servers /
Groups > RADIUS > Server Groups >+ Add RIICRT KRS (C



Create AAA Radius Server Group x

Mame™® ‘ ISE-SERVER ‘
Group Type ‘ RADIUS ‘
MAC-Delimiter | none v |
MAC-Filtering | none v
Dead-Time (mins) ‘ 5 ‘
Load Balance [. DISABLED ]

Source Interface VLAN 1D | none v |

Available Servers Assigned Servers

sernver-201%9 -

Cisco-15E N

AEEE
NEEE

'D Cancel =l Apply to Device

3. Eﬂ%ﬁﬁﬁ AR EVIEEE?%) &, Configuration > Security > AAA > AAA Method List > Authentication > +
Add RIICTRT KRS IC

Authentication Authorization and Accounting

\=1 Dashboard

- B AlLA Method List Servers [ Groups
¢ £) Monitoring

.. Configuration
" [ + Add ]

Aurthenbeston

Iilg

{07 Administration

Btk rating Mamea



Quick Setup: AAA Authentication

Group Type group . @

Fallback to loca D
Available Server Groups Assigned Server Groups

fachus &

Idap l
[acacs+ |
radgrp_SykesLab —
sarver2019 | ®
&

tacacqrp_SykesLab

E=3

FIH2. VLANDRE

CDFETIF, Catalyst 9800 WLCTVLANZRRET D HEICODVTHBALET, CORFIXY
NTITICEIBAL =& S5 (C, RADIUS ¥ —/\Y® Tunnel-Private-Group ID B TEEE iz VLAN
IDA"WLC RICEBEELTVWAHAENHVYET,

ZOFITIE, 1—1jonathga-1024" Tunnel-Private-Group ID of 102 (VLAN =102) 5% E L £ F 5

1. (T8 ED configuration > Layer2 > VLAN > VLAN > + Add RIlIC RFT KD (C

Q, Search Menu ltems VLAN
- Sl WVLAN VLAN Group
E= Dashboard
(Z) Monitoring | +Add |
h‘Z‘L\\ﬁ Configuration VLAN ID « | Nas
e : 1 defal
) O ¢ Administration
100 VLAN
3 Troubleshooting 210 VLAN
2602 VLAN

2 RICRTRSIC, BEBBHBEADLET,



& Create & single VLAN

| acTvaTED B

0 Search
Available (2) Associated (0)
3 »
Gi2 N
Croate a range of VLANS
VLAN Range® Ex:5=7]

I EBEEEELAZVES. VLANIZIE BB ICVLANXXXXE WS ZBRINEV) ¥ TohET
o T, XXXXIEVLAN IDTT,

BB INTOVLANICH U TFIE1E2Z2R)IBELET, FIRICELCEATEERT,

B VLANAF—BRA U B—TIAATHITENTVBR L ZRAELET, R—rFr¥RILZE
ALT \,\%i%’édi\ Configuration > Interface > Logical > PortChannel name > General.)ia) KSIC %Eé
NTVBIHE Allowed VLAN = Al FREWRTET TTo LU DD 2725 Allowed VLAN = VLANSs IDs A E
BVLANZIEBIL., FDORIZ update & Apply to Device.ZR— R F ¥ RIILAFEHAE ATV AEWVES
&, Configuration > Interface > Ethernet > Interface Name > General.;)"k'a) &S Egﬁié hT\wa i%é‘
Allowed VLAN = All BRIERTE T TTo &L DN 2725 Allowed VLAN = VLANs IDs A E /X VLANZ B N
L. F®DORIZ update & Apply to Device.

RO, AIFEERFEEBEDVLAN IDZFERATIHEENA 2V RX—T I/ AREICEETIREEZ R
LTVWET,



General Advanced

Interface GigabitEthernet3

Description ‘ (1-200 Characters)
Admin Status up n]

Part Fast dizable v |

Enable Layer 3 Address . DISABLED ]

Switchport Mode | trunk i |

Allowed Vlan o Al ) Vian IDs

Mative Vlan | v |




General Advanced

Interface GigabitEthernet
Description (1-200 Characters)
Speed 1000 v
Admin Status | up ‘
Enable Layer 3 Address |. DISABLED |
switchport Mode trunk -
Allowed Vlan O A @ VianIDs
Mative Vlan 557 v
AT Y 7 3:WLAN(SSID)DERE

COFIETE, WLC TWLAN ZRET D HEICODVWTHALET,
RDATY TE#RITLET,

1. WLANZER L E T, (CBE) configuration > Wireless > WLANs >+ Add L EIZISLU T, RIZRT &
SICRYRND—U&ZBRELET,

Q Search Menu ltems WlRE LE SS NEWGRKS

+ Add

Dashboard

Monitoring

2 HIERTRSIC, WLANEBRZADLET,

Mame e

TN N T U



Add WLAN x

General Security Advanced
Profile Name™ | Dinamyc-VLAN Radio Palicy | All v |
ESID* | Dinamyc-VLAN Broadcast SSID
LAN ID* | 6
Btatus

El Apply to Device

3 CBE) security RTZ VUV UL, BEBEFIVFTAHREERLET, COBE. RO
RIZRTELDIC, WPA2 + 802 IxAEAENET,

Ak WLAN

L aynr 3 Simp v NFA - WRAT == -
el Sl e w
Frogactad Mansgeren Frams Dmamyme vt e Tirracas m
L'._.'I ol -
WRA, Prrama e
D B -

*5 Cance = Save & Apphy io Deeos




Add WLAN x

PMF Disabled v

WPA Parameters

WPA Policy
WPAZ Policy v
WPA2 Encryption AES(CCMP128) ./
CCMP256
GCMP128
GCMP256 '
Auth Key Mgmt £802.1x =

O Cancel | Save & Apply to Device

ZFE Hisecurity > AAA X 7T, ATYT3THERLUEREEAR %= Configure the WLC with the Details of the
Authentication Server 2723 #SHBL TS EET L,

Add WLAN x

General Security Advanced

Layer2 Layer3 | AAA
Authentication List | ISE-SERVER| v |I®
Local EAP Authentication D

ATYT4:RI—TOAT7AIIDORE
COFIETIE, WLCTRD—7O77AINEERETHDHZEICODVTHBALET,
RDATY T#RZTLET,

1. \ZF B configuration > Tags & Profiles > Policy Profile XD VT N h & FE1TL F T default-policy-profile



T, RERTRSCHLVWAX—DZERLET,
Falicy Profile

d Dashboard \

o e P Profibe Na v Descriol
+) Monitoring oy me scription
-+, Configuration ] cetaun-poscy-geonie | dafaul policy profile
T 1 .
Administration
Edit Policy Profile
General Access Policies QOS and AVC Mohbility Advanced

& Configuring in enabled state will result in loss of connectivity for clients associated with this profile,

MName* default-policy-profile WLAN Switching Policy

Description default policy profile Cenitral Switching v

Status | Central Authentication v

Passive Client B osesen Central DHCP i

Encrypted Traffic Analytics Bisas l Central Association Enable v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

2. Access Policies X 7 Tld, RICRTEDIZ, T4 VYLARISA T M ZOWLANIZTF 7 7)1
NRTERITDEZICE)HTShBVLANZEI) HTET,



Edit Policy Profile
General | Access Policies I Q0S5 and AVC Mobility Advanced

WLAN Local Profiling WLAN ACL
HTTF TLV Caching IPvd ACL ¥
RADIUS Profiling IPvE ACL ¥
DHCP TLY Caching

URL Filters
Local Subscriber Policy Name -

Pre Auth -
VLAN

Past Auth v
VLAN/MNVLAN Group VLANZE02 ¥
Multicast VLAN Enter Multicast VLAN

X COBITE, RIAARBILEBICTDAVYLARAISAT > MNEBEDVLANICEIVY) HTD
DOARADIUSH—NOEEITT, LEN 2T, RUD—7"O07 7 A4 ILICEREE NZVLANK
72 v 25KR—)JLVLANIZ7x V). RADIUSH —/Y®user Tunnel-Group-Private-ID7 1 —JL R T
71 —=)LRICIEBEENBDVLAN

3. Advance X 7 T. Allow AAA Override RIICTRT KD, radiusH—N\HFUS54 7> N&EYKE
VLANICEIB T2 O ICHERBEMEERIBSICWLCEREEZA—/N—F4 RTBIZIEF., FI
YIORYDAZFICLET,



Edit Policy Profile X
General Access Policies Q05 and AVC Mobility ‘

WLAN Timeout Fabric Profile v

1800 Umbraila Mot Conhgured v

Session Timeout (sac)
Parameter Map

ldle Timeout (sac) 300 mMDMS Service detfault-mdns-senici »
Policy
Idle Threshald (bytes) W]
WLAN Flex Policy
Client Exclusion Timeoul (sec) [+ 60
V0LAN Central Switching
DHCP
Split MAC ACL ¥
[Pvd DHCP Required o
Air Time Faimess Policies
DHCP Server IP Addross

2.4 GHz Policy v

5 GHz Policy v

AAA Policy

Allow AdA Override v

MAC State

Policy Mame defaislt-aaa-poEcy x! »

i

| o Ccancel | &5 Update & Apply to Device

ATYT5: RUS—2TOKRE

COFETIE, WLCTRVART ZRETDHECODVWTHALET,
RDATY TERITLET,

1. \.ZF B configuration > Tags & Profiles > Tags > Policy X EBICIELU T, RICRTEKSICHLWLWA TS
A ZEMLET,

Manage Tags

shboard

) Monitoring

. Configuration Description
] 0 : CERral=an:
Administration
defauR-policy-tag default policy-tag

' Troubleshooting 1 [ -



2. RUARABRTICEFIZEBML, +AddZSRLTLSEEL,
Add Policy Tag

Name™ Dynamic-VLAN ‘

Description Enter Description ‘

Vv  WLAN-POLICY Maps: 0

WLAN Profile Y Policy Profile Y

0 1o.|-_.

BRICRTRSIC, WANTOZ77AIINZBHNORUS—7O7 7AWV ILET,
Add Policy Tag

Name™ Dynamic-VLAN

Description Enter Description

Vv WLAN-POLICY Maps: 0

-+ Add

WLAN Profile Y Policy Profile

Map WLAN and Policy

Policy Profile* default-policy-profil |

WLAN Profile* | Dinamyc-VLAN v




Add Policy Tag x

Name* Dynamic-VLAN

Description Enter Description

Vv WLAN-POLICY Maps: 1

+ Add

WLAN Profile ~ Policy Profile v
O Dinamyc-VLAN default-policy-profile
1 10 »

RLAN-POLICY Maps: 0

[ ) Cancel | = Apply to Device |

ATYTEAPADRI AT D& YT

COFIETE, WLCTRIUARRTZRETRHEILCODVTHALET,
RDATYTEERITLET,

1. ICBH Configuration > Wireless > Access Points > AP Name > General Tags EETDRI—2TZE V)
2 T. uUpdate & Apply to Device RIlCRT KD I



Edit AP »

General Interfaces

General

AP Name*

Location™

Base Radio MAC

Ethernet MAC

Admin Status

AP Mode

QOperation Status

Fabric Status

LED State

LED Brightness
Level

CleanAir NSI Key

Tags

High Availability

AP2802I-B-K39
default location

10b3.d677.a8c0

084f.a9a2.8ed4

Local

Registered

Disabled

8

Inventory ICap

Policy

Dynamic-VLAN

Site

default-site-tag

-

Advanced

Version

Primary Software Version 16.12.4.31
Predownloaded Status MNIA
Predownloaded Version MNIA

Mext Retry Time MNIA

Boot Version 1.1.2.4
105 Version 16.12.4.31
Mini 105 Version 0.0.0.0

IP Config

CAPWAP Preferred Mode  IPv4
DHCP IPv4 Address 10.10.102.101
Static IP (IPv4/IPvE) O

Time Statistics

Up Time Odays 0 brs 4
mins 52 secs

1 min 36 secs

| [=] Update & Apply to Device

Controller Association Latency

EE APORVI—RITNEEEND E, APRWLCADOBEEMN T ZHEL., BOMATS
CEIDEBRLTLSEZL,

3

T, BRENEEICHELTVWAAESHZEERLET,

Windows 108 R RA T A 7 H T A NEDOEHKZTANL, I—FBENAD—ROAL%E

RKHS5N=5, ISEEDVLANIZY

YEVIENLEI-YORBEADLET,

B OHITIE, RADIUSH—/NTIEEENTWB &SI, jonathga-102AVLAN102IZEIV) TS5 H
TVET, CcOBITE., XOI1—YEBE2FERL TRIMZZEL. RADIUSH —/NIC & 2 TVLANIC

B HTENET,

WL,\HIEb\J'DT l./f—b L1|:|

ETNI-RADIUSEMICH>T, 97472 MFEYIRZVLANIZEIVYEHTS

NTVWR L 2RI DIBEN BN ET, CORAVERITIBICK,. ROFIEZERITLET,



1. > FO—ZDOGUIT, Monitoring > Wireless > Clients > Select the client MAC address > General >
Security Information JRORICRT K SIZ, [VLAN]7 1 =)L RZIRLE T,

Monitoring ™ > Wireless~ > Clients Client
360 View QOS Statistics ATF Statistics
Clients Sleeping Clients Excluded Clients
Client Properties AP Properties I Security Information

IIF 1D 0x30000008
Authorized TRUE
Total Client(s) in the Network: 1 Common Session ID 33020A0A0000003
ion 1D 0x00000000

Number of Client(s) selected: O

Auth Method Status List

(@] Client MAC Address ~  |Pvd Address -+  IPv6 Address
| Method Dot1x
D b88a.6010.3c60 » 10210702327 feBO::dﬂaQ:dc93:3?58:é. SM State AUTHENTICATED
1 10 w SM Bend State DLE

Protocol Map 0x000001 (OUI)

Local Policies

Service Template wilan_sve_default-;

Absolute Timer 1800

Server Policies

VLAN 102

Resultant Policies

VLAM Mame VLANO102

VLAN 102

cDI142RINS, RADIUSH—NIZEREESNTLVSRADIUSEMICIE2 T, DU TA
T > NAVLANIQ2IZE) BTN TWVWB EN DAY ET, CLIAS., showwireless client
summary detail RIIC R T XS ICEAIUERZRTTDICIE. ROFIEZEITLET,

Catalyst-C9800-CLishow wi ss client mary detail

2. ZCMOZF A, Radioactive traces RADIUSBMEAWLCICERICEEEND LSICLET, TOE
HIZE, ROFIEZETLET, O MO—FDOGUIT, Troubleshooting > Radioactive Trace >
Add. DA VLAIZATROMACT RLAZADLET, BR stat. V54T N &
WLANIZ#ZEH: U E 9, ICFED stop > Generate > Choose 10 minutes > Apply to Device > Select the trace file

to download the log.

RL—AHEIDZDOES . RADIUSEMDEEBRIAEERIAELET,

2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RADIUS: Received fromid

1812/ 60 10.10.1.24:0, Access-Accept, |en 352
2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RADI US: authenticator e5 5e
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2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RADIUS: User-Name
[1] 13 "jonathga-102"

2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RADIUS: State

[ 24] 40 ...
2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RADI US: d ass
[ 25] 54

2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): 01:
2021/ 03/ 21 22:22:45. 236 {wncd_x R0-0}{1}: [radius] [25253]: (info): RADIUS: Tunnel-Type
[64] 6 VLAN [13]
2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): 01:
2021/ 03/ 21 22:22:45. 236 {wncd_x R0-0}{1}: [radius] [25253]: (info): RADIUS: Tunnel-Medium-Type

[65] 6 ALL_802 [ 6]

2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RADI US: EAP-Message
[79] 6 ...

2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RAD US: Message-

Aut hent i cat or [ 80] 18

2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): 01:

2021/ 03/ 21 22:22:45. 236 {wncd_x R0-0}{1}: [radius] [25253]: (info): RADIUS: Tunnel-Private-

Group-Id[81] 6 "lo02"

2021/ 03/ 21 22:22:45.236 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RADI US: EAP-Key-Nane
[102] 67 *

2021/ 03/ 21 22:22:45.237 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RADI US: M5- MPPE- Send- Key

[16] 52 *

2021/ 03/ 21 22:22:45.237 {wncd_x_RO-0}{1}: [radius] [25253]: (info): RADI US: M5- MPPE- Recv- Key

[17] 52 *

2021/ 03/ 21 22:22:45.238 {wncd_x_RO-0}{1}: [eap-auth] [25253]: (info): SUCCESS for EAP nethod

name: PEAP on handl e 0x0C000008

2021/ 03/ 21 22:22:46. 700 {wncd_x_RO-0}{1}: [aaa-attr-inf] [25253]: (info): [ Applied attribute

H username 0 "jonathga-102" ]

2021/ 03/ 21 22:22:46.700 {wncd_x_RO-0}{1}: [aaa-attr-inf] [25253]: (info): [ Applied attribute
cl ass 0 43 41 43 53 3a 33 33 30 32 30 41 30 41 30 30 30 30 30 30 33 35 35 36

45 32 32 31 36 42 3a 49 53 45 2d 32 2f 33 39 33 33 36 36 38 37 32 2f 31 31 32 36 34 30 ]

2021/ 03/ 21 22:22:46. 700 {wncd_x_RO-0}{1}: [aaa-attr-inf] [25253]: (info): [ Applied attribute

: tunnel-type 1 13 [vlan] ]

2021/ 03/ 21 22:22:46.700 {wncd_x_RO-0}{1}: [aaa-attr-inf] [25253]: (info): [ Applied attribute

tunnel-medium-type 1 6 [ALL_802] 1]

2021/ 03/ 21 22:22:46. 700 {wncd_x_RO-0}{1}: [aaa-attr-inf] [25253]: (info): [ Applied attribute

:tunnel-private-group-id 1 102" ]

2021/ 03/ 21 22:22:46.700 {wncd_x_RO-0}{1}: [aaa-attr-inf] [25253]: (info): [ Applied attribute

ti meout 0 1800 (0x708) ]
2021/ 03/21 22:22:46. 700 {wncd_x_R0O-0}{1}: [auth-ngr-feat_wi rel ess] [25253]: (info):
[ 0000. 0000. 0000: unknown] AAA override is enabled under policy profile

NZ7L>a31—b
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