DJAVYLALANI>MO—ZDOXYS1 XY M
—2 OREH

A&

BE
[0k Saa
=
FATDAAR—F b
FRELE
L
Cisco Aironet 1510 = ') — X Lightweight BZ/AX Y <31 AP
Roof-top Access Point (RAP: L—7 KRY T FOEARARA UK )
Pole-top Access Point (PAP: R—)ILKRY T P OHLRARLA K )
XYS1 XY RIT—ITHR—RE VR
TFOECLRARLDNDARAR—KNTFYT =52 R
EE
TORYFREQEME (F72ILBTER)
AP SZBEF) A A D MIC DB
AP AT VY ST NI X—RDEE
=
N 2 Rl
NS —TFT4200EHOII R
B E SR

Bz

CORFAIXVRNTRE, Xv21RxYyRND—=2 VU1—>3a3 & FERALT, RAKNY—KRA>
ROTVYDRDORBIAUTDEZETRT., BXRNERESNEHBLET, COFITRE, 22
? Lightweight Access Point ( LAP; Lightweight 7V 2ZA R4V M ) AMEAENTVET, 100
LAP (& Roof-top Access Point (RAP; L—7 NY 7 FOEARA~N) ELTEMEL, D

LAP (& Pole-top Access Point ( PAP; R—ILKRY T TOEARAUN) ELTEELET, Ch
51F 2 D&% Cisco Wireless LAN ( WLAN; 74 ¥ L A LAN ) Controller ( WLC; 74 ¥ L X LAN
O MO—7F ) ICEHEENTWET, RAP & Cisco Catalyst A4 Y FZ4 LT WLC ICEfE h

WLCU U—ZAD ) —A52L DO Wireless LANI> RO—5NDX Y21 XY RDO—0DEEH
52 BON—23avESRBRLTLSESY

Ei— Jua

. WLC REAXBEARICHREENATVET,
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-WLC LAY 3E—RTEREETNTVET,
-WLC DALY FHAREETNTVET,

B4
COREZTOIFIC, XOEBXENBLEENTVBR L ZHELET,
- LAP $ & U Cisco WLC M ERE - B9 2 B A
. Lightweight AP Protocol ( LWAPP ) (Z B8 9 % EZ#y 4 &%
- \EB DHCP H#—/\# & O Domain Name Server (DNS; RX A > Z—ALA H—=/N)DEL5H
FEEEBEOREICET S HE
- Cisco A Y FOREICEE T2 ERN X HE

FATRIR—Fb

CORFIXVNOBRE. ROVIKRIITEN—RIITON—II3IVICETVTVET,

. 77 —ALTJIT 3.2.150.6 @I S Cisco 4402 =) —X WLC

. 2 E® Cisco Aironet 1510 1) —X LAP

.Cisco LAV 2ARAYF
CORFIAIXNOBEREF, BENDTAREICHDT/NAAICESIVWTEREhELE, COR
FAXKNTERATDZINTOFNA AR, DB (F72)N ) REORELASEBHLTVET
o NRDEZY RD—IONEBBPTHIESICE., EOXRDIBINRIZOVTE, TOEEMN
BEECIODVTHREICERL THKBENfHYET,

RECE
KXY NEROBMEE. TYRAIFINL T4 Y TAOREE ESRL T,
BRBLHA

Cisco Aironet 1510 1) —X Lightweight BAX Y <1 AP

Cisco Aironet 1510 ') —X Lightweight BAX Y 2 AP &, DA VLA 94T NODT O+
AERAVRNY—=RAKNOTVYSUT, RAVRKY=RLFRARNOTIYS T, Bk

CRAVRY—RLFRAVRNDODXY D ABDOAL VL ABEGERICERFENEDAVYLA TFNARA
T3, BATOVEARAV N, BELRIREIBD. L—Trv T R—J, FLEEHTOR-I
(CEREBIRESMYBOEEBTT,

AP1510 0 RNO—J L EICBEL T, FREFETAT—F7ILEE, gEXEF1 )
T4, BRY, FEUTF 1 %2ELZBLET, APISI0 B ERETHBTESRITICHE>TVDD
T, XVY2ABRY ND—DICEEADEFIT7ICMATE, OMO—F0 GUI £ CLI &
FALTRYRND—VDBEBEERNIITZIET,

AP1510 =D D EFETORBRZHA I MMDAPI510s\NDT JEAREF—Z NV UFR—ILICHE
A9 %5GCHzZERFER T 52.4 GHzER, TAVYLALANDIZAT N NZ74v 0, O
RO—Z0A4—5xY NERICEETDIETRE AP ONY IR—ILEREEAL T&EIE, 2%V
. fiEd AP1510 2 BL TH#HEIET,
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Roof-top Access Point (RAP; L—Z 8Y 7 FOEARAU D)

RAP (&, Cisco WLC I[CEBRR#ERmeNnTVWET, RAPRINYIOFR—IN DAV LA AR—TIA
AEFALT, BETA PAPEBELET, RAPIE, JUYS T XY RD—0® XY 1 X
YRD=ODOHM/—RTHY), TVYI XY RT=U®Xv21 XY ND—=UEBH/RIY D —
DICEGITZIREEZRLELTVET, TOLES, JUYDRZIYRND—IXXAYS 1 XY RND—
DOEIARNZIFEETEDRAPIF 1 DEFICHEYET,

¥ LAN-to-LANZ VYD JICXYy 221y NDO—F249VY)1—-23a 2 FERT2E8.
RAP% Cisco WLCIC E##2# L B W T & L\, Cisco WLC & LWAPP A"BMBR— KA SDA
—HZXYNKNST4v02EELBZVDT, CiscoWLC & RAP ORBICAAS Y FAILN—ZHNHUE
BV ET, RAPIF, LAY 2FEEELAY30OLWAPP E—RTEMETRET T,

Pole-top Access Point ( PAP; R—IL MY T FPOERARALA D)

PAP [&. Cisco WLC ICERERENTVWELA, PAPRELICVAVYLAILTEEHNTRET
. 2D PAP ® RAP L BIES2VZA T REHYR—NIBDZE, BLTFNAARERRY b
D—UONDOERICEATIZEELTEXRT, T7FIINTRE, EF1UT A LOERICKY) 1 —
BERY N R—RABHCBZ>TOVRTH, PAP BICERBAMICLTSEZL,

3 : Cisco Aironet 1030 E— KNI Y PLAPR> VT IKRY TEBEZHR—K L. Cisco Aironet
15003 1) — XLightweightBAAPIE > > J IR Y TRBERILF Ry TREOmMAEEYR—KL
£9, TDOL®H, Cisco Aironet 1500 </ 1) —X Lightweight E&k AP (&, Cisco WLC A5 1 DB
EORYTHBEDHZEDIL—TNY T AP PAP ELTERTEET,

Xv<a1 xY RD)—OTHR—RbEhiEVEEE

ROA MO—Z0O#eER, Xv21 XY RND—ITRYR—REhhTLWEEA,

- BBEYR—K

CA—RAXR=ADCAC(XAY21 XY ND—VRTHFEHEBEBR—A, ELEAZT1YI0O CAC
DHEHR—NLTVET )

N TRASEUT 4 (BREN—KNE=RNETSA4I) FARAANVEESRAI—ICSML
£7)

- EAP-FASTv1 8 & T 802.1X 52&

- EAP-FASTv1 & & T 802.1X 523§

- Locally Significant Certificate; d—HJL THMAIEAE

-AT—23a R—AH—ERA

FOLARABNDARAE—RTFYT =T R

KD ARNE, RAPEPAP DAZ—RKRT7Y7TRICEZEZEREHBLTVLET,

IR TONT T4 YDk, LAN ICIEEES D HETIC RAP & Cisco WLC ZBBLET,

- RAP BBl hd &, PAP X EEIMIC RAP ICEfKEhFE T,

CERENLZUDOTR., HEREZFERAL T, U0 Advanced Encryption
Standard ( AES; SEBSLERE ) ERAIILOICEATEIF—NERETINET,

- JE—HNPAP A" RAP ICEfic D E, XYZIDAPHT—R RNT T4V IO%EEDLD
CB)ET,



Y, DAOOOAR 2 RZA AR —TITAAX(CLI), A MA—F 0O A0 Web
d1—Y 422 —T7 T4 A, & Cisco Wireless Control System ( Cisco WCS ) ZfEAL T
 REMBEZELLEYXY I AP ZRELLEYTEEY, HERNBREETRILED
EHLET,

Cisco 4400 Saries WLC Pole-top AP

Layer 2 Switch Roof-top AP

Wircless Backihaul QOO

WLC & AP ZRAZVKNY—RAKNDT VYDV TRAICERETDICE. RORTYTERTLE
9o

WILCoEORY FREEEMICLET,

AP EREFV AN MIC ZBMILE T,

AP RAOTVY ST NOX—FERELET,
BREEHFELET,

TORY FREQEML (FZ72IDTER)

A WON -

GUI TORE

Enable Zero Touch Configuration Z74 >/ IC3% &, AP A WLC ICEFEhi &l NO—7
NPEHBWMEF—Z AP FAFTERLSICBYET, COFIVIRYIREFTIZTRE,
O MO—FhrS5REEBREF—FREETIAT, APRERF7AIILNOEFREF—ZFEALTE
FAITRBEZITVET,. F7AILITREM (A ) CBL2>TVET, WLC O GUI A S5RD
FIEZETLET,

E:WLCN—2 3410 ETR, EOXYFREO7OEZS I ZJRHUERA,

1.>7 YT T [Wireless]ZZIRL., ¥OKXYF T, [Enable]Z22 )Y UL %ET,

2. Key Format ZiZRL £ 9,

3. Bridging Shared SecretKey IC7 U Y T ORERBZEF—EADLET,

4. Confirm Shared SecretKey IC7 VYT OHRERBF—ZES—EANLET,



Wireless Bridging

Access Points
all aps
BlZ,11a Radios
g02,11b/g Radios
Third Party APs

Bridging Key Format |.ﬁ.ECI]’ 'I

Rogues Bridging Shared Secret Key |wes
FRogus APs

Fero Touch Configuration

Enable Zero Touch Configuration W

Confirm Shared Secret Key [-u

Ehnown Fogué RFs
Rogue Clhents

Adhoc Rogues
Clients

Global RF
B02.11a Matwork
B02,11b/g Metwork
BO02.11h

Country

Timers
CLI TOEE
CLINSRDOFIEEERITLET,

1. config network zero-config enable X > RZRITL T, EOXYFREZBMCLET,

(Cisco Controller) >config network zero-config enable

2. 7y ORERBEF—EBMNT S, config network7 L) v &> J BB % <string>D
AR RERHGTLET,

(Cisco Controller) >config network bridging-shared-secret Cisco

AP BEEE A RA D MIC DB

ROFIEE LT, WLC OEFEUARNC AP ZEBMNLET, ChEFSICR. >APRUI—0
[Secunty]&ﬁéw, APOMACT KL A, B LTAPORIEUANIC[AAZZ U Y VL TADLE
E



Security

0LA
Genersl
RADTUS aurhentication
RADIUS Accounbng
Local Met Users
M&C Fitering
Disabled Chents
User Login Policaes
&F Policies

Rocess Control Lists

[PSec Certificates
CA Certificate
1D Carthcate

Web Auth Certificate

Wireless Protection

Policies
Trusted &F Policies
Rogue Policies
Standard Signatures
Custom Signatures
Client Exclusion Polices
AP authentication

Security

ADR
General
RADIUE Authantication
Fal s scoountng
Local Mat Users
MAC Filtering
Cisabled Clients
Uzer Login Palicies
A&F Policies

Access Control Lists

IPSec Certificates
A Certificate
10 Certhcate

Weh Auth Certificate

Wireless Protection

Palicies
Trusted AP Polici=s
Rogue Paolicies
Standard Signatures
Custom Signatures
Clhant Exclusion Policias
AP Authentication

AP Policies

Policy Configuration
™ Enabled
™ Enabled

Apply |

fAuthomze APs against A48
fccapt Salf Signed Certificate

Add AP to Authorization List

|o0:0b:65 S5e:Sa: 60

IMIC 'I

MaC Address
Certificate Type

Adld
. . ) Items O
AP Authorization List
MAC Address  TeTHREAtR guay ey Hash
¥pe
AP Paolicies
Policy Configuration
Luthorize APz against Aga I~ Enabled
accept Self Signed Certificate [ Enabled
Add AP to Authorization List
MAC Address |
Certficabe Typa MIC -i
Items 1

AP Authorization List

to 20

to 2

of 0

of 2

Certiticate
MAC Address it SHAL Key Hash
D0:0b:85:Se:d0:00 MIC
O0:0b:85:5e:52:80 MIC

COBITE, MAD AP (RAP & PAP) A", OV MO—Z0O APREREV AN CEMENTVWET

o

CLI TORE

BBOBEVANEFTYUANMCMICEEBINTZICEE, [AddaY A IY<APOmMac>D AT REH

fILET,

(Cisco Controller) >config auth-list add mic 00:0b:85:5e:40:00
(Cisco Controller) >config auth-list add mic 00:0b:85:5e:5a:80



dA>74F¥FalL—>3>

CORFIXVRNTR, ROBREZFEALTLET,

Cisco WLC 4402

(Cisco Controller) >show run-config

Press Enter to continue...

System Inventory

Switch Description...........o.iiiitiinnnennnn.. Cisco
Controller

Machine Model. ... ...ttt ittt e et eeeeeenn
WLC4402-12

Serial NUumber. . ..... ..ttt ittt e
FLS0943H005

Burned-in MAC AdAresSS. ... vt itnmt i eeneennnn
00:0B:85:40:CF:A0

Crypto Accelerator L. .... ..t tteeennennn Absent
Crypto Accelerator 2. ... ..ttt it Absent
Power SUPPly L. ..t et e e e e e Absent
Power SUPDLY 2. . ittt e e e e e e e e e e e e
Present, OK

Press Enter to continue Or <Ctl Z> to abort

System Information

Manufacturer's Name. . . ..ot v ittt ittt et eeeeeennn Cisco
Systems, Inc

ProducCt NamMe. . .ot i i ittt ittt e et e et ettt eeee Cisco
Controller

ProduCt VerSIom. . v v ittt ittt ettt et ettt eeee e
3.2.150.6

RTOS VerSi0M. v ittt ittt et et et et e e et e e e e e e e
3.2.150.6

Bootloader VerSion. ... ..o e eneeeneeennnn
3.2.150.6

L= T 00 I L Y oY= DATA +
WPS

System Name. . ...ttt i ittt ittt
1ab120wlc4402ipl00

System Location..........i it

System Contact....... ... i,

System ObJeCtID. o u ittt et e et et e e e
1.3.6.1.4.1.14179.1.1.4.3

N [ Y=
192.168.120.100

System Up Time. . ... ii ittt it ettt et e e eeee 0 days
1 hrs 4 mins 6 secs

Configured COUNErY ..o vttt ittt e et e eeee e United
States

Operating Environment. ........o.ouoooeeeeeeennennnn
Commercial (0 to 40 C)

Internal Temp Alarm LimitsS..........uiiiiinnnnn.. 0 to
65 C

Internal TemperatuUre. .. ... ittt tneeeneeennn. +42 C




State of 802.11b Network......... ...,

Disabled

State of 802.11a Network.........ccoiiiiiiinnne..
Disabled

Number Of WLANS. ..t vttt ittt ettt ettt ieaeeeee e 1
3rd Party Access Point Support..............o.o.o...
Disabled

Number of Active Clients............ ..., 0

Press Enter to continue Or <Ctl Z> to abort

Switch Configuration

802.3x Flow Control Mode........viiiiiiuueeeenns
Disable

Current LWAPP Transport Mode...........oiueinneenn Layer
3

LWAPP Transport Mode after next switch reboot.... Layer
3

FIPS prerequisite features......... ...
Disabled

Press Enter to continue Or <Ctl Z> to abort

Network Information

RF-Network Name. .. ...ttt neenennnns airespacerf
Web Mode. . v v ittt ettt Enable
Secure Web Mode.........iiiiiiiiiiinnnnn. Enable
Secure Shell (ssh)........ ... Enable
Telnet . oot e e Enable
Ethernet Multicast Mode..................... Disable
Mode: Ucast

User Idle TimeoUt.......iiiiiiiiiennnnnn. 300 seconds
ARP Idle Timeout........uiiiiiininnennnnn. 300 seconds
ARP Unicast Mode. ..... ..o iiiiiiiienennnnn. Disabled
Cisco AP Default Master..................... Disable
Mgmt Via Wireless Interface................. Enable
Bridge AP Zero Config........cuiiiiiieon. Enable
Bridge Shared Secret..........uviieeennnnnnn
youshouldsetme

Allow 0Old Bridging Aps To Authenticate...... Disable
Over The Air Provisioning of AP's........... Disable
Mobile Peer to Peer Blocking................ Disable
AppPle TalK ..ttt e e e e e e e e Disable

AP Fallback ......i ittt ittt Enable

Web Auth Redirect Ports .................... 80

Fast SSID Change .......uiiietennennnennn. Disabled

Press Enter to continue Or <Ctl Z> to abort

Port Summary

STP Admin Physical Physical Link
Link Mcast
Pr Type Stat Mode Mode Status Status
Trap Appliance POE

1 Normal Forw Enable Auto 1000 Full Up
Enable Enable N/A
2 Normal Forw Enable Auto 1000 Full Up
Enable Enable N/A

Mobility Configuration
Mobility ProtoCol POrt......oiiiiiieeeeeennnnn 16666
Mobility Security Mode. .. ... ..t iimeneennnnnn




Disabled

Default Mobility DOMAin...... ..ot innennennn
airespacerf

Mobility Group members configured................ 3

Switches configured in the Mobility Group

MAC Address IP Address Group Name
00:0b:85:33:a28:40 192.168.5.70 <local>
00:0b:85:40:cf:a0 192.168.120.100 <local>
00:0b:85:43:8c:80 192.168.5.40 airespacerf

Interface Configuration

Interface Name. ... ...ttt ittt ettt ee e ap-
manager

N L =T
192.168.120.101

IP NetmasK. . oo vttt ittt et e i et e e
255.255.255.0

TP GalaWaY e v v ittt et e et e e et et et e e e e e
192.168.120.1

untagged

Active Physical POrt...... ittt iieennnn 1
Primary Physical Port.........oiiiiiiimiieeeeenns 1
Backup Physical POrt........uiiiiieiiennnnnnn
Unconfigured

Primary DHCP SerVeT . i vttt ittt e ettt et eeeee e eeennn
192.168.1.20

Secondary DHCP SerVeTr . .o v it ettt ee e eeeeeneenns
Unconfigured

Unconfigured
AP MaANaAgEE t v v v e v et e et e ettt et e Yes

Interface Name. .. ...ttt ittt
management

MAC AQQr eSS . i it ittt ittt ettt ettt et e e
00:0b:85:40:cf:al

N L =T N
192.168.120.100

IP Netmask. . oo vttt ittt e e i et e e
255.255.255.0

TP GalaWaY v v v it ittt et et et et e e e e e e e e
192.168.120.1

untagged

Active Physical PoOrt.......iiiii it eieennnnn 1
Primary Physical Port.........coiiiiiiiiiieeeeenns 1
Backup Physical POrt........uuiiiiieeteennnnnnn
Unconfigured

Primary DHCP Ser Ve . i v vttt ittt e ettt eeeeeeeeennn
192.168.1.20

Secondary DHCP SerVeTr . . o v it ttnetme e eeeeeneenns
Unconfigured

Unconfigured
AP MaANaAG e t v v v e v et e et e et e et e No

Interface Name. .. ...ttt ittt ittt
service-port

MAC AQQr eSS . it ittt ittt ettt ettt ettt e e
00:0b:85:40:cf:al

TP AL eSS . ittt ittt i e et e e
192.168.250.100




IP Netmask. . oo vttt ittt e e et e e
255.255.255.0

DHCP ProtoCol. ...ttt ittt et iiinnn
Disabled

AP MaANaAGEE t v v v e v et e et e ettt et e No

Interface Name. .. ...ttt ittt ittt
virtual

N L =T
1.1.1.1

Virtual DNS Host Name. .......ouuiiitiiieennennnnnn
Disabled

AP MaANaAGEE t v v v e v et e et e ettt et e No

WLAN Configuration

WLAN TIdentifier. ... ..ttt 1
Network Name (SSID) . v v vttt ii ittt et eteeeeeeeeennnn
1labl20wlc4402ipl100

Enabled

MAC Filtering. ... i ittt e ettt eee e e eeennn
Enabled

Broadcast SSID. ...ttt ittt ittt
Enabled

AAA Policy OVerride. . ...ttt t ittt eee e e eeeenn
Disabled

Number of Active Clients............... ... 0
Exclusionlist Timeout........... ..., 60
seconds

Session Timeout. .. ... ...ttt 1800
seconds

Interface. .ot e
management

L 2N 2
unconfigured

DHCP SOV . ittt ittt ittt e ettt it ettt
Default

Quality of Service....... . e Silver
(best effort)

Disabled
Dotll-Phone Mode (7920) ..... i iiiiiiiiiiinnnnnn.
Disabled
Wired Protocol. ... ...ttt it e None
LIV ST S b ) o Yo sl
Disabled
F =Y e N =0 N 1 2 All
Radius Servers

Authentication......... ...
192.168.1.20 1812
Security

System
SLAtiC WEP KeY St i ittt ittt e et e ettt teeeeeeeeenn
Enabled




Disabled

Wi-Fi Protected Access (WPALl).................
Disabled

Wi-Fi Protected Access v2 (WPA2)..............
Disabled

TP SeCUTIEY ittt ittt e e e e e et e e e e e e e e
Disabled

IP Security Passthru.............. ...,
Disabled

Disabled

Web Based Authentication......................
Disabled

Web-Passthrough. .. ... ... ...
Disabled

AUuto ANChOr. .. .. it i e
Disabled

Cranite Passthru.......... ... .. ... ..
Disabled

Fortress Passthru........... .. i
Disabled

RADIUS Configuration

Vendor Id Backward Compatibility.................
Disabled

Credentials Caching. ... ....uu it iiennnnnnn
Disabled

Call Station Id TYP .« v vt ittt ittt et et e eeeeeenn IP
Address

Administrative Authentication via RADIUS.........
Enabled

Disabled

Load Balancing Info

Aggressive Load BalanCing.........ueeeeeeeeeennn
Enabled

Aggressive Load Balancing Window................. 0
clients

Signature Policy
Signature ProCesSSIing. ... . viie et ttteeeeeeennnn
Enabled

Spanning Tree Switch Configuration
STP Specification...........ouiuuuuunn.. IEEE 802.1D

STP Base MAC AddressS. .. ... eeennnn
00:0B:85:40:CF:A0

Spanning Tree Algorithm................ Disable
STP Bridge Priority..........ouieueeeenn.. 32768
STP Bridge Max. Age (seconds).......... 20

STP Bridge Hello Time (seconds)........ 2

STP Bridge Forward Delay (seconds)..... 15

Spanning Tree Port Configuration

STP POTL ID. . it ittt ittt ettt ettt e 8001

STP Port State......uii ittt Forwarding
STP Port Administrative Mode................ 802.1D

STP POrt Priority......uuiiiie it 128

STP Port Path Cost....... ... .. 4

STP Port Path Cost Mode............ccoueuo... Auto




STP POTL ID. . it ittt ittt ettt ettt e 8002

STP Port State......uii ittt Forwarding
STP Port Administrative Mode................ 802.1D
STP POrt Priority......uuiiinee i, 128

STP Port Path Cost....... ..., 4

STP Port Path Cost Mode........... .. oo Auto

APRADQOTVYST NSX—ZDOERE

DY IVTR, XVvV1IZXYRD—TORD AP OBREOBRESFEZHLVCEETH T UYD
DO NTGA—=RIZDVWTHBELET, chsD/NTX—RIE. GUIACLIOESESSHEFERLT
BETEET,

1. [Wireless] 22 '1) Y 2 LT, JRIC [Access Points] D F® [AllAPs] 22 )Y 2 LET, [All
APS| R—I N RRENET,
2. Z{ERA®D AP1510 @ [Detaill V> %& 21 Y 2 LT, [All APs] > [Details] R—ZICF V1A
LET,
COR—T TR, AP151073ENT ) Y DHEERF DAPICK L T, [Generall®[AP Mode] ' B B
B IZ[Bridge]lcEREE NE T, < DAR— NO[Bridging Information]iZ €& C DIEHRA R RENET,
[Bridging Information] T, XROFA 72 3a>0OVWThAZBIRLT, Xv21 XY KNID—JRADZ
D AP DEREIZEELET,

. MeshAP:AP1510A0" > FO—ZICDA VL AEHRENTVBRBEE. COF7T a2 zER

LEd,
. RootAP:AP1510A > NO—Z ICEBREHENTVRHEE., COAT>a > &BIRLET

o

Bridging Information

4P Raole MeshaP W
Bridge Type Cwutdoor
Bridge Group Mame

Ethernet Bridging []
Backhaul Interface 802.11a

Bridge Data Rate (Mbps)

183 »

i3

2

C T,

AP " WLC ICB#EEhd &, WLC ® GUI O EFBICH S Wireless X7 TAP ZERRTEDLSIC

BYET,

RENERICHBEL TVRAESHZBIEBLET,



MOMITOR Wlaps  CONTROLLER  WIRELESS — SECURITY MAHAGEMEMT COMMAMNDE HELP

Al APs

search by Ethernet MALC Search I

Operational

1 : ]
AF Hame AP 1D Ethernet MALC Admin Status Status

Fart

Detsi
laplz0brlS10iplss E 00:0b: 85525080 Enable REG 1 Bridging
Intormaton
Dretai
labizobriS10ipls0 i0 D0:0b:65: Se:40:00 Enable REG i Eridginig
Information

CLI Tk, showap summary AN RZEFEAL T, APAWLC ICEBE B2 RDKSIC
BRETEEXT,

(Cisco Controller) >show ap summary

AP Name Slots AP Model Ethernet MAC Location Port
1abl20brl1l510ipl52 2 OAP1500 00:0b:85:5e:5a:80 default_location 1
1abl20br1510ipl150 2 OAP1500 00:0b:85:5e:40:00 default_location 1

(Cisco Controller) >

GUI 0 Bridging Details 221 Y 2L T, AP O&XEIZHEBLET,

Al APs = labl20brlS10ep 152 = Bridging Detalls _<h
Bridging Details Bridging Links
AP Bale RAP P arent
Bridge Group Mameo Child lab1z0brl510iplS0 1 D0:0biESISe
Back haul [Aksfacs 802 11s
Switch Physical Port 1
Routsng State Maimlenance

Malfarmned Neighbor Packets 1l
Paor Haghbor ENE reportng Li]
Bilacklisted Packers 1

Induffeciemt Mamory regortng 0

Ay Neighbor Bequests ar
Ax Meighbor Responsed 1]
Tz Ne :_|||I|l:I A egesls 1]
Tu Nasghbor Redpondes L
Pareni Changes count il
Noighbor Timaouts count o
MNaode Hope 1]

WLC CLI T show mesh path <Cisco AP> 1< > K# & T show mesh neigh <Cisco AP> X >/
REEALT, APHFWLC CEBBEhTVDLEZMRETEETT,



(Cisco Controller) >show mesh path 1labl20brl1510ipl52
00:0B:85:5E:5A:80 is RAP

(Cisco Controller) >show mesh neigh 1abl120br1510ipl52

AP MAC : 00:0B:85:5E:40:00

FLAGS :

160 CHILD

worstDv 255, Ant 0, channel 0, biters 0, ppiters 10

Numroutes 0, snr 0, snrUp 0, snrDown 26, linkSnr 0

adjustedEase 0, unadjustedEase 0

txParent 0, rxParent 0

poorSnr O

lastUpdate 1150103792 (Mon Jun 12 09:16:32 2006)

parentChange 0

Per antenna smoothed snr values: 0 0 0 O

Vector through 00:0B:85:5E:40:00

(Cisco Controller) >

N | 1 Rl

aprc KXDEREZITO>TLEETL,

1.

2.

4.

TOEARLARODMACT RLAANWLC ® MAC 74 )LR UANICEMEATWS L
EHBELET, chik. ¥ 1T 1> MacFiltering] CRERBTEE T,

RAPEMAPE O HEMEIFHREHEL KT, F—HN—BLEN2IHERE. WLCTRDOX
Y —I B RIRNTCEET, LUAPPAUTH STRING_PAYLOADAP 00:0b:85:68:c1:d0 )& : /N\— 3 IC
&Y, EARYFOREAS/IVEFEALTECLET (TESES ). cniZBEBW
XY IAPOF—ZREL., REBEEZEBMTEEXT,

RAPIEBBEAVER—TIAAOTO—RFYTYARNXAYVE—SHEEEZELEBA, ROTIY

THIP7 RLAZRAPICK > TEHEEND LD, IZFYARNTRIPPRLAZEETS &
SICDHCPH—N%ZERELET., THONYEITOAZT 1Y IIPEEALET,

TV IN—TEBEFITIAINNMEDERICTEDH, LTV FIL—TEHFIVE
VIIBRUOBIETIRAPERIUELDSICERETNTVWA EZHIELET,

chnslE, Xv2aTFo0ARANE, BEORETT, WLCETIVEA RS NETHE
NDEHZOBBICODVWTIRNS TN 2 —F 14209 F2DA4AVLALANIO hO—ZICSmML AL
Lightweight 7V A R4 R ESBLTLEZ W,

NSTIL1—F142590EHOOAIVER

3 :debug AN REFEHTSHIC, Tdebug AV ROEELER. 23R T EEL,

ROFTINY T A REFEALT, WWCCORNS TN 1—FT 14V TZTAET,

. debug pem state enable : PV A RV —IZX—=I¥YOFNYIT A7 a>ORECEH
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l/i-g-o

. debug pem events enable : PO A RIS — IZ—=IJ¥OFNY T F72 a2V ORELCHE
ALZET,

. debug dhcp message enable : DHCP H—/SE DM THEICRBE N DHCP XY E—S 0
FINNY T BBIRRENET,

. debug dhcp packet enable : DHCP 4 —/S&E OB THEICEEE - DHCP /Ny Mo F#4A
BFENY BB RRENET,

RO debug ANV RERNS TN 1—FAVJICERATEET,

- debug Iwapp errors enable : LWAPP TS5 —0OF/\Y JiEBFRTENET,
- debug pm pki enable : AP & WLC OB TEEhIHEX Y E—D0FNY JBHRIRRE
hET,

XD debug Iwapp events enable WLC N> ROE A, LAP A" WLC ICBEREhi-Z&ZRL
TVWET,

(Cisco Controller) >debug lwapp events enable

Mon Jun 12 09:04:57 2006: 00:0b:85:5e:40:00 Received LWAPP JOIN REQUEST
from AP 00:0b:85:5e:40:00 to 06:0a:10:10:00:00 on port '1'

Mon Jun 12 09:04:57 2006: 00:0b:85:5e:40:00 AP 1abl20brl1510ipl50: txNonce
00:0B:85:40:CF:A0 rxNonce 00:0B:85:5E:40:00

Mon Jun 12 09:04:57 2006: 00:0b:85:5e:40:00 LWAPP Join-Request MTU path from
AP 00:0b:85:5e:40:00 is 1500, remote debug mode is 0

Mon Jun 12 09:04:58 2006: 00:0b:85:5e:40:00 Successfully added NPU Entry for
AP 00:0b:85:5€:40:00 (index 1) Switch IP: 192.168.120.101, Switch Port: 12223,
intIfNum 1, vlanId 0 AP IP: 192.168.120.150, AP Port: 58368, next hop

MAC: 00:0b:85:5e:40:00

Mon Jun 12 09:04:58 2006: 00:0b:85:5e:40:00 Successfully transmission of
LWAPP Join-Reply to AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:58 2006: 00:0b:85:5e:40:00 Register LWAPP event for AP
00:0b:85:5e:40:00 slot 0

Mon Jun 12 09:04:58 2006: 00:0b:85:5e:40:00 Register LWAPP event for AP
00:0b:85:5e€:40:00 slot 1

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CONFIGURE REQUEST
from AP 00:0b:85:5€:40:00 to 00:0b:85:40:cf:a3

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Updating IP info for AP 00:0b:85:5e:40:00
-- static 1, 192.168.120.150/255.255.255.0, gtw 192.168.120.1

Mon Jun 12 09:04:59 2006: spamVerifyRegDomain RegDomain set for slot 0 code 0 regstring
-A regDfromCb -A

Mon Jun 12 09:04:59 2006: spamVerifyRegDomain RegDomain set for slot 1 code 0 regstring
-A regDfromCb -A

Mon Jun 12 09:04:59 2006: spamEncodeDomainSecretPayload:Send domain secret
airespacerf<65,4d,c3,6f,88,35,cd, 4d,3b,2b,bd, 95,5b,42,6d,ac,b6,ab, £7,3d> to
AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Successfully transmission of LWAPP
Config-Message to AP 00:0b:85:5e:40:00
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Mon Jun 12 09:04:59 2006: Running spamEncodeCreateVapPayload for SSID
'labl20wlc4402ipl00"

Mon Jun 12 09:04:59 2006: Running spamEncodeCreateVapPayload for SSID
'labl20wlc4402ipl00"

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 AP 00:0b:85:5e:40:00 associated.
Last AP failure was due to Link Failure, reason: STATISTICS_INFO_RES

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CHANGE_STATE_EVENT from
AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Successfully transmission of LWAPP
Change-State-Event Response to AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 apfSpamProcessStateChangeInSpamContext:
Down LWAPP event for AP 00:0b:85:5e:40:00 slot 0

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP Down event for
AP 00:0b:85:5e:40:00 slot 0!

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CONFIGURE COMMAND
RES from AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CHANGE_STATE_EVENT from
AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Successfully transmission of LWAPP
Change-State-Event Response to AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 apfSpamProcessStateChangeInSpamContext:
Down LWAPP event for AP 00:0b:85:5e:40:00 slot 1

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP Down event for AP
00:0b:85:5€:40:00 slot 1!

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CONFIGURE COMMAND
RES from AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CONFIGURE COMMAND
RES from AP 00:0b:85:5e:40:00
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