Cisco WLAN > FNO—ZZ#EAHALU BRI A
NT7OtEADKRESH

&

BE

Bl $R St

EZ#®
FEAIBZAVR—F b

B

aXE

TFOBA LAY AAYFOERE

ERITANORBICEIZIEER

759 RTA—LDYR—K

LR LAN QORE

F2A—WLAN O RO—FICEBRERIARNTIOEA
BRI AN DF5AT >V NDORE

O—AHI WLC OERETAREGOT/NY T
=

NP | Rl N

B E B R

BE

O RFIANTIK, Cisco Unified Wireless Y 7RI F7 J1)—RA4261.0 ABEFERATS
Cisco WLAN 1> hO—5 (WLC ) TOFL VWEBS AN PO EAMEOH R— ML BT Z K
TOELADREREREICOVTHBLET, FITEITZ<OEN, KELEEE, N—KF—,
BROCAVHILEZBNIAVEZ—ZY N T IO ECAZREBEIDIVLEUN HDI L EZRBIBDELSIC
BOTETVET, TNZR—2v, EF21VT 1 TRES N, FIHENATVIERSLTER
TDAR—ZFXYNTOEAZELUTDAVYLALAN O RO—FTTFARNCRHETEET,

TAN -, BREENTVWRFEAFEEZTTLUERIIEEDA —HRY M R—NIEKELT
BEBENRELETAN XY RNRD—=DILT VRS RZDCENFAENET, D1 VLA TAN
11—, BFOTANTIOAMeEEZFEAL TWLAN I NO—JICERICERTEET,

F 7=, Wireless Control System (WCS ) (&, WLAN O RO—SOEARELERICMA T, L
RTAN A—H H—EREZRHELE T, IYRNT—JICWLANIDY RO—F& WCS 29 TIC
BHEELEEBALELISELTVEBERKEG. BRTANTIVELALRBUAVTIZANTGIOF Y%
SEHATEET, TOXRSICTDE, IZT77ARIDAVLAEBROBEDT AN TOEA T
DARVIVAN IV R I—HICRHEhET,

BRT AN R—RNFEEOBATREEZ N, TO/ERA A Y FILELEENET, ThSOR—bK
. TOEARAAYTFOREILI >TERTANLATV2VLAND 1 DICKREHSNET, &
EFEE, UTO2 2030V 132 ZRATERY,

-B—OWLAN O RO—F (VLANZEBRE—R)-TIEA ALY FIZK2TH AN VLAN
DEBRTAN NZTAVYINERTANTIOERA VYD 1—23 0 2R#9% WLAN OV b
O—ZIChZoFTdEnEzT, cOODNO—FRADERT AN VLAN » 5B VLAN



ANOD VLAN B ZRITLET,

c22OWLAN O hO—Z (BB72H—F—R)-TIEBRARAYFILL2>TERT AL
RZ74vOFAO—AINWLAN O ROA=F (TIEAAMYFORKEELICHSDI2 b
A—Z)ICRZUFITENET, COO—AIWLAN O hO—F k. BRERIT DA
YLAOTAN TV ARACKREE N EF LT (DMZ) OF7>A— WLAN O NO—7F
OZATRNETA—LET, 9FATRNFDMZOT7H— I MO—ZICERIC
N RATENE, DHCPIP 7 RLADEVWHTR VT A4 T2 hOFERLE A DMZ WLC
TREEINRT, TNHNTETIBE, IJTFATUVRNIRNZT AV I REZREBETERLIICE
&I,

Internet

EtherlP
“Guest
Tunnel”

3
3

‘Wirad Clent

Mg

BIRRAF
B

CORFIXVNCBRENEHRBYEEA.
FERATIIVR—F2 b

CiscoWLAN O RO—SOE/JET AN 7O AMEED H7R— N & Cisco Unified Wireless ¥V 7
ROITTF7 1))—R4261.0 LETREETNET,

CORFIXNOBERHRIF. REOSARRICHZTNAALCETVWTHERENELEZ, COR
FIAIAXNTEATZIXNTOTNA AR, B (F7AILD ) REOREHNSEEBLTVWERT
o WRORY RD—IUNRBBHITHIBEICEF. EOLXSBOANYRIZDVTE, ZTOEEMN



BEEIODVTHRIEBL THBENf BYUET,

RUE

COEIZIDVTE, CORFIARNTHHEITIREZRETDILOICHLEZBRZRMLT
WET,

FOERALAY A4 Y FORE

BRTIANT O CAZREHRTZ D, EBERLAV2T7I9EA LAY AAMYFOEBEDKR—
NZ7 AN VLAN TRETDHBENFHYVET, TARNVLANR, CORMYFTREENTWVD
ZTOMD VLAN ERRIICTRIHBEN HYVET, TARNVLAN RZ 714V VRFREESIZHD
WLAN O—AJ)L A NA—FIERNZUFTEnET, O—AL I NO—FR, AN KNS
7 1Y % EolP ( Ethernetover IP ) R RJIEBHTDMZ 7>A— A MA—ZIC N RD Y
TJULET, cOVYDI1—232ICREPIELEE2DOOTINO—FHFMBETT,

HDWE, TOEARAYFHFE—OIDANO—FICTAMVLANZRZ2F2 T LT, WLAN
O RO—Z0HNAVE—TIAALCLRTEDTANVLAN AEBRENDLSICLET,

cat 6506# show vlan id 49

VLAN Nane St at us Ports
49 VLANO049 active G2/1, G2/2, G2/4, G2/35
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VLAN Type SAID MIU  Parent RingNo BridgeNo Stp Brdghbde Transl Trans2

49 enet 100049 1500 - - - - - 0 0

Renot e SPAN VLAN

cat 6506#

i nterface FastEt hernet 4/ 24
description Wred GQuest Access

swi t chport

swi tchport access vlan 49

no i p address

end

cat 6506#

interface G gabitEthernet2/4
description Trunk port to the W.C
swi t chport

swi tchport trunk native vlan 80
swi tchport trunk allowed vlan 49, 80, 110
swi tchport node trunk
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end

F: CORFIXNTHEATATVWS AV ROFEMEFANS(Z(E. Command Lookup
Tool (BHI1I—YEHER ) ZEAL TEZL,



BFRTANORBCHATZIEER

CBE, BRETARNTIOEACODVTE S DOT AN LAN A HR—KRENTVET, 85T
I9AYLAD—HAIZE 16 O WLAN ZBRET D CENTE, BRTANTIOEARAICE
52D WLAN Z7>H— WLC TERETDENTEXRT, WLANICDVWTRERID K> X
WEHYYEEBA, BRETANTIOEAAD WLAN 28, INXTOS AN WLAN TRLU
EolP RZINZT>H—WLC ICRLTEALET,

- EEEFWLAN O MNO—FTRAFTIVI AR —TIAAZERL, chsDA1U R
—7IA A% "GuestLAN; £ELTNY—2L., A LAN ELULTHERE N/ WLAN ICCh
504 E—T7IAAZHENTIHENHVET, ”

cDTATUONNTZ T4V 0RETES, BREZEC WLANRREN T A— A NO—F &
DE—-NIANO—Z7OMAETRAUVICBEDIIICLET,

-WLC ICREEBMEDOHBDVIRNIDIT N—23AFRBETT, ThSHFRUXDy— N—D
AZERITITBDEDICLET,

- Web FBEEIE, BT AN LAN THRAAREZTF72I)L8OEXF1U)T 4 XAZAALATY, B’
ERAARELRAT2 a2 REROES TT, [Open]. [Web Auth], & KT [Web
Passthrough].

cJE—MWLC ET7H—WLC DKM R TECIP BENREL LBEICE., 9F14T >
N TF—ZR=ABFT2H—WLC ASITVTENET, V9747 NEBT7VYSI—>3>
BELUVBRAIENBZMEN HYET,

LAV 2EF21UFTARYR—bEhFEHA,

CEBBTANLANONILFEYAN RZ 7490 7O—RFYAN KNZT74v 2@ RAOY
TENET,

-DHCP 7’OF&EZT7A— A MNO—FUE—N I MNO—Z0@ATRLICT D
ENFopVEY,

BRTANMIOVTE., OV MAO—FTRITENDTARIL ZALT IR BVET, RESTH
EEHRBRENTY M I9TSAT R SEFENBEVESR., 924728 22 NA—FH5
HIBRENE T, VT4 T MREICT RLAFBRZTORNIIL (ARP ) ERZEEFETDE, L
U%?*r;‘; NIVRNUNMEREHh, EF1VTAREICH > T Web FRADREE - (FRITIRE
IC®ITL 0

Al W E BV NOLE: Sl 8
BRI AN TOLRR, ROTTY N7 4—LATHR—REATVET,

- Cisco WLC 4402, 4404, WiSM, 3750G, 5508, WiSM2, Virtual WLC
AR LAN ORRE

COPITE, DAVLALANIY NO—ZOEAREZREL TVET, FEINERF, BRY
ANTOELADREZRTIDEHICHERZEBMBRETT,

1. 34TV AR —TIA AZERL., "™FARNLAN ELTNX—ILET, “ 0F
A1FEIVDAVR—TIAREZEGHI ) —ATHERTZEHES., LA/VY2VLAN THZ=d
IP7RLANFEELELSTE, PP7RLAEFTAILNTF—RNIIA ZIBETIHLEND
\)ET, DHCP 7 RLAZEEIT D HERFHYEBA. BETAN IVTFATNEZD
VLAN [CYIEBWICEKEENET,



CISCO MOMNITOR  WLAH CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMAMDS  HELP

Controller Interfaces > Edit
General
e General Information
Interfaces Iriterface Namsa wirad-vlan-49
Multicast MAC Address 00 18: b9 maza7i23
Metwork Routes
Internal DHCP Server Interface Address

¥ Mobility Management WLAN Identifier Iﬂ_

Parts IP Address |1-:|.:.|1.49.2

MTR Hetrnask |255.1 55.255.0
b

AL Gateway 1010491

F Advanced
Physical Information

Fort Mumber
Backup Port

fctive Port

Enabla Dynamic AP
Managarment

Configuration

Cuarartine

Guest Lan

DHCP Information

Primary DHCP Server

‘|‘| 3w | 1“?|7|

Sacandary DHCP Servar

Access Control List

ACL Hame= nione =]

Hode: Changing the Inderface parameters causes the WLANS fo be
femporary dsabfad and Hhus map result i loss of conmeciivily for
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Controller

General
Inventory
Interfaces
Multicast
Metwork Routes

Ports
NTP

F CDP

F Advanced

Intermal DHCP Server
F rMobility Management

Interfaces = Edit

General Information

Inkerface Mame

MAC Addrass

Interface Address

110

D0:18:b9:ea:a7i23

WLAMN [denkifier
IF address
MNetmask

Gateway

Physical Information

110

10.10.110.2
255.255.255.0 |
10.10.110.1

Part Nurmber 1
Backup Fort i
Active Port 1
Enable Oyrismic &P r
Management
Configuration

Cuaranting r
Guest Lan r

DHCP Information

Primary DHCP Server

Secondary DHCP Server

ACCRss Control List

ACL Narme

10.10.110.1

[ nane
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Fipda: Clanging the Interfacs pararelers causes the WLANY fo ba
ternporardy Grabied and thus nray reEt in lors of conneativity for

some olenty,
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General

Inventory

Interfaces

Multicast

Network Routes

Intermal DHCP Sarver
k mohility Management

Parts

4. %L\ WLAN ZEBIIL £, [Type] ol [Guest LAN] ZFEEL £,

Interfaces

Interface Name

110
~Mman r
[OeRN A& M Nk
ryigs-
wirbual
Hi - 4

VLAN Identifier 1P Address

1in 10101102
urtagped 1010804
urtagged 10.10.80.3
HAE 0.0.0.0

[ 1111

A% 10,10.4%,2

Interface Type Dynamic AP Manasgement

Dnammic
Shabic
Shatic
Stabic
Skt

Dipriamic

Disabled - |
Erabled

Mot Supporbed

Kot Supported

Hot Supporbed

Disablsd [~ |
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Contraller Mebility Group Members = Edit All

Thiz page allows you to edit all mability group mambsars at once.
General tobility group members are listed below, one per line. Each
Inventory miobility group member is represented as a MALC address, IP

address and group namealoptional) separated by one or mora
Interfaces 5

paces
Multicast

00 ; LIz 70 ¥4:b2: 60 10.10.75.2 ;1
Metwork Routes 00:LE:bS:eaza7:I0 10.10.80.3 mobile-10

Internal DHCP Server

= Mobility Management
Mability Groups
Fobility Anchor Config

Ports
NTP
F CDP

F Advanced

22.@&%IC, VDE—N OO TEEVT A JIN—T%2RELET,
SIHLE

CISCO MONITOR
Controller Mobility Group Members > Edit All
Thig page allows you to edit all mobility group members &t once.
General Miohiliy group membere are ksted below, one per line. Each
Inventory rmohility group member is reprezented as & MAC address, [P
address and group name(optional) separated by one or more
Interfaces 2
pacas.
Multicast
00: 18 : b5 eaa¥: 20 10.10.20.3 ;I
Metwork Routes 00: L8:73: 34:B2:60  10,10.75,.2 mobile-3

Internal DHCP Server

= Muaobility Management
Mobility Groups
Mobility Anchor Confeg

Ports
MNTHE
F CDP

F Advanced

3.7HN—WLC TEHMLZBRuZFEAL TEHE WLAN 2R LET, COBEADARX—T
IAAW "Tnones TT, Chix, HELEVE—HN O MO—FH50 EolP R RILHFAS
AVB—TIAATHDEHTT, "HAMVEZ—TIA AR, BIOAVER—TIAATH
W, TCTERIZGAT RN IPTRLAZZTERYET, cOBITEE, ZINEFER
BRAAFIVI A R—T IS RANERShFET, L, COBRKRTIE., ADAM>2—
TJTIAAZ[None] lIcTBERFRTEBRVEVWSTIS— XY E—IHNRRENDNDT,
WLAN ZBMICT D EFTEEXEHA.
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CISCO A1 [ e TR L WIHE 2t SECURITY MARELEMEST L8 pMLARTLY ML
WLANs WLANS > Edit < Back apoly |
* WLANS General | Security | QoS | Advanced
WLAKS

¥ Advanced Frofile Name wired-guest-1
Type Fumsh LaN
E5I0 wirsd-gasast-1
Shatus I Enatied
Savurity Palices Web-Aulh

fMedificaticne dorm wrddar aecurdy tak will spoear after apphring tha changes. |

[ngress Interface |N|:|I'|E '|'|

Epress Inberface guest =

Foal Netas

2 Wah Policy cannot be used in combmahon with [Prec
4 Whan ohand sxciusion is enabied, a Timeout Value of 28r0 maans infinky (WAl reguire administralive override to reset ewcluded obents)

4. VE—KN I MO—FERE. LA4Y 3+ 2117 1% [web authentication] &£ U TEREL
E

WLAME WLANE > ik < Wil ETTE]
L Genral | Seweity | Q0S| Maanied
T Lapre @ | Lages | ANESpemiel
¥ Edugaind
AT 3 T A Mo 2]
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..... ] Fuspiad e
wrera g Fupaiird ke
e T — Fupbied Ak e

WLENE Hobiity Anchare = il
- WLk LM NEIE e R ]
-
Rl Smidih IF Aodidreas | drafvar | Eiafin Pl Emriral Fuih
il . [ a

Fakiddp drmbarirrair |

Bwikch [P dnddires [ Aechor ) ||l: L E R '-I
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CISCO MONITOR WIANS CONTROLLER 'WIRHESS  SEOURITY  MANMAGENENT  COMMANDES HELF

WLANS WLANe > Edit <pack | Apply |
Gemeral m :
* WLANS [ | @as | Advanced |
WLANS

F Advamced Frofils Mams wired-guest-1
Type Guemst L&Y
=510 wrad-guest-1
SEntus W Enabled
Fecurty Poines Wah-Auth

[Modifications done under securty tab wil sppesr sfter apphyng the changes.)

Ingress [mberfsos Ihcne- 'l

Egress [nterface [ouest =]
7. ﬂﬁt‘_\ BT ANWLANODVUE—KNWLC TEEUT 1 P2 h— ’EﬂEﬁZbi?o

TFoA—WLCOIPT7RLAZEIRL, EEUT 1 Poh—&ERLET,

WLEANS Wobity Ancharme - Bl |
T WLAkE AN NRIE el il
-y
b A Nl 1P Arebilriin | Rl | O s ® itk Cxmel vl Pl
AT - b -]

P kilp Al Ll
L S L = 18 35,08 Hiewt] 5]

TF—REFBNANTY TRETHD E2HRBLET, TSTHEVESGE, 7H—1
RhO—ZEVE—NDA4VYLALAN I MO—FETchsOR—MFRAVTVWSECE
ERELET (UDP 16666 E 1= IP 97 ) ,
8. BT AN I—HYN ALY FILERES ., Web FREENTT LS, [Policy Manager State]
A" [RUN] (C7 V), [Mobility Role] A [Export Foreign L’Zb’&h‘h(&*"&”ﬁﬁ/uo

Sares Configuration Ping | Logout | Hefres
MOMITOR  WiaNs CONTROLLER WIRFLESS  SECURITY  MANAGEMENT  COMMANDS  HELP
Moniter Chents > Detail cBack || Apply | Link Test |  Remeowe |
Sl ary Cliant Propartias AP Propartias
b nce e
MALC Address 0i:0d: 60: Sercazid AP Addrens Unkrwr
k Statistics
IF &ddress 00,0 AP Mame LT
k CDP
Clignt Ty REgulas AR Type Livbiraeai
F Rogues
N Lgear Nam= WLAN Profila eirac-gusst- 1
Clienls
Mudticast Fart Mumissr L SERluE Asieoated
Interfacs L1 Aggncistion (D ]
WLAN [D (811 BOZ.11 Authenbcation Open Sysbam
CICH Wersion Mot Supported Reason Code ]
EZE Versian Mot Supported Statue Code ]
Miski |y Rale Exprl Farmign CF Polabie Wk [mplementsd
Michilky Frar IF Address 10.16, 75,2 CF Poll Request Kot [mplementesd
Polioy Marmger States LW Sheert Preamble Wt [mplemanind
Mirror Hode Cazable -l PECT Wt [mplemented
Management Frame
Brotachion Mo Channel gl ity Kok [mplementesd
Teneout ]

BRI, 7> Hh— WLC THREZEFR L £9, [Policy Manager State] A" [RUN]. [Mobility
Role] A" [Export Anchor] TR IThEFEVYELB A,



Save Configurstion

Ping | Logout'' Befres

MONITCR  WiaNs CONTROLLER WIRELESS SECURITY  MagaGEMEN COMMANDS  HELP
Manitar Chents = Datail = Back Apply Link Tust | Bwmove |
Summany Cliant Proparties AP Proparties
F Acoess Points
Mac Address TR e AF Afdress Unkmiaaam
b Stalistics
1P Address 10.10.77.21 AP Mame 1010803
k COP I :
Cliant Typa Regular AP Type Mnhis
F Roguas
. User Naime guest WLEN Profile wirasi- quast-1
Client=
Multicast Pt Murmibar 1 Statuz asrooabsd
Inksrfacs pumst Azsocabon 1D ]
WLAN [T 77 S02.11 Authanlicatian Dpan Systarn
OO Versen Wil Sogprlid Rasson Code ]
BT Vergmn Mot Suooorted Status Code 1]
Mot ity Role Ewport Anchor OF Pallable Met Drmpliem enbed
Mobdity Petr [P Address 10.10.80.3 CF Poll Request Mot [mplemented
Policy Mansgar SEate BLIW Short Presmbls Mot Drmplemented
MaTor Mods ||:‘;|5.u|:\|g -I PEOC Mot Driplem s nbed
Rt Frame . Channal Agiliy Mot implemarnbed
Tirmesou ]

BRTAN VAT MORBRE

BRTANOZATNEHEIVLAN AS IPT RLAZZTEY) &L, Web FRAZTOEARZE
TTTRDERTRTTAVIRETERFTEREA,

TJFANI—FELTOJA2FBICE, LTOFIEZETLETD,

1. 7208 D4 ROERE, ZH0 URL A (#l : www.cisco.com) ZAHLET, Web
AN BRCBE2>TVBRBEERTAM DA VYLALANI NOA—Z0F7 2 )L h® Web
R=JIZCVAEALIREN, AHLEURLDODNS BRERT TR ENTEET, 5T
BWBAE, RO URL ZABLET, https://1.1.1.1/login.html, CDFE, IP 7 RL A
1111 EDAVYLALAN O MO 0{REIP 7 RLATT,
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debug client

Cisco Controller) >show debug
MAC address .......oiiii i 00: 0d: 60: 5e: ca: 62
Debug Fl ags Enabl ed:

dhcp packet enabl ed

dot 11 nobil e enabl ed.

dot 11 state enabl ed

dot 1x events enabl ed.

dot 1x states enabl ed.

pem events enabl ed

pem state enabl ed

(Cisco Controller) >Tue Sep 11 13:27:42 2007: 00: 0d: 60: 5e: ca: 62
Addi ng nmobile on Wred Guest 00: 00: 00: 00: 00: 00( 0)
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e:ca: 62
apf Handl eW r edGuest Mobi | eSt ati on
(apf_wired_guest.c: 121) Changing state for mobile
00:0d4:60:5e:ca:62 on AP 00:00:00:
00:00:00 from Idle to Associated
Tue Sep 11 13:27:42 2007: 00:0d: 60:5e:ca: 62 0.0.0.0 START (0)
Initializing policy
Tue Sep 11 13:27:42 2007: 00:0d: 60:5e:ca: 62 0.0.0.0 START (0)
Change state to AUTHCHECK (2) |ast state AUTHCHECK (2)
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e:ca: 62 0.0.0.0 AUTHCHECK (2)
Change state to L2AUTHCOVPLETE (4) |ast state L2AUTHCOWPLETE (4)
Tue Sep 11 13:27:42 2007: 00:0d: 60:5e:ca: 62 0.0.0.0 L2AUTHCOVPLETE (4)
Change state to DHCP_REQD (7) last state DHCP_REQD (7)
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e: ca: 62
apf PemAddUser 2 (apf_policy.c:209) Changing state for nobile
00: 0d: 60: 5e: ca: 62 on AP 00: 00: 00: 00: 00: 00 from Associ ated to Associ at ed
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e:ca: 62 Session Tinmeout is 0 -
not starting session tinmer for the nobile
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e:ca: 62
St opping deletion of Mbile Station: (callerld: 48)
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e:ca: 62
Wired Guest packet from 10.10.80.252 on mobile
Tue Sep 11 13:27:43 2007: 00:0d: 60: 5e: ca: 62
Wred CGuest packet from 10.10.80.252 on nobile
Tue Sep 11 13:27:43 2007: 00:0d: 60: 5e: ca: 62
O phan Packet from 10.10. 80. 252
Tue Sep 11 13:27:43 2007: 00:0d: 60: 5e: ca: 62
Wred CGuest packet from 169.254.20.157 on nobile
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e:ca: 62
Wred CGuest packet from 169.254.20.157 on nobile
Tue Sep 11 13:27:44 2007: 00:0d: 60:5e:ca:62 0.0.0.0
DHCP_REQD (7) State Update from Mobility-Incomplete
to Mobility-Complete, mobility role=Local
Tue Sep 11 13:27:44 2007: 00:0d: 60:5e:ca:62 0.0.0.0
DHCP_REQD (7) penmAdvanceState2 3934, Adding TMP rule
Tue Sep 11 13:27:44 2007: 00:0d: 60:5e:ca:62 0.0.0.0
DHCP_REQD (7) Adding Fast Path rule
type = Airespace AP - Learn | P address on AP 00: 00: 00: 00: 00: 00



slot O, interface = 1, QOS = 0 ACL Id = 255
Junbo Franes = NO, 802.1P = 0, DSCP = 0, Tokenl D = 5006
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e:ca: 62 0.0.0.0 DHCP_REQD
(7) Successfully plunbed mobile rule (ACL | D 255)
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e: ca: 62
Installing O phan Pkt | P address 169.254.20.157 for station
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e: ca: 62
Unsuccessfully installed | P address 169. 254. 20. 157 for station
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e: ca: 62
0.0.0.0 Added NPU entry of type 9
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e: ca: 62
Sent an XID frane
Tue Sep 11 13:27:45 2007: 00: 0d: 60: 5e: ca: 62
Wred CGuest packet from 169. 254.20.157 on nobile
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP recei ved op BOOTREQUEST (1) (len 310, port 1, encap Oxec00)
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP selecting relay 1 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGat eway: 0.0.0.0, dhcpRelay: 0.0.0.0 VLAN O
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP selected relay 1 - 10.10.110.1(local address 10.10.110.2,
gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:48 2007: 00: 0d: 60: 5e: ca: 62
DHCP transmitting DHCP DI SCOVER (1)
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP  op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP  xid: 0x87214d01 (2267106561), secs: 0, flags: 8000
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP  chaddr: 00: 0d: 60: 5e: ca: 62
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP  requested ip:10.10.80. 252
Tue Sep 11 13:27:48 2007: 00: 0d: 60: 5e: ca: 62
DHCP ARPing for 10.10.110.1 (SPA 10.10.110.2, vlanld 110)
Tue Sep 11 13:27:48 2007: 00: 0d: 60: 5e: ca: 62
DHCP sel ecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2
VLAN: 110
Tue Sep 11 13:27:48 2007: 00: 0d: 60: 5e: ca: 62
DHCP sel ected relay 2 - NONE
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP recei ved op BOOTREQUEST (1) (len 310, port 1, encap Oxec00)

Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP selecting relay 1 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGat eway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP sel ected relay 1 - 10.10.110.1(local address 10.10.110. 2,
gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP transmitting DHCP DI SCOVER (1)
Tue Sep 11 13:27:51 2007: 00: 0d: 60: 5e: ca: 62
DHCP  op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP  xid: 0x87214d01 (2267106561), secs: 36957, flags: 8000
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP  chaddr: 00: 0d: 60: 5e: ca: 62



Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP  requested ip: 10.10.80.252
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP sendi ng REQUEST to 10.10.110.1 (len 350, port 1, vlan 110)
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP sel ecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGat eway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP sel ected relay 2 - NONE
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP received op BOOTREPLY (2) (len 308, port 1, encap Oxec00)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP setting server from OFFER

(server 10.10.110.1, yiaddr 10.10.110.3)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP sending REPLY to Wred dient (len 350, port 1)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP transmitting DHCP OFFER (2)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: O
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  xid: 0x87214d01 (2267106561), secs: 0, flags: 8000
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  chaddr: 00: 0d: 60: 5e: ca: 62
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP ciaddr: 0.0.0.0, yiaddr: 10.10.110.3
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  server id: 1.1.1.1 rcvd server id: 10.10.110.1
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP recei ved op BOOTREQUEST (1) (len 334, port 1, encap Oxec00)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP selecting relay 1 - control block settings:
dhcpServer: 10.10.110.1, dhcpNetmask: 0.0.0.0,
dhcpGat eway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP sel ected relay 1 - 10.10.110.1(local address 10.10.110. 2,

gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP transmitting DHCP REQUEST ( 3)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  xid: 0x87214d01 (2267106561), secs: 36957, flags: 8000
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  chaddr: 00: 0d: 60: 5e: ca: 62
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP requested ip: 10.10.110.3
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP server id: 10.10.110.1 rcvd server id: 1.1.1.1
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP sending REQUEST to 10.10.110.1(len 374, port 1, vlan 110)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP selecting relay 2 - control block settings:



dhcpServer: 10.10.110.1, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP sel ected relay 2 - NONE
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP received op BOOTREPLY (2) (len 308, port 1, encap Oxec00)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
10.10.110.3 DHCP_REQD (7) Change state to WEBAUTH_REQD
(8) last state WEBAUTH_REQD (8)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
10. 10. 110. 3 WEBAUTH_REQD (8) penmAdvanceSt at e2
4598, Adding TMP rule
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
10.10.110.3 WEBAUTH_REQD (8) Replacing Fast Path rule
type = Airespace AP Client - ACL passthru
on AP 00:00:00:00:00:00, slot 0, interface = 1, QOS = 0
ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 5006
Tue Sep 11 13:27:54 2007: 00:04:60:5e:ca:62
10.10.110.3 WEBAUTH_REQD (8) Successfully
plumbed mobile rule (ACL ID 255)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
Pl unbi ng web-auth redirect rule due to user |ogout
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
Addi ng Wb Rul el D 31 for nobile 00:0d: 60: 5e: ca: 62
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
Assi gni ng Address 10.10.110.3 to nobile
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP sending REPLY to Wred dient (len 350, port 1)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP transmitting DHCP ACK (5)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP  op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: O
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP  xid: 0x87214d01 (2267106561), secs: 0, flags: 8000
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP  chaddr: 00: 0d: 60: 5e: ca: 62

Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP ciaddr: 0.0.0.0, yiaddr: 10.10.110.3
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP  server id: 1.1.1.1 rcvd server id: 10.10.110.1
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
10. 10. 110. 3 Added NPU entry of type 2
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e:ca: 62 Sent an XID frane
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62
Usernane entry (guestl) created for mobile
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62
Setting guest session tinmeout for nobile
00: 0d: 60: 5e: ca: 62 to 79953 seconds
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62
Session Timeout is 79953 — starting session timer for the nobile
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62
10. 10. 110. 3 WEBAUTH_REQD (8) Change state to
WEBAUTH_NOL3SEC (14) | ast state WEBAUTH NOL3SEC (14)
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62
10. 10. 110. 3 WEBAUTH_NOL3SEC (14) cChange state to RUN
(20) last state RUN (20)
Tue Sep 11 13:28:12 2007: 00: 0d: 60: 5e: ca: 62 10.10.110.3 RUN
(20) Reached PLUMBFA STPATH: fromline 4518
Tue Sep 11 13:28:12 2007: 00: 0d: 60: 5e: ca: 62 10.10.110.3 RUN
(20) Replacing FastPath rule
type = Airespace AP Cient



on AP 00: 00: 00: 00: 00: 00, slot 0O, interface =1, QOS = 0
ACL Id = 255, Junbo Franes = NO, 802.1P = 0, DSCP = 0, TokenlD = 5006
Tue Sep 11 13:28:12 2007: 00: 0d: 60: 5e: ca: 62 10.10.110.3 RUN
(20) Successfully plunbed nobile rule (ACL | D 255)
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62 10.10.110.3
Added NPU entry of type 1
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62 Sending a gratuitous
ARP for 10.10.110.3, VLAN Id 110
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