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—ALICEETDIHEE. 77U IT—23>0RNS 74V 0858E OSICLBDHR—MNFBVE,
WMM BEEED RN LEHEE A,

EFF 054 T>hDFERK. QoS 7O77 1)L Gold ZBIRL., WMM ZFMICLET. FTP
94T NDFEE, QoS 7O774J)LE L T Bronze Zi&RL, WMM ZEMICLET ( <
DOHITE, FTPOZAT R WMM ZHR—MLTVEVE® ),
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Save CormMgursticn

MAMAGEMENT COMMANDS  HELP

WLAMNS WLANS = MNew < Back I Apply -\JI
-

WLANs WLAN ID 1 =
WLAN: -

AF Groups VLAN

WLAN SSID [Frechents




-2 -PHAAEFTI D IT Jd@ L

Save Configurstion Ping  LogoUt  Felresh

MONITOR  WiLANS CONTROLLER  WIRELESS SECURITY  MAMNAGEMENT COMMBNDES  HELP
. - s
WLANS WLANS > Edit < Back | apply |
WILANS% WiLAN 1D . ]
) WLAN SSID FTPchiants
Genaral Policies :":I'll"'llllfl" Pollcigs
R adia Palicy all -I
Lawer 2 Secunty |H|are ;1
drmin Status F Enabled
[ HAZ Filkering
b1 18111 Ilrng_l:ll,,l'_l;if-:ﬂ | |
-;_'_':.,:u-!ll'-r of Sarvica [GoS) |E-":mze- l:baclcgmu‘:d;n;l o } Layer 3 Securty Mane =
W Faliey——————— e I Wab olcy *
TOD0 Phons Support T Client CAC Limit [C &F CAC Limit
Broadeast SSID FF Enabled
B * web Policy cannot be wsed in combinat
Aironet 1E F Enabled with TPsec snd LETP
Allow ARA Override ™ Enabhed a3 ywhen disnt = sioh 8 ansbind, & Grasout
alu= of zera mears infinit [
Cliert Exclusion ¥ Enabled += |50 e el ; ,'
Timeout Valuee (s8cs) anta)
—_— I ik piarte F

DHCP Server I Overrde
DHCP Addr, Assignensnt— 1 Reguired

[ Irterface Nams fio =] )

MPP Wersicn Begured T

MFF Signaturs =1 — :
Genaration F  (Global MFF Dizabled)

H-RE&P Local Switchang [T

FORTRESS mt

Radius Sorvers

Amthenticaton Servers ACCOUnIng Servers
Server 1 none = nans = | ]
Server I none = ] --I =

Z:AVMO—FALAY2E—RT, WMMABHICE>TWAHEREK. APAI MO—Z(20
ATERLDSICTBRICE, APERTVIOR—NIBMETZIHLENF HYERT,

CLIZfEAL. WLC ETWLAN KRV QoS ZFRET A ICIE, XDV REZRKITLET,

. config wlan create <wlan-id> <wlan-name> 1< > K : # L \) WLAN Z/ER T B BRICHKITL
£9, wlan-idlZlE., 1 ~ 16DIDZABLET, wlan-namellld, IMIXFURAOEKFET
SSIDEAALZET,

. config wlan enable <wlan-id> 1Y > R : WLAN ZBMICTHBRICRITLET,

- config wlan gos wlan-id {bronze | silver | gold | platinum}1~ > RZf#EH L T, WLANIZCQoSL
RIZEI)ETETD,

. config wlan wmm {disabled |¥F 7 | required} wlan-idJ<X > R&ZFHTL £,

. config wlan 7920-support client-cac-limit {enabled | disabled} wian-idI< > RZERAL £,

. config wlan 7920-support ap-cac-limit {enabled | disabled} wlan-dJ~<> RZERAL £ 9,

QoS N=H DEREY bD—0 OERE

COBEAICERZY ND—VZRETRICRK. EXNEEGEAOI—FZHREL. ARXY b
T—TJHNT QoS ZEMICTRXENHYET, IZFvYANIIL—FT42J70R)LELT,
OSPF ZfERL £,

EEZXYRNI—II1C QoS £#EETH-HIC. WRED #eezFERL £, DiffServ ##L0 WRED
BeeaERIR L, NTY NOEERERZFTE T DB, WRED TDSCPEZEATE XY,



L—2R1BLTFR2OREZ, RICRLET,

Router1

Rout er 1#show run
Bui | di ng configuration..

Current configuration : 2321 bytes
!
version 12.2

servi ce timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!

host nane Routerl

!

!

i p subnet-zero

!

!

!

call rsvp-sync

!

!
cl ass-map match-all FTP

!--- Classifies FTP Packets based on Access List 103.
mat ch access-group 103 cl ass-map match-all Video !---
Classifies Video Packets based on Access List 102. match
access-group 102 class-map match-all Voice !---
Classifies Voice Packets based on Access List 101. match
access-group 101 ! ! policy-map Marking-For-FTP /---
Sets DSCP value afll for FTP packets. class FTP set ip
dscp af1l policy-map Marking-For-Voice !--- Sets DSCP
value ef for Voice packets. class Voice set ip dscp ef
pol i cy-map Marki ng-For-Video !--- Sets DSCP value af4l
for Video packets. class Video set ip dscp af41 ! I !
interface Serial 2/0 description Connected to Router2 ip
address 10. 2. 3.2 255. 255. 255. 0 random det ect dscp-based
! -—- Enables WRED based on DSCP Value of the packet.
random det ect dscp 10 30 40 !--- Sets the Minimum and
Maximum Threshold of Packets !--- to 30 and 40 packets
for the DSCP value 10. random detect dscp 34 40 50 !/---
Sets the Minimum and Maximum Threshold of Packets !---
to 40 and 50 packets for the DSCP value 34. random
detect dscp 46 50 60 !--- Sets the Minimum and Maximum
Threshold of Packets !--- to 50 and 60 packets for the
DSCP value 46. clockrate 56000 ! interface Serial2/1 no
i p address shutdown ! interface Serial2/2 no ip address
shutdown ! interface Serial2/3 no ip address shutdown
interface Serial2/4 no ip address shutdown ! interface
Serial 2/5 no ip address shutdown ! interface Serial 2/6
no i p address shutdown ! interface Serial2/7 no ip
address shutdown ! interface FastEthernet3/0 no ip
address duplex auto speed auto ! interface

Fast Et hernet 3/ 0.1 description Connected to Voice Clients
encapsul ati on dot1Q 10 ip address 192.168.0.1

255. 255. 0. 0 service-policy output Marking-For-Voice /---
Applies the policy Marking-For-Voice to the interface. !
interface FastEthernet3/0.2 description Connected to
Video Clients encapsul ation dot1Q 20 ip address
172.16.0.1 255.255.0.0 service-policy output Mrking-




For-Video !--- Applies the policy Marking-For-Video to
the interface. ! interface FastEthernet3/0.3 description
Connected to FTP Server encapsul ation dot1Q 30 ip
address 30.0.0.1 255.0.0.0 service-policy output

Mar ki ng- For-FTP !--- Applies the policy Marking-For-FTP
to the interface. ! interface FastEthernet3/1 no ip
address shutdown dupl ex auto speed auto ! router ospf 1
!--- Configures OSPF as the routing protocol. | o0g-

adj acency-changes network 10.0.0.0 0.255.255.255 area 0
network 30.0.0.0 0.0.0.255 area 0 network 172.16.0.0

0. 0.255.255 area 0 network 192.168.0.0 0.0.255.255 area

O! ip classless ip http server ! access-list 101 pernmt
ip 192.168.0.0 0.0.255.255 any !--- Access list used to
classify Voice packets. access-list 102 permt ip
172.16.0.0 0.0.255.255 any !--- Access list used to
classify Video packets. access-list 103 permt ip
30.0.0.0 0.0.0.255 any !--- Access list used to classify
FTP packets. ! voice-port 1/0/0 ! voice-port 1/0/1 !

voi ce-port 1/1/0 ! voice-port 1/1/1 ! dial-peer cor
custom! ! | dial-peer voice 1 pots destination-pattern
4085551234 port 1/0/0 ! ! line con O line aux O line vty
04! end

Router2

Rout er 2#show run
Bui | di ng configuration..

Current configuration : 1551 bytes

!

version 12.3

service config

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane Rout er 2

!

boot - st art - mar ker

boot - end- nmar ker

!

!

no aaa new node

i p subnet-zero
!

interface FastEthernet0/0

i p address dhcp

dupl ex auto

speed auto

|
interface FastEthernet0/0.1

description Connected to Voice Clients
encapsul ati on dot1Q 40

ip address 20.0.0.1 255.0.0.0

|

i nterface FastEthernet0/0.2

description Connected to Video Clients
encapsul ati on dot1Q 50

ip address 40.0.0.1 255.0.0.0

|

interface Fast Et hernet0/0.3




description Connected to FTP Clients
encapsul ati on dot1Q 60

ip address 50.0.0.1 255.0.0.0

|
interface Serial 0/0

description Connected to Routerl

i p address 10.2.3.1 255.255.255.0

random det ect dscp-based

! --- Enables WRED based on DSCP Value of the packet.
random det ect dscp 10 30 40 !--- Sets the Minimum and
Maximum Threshold of Packets !--- to 30 and 40 packets
for the DSCP value 10. random detect dscp 34 40 50 !/---
Sets the Minimum and Maximum Threshold of Packets !---
to 40 and 50 packets for the DSCP value 34. random
detect dscp 46 50 60 !--- Sets the Minimum and Maximum
Threshold of Packets !--- to 50 and 60 packets for the
DSCP value 46. ! interface FastEthernet0/1 no ip address
shut down dupl ex auto speed auto ! interface Service-

Engi ne2/0 no i p address shutdown hol d- queue 60 out

router ospf 1 !/--- Configures OSPF as the routing
protocol. | og-adjacency-changes network 10.0.0.0

0. 255. 255. 255 area 0 network 20.0.0.0 0.255.255. 255 area
0 network 40.0.0.0 0.255.255.255 area 0 network 50.0.0.0
0.255.255.255 area O ! ip http server ip classless ! !
control-plane ! ! voice-port 1/0/0 ! voice-port 1/0/1 !
gat ekeeper shutdown ! ! line con O line 65 no
activation-character no exec transport preferred none
transport input all transport output all line aux O |line
vty 04! ! end

BEBENZ TN A—TF42T

DAVLAZRY ND—UBELTERZRY ND—DVOEFHNBZEEDRENETT L, QoS Z2EEL
25, RZT749 0 BATZELLEREENTVWARRUD—IZEOVWT, NTY hOSHE, ¥X—F
VU, BRUVEBHARITENET,

QoS HEENHERAKK, BRABVRY ND—JTRBRETAICKWVWEBENFHVYET., QoS et
ZYRND—=ODERIMBRABDICH2>TTTIVT—2320NT AR AICEKEEZESZXHROET
o QoS &, BIRENIERNT 714V I RATDEBIE, DVAR, BLUBLE, ZHBEHHEARICHEE
LESELET,

WMM BEOETH V54T NDOBE -

ERAOETH VAT RNEDAVYLABOETH V54T NITF—2 22X ETHIEIE. KX
NDEOBIEFT—IEDAR NN RELET,

1.Router! EQO 7 7ARA—HZRY N 42X —7 T4 AT, Marking-For-Video R) > —A'E
FANTY NZEHESh, DSCP E AF41 TNT Y KRR —F T hET,

2.X—F >0 niEFANT Y ME. Routert®< ) F7I)IA>Z—7 I A4 AS3/0&Router2®
S0N0ZBEBLET, - Tlk, WREDICEREENAZLEWMEICHLT/NT Y NOFEERRN
FIVIEIhET, FHF1—RKAFRNPLEWVME (EFANTY KOFEEF40NTY M) (I
iE9DE,. WREDIZDSCPEAFAMIDONT Y NS VA LICEELET, BHKRIC, FHF1—
RFGARLEWVME (EFANTY NOBEES0NTY ~N) ZBRELE T,

3. EFANTY MH Router2 EQOT7ARA—HZY RZHLULTWLC ICEETSHE, WLC
F&EE/N Y N DSCP % AVVID 802.1p UP fEICZEH# L, &E/NT Y M) DSCP %2 K
DESIZLWAPP Ny NMZCOE—LET., COBINBEE. DSCP E AF41 A, T3



802.1p fE 4 ICERENET,

LWAPP Encapsulated
_- ..-'-""'---FII
.T...___ _"—_._ — - - o _-_-_._._'_'_,_,_o—'-'

DSCP Yalue for YWoice Packetz afdl translated to Cizco AWYID 802 1p UP value 4 and
original D=CP Yalue af41 copied

4. N7y R LAP ICEET B &, LAP IE&EE D LWAPP /N Y KM DSCP fE% 802.11e UP
BILEBL, ZHITATURMIEY Y TSN TVS WLAN QoS AR —TEHFRIEhTL
DBRAEZBABVELSICTDILEHICKHEEORI VT REITLET, LAPRKTNOE, X
HNTY RNE UPEICEL 80211 TxF1—ICBMLET., COHINBEIE. DSCP {E
AF41 A, 5T % 802.11e UP fE 5 ICEBRE MK T,

B il [ LWAPP Encapsulated
[802.11e [ DSCP [Payldad] ' | 802.1p | DSCP DSCP [Payload

‘h____q____ _—
—_— 9_.. e

DSCP value of the incoming LWAPP packet af41 tranzlated to the 302112 UP value S for a"hihd
enabled client

DAVLARMOETH VFA4AT2 MFBERAICT—RZEEIDRE. ROXSBZIEFT—ED
ARV NARELET,

1. WMM RSN ISA T RDLAP ICNNT Y REREETHE., LAP REYEITAT U NCE
WHETSNTWD QS RS —THAEThTVRBREZBIBTVRSICTEDEHIC
802.11e UPEMRI S VI RETLET, TNDH, ZLfEZ DSCPEICERLET., 0
BITIE., EFAWLANICQoSZO7 7 4 )LGold A SREETNTH V), 802.11e UPEA4IC A -
TVWET, COfER, Xi5TBDSCPEAF4ICEREN, O NO—FICEEENET,

R, W

- I il

Pl : LWAPP Encapsulated
! i
:

(802.11e | DSCP [Payioad] DSCP |~ ['BSCP |Payload

S02 11 e UP value translated to DSCP walue afdl and sent to Controller

2. Y RO—SHRO&LSICEED LWAPP /N4 ¥ K@ DSCP fE% 802.1p UP BICZHL &



¥, LD DSCPEL, ZEEEATILEFEIET,

e -LWﬂPP Encapsulated : A IR

e i I T

DSCP value afd1 of the incoming LWAPP packet transated to 802 .1p UP value 5 and
ariginal DCP value af41 iz zert unatered

3.Router2 W7 7 ARA—HZY NT DSCP {EN af41 /N7 Y A", Router2 8 KT
Router! EQOUT7IN A2 —T7 T4 A%ZBBL. BREOEFF 9FA4T > MNIBEL
F9 XENTYRNFDVTILAVER—TIA AZBIBITDRIE, NTY NOFEEBERY
. WRED TEHREENTVWABLEWEICBSLTFIVIENET,
WMM FERRBD FTP 954 F > NOBE :

BRAOFTPY—NAFDAVLABMOFTP VAT NCTF—RZEBTIRE. RDLS%E
JEFT—EDA XY NFRELET,

1.Routerl L7 7 ARA—H XY N 412X —7 T4 AT, Marking-For-FTP 7R > —7#* FTP
INTY NMZHEBE T, DSCP {E AF11 TNT Y "R R—F T hET,

2. X—D&ENEFTPINT Y Ni&, Routert®> )7 I)LA >R —7 I 4 As3/0&Router2®S0/0%
BBLET, Tk, WREDICEREENTVWAD LEVMEICRLTNT Y NOREEREN T
IVIOENET, FEFI1—KAIKRPLEVE (FTPANTY ROBEEIONTY K ) ICET
% &, WRED[FDSCPEAF11ONT Y NZ2T A ALICEEZELE T, BEKIC, FHF1—FKY
BRLZEVE (FTPANTY ROBE4ONTY N ) ZRELEFT,

B.FTP /N7 Y MY Router2 EQOT7 7 AR/ —HZY RZHLUTWLC ICEiETSHE, WLC &
BE/NTY N DSCP fE%& AVVID 802.1p UP BICE# L., BEE/NT Y ND DSCP EZR®
KD LWAPP N Y NZOE—LET, COHINEFAK, DSCP E AF11 A, [Ii5T 2
802.1p fE 1 ICLE|ENET,

4. ZENTY MD LAP ICEETD L, LAPREZIFHIZAT NI HTShTVWS WLAN
QoS RV —DOF7 AL KD 80211 TXxF1—ICNTY REBMLET, COFHIDEHE.
ZYH/INT Y NiE Bronze QoS 7’07 7 4)L0)=\=:L—L1‘§%W‘c’f nEI,

DAVYLABOFTP 954 TF > N ERBICT— EEITIRIE. ROELSBIEFT—EDA
RYRNFRELET,

1.DA4VYLAZXRYRND—=DVLDFTP OZAT MY LAPICNNTY NZ2EfETH E. LAP &
ZHITATRMIEIYETSNATVWS QoS R —M 802.11e UP fEZEAL £ T, X
(2. LAP (3% % fE%Z DSCP EICZE# L., ZI3NTY b2 MO—FICEFELET, FTP
O9Z4AF> KA QoS 7O7 74 )L BronzelZBL TLW3 =&, IEEE 802.11e UP {& 1 »*
DSCP fE& AF11 ICZE#EchE T,

2. AV NO—SARD&ES ICEED LWAPP /N7 v k@ DSCP &% 802.1p UP BICZ# L %
T, ;tD DSCP L, BEENTICHEFTENET, ZENTYRNEEFOE, LAV 2RA
YF &ML T, Router2 ICEzIEE NE T,

3.Router2 W7 7 ARA—H XY NT DSCP EN AF11 ®/NT Y M, Router2 8 KT
Router! EQOUTFIL A Z2—T7 T4 AZBBL, EREOEFTF OFA4T7 > MIBEL



T, ZENTYM VTN AER—TIAAZBIBITEZREE. NTY NOREERRY

. WRED TREENTVBLEWMEICBSLTFIVIENET,
ZFENTY N ERIXYRND—IDASDVA VLA XY ND—DICBBITREHEEE, T4 VLA X
YRD—ODLSEREXYND—VICBBITZHEEE. AEEFIENRITENIET,

NSTZIW2a—=F14290kEHOOAIVR

FORTYNAVE=TN)EZ Y= (BEI—HYEAH) (OIT) F. BED show AX> RZEYH
R—bhLEF, OIT ZFEAL T, show ANV ROH IO DM ERRLET,

X :debug INY RZFEATSHEIIC, Tdebug X ROEEZEH. 25RLTSEEL,

JL—RETRD CiscolOS AV REFKITTDE, QSHRENRNS TN 1—FT 109 LV
BNITAES,

. show queue {interface-name interface-number} : 1 > 2 —7 I A A LOF 1 —TEHFHEHP D/
TYRNCETRIEBIVARENET,

- show queueing random-detect interface {interface-name interface-number} : 1 > 2—7 1 4
AEDFI1—A2T V=BT IRERRE LFCHRABEBAIVARNENET,

. show policy-map interface {interface-name interface-number} : 1 > X—7 I 4 AIZEHKE h
TVBRANRI D —BRTHEARI D —OFEFAB LOPREN KRTRENET, COONY RE
. BY)’X EXEC E— RTHERATIRBENHYET,

Rout er 1#show policy-map interface F3/0.1
Fast Et hernet 3/0. 1

Servi ce-policy output: Marking-For-Voice

Cl ass-map: Voice (match-all)
18 packets, 1224 bytes
5 mnute offered rate O bps, drop rate 0 bps
Match: access-group 101
QS Set
dscp ef
Packets marked 18

Cl ass-map: cl ass-default (match-any)
2 packets, 128 bytes
5 mnute offered rate O bps, drop rate 0 bps
Mat ch: any

. debugqosset: QS /N\7Y N X—F U JICEHTAEBRIRTENET,
WLC OZBE,. COONVRE QoS 7O7 7A I DREEZRRITDEBICEITLET,

. show qos {bronze/silver/gold/platinum} : WLAN TREEZ N TW3 QoS 7O 7 7 1 L D15
NFESNET, showgos IN¥ > ROHAHIERICRLET,

(Cisco Controller) >show gos Platinum

DescCription. . ... ... For Voice Applications
Average Data Rate........... .. .. .. ... .. .. .. 0
Burst Data Rate.......... ... ... ... ... . ... ... ... 0
Average Realtine Data Rate....................... 0
Realtime Burst Data Rate......................... 0
Maxi mum RF usage per AP (9 ........ ... ... . ....... 100
Queue Length. . ... .. . . . 100
Protocol ... .. none

(Cisco Controller) >show gos Gold


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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Description. . ... ... For Vi deo Applications

Average Data Rate........... .. .. .. ... .. ... 0
Burst Data Rate........... ... ... . ... ... . ... ....... 0
Average Realtine Data Rate....................... 0
Realtime Burst Data Rate......................... 0
Maxi mum RF usage per AP (% ........ ... ... ... ..... 100
Queue Length. . ... .. . . . 75
Protocol . ... . none

(Cisco Controller) >show gos Bronze

Description. . ... ... For Background
Average Data Rate........... .. ... ... .. .. .. 0
Burst Data Rate........... ... ... ... ... . ... ....... 0
Average Realtine Data Rate....................... 0
Realtime Burst Data Rate......................... 0
Maxi mum RF usage per AP (9 ........ ... ... . ....... 100
Queue Length. . ... .. . . . 25
Protocol . ... . none

- show wlan WLAN-ID : WLAN ([CBE T 2B HARRENET, RICHIBZRLET,

(Cisco Controller) >show wlan 1

WAN ldentifier...... ... .. 1
Network Name (SSID)............c. .. Voi ceClients
StatUS. . ot Enabl ed
MAC Filtering........ ... .. Di sabl ed
Broadcast SSID........... .0 Enabl ed
AAA Policy Override......... ... . .. Di sabl ed
Nunmber of Active Cients........... ... ... ....... 0
Exclusionlist Timeout........... ... ... ... 60 seconds
Session TimMBOUL . .. ...ttt e 1800 seconds
Interface. ... managenent
WEAN ACL. . . unconfi gur ed
DHCP Ser Vel . .ottt e e Def aul t
DHCP Address Assignment Required................. Di sabl ed
Quality Of ServiCe....cceceeececccccccccscccscccns Platinum (wvoice)
WMM. .ooeeeooceccoososassssssccccsossssssscscacacsssss Disabled
CCX - Aironetle Support............c.ouiiiiinna.. Enabl ed
CCX - Gratuitous ProbeResponse (GPR)............. Di sabl ed
Dot 11- Phone Mode (7920)....... ... .. .. Di sabl ed
Wred Protocol.......... ... None
IPV6 SUPPOrt. ... Di sabl ed
Radio Policy...... ... .. i All
Security
802. 11 Authentication:.............. ... ....... Open System
Static WEP Keys. . ...t Di sabl ed
802, IX ot Enabl ed
EnCryption: . ... .. 104-bi t VEP
W -Fi Protected Access (WPA/WPA2)............. Di sabl ed
CKI P Di sabl ed
IP Security Passthru.......................... Di sabl ed
Web Based Authentication...................... Di sabl ed
Web-Passthrough. ......... ... ... ... ... ... .. ... Di sabl ed
Auto Anchor....... ... Di sabl ed
H REAP Local Switching........................ Di sabl ed
Managenent Franme Protection................... Enabl ed (d obal MFP Di sabl ed)

(il
ANT

BYE 1§
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