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AP (REAP) DO EHly ZZRBLTLEE W,

H-REAP (&, REAP ICXDRRIAN HBDeHIZBAETIhKRL L,
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BENLE LAPARTRENET,
2. "“"'"3“6 AP Z20V)YJLEXT,

MOMITOR WiAN= CONTROLLER WIRELEES ZECURITY MONSGEWENT COMMSHDS HELP FEEDBACKE

L E R T Dperptions
AP FommnE HF Fodel AP FAL AP Up Tiene Admdn Ststes Status

AIR-LAP1131AG-A-KF DD Lan a2 1% adidd Od, 00 hDEmlZs Eruabbed REG

HREAP Growps
E B2.11afn
Wr? 1 ik gin

3. [APs > Details] 7 4 > R T [High Availability] 2 7 &2 1)y oL, AP AERICERAT S
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Fleaze enter your EAP-FAST uzemame and pazzword to log on to the wirelezs
etk
Ulzer Mame Uzerl
Pazsword sesesl
Logonto:
Card Mame : Cizco Aronet 80211 a/bdg Wireless Sdapter
Profile Mame : WPA-Enterpnize

0} 4 Cancel 1
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4. RADIUS H—/Vc & > THRTRIE h. H-REAP AP CBERHS hEd, ChT.
H-REAP |&, FREBEE, FRAASYFUTICHBVYET,

fckion  Opkions  Help

e

Cisco SYSTEMS
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WLC &, H-REAP 25D /N\N—hE—RMRBEZZFELBEVDT, LAP DBRZHEBRLET,

WLC @ CLI »*5 debug capwap events enable ¥ > RZHITL T, BRMBHRLBERBELET
o RIZRT DI, 20 debug I ROWBHBITT,

Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 Did not receive heartbeat reply from
AP 00:15:c7:ab:55:90

Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 apfSpamProcessStateChangeInSpamConte
xt: Down capwap event for AP 00:15:c7:ab:55:90 slot O

Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 apfSpamProcessStateChangeInSpamConte
xt: Deregister capwap event for AP 00:15:c7:ab:55:90 slot O

Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 apfSpamProcessStateChangeInSpamConte
xt: Down capwap event for AP 00:15:c7:ab:55:90 slot 1

Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 apfSpamProcessStateChangeInSpamConte
xt: Deregister capwap event for AP 00:15:c7:ab:55:90 slot 1

Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 Received capwap Down event for AP 00:
15:c7:ab:55:90 slot 0!

Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 Deregister capwap event for AP 00:15:
c7:ab:55:90 slot 0

Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 Received capwap Down event for AP 00:
15:c7:ab:55:90 slot 1!

Thu Jan 18 03:19:32 2007: 00:15:c7:ab:55:90 Deregister capwap event for AP 00:15:
c7:ab:55:90 slot 1
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ZBBRLET,



CiscCo MOMITOR  WiLARS ¥ 5 SECURITY MAMAGEMENT COMMANDS HELP EEEDRACH
WLANS WLAMS > Edit ‘Central-Local’
it General | Security | QoS | Advanced
b Advanced
Profde Name Cariral-Local
Type WLAN
31D Curiral-Local
Status :F Enahbled
Security Polices [WPAZI[AuthiB02.1%}]

iModfications done under sscurity t=b will appear sfter spplying the changes.)

Radio Policy [aa =]
Interfaces/Interface Groupls) m
Multscast Wian Feature I Enablad
Broadoast S50 F Enabled

gﬂ

3. [Radius Servers] 923> O T T, RAAICEREE N LBY AT —/NZRRLET,

v
CISCO MOMITOR  YNILAN WIRELESS  SECURITY  MAHAGEMENT OMMANDS  HELP  FEEDRACH
WLANS= WLANS = Edit "Central-Local'
L i s
WLANS GSNEN| Security [NOSSI[ASSSNCRTN
b hdvanced | LayerZ | Lawerd | AAR Servers

Select ARA servers below to override use of default servers on this WLAN

Radius Servers LINAP Servers
Radius Server Cverwrite interface [ Enabled Servar 1 |Mane =
Authentication Servers  Accounting Seréers Server 2 |None =
b Enstisd ¥ Ersbied Server il‘lnn! j‘
Sarvar 1 [Hore =] [rane =]
Sver 2 M'ﬂ
Server 3 Hione = | [mone =

Local EAF Authentication

Local EAP authentication [ Enabled

Authentication priority order for
wabh-auth user

4. [H-REAP Local Switching] FT Y 9 RY VALFIVII—VZANT, 2O WLAN LR
LTWBISAFUN NTZT4YONHREAP LEWTOA—ALTRIYFETRELSICL
7.



CISCO MONITOR  WLEME WIRELESS  SECURITY  MAMAGEMENT COMMANDS HELF  FEEDBACH
WLAMNS WLANS = Edit "Central-Local’
- M
oo Genersl | Security | Qo5 | Advanced
B ndesscod Diagnostic Channal O Enahled
IFw6 Enable £ | #MFR Client Probaction £ r?}'}md -
oyerride [mhedface ACL |rJ|:-r|E —l DTIM Period (in beaton intervals)
P2P Blocking #otion |D|sal:led -|
lionk Brdusnd Biidiini I":'— Bl 11adn [1 - 255) 1
Tiffi@au b aluik [§aes) Bz 1k {1« 255 |1
Haximum &lkesssd Chenis £ ||| P
Stutic 1P Turreling id ™ Enabied HAC Stwte [Wone =]
O Chanmel Seanming Defer Laad Babamcing &nd Bamnd Select
T e e e e R Chant Load Balanoing [
mEm i e Chant Band Selact § I
y - WokoE
;SI;:LI'_;IIII'H Tiitwin W
e Media Sassion Snooping I Ensded
HREAP

=a-anchar Roamsd Wowe Clisngs [ Enanded
I H-REAF Locel Switching @ ¥ pnabisd [

H-REAP Lacel Auth &F [T Enabled

Lesen Chent IF Address £ M Ensbled

4

RREBEE, O—HIN ALY FITORRB

RODATYTERITLET,

1. D4VYLARAI95A4F7 > 2ELU SSDBLTFEF1IVTARETEKRELET, COHIT,
SSID (& Central-Local T V), F¥1 T 1 5=HiE WPA2TT,

2. [RADIUS server] > [User Setup] TRREENTWVWBR I1I—HRENAT—RZAHLLT, 95
AT > KO central-local SSID 27 771 7JICLET, COFITRE, I—HFRENADT—R
\C User!t ZHAL TULET,

Enter Wireless Network Password ﬁ 1

Fleaze enter your EAP-FAST uzemame and pazsword tolog on to the wirelezs
bk
Lzer Name : Uszerl
Pazzwiord senne
Log on to
Card Mame : Cizco Aironet 30211 a/bdg ‘wireless ddapter
Prafile Mame : WRA-E nterprize
k. Caricel j

30K ESUY 2 LET. 954 T hE. RADIUS $—/VIc &> THATHEIE h. H-
REAP AP [CBSEf[IToNET, 2T, H-REAP I&. FRERE, O—HI R4 YF>JIC



tﬂ)iﬂ'o

: WPA2-Enterprise

Ackion  Opkions  Help

ﬁmcﬂSfxiEMﬁ

Profile Mame:  central-lozal

Link, Status: - Authenticated Metwork: Tope: Infrastructure
Wireless Mode: 5 GHz 54 Mbps Current Channel: 149
Server Bazed Authentication:  EAP-FAST Drata Encrpption: BES

IP Address  reB0 240:96fF feac

Signal Stength. N BEEREERREEERERE Good

L2 = ead et

| Advanced |

PeRLfEIE, O—HIN ALY F T

O—AILTARAYFEhd WLAN A, WLC TRIBEhDHEN H DRI XA 7 (EAP REE (&
4+ 3 v %9 WEP/WPA/WPA2/802.11i ) . WebAuth, NAC & & ) AICEREET N TV ES

WAN TEENfRKETD L, BRI, O—HDIL AMYFOTREICEYEXT, QOJJkHE‘CLat
WLAN ([Z¥L T, H-REAP i, REIZHAKADHLVWISA T RNEER/LET, L, H-
REAP &, BEEQ UV ZA T NFBENICERZRODELSIC, E—-O2e7O-7HEDREEELE
TLET, CORER. AZVRT7OY E—ROBEICOKXENTT,

COREZREITD O, "HRFEE, O—HANRAVFT, 523 THAEELTWVDE
DEELUREZFEALET,

WLC IZE£HL TWD WAN U2 O LTWBIHE. WLC & H-REAP OB RZMRT 20
BERITLET,

BRIBRENDE, HREAP RARY R7OY E—RIZZYET,

ZOWLAN BHETHENITSND VA7 MNE, SlEREFEREHEIFLRT, £EL, —F
JTAT—2THAANO—FHFFATETEEVES, H-REAP [FZ 0O WLAN A5 OFTL L
BEREFTLER A

chik, AU WLAN ICHBBIODVA VLA I9TAT O RNOTITAR—=232ICK 2> THERT
EET, COUVTATNORRRANRBL, 94T MNBEENGFEFTEAGZEVC t&ﬁw
TEET,

E:WLANIZA T NOBHF0IZEDE, H-REAPFBIE TS X TND802.11#EEZFILL ., 15
EENESSIDOE—OVZRITLELSZYERT, chIZ&>T, WLAN &, XD H-REAP IR#&E
THa, BABLE, R1YVFUIELEICBITLET,



O—AHLEREE, O—HILN ALY FT

CDIREET, H-REAPLAP RO Z AT hNBREZREBL T, F—X NTY NZO—AILTRAY
FLET, CORERE, ARV RT7OY E—ROFET, PDO2APICSVWTO—AIITLRETE
BDRARATICRLTOGENTHY . A MO—ZDREBREEHEE A,

Llai, PREFE, O—HI RAYFTRETH > - H-REAP I, BREETNERIER A4 7 H AP
L.d%b\'tl:l DN TREBTEDHREEE, COREBICBITLET, S2IXFIABEEDLDIZ, RE
NEREAO—HINTREBTELAVES, AZVRTF7OY E—ROEZEIZ(E H-REAP IE5REE

ﬁ-"lt O—AN AA4YFT T—REBWET,

RICRTORF, AXR7OY E—ROAP IZHEVWTO—AIILTRIETE S —MRNEFIAEXHZ
ALTTY,

- <
- ®B
- WPA-PSK
- WPA2-PSK
FEAPHFEGRE—ROBE. IXTORATOELANWLCIZR > TAEBENET, H-REAP #F
AZYRTOY E—RTHBECE, =72, B, WPAWPA2-PSK FBFEIE. IXTDIZA
VRFRANRET D LAP ILEIEENET,

S WLANETO—AL AL Y FUIHEMICE > TVWBHybrid-REAPEFEAL TLWBES. 4
HWebsRREE HR—bhEhFEH A,

COPITRE, ROBEZFEALET,

- WLAN/SSID % : Local

- [Layer 2 Security] : WPA-PSK

- H-REAP O—AJ) A4 Y F> 7 : enabled
OA>hO—Z0GUI A5, ROFIEZETLET,

1. [WLANs] 2% U ¥ 4 LT, Local E WS BHDOHL L WLAN ZHERLTH S, [Apply] £2
DYy OLET,

2. 20O WLAN EO—HDI)LZRLZ2EA T S -8, [Layer 2 Security] 7 1 —J)L R T [WPA-PSK] »*
FEEO-—HDITREAREZHROVTIhIAOEXFIVUT A XH_XALAZBRLET, C
DO HITIE WPA-PSK 2L TVWET,



Illlhllld

CISCO MONITOR  WLAH:  CONTROLLER  WIRELESS SECURITY  MAMAG

WLANS WLANS > Edit Local
- WLAMN Lt L diizil Lo =
clegie | General | Security | QoS | Advanced |
b Advanced Layer 2 | Layer3 | AAA Servers |
Layer £ Security & | WPA+WRAZ -
[ LaMaC Filtering
WA+ WPAZ Parameters
WPA Policy ]
WPAZ Policy ¥
WPALZ Encryphlion ¥ AES | TEIR
Auth Key Mgmt FEK =
FEE Farmat EASCH !l
|sossnnsnsnans

oyl
52

. BIRZETS L, FATIEFHRAR/NRA JL—AZRETIHEN HYET, i,
EZRINE BB EHDICIVTATUNIERUICTRIHRENBYET,

4. [H-REAP Local Switching] FT Y 92 RY VALF IV II—DVZANT, <O WLAN LR
LTWBISAFPN RTST4YIUN HREAP LBWTO—AHILTARASYFFHERSICL
£7,

i!l!lllll
CISCO MOHITOR  WLANs  CONTROLLER WIRELESS SECURITY  MANAGEMENT  COMMANDS  HELP
WLANS WLANS > Edit 'Local'
n "":!LLT:’ General | Security | QoS | Advanced
B e oy Duagnostic Channsl C Enabled
IPv6 Enable £ I MFP Chient Protech
Override [nterface ACL Hone -I DTIM Perod (in bes
P2P Blacking Action |I:li=.5hlel:| ;1
Clienkt Exelusion 2 7 Enabied B0 802.11a/n (1 - 255
Timeaout Walse (secs) 80z.11b/gfm (1 - 2
Maxirnum Allowed Chents & [0 WAL
Static 1P Tunnefing 41 " Enablad NﬁC Stm- -l'"N" 'ﬂ" n'e

off Channel Scanning Defer Load Balancing and

Scan Defar Priority D1 2 3 4 5 & T
rCCCOFFELD

Client Load Balanc

Client Band Select

¥olce
Scan Defer Time 100 Ce
(msecs)

HREAP

Media Session Sna

Be-snchor Rosme:

=1
H-REAP Local Switching2 | | Enablad

H-F.EAF Local Auth 22 1 Enabiad
Learn Chent [P Address€ ¥ Enablad

4]

O—2JLE8EE, O—HAlN A4 Y F I DOER

RDATY TZ#RITLET,

1. 947> N2EALUSSID X2 ) T« SRELET, T, SSID & Local To

K
wit
A



W, EFa2 U7 1 5xX1E WPA-PSK TT,

2.954F7>KNTlocalSSID #F7 VT4 7ICLET, V947> NI MO—-FICHVT
FRTEIAE N, H-REAP EBEN TS hET, V954 T7 M NZT74v0E@FO—HILT
AAYVFENBDRIICEREENET, chT, H-REAP (&, FREBEE. O—HI RM4 Y F
VYU DREICHEY)EL =,

3.AVKO—SICEETDWAN U 9E2F14—TI)ICLET, WVD2EOLSIC, OO
—SRFERERNVEEZETLET, HHREAP IO NO—SH 5B R EHBBRENET, EF
HFRBEhdE, HREAP AR ROV E—RICKVWET, =L, 2O WLAN ICE
LTWBO9SA4T7 R, 5lEHE HREAP LTV I—>3a>aELET, £,
CCTORIAZRA7EIAMO—FBLTAPICBVWTO—AHITRETEZES DT, H-
REAP & 2O WLAN BEHTHLVWIOA VLR I9ZATFT MDA SOFT I I3 aHA
LEI,

4. ChaEHEITZICE, AU WLAN THBODA YL A 9S54 TF o RNET7O0T147ICLET,
VAT EEICRIAE N, BEN TSNP ZBRETEXT,

| = Rl
. H-REAP 0O Y—)L R— R TESLITA T NERBED NS TN 1—F 1V F %7

Sk, ROOX RZAHDLET,

AP_CLI#show capwap reap association

LAV RO—FTESIKITAT U NERBBEORNS TN 1—FT 42T 2TV, €512, 7
NYTOHNZFRTBDICE, ROOAX RZAHDLET,

AP_CLI#debug mac addr

cDTATRD 80211 BHEGEOEMEZT/NY T ITBHICE. ROOAN RZFEALET,

AP_CLI#debug dotll state enable

cDTAT RO B2AX RV ES LT ZOREEFEZT/NY I I2ICE., ROONT RZ2ER
LET,

AP_CLI#debug dotlx events enable

LNy HIV KAV RO—S/RADIUS DX Y £—J&FNY I FBICE. KROOTY KEER
LET,

AP_CLI#debug aaa events enable

- E Iz, V74T N debug A ROTLBEY F2BVCTRICR, ROOAI KZEEH
LET,

AP_CLI#debug client

BOE TR

.24V LA LAN O hO—F¢& Lightweight P72 tA RL4 > SOEARERES

R LAN > bO—5TO VLAN OERESHI

. Cisco Wireless LAN Controller A~ 74 ¥a1lL—>3> A4 R, UJ—RA7.0

- Hybrid REAP OB LTEAL A K

. Hybrid Remote Edge Access Point ( H-REAP ) QEANE NS TN a1 —F1> 5
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