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BE
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ERIE
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Cisco Unified Wireless Network ([CE A & 117z Remote-edge Access Point ( REAP; JE— KNIV
STOEARIVN ) MEeEERATAE, D4 VL ALAN (WLAN ) > RO—5 (WLC ) A
5 Cisco Lightweight 77t A R4 N (LAP) Z2UE—REETEET, ZOBEER. 75>
FAT A ARNRBEBNETANCHRETT, CORFIXDNTE., REAP X—AD WLAN X
Y NJ—%2% Cisco 1030 1) —X® LAP X° 4400 WLC ZRAL THBIiE T2 HEICOVWTEAL
9,

COREZTOEIC, ROEBEHNFBLEATVWBR L Z2BRALET,

-WLC ICB8T 2 HEE WLC OEFRMNBNTA—XDOREHEICET 5 HH
- Cisco 1030 LAP T® REAP T— RO EEICBI T 2 Z15&
- 5\EB DHCP # —/\# & U Domain Name System ( DNS; RX A > Z—A AT AL ) H—/N



NDELESHERLFEEDEREICEIT S HE
- Wi-Fi Protected Access ( WPA ) Q#2299 5 &%

FATRIIAR—F b

CORFIAIXNODEBERIE., KOV TIRIITEN—RIITON—2aVICEITVTVET,

. —LTIF J)—R42 BB TS Cisco 4400 > 1J—X WLC

- Cisco 1030 LAP

- Cisco IOS®Y 7 R T F )1 —R122T13N @ T 52& M Cisco 28002 1) —X)L—&

77 —=LDITT))—A3.07 %@ T B Cisco Aironet 802.11alb/gV SA T N7 X7 3R

. Cisco Aironet Desktop Utility /N\—>3 2/ 3.0

CORFIXDNOREHRE. 4%;&0)771'f—15(,_&67-/\47\(,._5’3 WTHEREhELE, COR
FIAIXPNTERATDIIXNTOFNA ARG, FI (F7 2D ) REORELSSEBLTVERT
o NRDFY NT—INRBBPTHRHEEICE., EOLKSBIOANRICODVTE, TOHEEN

FECODVTHEICERLU THEBLENfHVET,

®RECE
KF1XY NEROHME. TYRIFINL T4y TAOREE) ESRL T,
BREH

REAP E— RTlk, WAN U O #BZHLTLAP 2FEL. WLC L OBEEZ#iEL NS, B
N LAP #ge =R TEE T, REAP T—RIiF, BELTIE 1030 LAP TULAHR—KREhTVE
tAo

COBREZERE IS -HIC, 1030 REAP T, Lightweight Access Point Protocol ( LWAPP ) @
O A= FL=8, T4VLATF—RTL—2EeRBENTVET, BEOD LWAPP X
—ADTIEARAUN (AP) THEAThZOLREIUSETHREFHOEHHEERZTS -

HIC CiscoWLC #BIEHMEFATNATVETYN, IXTOI—H F—XREF AP TO—HILICT

Dy IEhTVWET, A—AIL XY KRNT—T VDY—ZAANDOTI7EAIK. WAN FEIELTVWTE
HEFEEhET,

REAP AP Tk, XD 2 DOFEE—RAPR—REhTVWET,

. BE O REAP E—R

AR RT7OY E—R
REAP AP & WLC OO WAN U ON Ty 7B e, LAP FBE®D REAP T— RIZEREE h
£9, LAP A BE®D REAP E— RTEMEL TVWA BB, ZFX 16 HETDH WLAN ZHR—KT
EET,

WLC & LAP OO WAN U2 OAF XD dBE, REAPAEMICBE2TWS LAP EARXR RT
O E—RICHY) B V) EF, Wired Equivalent Privacy ( WEP ) £ EEOO—NILREES
RZFEAL TWLAN AFREESNTVRESIE., AX>RF7OY E—RTE, REAP LAP & WLC
BZLUTWLAN Z 1 DEGEMTHYR-—NTEET, CNOHFE. REAP AP A" HR—K~T2S WLAN
&, AP ICERETNTVBHAID WLAN THD WLAN1 ICBEWET, COKRSICBEDDIE, D
FEAEDRIBAETIEE, A RO—ZEBRERPY EVTEIRENf HBNDT, WAN U TN
A FTRENBNTERL BRI LEHTT, AZVRTOY E—RTR., EROBELY M
LAP THR—RNENET, REAPLAP A"AZ R7OY E—ROEEICHR—NTHHeELY
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NE, BEE—RT (WANUYIAFTPYZTLTUWTWLC ADBEETYFLTVWAEEL
) REAP LAP AHR— N2 MEEE LBL T, RORICRLET,

BE O REAP E—REARY RPOY £— RT REAP LAP #H7R— b 92 M8k

R AL RIEAL
{nommal modi) ( standalone modz )
14 Yis Vi
1Py Yok Yo
Protocols s Y s
Adl other protogals {only if client is also | Conly if client iz also
11 anabled) " enahled)
I Prooey ARP Mo M
Mumber of 5511 1% . :
ithe fitsl oned
WLAN Prhynamic channel assignment Yis Mo
Prhnamic power conirol s M
Prnamic load balancing YWias Mo
VIAM h-1u||i|'.-|-:.i|1lcrl':|-.'-:.~c M M
0210} Supporl Moy Mo
Rogue A1 detection Yis Mo
Yo
tvclusinn lis - (awisline mermhers
WIAN Security Exclusion list e exis lll:'ill:;mhr.
Paer-to-Peer blecking Mo Mo
Intrusion Detection System s M
MALC authentication Yo M
221X s Mo
WEP {64/128/152bils) Yas Yas
Layar 2 Security | WPA-PSK Yis Y
WEAZ-PSK Mo Mo
WEA-EAP Yo Mo
WPAZ-FAP Yas Mo
Wb Authentication Mo Mo
Psioc Mo M
Layer 3 Security | L2TP Mo M
WM Pass-through Mo M
Awciess Control Lists M Mo
08 Prodiles Yis Y
Deownlink Clos (weighted round-robin quenes) ios Vs
S02.1p suppor Mo Mo
(s Per-usar bandwidih contracts Mo M
WM i Mo
2021 e (Tulura) Mix Mo
Al Qs Prolile vyverride s M
Mohility Inira-=uhnel i Yis
- Infer-a0bnet My Mo
P Intemal DHCP Sarver Mo M
Extemal DHCP Server s i
Topalogy Drirect connact | 20015} Mo M

CORICE. BHO VLAN EEAFNDTE— R®O REAP LAP THR—KREhBZVWENRESATV

£, EHO VLAN FHR—KREhBEVWDE, REAP LAP A" IEEE 802.1QVLAN 2¥ > J &%

TTEBRVDOT, REAPLAP A" BEETEZNDRE 1 2OV TRY NEREFICAZEHTT, TOLE
¥, % Service Set Identifier (SSID) DR 7 1Y Uik, BERRY RD—VERUHYTRY RNT

BRIHELET, TOHER, SSID BICFENDEBRECERICERNS 71V I EIT X MLEh

BENB2EELTE, BRADODTF—R RS T71YVEFDEIENELA,



REAP Ofitfii. REAP OEBS LVEIRICOVWTOFMIE., T7S5>F A7 1 ATH REAP B A
HA Ry ZSBLTLSEETL,

BE

COtEI23aVTR, CORFIXNTHATIHEEZREI D LOICHERRBERMAL
WET,

TNAARAZRELTRY ND—URBKERETRICEF. ROFIEZRTLERT,

1. WLC QEXBEERANDFREE WLAN OFRE

2 VE—BMNHYABICAVAR—ILTREODDAP DTS4 2T
SWAN U O REINTHEHD 2800 )L—XDEE

4. )F—bK Y4 N T® REAP LAP DO E &

ZYRDO—UR

CORFIXINTRE, ROXYRND—O Y NTYTH2EALET,

Cisco 2800 Router Cisco 2800 Router

e
10.0.0.2/8 [t

172.16.1.60/16 ! 192.168.1.1/24

Layer 2 Swilch Layer 2 Swilch

192.168.1.524

Cisco 4400 WLE Cisco 1030 Lrghhwrghl AP

WLC Paramelers 192 168.1.24/24 v 192.168.1.25/24

Management Inlerface IP address: 172.16.1.50/16
AP Manager Interface IP address: 172.16.1.51186

L "Eleﬁ [.-:.E' '?

KT SZU0FA7 4 ARERARBEFRAL TEHCATVET, COERABEIEMEEO 2800
DN)=X)N—FTHEIBLTVET, <OHITIE, Open Shortest Path First (OSPF ) Z’O k1)L
ZERAL, WAN U O LETPPP A7 EILZERALTTF—R2EZIL—FT 120 LTVWET, Kt
Ik 4400 WLC XD Y), VE—DN F7 14 AIZIE 1030 LAP 2B T2 LEN DY F T, 1030
LAP Tlk, 2 20O WLAN ZHR—KNTBHENFNHVYET, WLAN D/NFX—RFEXOEHY T
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- WLAN 1SSID : SSID1F3EE : F—7 > 851t : Temporal Key Integrity
Protocol ( TKIP ) ( WPA Pre-Shared Key [WPA-PSK] )
- WLAN 2SSID : SSID2525E : Extensible Authentication Protocol ( EAP ) &S 1t : TKIPZE
: WLAN 204868, CORF I XD NDOFRETIEWPABO2IXERALETKIP (S ) ZFEAL
F7,
COREICEET, FNARAZBRETIHLENHYET,

WLC DEFXEERANEE L WLAN DERE

EAREERIC WLC Z5RE T B2k, command-line interface (CLI; AN R4 4R —7J T
AA)ETARER—KNTP7Y 7T A0 74F1L—>32 D4 —RZFERATEEXRT, CDfh, GUI
ZEALTWLC ZRETRDCEETEET, CORFIXNTR, CLIETAZ—KTY Y
dA74FaL—>3a>y Ja¥—RaEALE, WLC LOREREICODVWTHBALTWVWET,

WLC A TRBTBE, AR—KRFY T AV 74F1L -3y D4 ¥ — RCEBAVET
c BAREERETAICE, 274 F1L—23> D4 H—KEBALET, COTAHF—K
. CLI £70d GUI TR TEE T, AZ—RFYT AV 74F¥1L—2 3> T4 ¥ — ROHI
ERICRLET,

Wl conme to the CGisco Wzard Configuration Tool

Use the '-' character to backup

System Name [Cisco_33:84:a0]: WLC_MainOffice

Enter Administrative User Nane (24 characters max): admin
Enter Administrative Password (24 characters nmax): *****
Management Interface IP Address: 172.16.1.50

Managenent | nterface Netnmask: 255.255.0.0

Managenent Interface Default Router: 172.16.1.60
Management Interface VLAN Identifier (0 = untagged):
Management Interface Port Num [1 to 4]: 1

Managenent Interface DHCP Server |P Address: 172.16.1.1
AP Manager Interface IP Address: 172.16.1.51

AP- Manager is on Managenment subnet, using sane val ues

AP Manager |nterface DHCP Server (172.16.1.1):

Virtual Gateway | P Address: 1.1.1.1

Mobility/RF Group Name: Main

Network Name (SSID): SSID1

Allow Static | P Addresses [YES][no]: Yes

Configure a RADIUS Server now? [ YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enabl e 802. 11b Network [YES][no]: Yes

Enabl e 802. 11a Network [YES][no]: Yes

Enabl e 802. 11g Network [YES][no]: Yes

Enabl e Auto-RF [YES][no]: Yes

Configuration saved!
Resetting systemw th new configuration.

COFITIE, WLC TRONZ X— ’)‘lfciaﬁibi?o

AT AR
EBAR—TIAADIP T RLA
APNZR—D Y A3 —TIAADIP T RLA



BB R —T I ADKR—ES

BB RX—T7IAADVLANID

-EEUTA TIL—=TDOEH

. SSID

S MOZBEONTA—Z
chSDNTA—=ZIE, WLC ZEAXBERAICRET A LEHICFEALET, cotEI2a>D
WLC HAICRENATWVWABELSIC, WLC TREBAVRX—TJIAAIPT7RLAELT
17216150 A"EAE N, APNZR—2F¥ AV Z—TIAAIPT7RLAELT172.16.1.51 A'fE
AEhTWET, RYRT—JI22 20O WLAN 2RETDLHICIE, WLC TROFIEZETL

£9,

1T.WLC D GUIT, D4 RTIDLEHOAZ1—ICHB WLANs 20 )Y O LEF, WLANs
DAV RINRRENET, COTA2RIICIKE, WLC ICERESThTLS WLAN O—EH
RRENET, AZ—KT7y7A074F2L—23a> J«4—REEALTT1 OO
WLAN ZEREL DT, <O WLAN DEONTAXA—REZRETIHENf HV) X,

2.WLANSSID1 O Edit Z7) Y OL&ET, ATHF—FITT,
-+ DIFd DI I

Save Configurstionn Fing  Logomat  Refrech

MOMITOR  ‘WiAMNs COMTROLLER WIRELESS SECURITY  MAMAGEMENT COMMANDS  HELP

WL ARS WL AN

WILANS " -
WILAK p— iy Sequrity Palicies

WLANs > Edit 714 > ROUNFRRENET, DT 12 RITR. General Policies,
Security Policies, RADIUS server 5 &, 0O WLAN ICEBODNFX—RZRETE XD,
3. WLANs >Edit V1 RUTIROEISIZERLET, O WLAN ZEMIC TR =HIC,
General Policies fEiZ|_ & % Admin Status O ® Enabled ¥F T Y V7 RY JAIZFI Y UX
— 0 %&FFET, WLAN1 TWPA ZFERTS =0, Layer 2 Security ROAY AT X
“1—-HAS5SWPAZEBRLET, VIV RVODKRTHBTWPANTX—SZEEZLET,
WLAN 1 T WPA-PSK ZfEf 3% 7= (_., WPA Parameters $813(_ & % Pre-Shared Key ®
O Enabled FIT Y VRY VRAIZFIYION—U%&[FFT, WPA-PSK D/NATL—X%&A
HUET, WPA-PSK Tlk, BSLIZ TKIP A"ERENET, & : WPA-PSKNRAT7L—X



&, 9ZA4F7RTETRIBREENTVWANARATL—XE—HLTVRRENHYET,

[Applyl 22V O LET, UTHA—HITT,
-+ 023 AWBI DI

Sava Canhgurston Ping Logoat Refrech

WLANS

WLAMN ID 1
VL AR WLAN 51D SRICE
General Polias Secarily Policias
Rudo Pobcy Al - P — — _—
e — ¢_ Larer 3 Securty R . - 3
< Mderun Gabuy F Enabled =y e —— I———
-, - R B ]

s:ﬁu?n'ﬁmtrm—'n?-—
Qualty of Sernce (Jaf) I!’.ll--r {hak affart] " Lapir 3 Seainty MonhE -l
VMM Folicy II:I rabdad -I l_ el Folicy T

920 Phone Suppart [T Chant CAC Liwst [~ AP CAC Lawdt
Broadeat $510 F Enailed
Wah Folsy Iy s&d in 0a n mith JPgEC
allom Aka Ovemide [ Enabled and LETP :
Client Exchugion F irabind =+ [50 == when giend suciusion is anabied,  breesut vaipe of
Teneoust Walus (3ees) parn rraand nilbndyimidl regques pdrramsirabve owernde
OHCH Sarver ' ovemide el e

CNCP Addr, Aspgnment [ Ragquired

Erderigos Hame Imuntuemrﬂ-. 'rl

Radiis Sareers

u
SdvvEr 1 ln:ri -I In-:nl -I
Server 3 lﬂ:r-l '-I Besfig =

Sarver ] nigry = BNy =

WA Paramaters

B0Z.11 Dhabe EaeDryphepn TRIP-MIC

Pre-Shared Key W Enstded

P ser Passphrase |

ZhT. WLAN 1 I WPA-PSK DESE{L &R ETEEL 1,

4. WLAN2 EEET215HIC, WLANs T4V RIICH2 New £ U Y 2 LET, WLAN >
New 7 1> RONARTRENET,

5.WLAN > New 7 4 > KT, WLAN ID & WLAN SSID #E% L T. Apply 22y ¥ L%
T UTHF—HITT,




e DA A DI

WLANS WILARNE & Py

WILAMS

WLAN 1D I.‘ -

WLAN SSID Esinz

2B ® WLAN ® WLAN > Edit V14 > RUANRTRENET,

6. WLANS >Edit V1 RUTROKSITBIRLET, <O WLAN ZEMICTH =8I,
General Policies #813(Z & % Admin Status O ® Enabled ¥F T Y VRY VRAIZF I YUY
— V[T ET, O WLAN IZ WPA ZERET S 2IC. Layer 2 Security ROY 7H 0>
XZ1—H»5 WPA #i8IRL £9, Radius Servers ST, CDITA4 T > NORIEIZEA
9 BiEY % RADIUS H—/NZBIRLE T, [Apply] 20U Y I LET, ATH—HITT,



e - QAT DANSI DI

Save Confiquration  Ping  Logowt Refresh

MOMITOR  WilAMNs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP
WLANS WLANS = Bt < mack | hpply |
WiLANS WLAN [D 2
o WLAN 8510 SEI02
al Pl ity Pol
Agdio Palay L1 -
— — Layer 2 Securty L]
Edrren Stabat W Enabled

~mc T

. _ - —
SEESION TITETTTCreer

Quabiy of Teraoe (GeS) [Sieer (best effort] = Laver 3 Securty [Mane =]
WM Policy J Cork vl --I ™ wes Pohcy =
7920 Phone Swppart | Chant CAC Lisdst [ AP CAC Lawat
Bargaad gt S5I0 FF Enakied
Al REE Oyermide T Enablad
;
Chent Evglusion F Enabled ** 80
Temeo iy
DHCP Sarver I overide

DHCOP Addr. Ajiegnrmant [ Ragueed

Ineriace Mame

Radips Servers
_ — Frr T (o pPiog's g B _ﬁu:;uurr.-:h;. SErVErs
b EI"_""_L IFi172 0614, Pork !I".:;I "\-'_-'-I'__'_I
Server 2 L] =] [rane =]
Sarear 1 Inoee 2l [reear =)

WA PAarairal e

_ B02.11 Dats Escryptsn  TRIP-MIC

FrooShared Kay T Enablsd

E:ZORFIXDNTE, RADIUSH—/NEEAPRILZRET D HEIC DV TREHAL TLE
A, WLC TEAP FALZREITDHEICOVTE, "WLANO MA—F (WLC ) TO EAP
AL DERER. ZZRL TV,

VDE—BN YA NEALAP—LNIREODAP DTFAZ2T

T4 008, BoNERETESDIMNO—J0OJANE LAP BB TR0 EBOETY,

1200 NO—FIC LAPAEHETHETIC, TOEEUT A JIIL—7HAOIXNTOI MO
—SHNLAP ICEBHZEhET, TOLSICLT, LAPRIIL—7THOEEND> NO—ZICMA

ITRLEHICHERBEREINTEBLET,

REAP IS AP D7 SA I T &T5EHICIE, AP ZXHOERIRY NTD—JICEBELET,
COEDIZEHETDE, APHF 1200 NO—F%2R2F322ENTEEXT, At O
—ZIZLAP A AL R, WLAN DAV 7 ZARTIF v EREICRETE/N—23 20 AP F
RL=TF AT ATAL(OS)DN—=>23a>&2APHF XD O0—RLET, EEUFT 1 JI)L—
T7AOIANTOOANO—FDOIP 7 RLAN AP ICEEENET, APHIUERFREITNTA
FLES, APEUE—RNHYA NTEHKETEDELSICAYET, IPEGENAEATEDESE. U
ARNDSHBEFEARNAMVINO—FZ APHARDODTFTSMTEET,

F:UE—BMYANCAPEHAE TR LEOHICAPEAT7ICTBHIIC, AP%ZE "TREAP, E—RICERE
LTLKEEW, A NO—Z0 CLI A GUI ZERA T % A . Wireless Control System ( WCS ) @
TU7L—hEFERALT, APLARILTE—RERETEET, F7FILNTRE, APRKEED
local) HREAERITITADLDICHEETNTLVET,

A NO—S5%2RB 233 EHIC. LAPRROFZEOVThA ZFERATEEXT,

LAY 20571 RXH/)NY
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LAV 3OFAAANVO—-AN BT7ZY hOTO—RF ¥ ANOFEHADHCP 73>
43 OEFDNS H—/\ 0 Over-the-Air Provisioning ( OTAP ) O ER W% DHCP H—/\®
X : ASDHCPHY —N\NEFERA T2 ICIE. LAPHWLCICEEERENTVIHREN HY) E
9,

CORFIXVNTIE, DHCP A7 32 43 F4 AAN) XAZXLZERAL T LAP /" WLC
CEBRENTVWAIEERBELTVWET, DHCP A7 >3 43 #FALTLAP 20> MO —
FILBERIDFEBSLCTMOT A AANY XAZZXLICDODVTOFME., "4 VYL ALANO

>~ NO—3 (WLC ) A® Lightweight AP ( LAP ) D&, 2#SBL TS EZ L\,

LAP A" NO—Z%&B2FE5, APAIONO—ZICBERFEINATVWDEN WLC D
Wireless V14> RIJICKRREhET, UTH—HITT,

e -QAA QI oI

Rave Confiquratan  Fing  Legout  Hefreih

MANATEMENT COMMANDS  HELP

MONITOR WAl CONTROLLER  WERELESS SECURITY

L et Al AP

fcress Palndt Search by Ethernet ML | Search |

’ r [ - - |
Rori g insg anse - N T,
Hogues apiSL a0 % [ T R TRTE Enabis BEG L

BEDOREAP E—RICLAP ZRETDICIF. ROFIEZRTLERT,

1. WLC @ GUI T, [Wireless]Z27 )Y JLET, AlAPs J14 2 RIUNFKRRENET, <D
1 RIICEK, WLC ICERENTWVWS AP D—EBNFRRENET,

2.REAP E— RICERETIHLEN HS AP Zi&IRL T, Detail 2V UYILET, THOAP D
AllAPs > Detaill 71 2 RIUNFRTJENET, COTVARITR, ROLKSBE AP OET R
FBNTA—RZRETEET, APRIPTRLA(ARTAVIICEETEET ) EEA
T—RAEF1VT 4 NTXA—ZAP T— RAP N EHTED WLC DU ANEO/D/ND
X—3

3.AP Mode ROY7HA DY X_1—H5 REAP 2 BIRLET, COT—REFEATEZDDE
. REAP HIEMD AP T,

4. AP A EBFICEATAINO—FFZZEXLT, Apply 22U Y OLET, RAR3 A
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(724X, EAVE), ZR)OAVNO—TEEZERTEET, AP, COV1~
ROCEELVEIEFTIOYNO—ZZ2RELET, COHITR, > O—F% 1 8LETE
ALTWAOT, 20X MO—5Z2754X) A MO—FELTERLTVET, B
TA—=BITY,

e -DHAI BaFI HI f
ngn Fepry Save Configurstion  Ping  Logowt  Refrech
wilaNs CONTROLLER WIRELESS MAMAGEMENT COMMANDS HELP
-

Wirekres Al Abs > Detally = Back | apply |

RCiess Painlt GeEneEral Yardions
AF Hams I.;.'\- 51 Saed £ Marssan 35.2.70.0

M Etharnst MAC Address DD:0b 0% %1580 Berepd W paan. #.1.70.0

Bridiging
Bgde Agdin MAC LOVHE - B R L)

Fenguies InvEntary Imformation

Ty Reglgtory Doman BOILlbg -8 BDTLNN: &
AP Mogel ap

A8 [P Address 1726180 ey i
AP Grakc §F F A&F Sanyl Mumbar WCNIRIZIIRT

Cllents AP Gt IPLeaaae 18 &P Cerficate Typs Marnd achers Instaled

Global BF Retmask  [ag e e REAP Mode supgteted Tes

. LU T RTTRR

Lol el ]

Country -
dderen Stabyt = ]Lnn:mj— S

Timers e ——_

L AF Mode |PEI.F- 1| ;
Operaboas ot REG
Port Numiber H
AP Grgug Mams | - -—i
Lo ftogen R emabe Cftice
Preniary o oenrgier -
et |WLC _MasinCeftice]
Satohdiey Ciatralles I
Hemip
TeErtigry ©oodrgler I
L Ta
Fatirhor Temer I: L=
Raddio Inberfaces
Kwmiber of Raedio Irbsrface+
Radis interdace Type Admin Status Oper Status Ergulatory Domaim
03 11s Engte £ Tepepesrte g
-

N TAP % REAP E—RIZERETELDT, VE—M AN AP ZEBTEX T,

F:ZOBDT1RITE, APOIPF RLANAZRTAYIICEEEh, AZTAYVIPTR
L A192.168.1. 50 E|V) HTESNTWVWBREANDANET, COLDIZEHTSIAhTWVWRDIE,

CNNVE—RNATAATERATEIHTRYNTHZDEHTT, TOLEH, DHCP H—/\H SH
89217216180 EVS IP 7 RLAZFEATZDE., TS24I TBRBEOBETTT, AP A
O MNO—JICBFEhERBIC, TRLAZEAZTAY I IPT7RLAICEELET,

WAN VU2V ZRIY TS ESHD 2800 L—R DERTE

CODHBITIE, WAND > OV BZBINTBHEHIC, 28028002 —A)—2%Z0SPFTHEAL T, X
YRND)—ORBTERZEIL—TFT 12T LTVET, RIZ, CORFAIXINOFUAHITHERT
BPMADIN—ZOHREERLET,

3T

Mai nOF f i ce#show run
Bui | di ng configuration..

Current configuration : 728 bytes
!

version 12.2

service tinmestanps debug uptine




service tinmestanps | og uptine
no service password-encryption
!

host nane Mai nOFfice

!

!

p subnet-zero

interface EthernetO

i p address 172.16. 1. 60 255.255.0.0

!--- This is the interface which acts as the default
gateway to the WLC. ! interface Virtual -Tenplatel no ip
address ! interface Serial0 no ip address ! interface
Seriall !--- This is the interface for the WAN link. ip
address 10.0.0.1 255.0.0.0 encapsul ation ppp !--- This
example uses PPP. Use the appropriate !--- encapsulation
for the WAN connection. ! router ospf 50 /--- Use OSPF
to route data between the different networks. | 0g-
adj acency-changes network 10.0.0.0 0.255.255.255 area 0

network 172.16.0.0 0.0.255.255 area 0! ! ip classless
ip http server ! I I line con O line aux O line vty 0 4
! end

T20FF714R

BranchOf f i ce#show run
Bui | di ng configuration..

Current configuration : 596 bytes

!

version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane BranchOf fice

!

!

p subnet-zero

interface EthernetO

ip address 192.168.1.1 255.255.255.0

!--- This is the interface which acts as the default
gateway to the LAP. ! interface Serial 0 no ip address !
interface Seriall !/--- This is the interface for the WAN
link. ip address 10.0.0.2 255.0.0.0 encapsul ation ppp
cl ockrate 56000 ! router ospf 50 !--- Use OSPF to route
data between the different networks. | o0g-adjacency-
changes network 10.0.0.0 0.255.255.255 area 0 network
192.168.1.0 0.0.0.255 area O ! ip classless ip http
server I I'1 1 line con O line aux O line vty O 4 login
aut ocommand access enable-timeout 2 ! end

)E—RN Y4 NT0OH REAP AP O

WLC T®H WLAN DFE, LAP DT T4 XY, ARe UE—b A7 14 A0 WAN U2 T ORI



FRETLEDT, VE—N YA NZAP ZEATIEBIBVERL I,

JE—R YA RNTAPDEBEREZRATRE, 774XV TRBICRELVLELIEFTAP I MO

—ZZRLET, APAFOANO—-FZROF3E&. AV MNA—FIC AP A BRENE T, RIZH
ZRLET, R—M1EHZANO—FICAPASMLIECENF WLC RO KRS IZRTRED

= S

+ - DA 0A0I DD

Cave Cosfguraban LT Legout  Hafradls

[ 21T T HELE

e s s Al APg
Areess Palnts search by Ethernel MAL | Searh |
: AP Manse AP Il Ethernet MAL pdman Status DPErations) et
Raridging - —_— . - Sbaliid —
Hogues .'.-_-.“T"i_l_ S0 .1 OCDb: 0S5 Saed Enagbils BEG ] 1 ____
{ linmls
Glehial BF
T Iry
Timaers

SSID1 &£W\5 SSID T WPA-PSK A"B#ICE2>TWB US4 T Mk WLAN 1 @ AP (ZBSEFR
SNTVWET, SSID2 &5 SSID T 802.1x RN BMICHE2>TWBIZ A4 T > Mk WLAN 2
DO AP ICBERIFSNTVET, RIC, 22000954 TF7 > 0OPlERLET, 1 D2DIFATF >~
& WLAN 1 ICEFEENTHEY ., €E5—DODITAT > MNEWLAN2 ICEHENTVET,



#r-QHS AT O

N Save Configurstice  Ping  Lopowt  Rel[fFT)
MONITOR  WLANS CONTROLLER WIRELESS SECURITE MAMAGEMENT COMMANDS HELP
Bebor o Clends Ftems L fo & of T
Simitary Search by MAL address | Gearch |
Statistics
1 L g lient FAL Addr AP ManeE AF FHAL Aidde LA Type Lhabiie Aiith Part
Wireless D0-40: 9 ae:0d-05  Sed:51:Sa:ed 00:0b:FS:51-54:e0 SLNON Y ANE  Adishated el 1
OO=40: 0 a7  speSl:Saed 00k Sl -5e:wl SEIGS | ale Anrmplied THN

Clhanity

CCTlk, REAPRENEEICHELTVWA L ZERLET,
¥ :debug AN REFEHTZHIIC, Tdebug AN ROEELZEEH. 22BL TS EEL,

WAN U0 BA D REICLET, WAN U IO F D IREIZRD E, AP & WLC & DLt
FrRbOhET, TOHEES. WLCIFAP ZVARND S EZEHRBBRLET, UTHF—HITT,

(Cisco Controller) >debug lwapp events enable

Wed May 17 15:04:22 2006: Did not receive heartbeat reply from AP 00:0B:85:51:5A:E0

Wed May 17 15:04:22 2006: Max retransm ssions reached on AP 00: 0B: 85: 51: 5A: EO

( CONFI GURE_COMVAND, 1)

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Down LWAPP event for
AP 00: Ob: 85:51: 5a:e0 slot 0

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Deregister LWAPP event
for AP 00:0b:85:51:5a:e0 slot O

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Down LWAPP event for
AP 00: Ob: 85:51: 5a:e0 slot 1

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Deregi ster LWAPP event
for AP 00: Ob: 85:51:5a:e0 slot 1

Wed May 17 15:04:22 2006: spanDel etelLCB: stats timer not initialized for AP

00: Ob: 85: 51: 5a: e0

Wed May 17 15:04:22 2006: Received LWAPP Down event for AP 00:0b: 85:51:5a:e0 slot 0!

Wed May 17 15:04:22 2006: Deregister LWAPP event for AP 00:0b:85:51:5a:e0 slot 0

Wed May 17 15:04:22 2006: Received LWAPP Down event for AP 00:0b:85:51:5a:e0 slot 1!
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Wed May 17 15:04:22 2006: Deregister LWAPP event for AP 00:0b:85:51:5a:e0 slot 1

debug Iwapp events enable 1Y > ROEAICIE, WLC A" AP AS/N\—KRE—KNDISEZZEL
BHA2DT, WLC " AP DERZMBRLLEEN REATVET, N\—FE—FORER., F
—TTIA4T7 XV E—2ERAZKEOENTT, I O—ZF 1 BEOEREZTT/\— E—hK
Z5EEHRL THARET, WLC FIBEZZELBTNE, WLC & AP ZERERL KT,

AP A"AZ R7OY E—ROKICIE, AP OEIR LED "SBL F9., &#¥® WLAN ( WLAN
1) DIFAT > M WPA-PSK OEESILERICEREETATVA DT, HHO WLAN ( WLAN

1) ICBEEFTSNhTVWAIOTATURNEED AP ICE|EHREBEFTSATVET, AZVRT
O T—RTEE, LAPABED THESILEMEBLET., XDHlE, SSID1 & K WPA-PSK %
AUTWLANT ICERENTWVWBRITATRO (WAN DU IONFRA D LTWVWBREED ) AT
—RAERLTVET,

i TKIPRWPA-PSKTEAE B BESILTT,

[F|cisco Aironet Desktop Utility - Current Profile: SSID1. 7| x|
fckion  Options  Help

Current Status | Profile Management | Diagnostics

‘EM“” 5"”“\ Prafile Mame: 55101

Link Statuz: Authenticated

Wirelezs Mode: 5 GHz 54 Mbpz IP Addrezs: 192.168.1.24
Metwaork, Twpe: |nfrastructure Current Channel: 64
Server Bazed Authentication: Mone D ata Encryption: TEIP
Signal Strength: | Eucellent

WLAN 2 Tl& EAP SREEAERAET N TVB DT, WLAN2 ICERENTVE VT4 T2 N ERRE
BRENE T, CORDICERBRENDDE, EAPFEELZEATE V147 MM WLC EBEBE

FTRARENHBDEHTT, ROTARIOBIZE, WAN U IR T LTVWBEEIZ EAP

AL KRBT B BN RENTVRT,



Bl AP Authentication X

Profile M
Card Mame:  Cisco Aironet 802, 11afbjg Wireless Adapter
Steps J !
> 1. Stasting Profile Mame: 35IDZ

2 Checking Message: Unable to LEAP authenticate the wireless
1R : user in the specified amounk of time,

- MIEnEWINg Metwork infrastructure might be down, You
4. Detecting may also want to increase the LEAP timeout
5 Finding D value For this profile,

Cancel

WAN U OFTY7LES, AP RBE®O REAP E— RICEBCYYWEDY, O NO—S &8
ENhET, EAPRAZFERATEIIOSATUORNETY TIREIZEYET, LTA—FITT,

[# Cisco Aironet 2| x| I

ficktion  Qpkions  Help

LEAP Authentication Status il I ] [
Card Hame: Cizco Aironet 802,11 a/b/g Wireleszs Adapter
Profile Mame: 55102
Steps Status
1. Starting LEAP Authentication Success
2. Checking Link Status Success
3. Benewing IF address Success
4. Detecting [P Frame T ype Success
B. Finding Diamain Contraller Success
[T Show minimized nest tine Cancel
[ TED Select Fratles CIrder Eromes.. -I

ZOfITIE, O NO— 0 debug Iwapp events enable 1Y > ROHBHIE, KDL SBFERIC
BYET,

(Cisco Controller) >debug lwapp events enable

Wed May 17 15:06:40 2006: Successful transmission of LWAPP Discovery-Response

to AP 00:0b:85:51:5a:e0 on Port 1

Wed May 17 15:06:52 2006: Received LWAPP JOIN REQUEST from AP 00:0b:85:51:5a:e0to
00:0b:85:33:84:a0 on port '1'

Wed May 17 15:06:52 2006: LWAPP Joi n- Request MIU path from AP 00: Ob: 85: 51: 5a: e0i s 1500,
renote debug node is 0O



Wed May 17 15:06:52 2006: Successfully added NPU Entry for AP 00: Ob: 85: 51: 5a: eO(i ndex 51)
Switch I'P: 172.16.1.51, Switch Port: 12223, intlfNum 1, vlianld OAP |IP: 192.168.1.5, AP
Port: 5550, next hop MAC. 00: dO: 58: ad: ae: cb

Wed May 17 15:06:52 2006: Successfully transmission of LWAPP Join-Reply to AP

00: Ob: 85: 51: 5a: e0

Wed May 17 15:06:52 2006: Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 0

Wed May 17 15:06:52 2006: Register LWAPP event for AP 00: Ob: 85:51:5a:e0 slot 1

Wed May 17 15:06:54 2006: Received LWAPP CONFI GURE REQUEST from AP 00: Ob: 85:51: 5a:e0 to
00: Ob: 85: 33: 84: a0

Wed May 17 15:06:54 2006: Updating IP info for AP 00:0Ob:85:51:5a:e0 -- static 1,

192. 168. 1. 5/ 255. 255. 255. 0, gtw 192.168.1.1

N | 1 Rl

eIV, BEDRS TN 21—F 140 2T5BIZSBLTLSEETL,

RSV 2A—F4290EHOIIVR

XD debug AX Y REFALT, REON S TN 1—FT 12T ETSENTEET,

X :debug NV REFEATSHEIC, Tdebug AN ROEEZER. 25RBL T EEV,

. debug Iwapp events enable : LAP & WLC OB TERETI AR N —T 2V ANFRREN

79,
. debug Iwapp errors enable : LWAPP BETRAE TSI IS —HFRTRENET,
- debug Ilwapp packet enable : LWAPP XY K RL—RADOFNY IHNRRENET,
. debugmacaddr: EEL =T T4 T RO MAC F/)NY THNFEMICEYET,

BOE TR

IS5OF AT 1 ATH REAP BAHA R

. EAP BBSFE WLAN 1> hO—5 (WLC ) OERESI

- 24¥YLALAN O hO—5 & Lightweight PR R4 > N OEZAEEEH

. Lightweight 77 tEA R4 RO WLAN O hO—F 71 —=)LVFA—/S—DOERESH
A VYLALCBTSHR—b R—=D

- TOZAHAI YR—=B & RF 21 X b - Cisco Systems
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