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AccessPoint<config>#interface fastethernet 0.2

AccessPoint<config-subif>#encapsulation dotlg 2 native

! -—- Configure the encapsulation as dotlg and assign VLAN 2 as the native VLAN !--- on the Fast
Ethernet interface. AccessPoint<config-subif>#exit

AccessPoint<config>#interface dotllradio 0.2

AccessPoint<config-subif>#encapsulation dotlg 2 native

! -—- Configure the encapsulation as dotlg and assign VLAN 2 as the native VLAN !--- on the radio
interface. AccessPoint<config-subif>#end
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AccessPoint#configure terminal

!-—— Enter global configuration mode. AccessPoint (config)#interface dotllradio 0
!-—— Enter radio interface configuration mode. AccessPoint (config-if)#ssid Admin
I -—— Configure the SSID "Admin". AccessPoint (config-if-ssid)#vlan 20

l-—— Assign VLAN 20 to the SSID. AccessPoint(config-if-ssid)#authentication open
! -—— Configure open authentication for the SSID. AccessPoint (config-if-ssid) #end

AccessPoint (config) interface fastethernet 0.20

!-—- Enter subinterface mode on the Fast Ethernet interface. AccessPoint (config-subif)
encapsulation dotlQ 20

!-—— Set the encapsulation as dotlqg for VLAN 20. AccessPoint (config-subif) bridge-group 20
! -—- Assign the subinterface to bridge group 20. AccessPoint (config-subif) exit

AccessPoint (config) interface dotllradio 0.20

!-—- Enter subinterface mode on the radio interface. AccessPoint (config-subif) encapsulation
dotlQ 20

!-—— Set the encapsulation as dotlg for VLAN 20. AccessPoint (config-subif) bridge-group 20

! -—- Assign the subinterface to bridge group 20. AccessPoint (config-subif) exit

tREBUFIEZEYVIRL, EEFEI—YAIC VLAN30 ZRELE T,

AccessPoint#configure terminal
AccessPoint (config) #interface dotllradio 0
AccessPoint (config-if) #ssid Guest
AccessPoint (config-if-ssid) #vlan 30

AccessPoint (config-if-ssid) #authentication open

(
(
(
(

AccessPoint (config-if-ssid) #end

AccessPoint (config) interface fastethernet 0.30
AccessPoint (config-subif) encapsulation dotlQ 30

AccessPoint

(
(
(config-subif) bridge-group 30
(

AccessPoint (config-subif) exit

AccessPoint (config) interface dotllradio 0.30
AccessPoint (config-subif) encapsulation dotlQ 30
AccessPoint (config-subif) bridge-group 30
AccessPoint (config-subif) exit
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Switch#configure terminal

Switch<config>#interface fastethernet 0/5

!--- Enter the interface mode for Fast Ethernet 0/5. Switch<config-if>#switchport mode trunk
!--- Configure the switch port mode to trunk mode. Switch<config-if>#switchport trunk
encapsulation dotlgq

!-—-- Configure the encapsulation on the switch port to dotlg. Switch<config-if>#switchport trunk
native vlan 2

!--- Configure the native VLAN as VLAN 2. Switch<config-if>#switchport trunk allowed vlan add
2,20,30

!--- Configure the list of VLANs that are allowed on the trunk port. Switch<config-
if>#switchport nonegotiate

Switch#configure terminal

Switch<config>#interface fastethernet 0/10

!--- Enter the interface mode for Fast Ethernet 0/10 Switch<config-if>#switchport mode trunk
!--- Configure the switch port mode to trunk mode. Switch<config-if>#switchport trunk
encapsulation dotlgq

!-—-- Configure the encapsulation on the switch port to dotlg. Switch<config-if>#switchport trunk
native vlan 2

!--- Configure the native VLAN as VLAN 2. Switch<config-if>#switchport trunk allowed vlan add
2,20,30

!--- Configure the list of VLANs that are allowed on the trunk port. Switch<config-
if>#switchport nonegotiate
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Router#configure terminal

Router<config>#interface fastethernet 0/0.2

!--- Configures a Sub-interface .2 on fastethernet 0/0 Router<config-subif>#encapsulation dotlg
2 native

!--- configures the encapsulation as dotlqg and assigns VLAN 2 to the sub-interface This command
also makes VLAN 2 as the Native VLAN. Here number 2 is the VLAN-id.

Router<config-subif>#ip address 172.16.1.1 255.255.255.0

!--- Assign ip address from Native VLAN 2 subnet - 172.16.1.0 /24 to the sub-interface
Router<config-subif>#exit

Router<config>#interface fastethernet 0/0.20

!-—-- Configures a Sub-interface .20 on fastethernet 0/0 Router<config-subif>#encapsulation dotlqg
20

!--- configures the encapsulation as dotlqg and assigns VLAN 20 to the sub-interface Here number
20 is the VLAN-id.



Router<config-subif>#ip address 172.16.2.1 255.255.255.0

!--- Assign ip address from VLAN 20 subnet - 172.16.2.0 /24 to the sub-interface Router<config-
subif>#exit

Router<config>#interface fastethernet 0/0.30

!--- Configures a Sub-interface .30 on fastethernet 0/0 Router<config-subif>#encapsulation dotlqg

30
!--- configures the encapsulation as dotlqg and assigns VLAN 30 to the sub-interface Here number
30 is the VLAN-id.

Router<config-subif>#ip address 172.16.3.1 255.255.255.0
!--- Assign ip address from VLAN 30 subnet - 172.16.3.0 /24 Router<config-subif>#exit

DHCP Configuration starts here

Router<config>#ip dhcp excluded-address 172.16.2.1

Router<config>#ip dhcp excluded-address 172.16.3.1

! -—-- excluded-address command is used to exclude the specified ip addresses from the DHCP pool.
In this case router's sub-interface addresses are excluded. Router<config>#ip dhcp pool pooll
!-—- Creates a DHCP pool with a name pooll and enters the DHCP config mode router<dhcp-
config>#network 172.16.2.0 /24

!-—- From this pool Clients are assigned ip addresses from 172.16.2.0 /24 Subnet i.e. from
172.16.2.2 - 172.16.2.254 router<dhcp-config>#default-router 172.16.2.1

! --- Default-gateway assigned to the client from this pool is 172.16.2.1 . Default-router 1is
nothing but default-gateway Router<config>#ip dhcp pool pool2

!-—-- Creates a DHCP pool with a name pool2 and enters the DHCP config mode router<dhcp-
config>#network 172.16.3.0 /24

!-—- From this pool Clients are assigned ip addresses from 172.16.3.0 /24 Subnet i.e. from
172.16.3.2 - 172.16.3.254 router<dhcp-config>#default-router 172.16.3.1

! --- Default-gateway assigned to the client from this pool is 172.16.3.1
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Frafile Mame: &dmin

Link Status: &szociated

Wirelezz Mode: 2.4 GHz 11 Mbpz IP &ddress: 172.16.2.50
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DZAT >N VLAN10 ICEHZEEZ TV A ES A L. AP T show dot11 associations 1Y >
RERITIDHETEHRIRBTEET,

X TPIONTYNADER=T)ERY = (EHFERI—HFRH)OIT)E. HEDshowIX > REHR—
RLUTVWET, OIT ZFEAL T, show IN ROEIO S MZRTLE T,

AccessPoint#show dotll associations
802.11 Client Stations on DotllRadioO:
SSID [Admin]

MAC Address IP address Device Name Parent State
0040.96ac.e657 172.16.2.50 CB21AG/PI21AG Admin User self Assoc

AP T showvlans V> RZRHITLT, APICEREETNTVWS VLAN ZRRTEEXT, UTH—
BlTT,

AccessPoint#show vlans
Virtual LAN ID: 2 (IEEE 802.1Q Encapsulation)

vLAN Trunk Interfaces: DotllRadio0.2
FastEthernet0.2

This is configured as native Vlan for the following interface(s)

DotllRadio0
FastEthernet0
Protocols Configured: Address: Received: Transmitted:
Bridging Bridge Group 1 1380 712

Other 0 63
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0 packets, 0 bytes input

733 packets, 50641 bytes output
Bridging Bridge Group 1 1380 712
Other 0 63

1381 packets, 98016 bytes input
42 packets, 12517 bytes output

Virtual LAN ID: 20 (IEEE 802.1Q Encapsulation)

VvLAN Trunk Interfaces: DotllRadio0.20
FastEthernet0.20

Protocols Configured: Address: Received: Transmitted:
Bridging Bridge Group 20 798 622
Other 0 19

247 packets, 25608 bytes input

495 packets, 43585 bytes output
Bridging Bridge Group 20 798 622
Other 0 19

552 packets, 37536 bytes input
148 packets, 21660 bytes output

Virtual LAN ID: 30 (IEEE 802.1Q Encapsulation)

VvLAN Trunk Interfaces: DotllRadio0.30
FastEthernet0.30

Protocols Configured: Address: Received: Transmitted:
Bridging Bridge Group 30 693 609
Other 0 19

106 packets, 13373 bytes input

517 packets, 48029 bytes output
Bridging Bridge Group 30 693 609
Other 0 19

605 packets, 47531 bytes input
112 packets, 15749 bytes output

CCT, EREEEI-—YY. BU VLAN TRETNTLVS2ERAOEEEI—HICERTES
DESHNHEIETERT, BRIZAT M Tping AN REFKITLET, UTHF—HITT,

D:\>ping 172.16.2.60
Pinging 172.16.2.60 with 32 bytes of data:

Reply from 172.16.
Reply from 172.16.
Reply from 172.16.
Reply from 172.16.

.60: bytes=32 time<lOms TTL=255
.60: bytes=32 time<lOms TTL=255
.60: bytes=32 time<lOms TTL=255
.60: bytes=32 time<lOms TTL=255

NN NN

Ping statistics for 172.16.2.60:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms

BRI, 2AK I—95 VLAN 30 CEETEBAESHERBLET, PANOERIS AT
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D:\>ping 172.16.3.60
Pinging 172.16.3.60 with 32 bytes of data:

Reply from 172.16.3.60: bytes=32 time<l0ms TTL=255
Reply from 172.16.3.60: bytes=32 time<lO0ms TTL=255
Reply from 172.16.3.60: bytes=32 time<lO0ms TTL=255
Reply from 172.16.3.60: bytes=32 time<lO0ms TTL=255

Ping statistics for 172.16.3.60:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
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bridge-group 10 subscriber-loop-control
bridge-group 10 block-unknown-source

no bridge-group 10 source-learning

no bridge-group 10 unicast-flooding
bridge-group 10 spanning-disabled

ChRBEDTTAIRRETT, BRFBVERRF. ChoOREREELZVWTEE
Ve ChSNINY RZHIBRT D E, WLAN A HAEFEY) CEMEL B< B2 AREMI BT

o
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RLUTWET, OIT Z#EAL T, show IN ROHIDDHERRLET,
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. show vlans
- show vlans dot1q
- show dot11 associations

Catalyst 2950 A4 Y F T, REDRZ TN 1—F 4 JICROOXY ReFERATERT,

. show vians
- show interface fastethernet x/x switchport
- show interface fastethernet x/x trunk

LW—BT BEERNZ TN 1—TF42T7FBHIC, ROOIV RERFTLTLEEL,

- debug ip dhcp server packet
- show ip interface brief

SSIDAAMIn TD, 94T MOEEZIP7RLAE)ITOEHIZRLET,

Router#debug ip dhcp server packet
*Nov 23 18:02:06.637: DHCPD: DHCPREQUEST received from client 0040.96ac.e657.
! -—- Router receives the DHCP Request from the client *Nov 23 18:02:06.637: DHCPD: No default

domain to append - abort update *Nov 23 18:02:06.637: DHCPD: Sending DHCPACK to client
0040.96ac.e657 (172.16.2.50).

!--- Router acknowledges the client's request *Nov 23 18:02:06.637: DHCPD: creating ARP entry

(172.16.2.2, 0040.96ac.eb657). *Nov 23 18:02:06.637: DHCPD: unicasting BOOTREPLY to client
0040.96ac.e657 (172.16.2.50).

! -—— Router assigns ip address to the client from the VLAN 10 subnet

. Cisco Aironet 74 YL AR & ® VLAN QO HfH
. RADIUS ¥ —/Y& M EAP RB&E
TOZAHAIN HR—=BbE RF I XD - Cisco Systems



//www.cisco.com/en/US/products/hw/wireless/ps4570/products_configuration_example09186a00801d0815.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/wireless/ps4570/products_configuration_example09186a00801bd035.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



